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Abstract

Smart meters are widely used in the power supply system, and their oper-
ational reliability is closely related to the user’s power supply reliability. It
is difficult for intelligent power metering equipment to accurately predict its
operational reliability and lifespan based on the existing technical specifi-
cations. In order to improve the accuracy of predicting the reliability and
the maintenance cycle of the smart meter, this paper proposes a method for
predicting the reliability of the smart meter based on the Monte Carlo method
and fault tree. Firstly, the occurrence time of the bottom sampling event is
simulated by the Monte-Carlo method based on the statistical data of the
annual failure rate of each module of the smart meter. Then, according to the
Fault Tree analysis of smart meters, the occurrence of the event is transformed
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into the fault time of the whole smart meters. The interval statistics are used
to obtain the reliability value of the smart meter. In the end, the curve of the
reliability function is obtained after fitting the reliability value. The results
show that the reliability of the smart meter obeys the exponential distribution
during the operation of 100 years. When it comes to the tenth year, the
reliability is 0.9519. This algorithm provides a guide for accurately predicting
its reliability and maintenance cycles by modularly analyzing the faults of
smart meters.

Keywords: Smart meters, reliability prediction, monte-carlo sampling, fault
tree analysis.

1 Introduction

In the power system, the intelligent power measurement device is widely
used in remote metering to monitor power and electricity charging. Due to
the rapid expansion of the small grid, the hundreds of millions of century-old
analog electro-mechanical energy meters are replaced by smart meters. The
safety and continuity of the power supply for thousands of households are
dependent on the operational reliability of small meters. For the power sup-
plier, reliability estimation is a significant technique to examine the quality
of smart meters manufactured for power suppliers (Sharma and Saini, 2015;
Xu et al., 2020). The power grid has a large number of smart meters, and it
is impossible to test the reliability of all the smart meters in the power grid
(Zhang et al., 2013; Depuru et al., 2011). In order to control smart meter
operational reliability, Grid company has issued a series of specifications for
smart meters, which covering technical indicators, mechanical performance,
environmental adaptability, functional requirements, electrical performance,
and reliability (Xue et al., 2016). However, these standards only require the
service life index of electric energy metering equipment in smart electricity
meters. However, they fail to provide effective solutions for its reliability
assessment and prediction. Zhou et al. (2013) used the SR-332 Reliability
Prediction Manual to make predictions. However, the standard is more for
military use, and the simple superimposed failure rate does not really reflect
the impact of component failure on the overall system failure. Ning et al.
(2016) established a reliability prediction model based on field data and
Weibull distribution. However, the number of statistical data is small, and
there are only 30 single-model smart meter failure data, which significantly
affects the accuracy of the model.
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A smart meter is composed of various modules, including power module,
metering module, control module, display module, storage module, and com-
munication module to achieve various functions (Yuting et al., 2019; Avancini
et al., 2019). This paper presents a simulation algorithm for predicting the
reliability of smart meters using the Monte-Carlo method and fault tree. This
algorithm can predict the reliability and maintenance cycle of smart meters
based on the statistics of the failure rate of the meter module.

Methods

The method proposed in this work is to analyze the faults of the smart meter
modularly. First, according to the hardware function of the smart meter, the
meter is divided into different modules, and the fault time of each module is
sampled by the Monte Carlo method. Then, the Fault Tree is used to sample
and integrate each module. Finally, the interval statistics method counts the
number of samples, and the statistical results are curve-fitted to obtain the
system reliability function (Zhou et al., 2019). The procedure is shown in
Figure 1. Start from dividing the modules of the smart meter to finally solving
the reliability function of the smart meter, and it is roughly divided into four
steps.

1.1 Monte-Carlo Sampling and Fault Tree

Monte Carlo methods are a broad class of computational algorithms that
use repeated random sampling to approximate some multivariate probability
distribution (Vrugt, 2016; Kapli et al., 2017; Moral et al., 2012). The Monte-
Carlo method is often used to sample equipment faults in complex power
systems. Because smart meters have more component modules and more
complex structures than traditional mechanical energy meters, when evalu-
ating the reliability of their modules, it is also very suitable for adopting the
Monte-Carlo simulation method to sample the module failure time multiple
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Figure 1 The brief schematic diagram of the algorithm flow.
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times (Guyonnet et al., 2003). It is worth noting that the failure of each basic
module causes the failure of smart meters. Their types and probability of
occurrence are different. The sampling here is only for the failure time of the
basic module (tm), and it is not the system failure time of the smart meter
(ts). Later in the article, the Fault Tree will be used as the model to realize the
conversion from the failure time of the basic module to the failure time of the
smart meter.

The Fault Tree Analysis is a typical method and an accidental evolution-
ary logic analysis tool used to estimate the safety and reliability of a complex
system (Zhang et al., 2018; Jiang et al., 2019). This deductive and structured
methodology is used to determine the potential causes of an undesired event,
referred to as the top event (Khakzad et al., 2011). The top event is the
most undesirable failure mode, and it is located at the top of the tree (Yazdi
et al., 2020). The tree is constructed downward, and the system is analyzed
in more detail until the underlying event is known. The research of the fault
tree is usually based on the structure-function and the minimum cut set. The
structural function can express the logical relationship between the events,
and the minimum cut set reflects the set of bottom events necessary for the
occurrence of the top event:

h(X(t)) =
k∑

i=1

(Mi(Xi(t))) (1)

where k is the number of minimum cut sets; and Xi(t) is the base event
vector corresponding to the cut set. Since the bottom events under the
minimum cut set are connected with an AND gate, the minimum cut
set will only occur when all the bottom events in the minimum cut set
occur; the OR gates are used between the minimum cut sets. Connection,
any occurrence of a minimum cut set, will lead to the occurrence of top
events. The specific reflection is that the last occurrence of the bottom
event can determine the occurrence time of the minimum cut set, and the
occurrence time of the minimum cut set can determine the time of the top
event.

1.2 Reliability Index

Product reliability R(t) can be described as the probability that a product
performs a specified task under specific conditions and within a specified
time. If it is stipulated that the working time of the product is t0 and the
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Figure 2 Fault tree diagram.

T : smart energy meter failure; S: MCU module failure; G1: metering module failure;
G2: power supply module failure; G3: display failure; G4: clock failure; G5: fee control
failure; G6: storage failure; G7: period and Rate failure; G8: alarm control failure; G9: reset
failure; G10: communication failure.

working time until the product fails is ∆t, when the reliability of the product
is lower than R(t0 + ∆t), the product is deemed to be invalid.

Reliability Analysis Model
According to the working principle and basic modules of smart meters, the
common fault types of energy meters are modules as event carriers, and the
failure of smart energy meters is set as the top event T, the intermediate event
is S, and the bottom event is G1, G2, G3 . . . G10, Fault Tree model is shown
in Figure 2.

The fault data of smart meters collected by the state grid in 2018 has a
total of 643,000 fault phenomena. According to the statistical data, the annual
fault rate λi corresponding to each bottom event can be obtained, as shown
in Table 1.

According to IEC 61709 “Electronic Components Reliability” or SN
29500 “Failure Rates of Components,” the reliability of electronic prod-
ucts should conform to the exponential distribution law and the distribution
function Fi of the bottom event Gi is:

Fi(t) = 1 − exp(−λit) (2)

where the sampling of the occurrence time of the bottom eventGi is ti, which
is obtained by the inverse function t = F−

i (y) of Fi(t). Given a random
number Z distributed in [0, 1], then ti = F−1

i (Z).
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Table 1 The annual fault rate of different failure types

Fault Type Annual Failure Rate λ(times · y−1)

Battery Undervoltage 0.00496

Clock anomaly 0.00115

Other measurement abnormalities 0.00031

Abnormal power consumption statistics 0.00030

485 communication failure 0.00024

Basic error 0.00012

Clock timing error 0.00006

Period switching 0.00004

Crash 0.00004

Screen failure 0.00004

The fault tree structure is functionalized into a form consisting of the
minimum cut set M . When the latest bottom event in M occurs, M will
occur, so the fault time tm of the minimum cut set M is equal to the latest
bottom of the cut set time when the event occurred, that is:

tm = max(t1, t2, t3, . . . tg) (3)

In the formula, the minimum cut set M has g bottom events, tm contains
g components, and tg is the time of the gth bottom event in M . In this
way, the conversion from the sampling event ti time of the bottom event to
the minimum cut set sampling time tm is realized. Because as long as any
minimum cut set M occurs, the top event T system failure must occur, so the
whole system failure time ts is determined by the earliest minimum cut set.
Assuming that the system has h minimum cut sets M , and the h minimum
cut set M occurs at tmh, then:

ts = min(tm1, tm2, tm3 . . . tmh) (4)

In this way, the conversion from the minimum cut sampling time tm to the
system failure sampling time ts is realized. According to Figure 2, the fault
tree model of the smart meter is composed of OR gates (that is, if any module
fails, the system will fail as a whole). After the structural function is reduced
to the form consisting of the minimum cut setsM1,M2 . . .Mg, the minimum
Cut set M1,M2 . . .Mg are the base events G1, G2, G3 . . . G10, respectively.
Therefore, the system failure time is

ts = min(tG1, tG2, tG3 . . . tGh) (5)
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Figure 3 Schematic diagram of interval statistics.

Repeat the calculation of ts above N times to obtain N sub-samples
ts1, ts2, ts3, . . . tsn, and set the median value of N samples to tmed. The
statistical range is tmax = 3tmed, that is, only the samples in the (0, tmax)
interval are counted. If the sample exceeds this range, the sample is a larger
deviation sample, and this sample is not counted. The interval (0, tmax) with a
total length of tmax = 3tmed is divided into w equal parts, the interval length
is ∆f = Tmax/w, and the length of each statistical interval is tr = r × ∆f ,
as shown in Figure 3.

Count the number of times the samples ts1, ts2, ts3, . . . tsn fall into each
interval segment, and mr represents the total number of times the sample
falls into the (0, tr) interval segment. Finally, the reliability of the system
corresponding to each fault time interval is calculated by:

R(tr) = 1 −mr/N (6)

Moreover, the reliability function R(t) is obtained by the fitting. Accord-
ing to this model, the simulation algorithm flow of the reliability of smart
meters is shown in Figure 4.

Results

When the number of simulations N is 1000, the simulation results tend to
be stable. The simulation results are shown in Figure 5. The x-axis is the
working time; the unit is the year. The y-axis is the reliability, indicating the
probability without faulty.

Exponential fitting is used for the simulation result curve, as shown in
Figure 6. The curve fits well, and the degree-of-freedom adjusted coefficient
of determination is 0.9998, the sum of squares due to error is 0.001419, and
the Root mean squared error is 0.003825.
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Figure 4 Algorithm flow of reliability prediction for smart electric energy meter.

After fitting the simulation results, the reliability function of the smart
energy meter is obtained as:

R(t) = 1.001 × e−0.00503t (7)

The technical specifications of the energy meter of China State Grid
Corporation stipulate that the meantime to failure (MTTF) of the energy
meter is ten years (Liu et al., 2019). Substitute the working life t of the smart
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R
(t)

Figure 5 Reliability simulation result curve.

R
(t)

Figure 6 Reliability simulation results and reliability function fitting.
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Table 2 Reliability meter of smart energy meter within 10 years of operation

Operating Life (years) Reliability Operating Life (Years) Reliability

1 0.9960 6 0.9712

2 0.9910 7 0.9664

3 0.9860 8 0.9615

4 0.9811 9 0.9567

5 0.9761 10 0.9519

electric energy meter into the reliability function R(t) of the smart electric
energy meter, and estimate the reliability of the working time within ten years,
as shown in Table 2. It can be seen from Table 2 that when the smart electric
energy meter works for ten years, its reliability is 0.9519.

Discussion

It can be seen from the simulation results that the operational reliability of the
smart meter can be fitted as a function of the exponential distribution, and the
reliability of the smart meters with different working years can be obtained
by using this function R(t). The reliability of the smart meter that has been
in operation for ten years is 0.9519, indicating that when the working life
reaches ten years, 4.8% of the smart meters may fail. From the statistical
data of the smart meter failure module, the cause of the smart meter failure
is mainly concentrated in the power supply module, which an annual failure
rate is 0.00496. Improving the reliability of power supplies and batteries can
effectively improve the reliability of smart meters.

Compared with Ning et al. (2016), the reliability prediction model pro-
posed in this paper, the sampling of module failure time comes from the
statistics of the failure rate λi from a large number of data. The accuracy
of the modeling is significantly increased due to a wide range of sampling
achieved by the Monte-Carlo method. Compared with using the SR-332
reliability prediction manual to superimpose the failure rate, in this study,
the Fault Tree Analysis method is used to make the impact of each compo-
nent in the model on the overall system approach the actual situation. The
more complicated the system structure, the more apparent advantages of the
Fault Tree Analysis method. The model of Fault Tree analysis can improve
accuracy by completing the bottom event. Therefore, the Fault Tree structure
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in this study can be further improved by adding the analysis of the failure rate
of the corresponding fault module into the model in the future study.

Conclusions

There is a lack of effective reliability prediction method in the smart meter
device in the power grid. This paper proposes a method for a reliability
prediction based on the Monte-Carlo method and Fault Tree. In this way,
the reliability value of the smart meter under different operating years is
simulated, and then the simulation data is fitted to obtain the reliability
function of the smart meter that meets the exponential distribution R(t) =
1.001 × e−0.00503t. Taking the State Grid Corporation’s energy meter techni-
cal specifications stipulating MTTF = 10 years as an example, the reliability
of a smart meter with an operating period of 10 years is calculated to be
0.9519, and the evaluation results can be used as indicators for reliability
monitoring. The proposed algorithm can also provide a reference for Power
supplier modular analysis of smart meter failures and scientific guidance for
maintenance work.
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