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Abstract

The network security protection technology of power monitoring systems
is of great significance. Aiming at the power network monitoring and pro-
tection technology problem, the paper proposes an active monitoring and
protection strategy based on a feature extraction algorithm. The algorithm
can calculate the transfer degree of security incidents based on evidence
theory. First, the paper obtains a specific state transition diagram based on
the security topology of a generalized random power communication net-
work. Then, we analyze the relationship between power system information
security and engineering security based on the system’s operating results and
feature extraction algorithms. The experimental results demonstrate the rapid
effectiveness of this method.
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1 Introduction

The power monitoring system covers the entire process of “generation,
transmission, transformation, distribution, and use” of electric energy from
generation to use. The system mainly includes the computer network business
system, basic communication system, intelligent equipment, data network,
dispatching system, etc., involved in the whole process of electric energy
from generation to use [1]. All links in the power system involve or include
power monitoring. Therefore, once the power monitoring system receives a
malicious attack, it will inevitably bring security risks to the regular operation
of the power grid.

Some researchers have proposed an optimized video transmission method
based on frame similarity for remote video monitoring of electric power oper-
ations. These methods improve the transmission quality of video decoding.
Second, some scholars have designed a power monitoring system based on
compressed sensing and wireless networks, simplifying power monitoring
data to a certain extent [2]. Third, some scholars have proposed an improved
page algorithm to solve efficient information interaction in the power mon-
itoring system. Finally, some scholars have proposed a solution based on
the probability and statistics model to solve the problem that the power IT
monitoring software cannot abnormally warn the object characteristics.

At present, research on power monitoring is mainly focused on data
interaction, video image processing, etc., while research on power monitoring
network security is relatively small [3]. Based on this, we take the power
monitoring network security as the research object and propose a new active
detection and protection strategy for the conventional detection technology
that can detect and protect multiple types of network attacks effectively. We
hope to provide a valuable reference for the safe operation of the power grid.

2 Power Monitoring Network Security

As one of the critical facilities of the power industry, the power monitoring
network provides the virtual network environment and network data for the
regular operation of the power. Therefore, whether the power monitoring net-
work is safe will directly affect the security and stability of the power system,
which in turn affects national security and social stability [4]. The overall
framework of a typical power monitoring network is shown in Figure 1.

The power monitoring network is mainly divided into two parts: (1)
Production control area. This area is divided into a controlled area and a
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Figure 1 The overall framework of power monitoring network security.

non-controlled area. Use logical isolation between each other. (2) Manage-
ment information area. This area can be divided into several business security
zones according to different functional requirements. The production control
area and the production control area adopt dedicated line encryption authen-
tication and vertical encryption authentication to realize data communication.
Safety isolation is adopted between the production control area and the man-
agement information area to realize information interconnection. Information
protection is implemented between the management information area and
the management information area through a firewall. Security protection is
implemented between the management information area and the external
public network through a firewall.

In Figure 1, the dispatching system uses D5000. It mainly includes three
parts: the control system, man-machine terminal, and computer network sys-
tem. The functional units mainly include SCADA, AGC, EDC, and network
security deployment to realize the “five remote” functions. The distribution
automation system realizes the “remote control,” “remote measurement,’
“remote signaling,” and “remote viewing” of the distribution automation mas-
ter station and the intelligent feeder terminal through the computer system
and network communication [5]. Wired optical fiber is conventionally used,
and the 101/104 communication protocol has complied. The business of the
management information area mainly refers to the electricity information
collection system. The front server mainly adopts RS485 communication
protocol or power carrier technology to realize the data collection of electric
energy terminals. Data transmission from the power terminal data to the
background data service area is realized through an optical fiber dedicated
line, dedicated wireless network, or other methods.

At present, power monitoring network security mainly adopts special
power isolation devices, security monitoring devices, network intrusion
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detection, anti-virus software, firewalls, etc. [6]. This guarantees the safe
operation of the power monitoring network to a certain extent. However, these
measures cannot guarantee that all network attacks can be effectively pro-
tected, especially for malicious intrusion code detection, warning information
protection, compound attack protection, situation assessment, etc. Therefore,
further research on the security of power monitoring networks is needed.

3 Active Defense Algorithm for Compound Attacks on
Power Monitoring Network

Attack detection is designed to analyze the network traffic or operating
behaviors presented during network operation. We extract representative
attack features and judge the security and stability of system operation [7].
Currently, network attacks against power monitoring systems mainly present
composite attacks, and traditional single threat source detection methods are
not sufficient to detect multiple types of composite attacks. This makes the
detection results appear unitary, and the detection effect is not ideal. Because
the information transmission and instruction acquisition of the power mon-
itoring system is periodic and the business data flow is relatively fixed.
This makes various security incidents caused by cyber attacks on power
monitoring systems have a certain periodicity. As a result, security events
have a specific correlation with each other.

Conventional attack detection methods for power monitoring systems are
mainly based on two methods: network traffic detection and protocol analysis
detection. These two methods can effectively detect a single source of net-
work attacks but only consider a single security factor without considering
multiple security factors for compound attacks [8]. This is not effective in
dealing with multiple types of network attacks with frequent activities.

Based on this, we propose an improved active defense strategy for com-
pound attacks based on D-S evidence theory [9]. The method integrates and
detects the correlation between network security accidents of the power mon-
itoring system and realizes the active detection and protection of compound
attacks.

3.1 D-S Evidence Theory

D-S evidence theory is a conventional multi-source data fusion algorithm
based on Bayesian inference. This method is mainly used in network security
situation fusion, target positioning, and so on. The basic steps are as follows:
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3.1.1 Define identification framework ©
@:{A17A27"'7An} (1)

The formula A; represents the proposition in the identification frame
©. Each proposition corresponds to a probability. Thus, we get that
the probability distribution function (mass function) satisfies m(y) =

0,2 acem(A) =1.

3.1.2 Forming a combination rule
If each proposition of the identification framework is orthogonal, the orthog-
onal sum of the mass function can be calculated:

m(A) =mi(A) @mo(A) @ - ®my(A)

1
=% > 1l mi @

NA;=A1<j<n

Where K is the normalization factor.

K=Y [ mi4) 3)

NA;=01<j<n

3.1.3 Calculating likelihood function and trust function

Each proposition may obtain multiple mass functions under different dis-
criminators or different samples. Then the likelihood function and trust
function are:

Pi(A)= )  m(B) )
BNA=0

Bel(A) = Y m(B) (5)
BCA

Equation (4) expresses that the likelihood function is the orthogonal sum
of the mass function of a particular proposition and the intersection of
multiple propositions. Equation (5) represents the orthogonal sum of multiple
mass functions for a specific proposition of the trust function.

Equation (4) is based on the trust function and likelihood function
obtained in step (3). This formula determines the upper limit and lower limit
of the trust degree of each proposition in the identification framework. In
combination with the discriminator, we can get the final judgment result.
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3.2 Improvement of D-S Evidence Theory

The core ideas of active detection of power monitoring network attacks
based on traditional D-S evidence theory are as follows: (1) The article
extracts several security events that characterize the power monitoring net-
work security as feature quantities. (2) We define each type of network
attack as a proposition of the identification framework. The security events
corresponding to each type of cyber attack constitute evidence to form an
identification framework. (3) According to statistical theory, we obtain the
mathematical mapping relationship between each network attack and his-
torical security event and set the mass function based on this relationship.
(4) Calculate the trust function and the likelihood function to get the upper
limit of the trust degree and the lower limit of the trust degree. (5) Combine
the discriminator to get the judgment result. Because each piece of evidence
has the same weight on the judgment result, the traditional D-S evidence
theory cannot effectively distinguish between different security incidents on
the judgment result [10]. This affects the discrimination accuracy. In addition,
when different network attacks coincide, the related security events may be
aliased. This is prone to discriminative ambiguity and conflicts of evidence.
Therefore, the article proposes an improvement plan based on the traditional
D-S evidence theory. The specific process is shown in Figure 2.
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Figure 2 Power monitoring network security compound attack detection process.
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In summary, the linear weighting improvement idea based on the devi-
ation value can judge whether the operating state caused by a single attack
source is a normal state or an abnormal state according to the magnitude of
the deviation value. This can effectively judge the running status and facilitate
decision-makers to make different coping strategies based on the deviation
results.

3.2.1 Improvement 1

The standard security events corresponding to the regular operation of the
power monitoring system are periodic. The system monitoring workflow is
fixed. Therefore, we can use regression analysis to fit the operating law of
everyday security events and compare and analyze it with the attribute values
of abnormal security events. We calculated the degree of deviation between
the two [11]. Generally, the greater the degree of deviation, the greater
the possibility that the current security event deviates from the standard
security event. The greater the possibility that the current security event is
an abnormal attack. Therefore, we can use a weighting method to weight
the security events corresponding to the deviation degree, which can accu-
rately characterize the impact of abnormal security events on the detection
conclusion.

Definition 1:

(1) The power monitoring network security event sequence collected in a
period T is X = {z;,t;li = 1,2,...,n}. Where x;, t; represents the
security event attribute value of each collection point in period 7" and
the collection time point 7', respectively. (z;, t;) represents the value of
the security event attribute.

(2) The security event sequence of multiple periods is D = {X;|j =
1,2,...,m}, X; which represents the security event sequence of the
j period. D represents the property value of a standard security event
that changes with time in multiple sampling periods. Here, regression
analysis can be used to fit it.

(3) The sequence of multiple security events co-occurring at the time ¢/ in a
cycle T'is X' = {x],t}|i = 1,2,...,n}. Therefore, after repeated veri-
fications, we use the local weighted linear regression analysis method to
fit the attribute values of everyday security events over time.

Definition 2:

The locally weighted linear regression equation is = at-+b. At the sampling
point ¢/, the cost function .J(a, b) of the security event attribute value can be
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obtained according to formula (6).

J(a,b) = Z wi(x; — at; — b)

(xi,ti)GD

[t — 1,
wi=exp |~

The formula w;, k represents the weight of the security event attribute
value at each time point. They satisfy the parameters of the Gaussian function
of k ~ [0, 1]. The closer to t,, the larger w; is. We use the gradient descent
method to optimize the parameter a, b of J(a,b). Then at G and z;, = at, +0,
we can get the deviation degree at t;) according to Equation (7).

(6)

-
0= = L (N
D

If |0| is greater than the deviation threshold ¢’, it indicates that the
current security event is an abnormal state. Therefore, according to the above
calculation results, we set different weights for security events according to
the degree of deviation.

Definition 3:

{61,02,...,0,} is the deviation degree corresponding to n security events,
and the corresponding security event weight is {w1,wa, ..., wp}.

Omax = maX{Wl’v ‘92|7 R ’0”‘}

(®)
Gmin = min{|91|, |92|, ceey |0n‘}

Through the above formula, we can calculate the maximum and minimum
deviation of each security event. Then, we use equation (9) to normalize the
maximum and minimum deviations.

0| — O
i = N Omin ©)
gmax - gmin

According to formula (9), we can get the value range of [1,2] when
the deviation is the largest. Perform weighting processing on the mass
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function of each security event to obtain the weighted mass function as
{mfi,mb,...,ml}

mi(A) = m;(A)“ (10)

)

Then the weighted combination rule based on D-S evidence theory is:

m(A) = m}(A) ©my(A) & - @ mi(A)

= X T A ar

NA=A1<j<n

Typically, if the network attack is independent, the corresponding mass
function only represents one type of network attack. For example, when the
trust function and the likelihood function remain unchanged, the calculation
result m(A) of equation (11) can represent the trust degree of the network
attack A. If { A;|m(A;) > m.} (m. the threshold of trust degree) is satisfied,
the maximum trust degree corresponds to the type of network attack currently
occurring. On the other hand, if the trust of all network attacks is less than
the threshold, no network attacks have occurred.

3.2.2 Improvement 2

When multiple network attacks coincide, it is straightforward to cause alias-
ing of security events, which will cause conflicts of evidence and lead to
wrong judgments. The conventional method of resolving conflicts of evidence
is reconciliation. However, the disadvantage of this type of method is that it
cannot effectively solve the conflict of compound attack evidence caused by
multiple types of network attacks co-occurring. Therefore, we propose a new
method for resolving conflicts of evidence [12]. The basic idea of the method
based on evidence classification is as follows:

1. In the identification framework, the functional distance between two
pieces of evidence is defined as:

d(my,mg) = \/1((m1,m1) + (g, mig) — 2 (1iy, 1712))

2
2l®| gl A (A (12)
— — _ . . T ]
() = 2 2 A A [

2. In the formula, 1721, 7710 represents the vector of m1, my respectively.
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3. According to step (1), we can calculate the distance between all the
pieces of evidence. In this way, the distance matrix R is formed,

d(my,m1)  d(mi,mg) -+ d(mi,my)
d(mg,m1) d(mg,mz2) - d(mz,my)

R={ o | (13)
d(mnyml) d(mnam2) T d(mn)mn)

4. Based on hierarchical clustering, we judge the pair of evidence whose
distance is less than the threshold value as similar. This can be summa-
rized into one category. Otherwise, they are classified as independent
collections separately;

5. According to the method mentioned above, we calculate the distance
between the re-clustered evidence sets.

6. This cycle is executed until all the evidence sets are independent and
cannot be combined.

The distance D between the two sets of evidence after re-clustering is
calculated using Equation (14):

M N
_ S S dimimy)
[MXTN]

D (14)

In the formula, m;, m; respectively represents the D function of the
evidence set ¢ in the evidence set M after the deviation degree is calculated
and weighted. The mass function of the j evidence in the evidence set N
after the deviation degree is calculated and weighted. We set the threshold as
de. If the minimum value D,,;,, of mass is less than dg, similar evidence sets
are merged. Otherwise, it is not merged. Thus, it is an independent collection.
In this way, the combined evidence set can be obtained, and then the security
event weighting method in the improvement as mentioned above 1 can be
used. Thus, we can identify the most dangerous attack possible when multiple
types of network attacks exist simultaneously.

4 Experimental Results and Analysis

1. The experimental environment is the actual simulation environment of
the project. We are equipped with power distribution master stations,
intelligent terminals, and simulated attack sources. The simulated attack
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Table 1 Security events and mass function table

CPU Business Business The Number
Network  Utilization = Network Data Data of Identity

Throughput/ Rate/ Connection Failure Session Authentication

(%) (%) Volume/(%) Volume/(%) Volume/(%) Failures/(%) Al
Al 3 3 2 39 16 15
A2 81 7 2 10 0 0
A3 2 4 35 0 5 15
A4 10 7 50 10 0 0

source is equipped with the Kali— Linux attack toolset. It can simulate
various common types of network attacks. To better reflect the pros
and cons of the proposed scheme, we designed a combined experiment
where multiple types of cyberattacks exist at the same time and analyzed
the results;

2. Starting from the stability of security events, the security events
we choose mainly include: network throughput, network connec-
tion volume, C'PU usage rate, business data failure volume, busi-
ness data session volume, and identity authentication failure volume.
Part of the network attack mass function is BufferOverflow(A;),
UDPStorm(As), Nmapscan(As), Land(Ay4). The specific data is
shown in Table 1.

4.1 Single Source Cyber Attack

If only considering a single threat source to attack the power monitoring
network, there is no need to distinguish evidence conflicts based on evidence
classification. We only need to compare the proposed improvement 1 with the
traditional D-S evidence theory.

Before the experimental verification of a single attack source, according
to improvement 1, the security events corresponding to the attack type are
linearly weighted based on the deviation value of the time series. We take
the parameter k of the Gaussian function = 1. The discrimination threshold
is selected as 0.15, and the standard value of the time sampling point corre-
sponding to the security event of a single attack type is calculated. Taking the
CPU utilization rate (%) as an example, the discriminating effect of improved
D-S evidence theory and traditional D-S evidence theory is shown in Figure 3.

It can be seen from Figure 3 that after calculating the deviation degree
of various security events of the power monitoring system, the local linear
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Figure 3 Regression analysis results of CPU utilization.

Table 2 Comparison of local linear fitting effects (threshold value is 0.6)

Actual attack Al A2 A3 A4
Improve Al 0.889686 0.328561 0.187562 0.005982
program A2 0.068317 0.763295 0.397341 0.187429
trust A3 0.004592 0.534278 0.668423 0.532916
A4 0.196832 0.578391 0.000404 0.815329

Discrimination
result of the

improvement plan Al A2 A3 A4
Trust in Al 0.000397 0.203981 0.005978 0.373102
traditional A2 0.100328 0.743985 0.665328 0.443536
solutions A3 0.419726 0.013975 0.398561 0.510018
A4 0.504295 0.287139 0.476482 0.855421

Discrimination result of the traditional scheme A2 A2 A4

weighting algorithm is used to weight the fitting. The regression fitting effect
is closer to the security event attribute value and has a better fitting effect.
The specific data is shown in Table 2.

It can be seen from Table 2 that compared with the traditional D-S
evidence theory. We proposed the improved D-S evidence theory based on
deviation calculation and local linear weighting. This method has higher
recognition accuracy for a single attack source, and we can obtain a
sufficiently high trust value for the corresponding network attack source.

According to the experimental statistics of multiple single attack source
attack results, the detection and identification of a single attack source found
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that the recognition accuracy of our proposed improved scheme is 97.83%,
which is much higher than the 74.92% of the traditional D-S evidence
theory. This shows that the linear weighted improvement scheme based on
the deviation value has a better probability function of critical safety events.
This method can give a high degree of trust to the actual key network attack

types.

4.2 Multiple Attack Sources Attack the Power Monitoring
Network at the Same Time

Suppose multiple types of attack sources attack the power monitoring net-
work at the same time. In that case, it is necessary to introduce clustering
discrimination based on evidence classification based on the calculation of
deviation degree and the improvement of local linear weighted combinations.
In this way, the conflict of evidence generated by multiple types of attacks
can be overcome.

Combine the four attack types A; ~ Ay in Table 1 to form a multi-type
network attack active detection for the power monitoring network. To reflect
the advantages and disadvantages of the proposed improvement scheme, we
choose the traditional rule-based multi-type attack protection strategy for
comparison. At the same time, we choose the false positive rate (Pyrong)s
the false-negative rate (P,,;ss), and the correct rate (Pp..) as the evaluation
indicators of the two schemes.

The experimental results show that when the types of attacks increase
if the power monitoring network is attacked simultaneously, the proposed
scheme’s false alarm rate and the traditional rule-based scheme will increase.
The reason is that the more types, the more diverse the attack methods,
and the lower the accuracy of the discrimination results. In comparison, the
correct rate of the proposed scheme is higher than that of the traditional rule-
based scheme, and the rate of false positives and false negatives is lower
than that of the traditional rule-based scheme. This shows that the proposed
scheme can effectively screen multiple types of network attacks.

5 Concluding Remarks

The experimental results show that the improved network attack detection
and protection scheme based on D-S evidence theory can obtain a more
reasonable degree of trust. It can accurately identify a single attack source
and has a high recognition accuracy rate for multiple types of attack sources.
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