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Abstract

Aiming at the problem that the current generation method of power network
security defense strategy ignores the dependency relationship between nodes,
resulting in closed-loop attack graph, which makes the defense strategy not
generate attack path, resulting in poor defense effect and long generation
response time of power network security defense strategy, a generation
method of power network security defense strategy based on Markov decision
process is proposed. Based on the generation of network attack and defense
diagram, the paper describes the state change of attack network by using
Markov decision-making process correlation principle, introduces discount
factor, calculates the income value of attack and defense game process,
constructs the evolutionary game model of attack and defense, solves the
objective function according to the dynamic programming theory, obtains the
optimal strategy set and outputs the final results, and generates the power
network security defense strategy. The experimental results show that the
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proposed method has good defense effect and can effectively shorten the
generation response time of power network security defense strategy.

Keywords: Markov decision, power network security, defense strategy,
offense and defense game.

1 Introduction

The network has penetrated into every aspect of people’s life. While bringing
great convenience to people, the network also puts forward the network
security problem worth paying attention to. In the increasingly complex
network security environment, there are a certain degree of hidden dangers
in the network infrastructure such as power grid control and monitoring.
With the continuous occurrence of power network intrusion and malicious
attacks in the world, the network security problems faced by power system
have attracted people’s attention. Power network security is mainly reflected
in the main form of network attack and defense. The main idea of network
attack and defense is to strengthen the power network defense to ensure
the network from infringement or minimize the loss caused by the attack.
Therefore, it is very important to generate the optimal power network security
defense strategy according to the network attack and defense state to ensure
the safe operation of power network. Attack graph is a basic way to solve
the problem of power network security. When the traditional method uses
attack graph to generate power network security defense strategy, it is limited
by the dependency relationship between nodes in the network, resulting in
the closed loop of attack graph [1]. When eliminating the closed loop of
attack graph, the final generated defense strategy will ignore some important
attack paths, which will affect the defense effect and response time of power
network security defense strategy.

Markov decision process is the DE facto standard method for sequential
decision making, which has the advantages of allowing online solutions,
allowing approximate solutions based on computational resources, and allow-
ing numerical measurements of the strategic quality and learning effect of
decision theory [2]. Adding Markov decision process into the generation pro-
cess of power network security defense strategy can improve the effectiveness
and applicability of the strategy generation method. Therefore, in order to
improve the defense effect of power network security defense strategy and
shorten the response time of defense strategy generation, according to the
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above analysis, this paper will study the generation method of power network
security defense strategy based on Markov decision process.

2 Generation Method of Power Network Security Defense
Strategy Based on Markov Decision Process

2.1 Generate Network Attack and Defense Diagrams

The network attack and defense graph is a directed graph, which contains
the access nodes and defense cost nodes respectively. One kind of directed
edge represents the transition of network state or the attacker’s attack action
under the attacker’s attack, and the other type represents the defense strategy
adopted for the corresponding attack action [3]. The node information set
includes the initial state of the power network node, the state of the attacker
searching for the target node, the state information of the intermediate node in
the attack and defense graph, and the state set of the power network defense
behavior. The attack and defense map is defined as binary group (N, E),
wherein NN is the set of node information, the nodes in the attack and defense
graph correspond to the security state of the power network nodes. E is the
information set of the edge of the attack and defense diagram, represents the
transition relationship between states in power network.

According to the above definition of network attack and defense chart,
the correlation algorithm is used to generate the attack and defense chart. The
attacker takes the host as the initial location to attack the target network. By
looking for the security loopholes in the power network and the connection
relationship of nodes in the network, the jump attack is carried out. Before
the network attack and defense chart is generated, the host information of
the network, network connection relationship, network vulnerability attack
rules exploited by the attacker and the target host of the attacker are all
known. By attacking the security holes in the network, attackers gain their
privileges on the attacked host [4]. Determine if the host privilege obtained
by the current attack has been obtained, and if it is determined to be a
duplicate activity, stop the attack. After the end of one attack, the attacker
can judge whether the atomic attack can achieve the enhancement of attack
privilege and get the minimum path represented by permission sequence. The
final attack and defense map can be obtained by matching the corresponding
defense behaviors according to the generated attack path. Using the generated
network attack and defense map, the game model of attack and defense based
on Markov decision process is constructed.
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2.2 Build Attack Defense Game Model

The process of network attack and defense is the evolutionary game between
the attacker and the attacked, so the network attack and defense behavior will
reach a stable state within a certain period of time. The attacker’s attack on
the power network is a multi-stage and jumping attack. By using the relevant
principles of Markov decision process, the change of network state when the
attacker attacks the power network is described, and the attack defense game
model based on Markov decision process is constructed.

According to the relevant definition of evolutionary game, if the probabil-
ity of the defender chooses the network security defense strategy DS, is ¢y,
and the probability of the attacker chooses the attack strategy AS; is p,,. In
the process of power network security attack and defense game, the defender
chooses the corresponding strategy to calculate the benefits of the game as
follows [5]:

Ups, = p1b11 + paba1 + - - + pmbm
UDSn - plbln + p2b2n + - +pmbmn (1)
Up = qUps, + @Ups, + -+ a:Ups,

In formula (1), Upg, is the expected revenue when the defender adopts
the corresponding defense strategy; b,,, is the game strategy benefit of the
defender; Up is the average defense gain. According to the above formula,
the game gains of the attacker can be obtained. After determining the evo-
lution game process of single-stage Markov decision, a broken line factor
is introduced to construct a multi-stage Markov decision evolution game
model. If the total number of stages in the multi-stage game is 7', and the
value interval of discount factor £ is [0,1], its value is determined by the
relationship between the current game stage returns and the initial game
stage returns [6]. Therefore, the objective function of the multi-stage Markov
decision evolutionary game model is as follows:

RE(S5,S) =Up+ Y. &"n(ShlSe)RH(SE, Sn)
e,helk,T]

RY(SG.Se) =Uk+ Y &"n(SulSe) R (G, Sh)
e,he€k,T]

2

In formula (2), U fx is the return function of the attacker in the kth
offensive and defensive game stage. U 119) is the return function of the defender
in the kth offense and defense game stages; 7 is the transition probability of
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network security state; SS‘ is the transition probability of network security
state; Sy, is the security state set of the network [7]. The discount factor is
introduced to calculate the profit of both sides in the future offensive and
defensive game. The two sides of the game make their objective function
reach the maximum value and get the best attack and defense strategy. After
constructing the attack and defense game model based on Markov decision
process, the optimal network security defense strategy is obtained by solving
the model.

2.3 Generation of Power Network Security Defense Strategy

The attack defense game model based on Markov decision process estab-
lished above transforms the problem of network security defense strategy
selection into the dynamic programming problem with the highest profit as
shown in the following formula [8].

max RY (S, Sk)
max RIIZ(S(])C, Sk) 3)
Ni(t) + Ii(t) + Ri(t) + My(t) = Q

In formula (3), Ni(t) is the number of normal nodes in the kth game
stages; Ix(t) is the number of normal nodes infected after the failure of
defense strategy in kth game stage; Ry (¢) represents the number of nodes
identified and cleared in the kth stage; My (¢) is the number of damaged nodes
unable to work normally in the kth stage; () is the total number of nodes in
the network [9]. Follow the following steps to solve the equation shown in
formula (3) [10]:

(1) Initialize the relevant parameters of the offense and defense game model
based on Markov decision process, and the defense behavior space and
attack behavior space of power network are constructed;

(2) The security state sets S(’} and S}, of each phase of power network are
constructed.

(3) Initialize the network security state transition probability 7 of each game
stage and the relevant constant coefficient;

(4) Start from the first game stage to calculate the game benefits of the
current stage;

(5) Use discount factor to calculate discount income. According to the
principle of dynamic programming, the optimal strategy set is obtained
by solving the objective function, and the final result is output.
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The defender strategy in the power network attack and defense strategy
set obtained according to the above process is the best network security
defense strategy. So far, this paper completes the research on the generation
method of power network security defense strategy based on Markov decision
process.

3 Simulation Experiment

In this section, the simulation experiments are carried out to verify the
security defense strategy generation method based on Markov decision-
making process, and the experimental data results are analyzed, and the
corresponding experimental conclusions are obtained.

3.1 Experiment Content

In this simulation experiment, the generation method of power network
security defense strategy based on Markov decision process is compared
with the traditional generation method of power network security defense
strategy, and relevant verification steps are completed. Through the experi-
mental comparison, the actual application effect of the two defense strategy
generation methods can be intuitively, truly and effectively compared to
verify the feasibility and reliability of the research method in this paper.

The comparison indexes of the experiment are the power network security
defense strategy generated by the power network security defense strategy
generation method, the defense cost of the power network, and the response
time of the two security defense strategy generation methods and the com-
puting space occupied by the strategy reconfiguration under the condition of
the power network attack parameters changing.

3.2 Experimental Environment and Process

In this paper, the simulation experiment is carried out in the experimental
network with topology structure as shown in Figure 1. In the power network,
the CPU of the server is a four core processor with 64g memory, and its
operating system is Linux system.

During the experiment, in order to ensure the authenticity and effec-
tiveness of the experimental results, the interference of other factors on the
experimental data collection was reduced, and the data with large deviation
was removed in the experimental data processing stage. In the experiment,
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Figure 1 Schematic diagram of experimental network topology.

SSFNet simulation tool was used to set different network attack parame-
ters and initial state by using the relevant functions in the tool, so as to
simulate different network attack and defense scenarios in the experimental
network. The specific parameters of attack strategy set in ssfnet tool during
the experiment are shown in Table 1.

The defense strategy generation method studied in this paper is denoted
as the experimental group and the traditional security strategy generation
method as the control group. In the above experimental network, two gen-
eration methods of power network security defense strategy generate defense
strategy according to the attack situation. In the first set of experiments,
the defense cost of the actual network defense against the attack is taken
as the experimental reference data. This paper quantifies the defense cost
of the two security defense strategies when they are applied to the network,
compares the quantified value of the two strategies with the reference value,
and intuitively compares the defense effect of the two defense strategies.
In the second set of experiments, the response time of the defense strat-
egy generation method and the spatial data occupied by the policy change
were collected when the attack strategy in the change simulation tool was
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Table 1 Parameters of power network attack parameter strategy set

The Serial Power Network Attack  Attack  Attack
Number Attack Code Power  Types  Utility
1 Http LQ-sniffer 0.75 An 0.73
2 Install Trojan 0.80 0.72
3 CF-exploit attack 0.65 0.73
4 Remote buffer overflow 0.95 0.82
5 Shutdown Database server 0.45 Am 0.40
6 Oracle TNS Listener 0.35 0.3
7 Attack SSH on Web Server  0.40 0.45
8 Ftp rhost attack 0.3 0.29
9 Apache chunk overflow 0.21 AL 0.27

used. After comprehensive processing and analysis of experimental data, the
corresponding conclusions of this experiment are drawn.

3.3 Experimental Results

The experimental data of defense cost comparison between the two defense
strategy generation methods is shown in Table 2. The defense cost of the
experimental group method is compared with the actual defense generation
value, and the defense effect is evaluated.

According to the data in Table 1, it can be seen that the difference between
the defense cost of the defense strategy generated by the experimental group
and the actual defense generation value is smaller, and the defense cost of the
defense strategy of the experimental group is much smaller than that of the
control group. The defense grade of the experimental group was the same as
that of the actual defense grade, while the defense grade of the control group
was different from that of the actual defense grade. The maximum difference
between the defense cost of the generated strategy in the experimental group
and the actual defense cost was 0.5; the maximum difference between the
defense cost of the generated strategy in the control group and the actual value
was 2.9 and the minimum difference was 1.0. According to the above data,
compared with the control method, the defense cost of the generated strategy
in the experimental group was reduced by about 50% at the minimum. In
other words, the defense strategy generated by the experimental group has
lower defense cost and better defense effect.
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Table 2 Comparison of defense costs of two groups of defense policy generation methods

Experimental Control

Group Method Group Method
The Quantified Defense Defense
Serial Value of Actual  Actual Strategy Defense Strategy Defense
Number Defense Cost Level Level Costs Level Costs
1 5 1 1 5.1 2 6.1
2 8 3 3 8.2 4 10.2
3 4.2 1 1 4.5 2 6.2
4 6.5 2 2 6.5 3 8.4
5 5.7 2 2 6.2 3 8.6
6 6.2 2 2 6.4 3 8.2
7 8.1 3 3 8.4 4 9.8
8 9.6 4 4 9.6 5 10.6
9 12.7 5 5 12.8 5 13.7
10 10.9 4 4 11.0 5 12.5

When the power network attack strategy changes, measure the response
time and space occupation when generating the strategy. The specific data is
shown in Figure 2.

The analysis of Figure 1 shows that When the attack state in power
network changes, the response time of the experimental group in generating
the defense strategy is significantly shorter than that of the control group.
At the same time, the space occupied by the defense strategy generated by
the experimental group was much less than that of the control group. In
other words, the experimental method can respond to the changes of network
attack status more quickly and generate the corresponding security defense
strategy with less running space occupation. Compared with the control group
method, the experimental group can effectively shorten the response time of
power network security defense strategy generation.

To sum up, when the generation method of power network security
defense strategy based on Markov decision process is applied, the generation
response time of power network security defense strategy is short, the gen-
eration efficiency of security defense strategy is high, and the defense cost
is low, which can effectively improve the defense effect of power network
security defense strategy.
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Figure 2 Defense policy response time generation and footprint comparison.

4 Conclusion

The widespread use of power network has brought a lot of convenience to
people’s life, work, entertainment and study. At the same time, the universal
connectivity of power network makes the security problems of power net-
work prominent with the development of network. Power network security
defense has become the research focus in related fields. This paper studies
the generation method of power network security defense strategy based on
Markov decision process. By comparing with the traditional security strategy
generation method, the response time of this research method is shorter, the
defense effect is better, and the method is superior. However, this method
does not consider the actual power network operation state. Therefore, in
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the future research, we need to consider the actual power network operation
state, improve the accuracy of the evaluation of power network vulnerability
in the process of defense strategy generation, so as to optimize the strategy
generation method.
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