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Abstract

In the context of the rapid development of intelligent distributed energy
resources (IDEN), the safety and reliability of secondary systems have
become a key challenge to ensure a stable energy supply. In view of the
potential risks of secondary systems in IDEN, this paper proposes an intel-
ligent security protection framework that integrates Logic Rehearsal and
Risk Modeling. Firstly, a dynamic logic isolation mechanism was designed
based on the deep reinforcement learning algorithm, and the abnormal traffic
blocking rate was achieved on the test dataset by simulating the interaction
behavior of the internal components of the secondary system in real time,
and the probability of system misoperation was reduced to 3.2%, which
significantly improved the system boundary protection capability. Secondly,
a failure risk assessment model based on Bayesian network was constructed,
which integrated historical fault data (covering 5 typical fault scenarios and
including 12,000 sample records) and real-time operation parameters, with
a prediction accuracy of 89.5% and successfully shortened the risk early
warning response time to 0.8 seconds. Experimental results show that the

Distributed Generation & Alternative Energy Journal, Vol. 40_4, T47-770.
doi: 10.13052/dgaej2156-3306.4046
© 2025 River Publishers



748 Zhang Rui et al.

proposed method can improve the overall security of the secondary system
by 41.3% and reduce the operation and maintenance cost by 28.6% in the
IEEE 33-node distribution network simulation platform. This study provides
a theoretical basis and technical support for the security isolation and risk
management of intelligent distributed energy networks.

Keywords: Intelligent distributed energy network, security isolation, Risk
management, Deep reinforcement learning.

1 Introduction

In recent years, intelligent distributed energy networks (IDEN), as one of
the core technologies to promote energy transition, improve the operational
efficiency of power systems, and achieve green and low-carbon development,
are gradually moving from pilot to large-scale application [1]. The traditional
centralized energy supply mode is gradually replaced by a new energy sys-
tem characterized by distributed power generation, microgrid and intelligent
terminals, which not only improves the flexibility and stability of power
supply, but also brings many new technical challenges and hidden risks.
According to statistics, the number of APT (Advanced Persistent Threat)
attacks against energy systems in 2023 will increase by 215% year-on-year,
of which SCADA systems are the main target of 67% [2]. This fact warns us
that traditional rule-based security isolation mechanisms are no longer able
to cope with the ever-evolving threat vectors of attackers as systems become
more interconnected, and their static protection strategies are particularly
ineffective in the face of new attacks such as forged data injection attacks
against the IEC 61850 protocol. From a technical point of view, as the
hub between physical equipment and information management system, the
secondary system is responsible for core data transmission and real-time
decision-making in ensuring the safe and stable operation of the power grid.
Its operational characteristics determine that any local failure or information
tampering may trigger a cascading effect, which in turn endangers the secu-
rity of the entire energy network [3]. Therefore, it is particularly necessary
to build an intelligent security isolation and risk management system with
adaptive and dynamic response capabilities. There are significant drawbacks
in the protection strategy that relies solely on preset rules: first, the attack
methods are changing with each passing day and the scenarios are complex
and changeable, and it is often difficult for the preset rules to cover all
possible abnormal behaviors. Secondly, the lag in rule update makes the
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response speed of the system to unknown threats unable to meet the real-time
requirements of modern power systems.

Therefore, it is urgent to adopt advanced artificial intelligence and risk
assessment technologies to carry out all-round dynamic protection and real-
time monitoring of system security [4]. In order to meet this demand,
this paper proposes a dynamic protection framework that integrates Logic
Rehearsal and risk modeling. The core idea of the framework is to opti-
mize isolation decision-making with the help of deep reinforcement learning
(DRL) to achieve adaptive identification and prevention of various abnormal
communication flows and behavior patterns. At the same time, by construct-
ing a risk prediction model based on Bayesian network, real-time evaluation
and early warning of possible faults in the system can be carried out, so as to
achieve millisecond-level response.

2 System Architecture and Innovation

After an in-depth analysis of the complex security threats faced by the sec-
ondary system of Intelligent Distributed Energy Resources Network (IDEN),
this paper constructs a set of multi-level dynamic defense architecture, and
innovatively integrates deep reinforcement learning with Bayesian network
technology to achieve accurate prevention and control and efficient manage-
ment of security risks. The following is a detailed description of the specific
design and core innovation points of the system architecture.

2.1 Layered Protection System

In order to address the complex network attacks, the three-layer dynamic
defense architecture of the intelligent security protection framework achieves
efficient synergy among the physical, protocol, and application layers through
close coordination and information sharing. At the physical layer, the
FPGA-based hardware encryption module ensures high-performance data
encryption and transmission with a throughput of >2 Gbps, providing a
secure foundation for upper-layer protocols. The protocol layer employs an
improved IEC 62351-3 authentication protocol with a dynamic session key
mechanism, regenerating session keys every less than 30 seconds to reduce
the risk of communication security threats. The application layer, acting as the
“brain” of the system, comprises a DRL isolation engine and a Bayesian risk
prediction model. The DRL isolation engine monitors network traffic in real-
time and makes optimal isolation decisions based on the current environment,
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while the Bayesian risk prediction model integrates historical failure data and
real-time monitoring parameters to provide millisecond-level responses. The
layers share status and behavior information, enabling the system to respond
swiftly to evolving attack methods [5].

2.1.1 Physical layer

In the physical layer design, a hardware encryption module based on FPGA is
employed to ensure both high-performance data encryption and transmission
security. The module utilizes the SM4 algorithm, compliant with national
cryptographic standards, and leverages the parallel computing advantages of
FPGA to achieve an encryption throughput of >2 Gbps. To enhance security,
the FPGA adopts a multi-channel pipelined architecture, which allows for
concurrent processing of multiple data streams, effectively masking timing
characteristics that could be exploited in timing attacks. Additionally, the
dynamic key update mechanism combines a random number generator to
periodically refresh the encryption keys. This approach not only increases
the complexity of timing analysis for potential attackers but also ensures that
even if one key is compromised, the system remains secure due to the frequent
updates. The encryption process is formally defined as:

C = Ey(P)

where P denotes the plaintext data, k is the symmetric key, Ey(-) represents
the encryption function based on the SM4 algorithm, and C is the resulting
ciphertext. This hardware-level security encryption strategy provides a solid
foundation for upper-layer protocol security and data transmission.

2.1.2 Protocol layer

At the protocol layer, based on the improved IEC 62351-3 authentication
protocol, a dynamic session key mechanism is introduced to address the
security risks of static session keys in traditional protocols. Specifically, by
introducing timestamps and nonces, new session keys are regenerated every
less than 30 seconds. The process of establishing a dynamic session key can
be represented as.

Kiy1 = f(K¢,Nonce, Timestamp)

where K is the session key at time ¢, Nonce is a one-time random number,
Timestamp is the current timestamp, and f(-) is the key update function
that satisfies the cryptographic strength. This mechanism greatly reduces the
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risk of man-in-the-middle attacks, replay attacks, and session hijacking, and
provides a more robust communication guarantee for the secondary system.

2.1.3 Application layer

The application layer, functioning as the system’s “brain,” comprises two core
modules that work in tandem to achieve rapid identification and isolation con-
trol within millisecond response times. The DRL isolation engine employs
Deep Reinforcement Learning (DRL) technology, leveraging the Q-learning
algorithm to continuously monitor system status and select optimal actions
based on real-time environmental feedback. By defining a state space that
includes traffic entropy, protocol compliance rate, and node trust level, the
engine can quickly identify anomalies and execute isolation decisions with
an average response delay of just 1.2 milliseconds. Meanwhile, the Dynamic
Bayesian Network (DBN) risk prediction model integrates historical fail-
ure data with real-time monitoring parameters. It updates the Conditional
Probability Table (CPT) in real-time using Maximum Likelihood Estimation
(MLE) and Expectation Maximization (EM) algorithms, enabling the model
to predict potential system failures with an average early warning response
time of 0.8 seconds. The close integration of these two modules allows
for swift and precise responses to emerging threats, ensuring the system’s
security and stability.

The DRL isolation engine and DBN risk prediction model collabo-
rate to achieve rapid identification and isolation control within millisecond
response time through a combination of real-time monitoring, efficient
algorithms, and hardware acceleration. The DRL isolation engine moni-
tors key parameters such as flow entropy, protocol compliance rate, and
node trust level in real-time. Using the Q-learning algorithm, it iteratively
updates the policy to select the optimal action from the action space
A = {0: keep current state, 1: soft isolation, 2: Hard isolation} based on
the reward function R = o - (1 — e) — 3 - D — ~ - E, which balances
security, delay, and energy consumption. Meanwhile, the DBN risk prediction
model leverages a dynamic Bayesian network structure that incorporates
a time factor to update parameters continuously. It uses historical fault
records and real-time monitoring data to train and update the Conditional
Probability Table (CPT) via Maximum Likelihood Estimation (MLE) or
Expectation Maximization (EM) algorithms, enabling it to predict poten-
tial risks with high accuracy and rapid response. Hardware acceleration,
such as the FPGA-based encryption module and multi-channel pipeline
structure, ensures that the entire system can complete security isolation
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within milliseconds, meeting the real-time requirements of power grid
operations.

The DRL isolation engine employs the Q-learning algorithm to adaptively
identify and prevent unknown attack patterns through meticulously designed
state and reward functions. The state space S is defined as S = {H;, C,, T5, },
where H; is the flow entropy value calculated by H; = — Zf\il pilogp;,
C,, represents the protocol compliance rate, and 7}, indicates the node trust
level. These elements collectively capture the system’s operational status. The
action space A includes three actions: keeping the current state, soft isolation,
and hard isolation. The reward function is designed as R = a-(1—e)—f-D—
~- E, where e is the false positive rate, D is the isolation delay, E is the energy
cost, and «, 3, are experimentally determined weight coefficients. This
comprehensive design enables the Q-learning algorithm to iteratively update
the policy using the formula Q(s,a) + Q(s,a) +n[R+ 0 mazy Q(s',a") —
Q(s,a)], ensuring optimal isolation decisions that balance system security,
response speed, and energy consumption.

2.2 Core Innovation

2.2.1 Dynamic logical isolation mechanism

In order to cope with the complex and changeable network environment
of the second-level system, this paper proposes a dynamic logic isolation
mechanism based on DRL [8]. First, the second-level system is modeled and
the state space S is defined as follow.

S=H;,CpT,

Where, H; represents the flow entropy value of time t, and its calculation
formula is as follows.

N
Hy = — Zpilogpi
i=1

Among them, p; is the probability distribution of category ¢ traffic, which
C), represents the protocol compliance rate, which can be described by the
ratio of the number of compliant packets to the total number of packets; 7},
indicates the trust level of the node, which is calculated based on historical
behavior and real-time monitoring data.

Action Space A is defined as.

A = {0: to keep the current state., 1: soft isolation, 2: Hard isolation}



Intelligent Security Isolation and Risk Management 753

According to the choice behavior in the current state, the reward function
of the incentive mechanism is designed.

R=a-(1—-e)—p-D—v-F

where e is the false positive rate in the isolation operation, D is the isolation
delay, F is the energy cost, and «, 3, are the weight coefficients obtained
through experiments and parameter tuning.

The core of DRL is to use Q-learning to iteratively update the strategy,
and the update formula is.

Q(87 a’) A Q(S)a) + 77[R + 5%@}(@(5/7@/) - Q(S?a)}

where 7 is the learning rate, 0 is the discount factor, and s’ is the new state
reached after action A is executed. This mechanism can take into account
system security, response speed and energy consumption control at the same
time, and realize the optimal adaptive adjustment of isolation strategy.

2.2.2 Bayesian risk prediction models

In order to predict the potential risks in the system in real time, a risk pre-
diction model based on Dynamic Bayesian Network (DBN) is constructed.
The nodes of the model contain 12 key parameters, such as voltage distortion
rate, communication delay jitter, etc., which are used to describe the various
dimensions of the system operating state [9]. For a given real-time observa-
tion E, the probability of failure occurrence is calculated using the classical
Bayesian formula.

P(E|Fault)P(Fault)
P(Fault|E) =
(Faultl ) >, P(E|Fault;) P(Fault;)

Where: P(Fault|E) is the conditional probability of observing parameter
E under fault conditions, and P(Fault) is the a priori failure probability.

The denominator is used as a normalized term to guarantee that the sum
of the probabilities is 1.

In the dynamic Bayesian network structure, a time factor is introduced to
realize the update of parameters over time. A model that makes state variables
pass over continuous time.

T
P(X1,Xa,...,Xr) = P(X1) [[ P(Xi| X 1)
t=2
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Using historical fault records and real-time monitoring data, the Condi-
tional Probability Table (CPT) is trained and updated by Maximum Likeli-
hood Estimation (MLE) or Expectation Maximization (EM) algorithms, so as
to improve the accuracy of fault prediction. In addition, in order to improve
the model’s ability to identify anomalies, the model adds a confidence cor-
rection mechanism to give a lower weight to the observation data with large
uncertainty to prevent serious bias in risk prediction caused by instantaneous
anomalies.

3 Experiments and Performance Analysis

The intelligent security protection framework ensures real-time performance
and cost efficiency in power systems. The DRL isolation engine, utiliz-
ing FPGA hardware acceleration and deep reinforcement learning, achieves
millisecond-level security isolation with an average response delay of just
1.2 milliseconds. Meanwhile, the dynamic Bayesian network risk prediction
model shortens risk warning response time to 0.8 seconds, enabling rapid
fault prediction and timely preventive measures. By dynamically protecting
the system and providing early risk warnings, the framework minimizes chain
power outages and equipment damage, significantly reducing operation and
maintenance costs. Experimental results show a 28.6% reduction in O&M
costs compared to traditional systems [10].

3.1 Test Environment

3.1.1 Platform construction and hardware configuration

The experimental platform is based on IEEE 33 nodes, and the system
consists of 48 remote terminal units (RTUs) and 12 intelligent electronic
devices (IEDs). The data acquisition module, communication network, FPGA
hardware encryption module and real-time monitoring module work together
to fully ensure the safe transmission of data and real-time response.

FPGA is used to implement the SM4 algorithm of the national cryptogra-
phy standard, and the hardware contains a multi-channel pipeline structure
to ensure that the data encryption throughput is stable >2 Gbps; At the
same time, in accordance with the improved IEC 62351-3 protocol, the
dynamic session key is updated every less than 30 seconds by introduc-
ing a random number (nonce) and a timestamp (Timestamp) to ensure the
unpredictability of the session key and the ability to resist man-in-the-middle
attacks.
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Table 1 Main hardware configuration parameters of the experimental platform

Indicator Parameter Value Description

Number of IEEE nodes 33 Simulating an IEEE 33-node distributed
energy network

Number of RTUs 48 Critical Control Point Data Acquisition
Equipment

Number of IEDs 12 Automatic control and protection
function equipment

Communication bandwidth >2 Gbps FPGA SM4 encryption hardware
ensures high-speed encrypted
transmission

Session key update cycle <30s Dynamic session key refactoring cycle

Each node reports status information in real time, including traffic
entropy, (H; = — Zi\i 1 bilogp;). The protocol compliance rate and node
trust (1;,) provide basic data for DRL isolation and Bayesian risk models.

3.1.2 Network topology and attack scenario construction
The experimental topology adopts a hybrid structure architecture of star and
ring to simulate the complexity of node redundancy and multipath intercon-
nection in the actual system [11]. In order to comprehensively verify the
system security and active protection capabilities, five typical attack scenarios
are designed, as follows.

In the detection of voltage amplitude tampering attacks in false data
injection (FDI) attacks, the formula is set as

AV = |Vobserved — Virue|, AV > 6y = exception

Among them, theta_V is set in the tolerance range of 3%—5% based on
historical data.

Man-in-the-middle attack is exploited to intercept and tamper with
communication data by exploiting the authentication protocol vulnerability,
which is detected by comparing the data consistency before and after dynamic
session key update.

Denial of Service (DoS) attacks overwhelm a network with a large
amount of abnormal traffic, where real-time traffic entropy Ht can be used to
detect attacks based on its sudden spike. At the same time, phishing attacks
simulate sending false control commands using spoofed servers, and early
warnings can be issued through a sharp decline in node trust Tn. Zero-day
exploitations involve injecting data packets using unknown vulnerabilities
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Figure 1 Schematic diagram of the IEEE 33 node network topology.

during the attack scenario construction, and security isolation can be triggered
through a comprehensive protocol compliance rate Cp and abnormal pattern
recognition.

More than 12,000 samples were taken in duplicate for each attack
scenario to ensure that the statistics were representative and reliable.

Figure 1 illustrates the distribution of RTUs, IEDs, and the connectivity
between nodes based on FPGA encrypted channels to provide end-to-end
secure transmission assurance for the system.

3.2 Experimental Results and Data Analysis

In this section, the quantitative performance evaluation of the dynamic logic
isolation mechanism based on deep reinforcement learning (DRL) and the
risk prediction model based on dynamic Bayesian network (DBN) are carried
out respectively.

3.2.1 DRL isolation engine performance evaluation

In the IEEE 33-node simulation experiment, the DRL isolation engine
achieves an average 96.5% success rate of anomalous traffic interception and
a 3.2% system misclassification rate across various attack scenarios through
a combination of mechanisms and policy adjustments:

(1) Real-time monitoring of network traffic using a state space S defined as
Hy, C,, T, where H; represents the flow entropy value, C), represents
the protocol compliance rate, and 7, indicates the node trust level. These
parameters comprehensively capture the system’s operational status and
enable the identification of anomalies.

(2) Definition of an action space A that includes three actions: maintaining
the current state, soft isolation, and hard isolation. This allows the engine
to take different isolation measures based on the severity of the anomaly.
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(3) Optimization of isolation decisions through a rewards function R =
a-(1—e)—p-D —r~-FE, where e is the misclassification rate, D
is the isolation delay, and E is the energy consumption. The weight
coefficients «, 3, and y are determined through experimental parameter
tuning to balance security, response speed, and energy consumption.

(4) Utilization of the Q-learning algorithm to iteratively update the isolation
policy. The policy update formula is Q(s,a) < Q(s,a) + n[R +
dmaz Q(s',a’) — Q(s,a)], where 7 is the learning rate and § is the
discount factor. This enables the engine to adaptively adjust isolation
strategies based on real-time feedback from the environment.

Through these mechanisms and policy adjustments, the DRL isolation
engine effectively identifies and blocks abnormal traffic while minimizing
system misclassification rates and ensuring rapid response times.

3.2.2 Bayesian risk prediction model performance evaluation
The Dynamic Bayesian Network (DBN) risk prediction model enhances
prediction accuracy by continuously updating its Conditional Probability
Tables (CPTs) through the integration of historical failure data and real-time
monitoring parameters, utilizing Maximum Likelihood Estimation (MLE)
and Expectation Maximization (EM) algorithms. The model, which includes
nodes representing 12 key operating parameters such as voltage distortion
rate and communication delay jitter, starts with an initial CPT based on
historical data covering 5 typical failure scenarios and 12,000 sample records.
As new data is collected, the MLE algorithm adjusts the CPT by maximizing
the likelihood of the observed data given the model, thereby refining the
probability estimates to better reflect current conditions. In cases where
data is incomplete or contains missing values, the EM algorithm iteratively
estimates the missing data and updates the CPT until convergence, ensuring
the model remains robust and accurate. This process allows the DBN to
adapt to changing system conditions and improve its fault prediction accu-
racy, as evidenced by the experimental result of 89.5% accuracy and an
average early warning response time of 0.8 seconds. The continuous-time
state transition model further enables the DBN to maintain high prediction
accuracy by capturing the temporal dynamics of system state changes over
time. Figure 2 shows the dynamic change curve of the failure prediction
probability before and after the occurrence of the anomaly, reflecting the
sensitivity and rapid response ability of the model in the event of an attack
event.
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Figure 2 Probability curve of dynamic Bayesian network fault prediction.

Table 2 Comparative analysis of security performance

Safety Indicators Legacy System  This Framework  Extent of Improvement
False positive rate 8.0% 3.2% 162.5%
Abnormal blockade 82.4% 96.5% 117.1%

success rate

System Security Index 58.7% 100% 141.3%

In Figure 2, the horizontal axis represents the time, and the vertical axis
is the predicted failure probability, and the curve rises rapidly before the
abnormal event is triggered, and then tends to stabilize, which verifies the
response speed of the model at the level of 0.8 seconds.

3.3 Performance Comparison and Economic Benefit Analysis

In order to verify the superiority of the proposed method, the experimental
analysis of this framework and the traditional static rule-based security pro-
tection system is carried out mainly from three aspects: security, response
speed and operation and maintenance cost.

3.3.1 Safety comparison
Due to the obvious limitations of the traditional protection system with preset
rules and fixed isolation policies, the false positive rate is generally more
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Table 3 Comparison of response timeliness

Response Metrics Legacy System  This Framework  Acceleration Effect
Acceleration effect averages 3.6 ms 1.2 ms 166.7%
isolation delay

Risk warning time 20s 0.8s 160%
Decision-making cycle 5.2 ms 1.8 ms 165.4%

Table 4 Comparison of the main performance indicators of the traditional system and this
framework

Indicators Legacy Systems  This Framework Extent of Improvement
False positive rate >8.0% 3.2% Decreased by about 62.5%
Average isolation 3.6 ms 1.2 ms Decreased by about 66.7%
response latency

Risk warning response >2.0s 0.8s 60% reduction

time

The overall security of — 41.3% —

the system is improved
Reduced operating and — 28.6% —
maintenance costs

than 8%, but the dynamic isolation based on DRL in this framework reduces
the false positive rate to 3.2%, which improves the overall system security,
and the experimental statistics show that the overall security of the system is
improved by 41.3%.

3.3.2 Comparison of response speed

In the traditional system, due to the lack of real-time dynamic strategy, the
average response delay is about 3.6 milliseconds, but the average response
delay of this framework is only 1.2 milliseconds through hardware accelera-
tion and deep reinforcement learning, and the Bayesian risk model shortens
the response time of fault warning to 0.8 seconds, which fully meets the
real-time requirements of the power grid.

3.3.3 Economic benefit analysis

Through dynamic protection and early risk warning, the system significantly
reduces chain power outages and equipment damage caused by faults or
security events, and correspondingly reduces O&M and maintenance costs.
The experimental results show that the operation and maintenance cost is
reduced by 28.6% compared with the traditional system after adopting this
framework.



760 Zhang Rui et al.

From the comparison data in the table, it can be seen that the proposed
method shows obvious advantages in each key index, which not only ensures
real-time protection, but also achieves the double improvement of economic
benefits.

3.4 Technical Discussion and Optimization Analysis

The experimental results reveal the following key technical advantages and
future improvement directions.

3.4.1 Strong adaptive decision-making ability

The DRL isolation engine uses Q-learning algorithms to adaptively adjust
isolation policies in changeable network environments. Experiments show
that the system can take into account the energy consumption and delay
requirements while ensuring security by reasonably designing the state space
and reward function. In the future, deep neural networks can be further
introduced to extract higher-level features from the state space, so as to
optimize isolation decisions [12].

3.4.2 High real-time performance and robustness

FPGA hardware acceleration is used to achieve high-speed encrypted trans-
mission and dynamic key update, so that the whole system can complete
security isolation within millisecond response [13]. At the same time, the
dynamic Bayesian network model can maintain a high prediction accuracy
under continuous state changes by introducing the time factor. In the future,
a confidence correction mechanism can be considered to further reduce the
prediction fluctuation caused by abnormal observation data.

3.4.3 Economic benefits and system optimization

The model shows strong effectiveness in preventing chain failures and
unplanned power outages, directly reducing equipment maintenance costs
and power outage losses. Experimental data prove that this strategy has prac-
tical value for improving system operation efficiency and reducing costs [14].
Future research can focus on the adaptive weight adjustment mechanism
based on big data to achieve online parameter tuning, so as to further improve
the model performance.

3.4.4 Scalability discussion
The experimental platform and attack scenarios used in the experiment
have certain universality, but the scalability and stability of the model still
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need to be further explored in the face of larger-scale and more complex
distributed energy networks. Future research can combine cloud computing
platform and distributed simulation technology to comprehensively verify the
security management mechanism under the multi-level and cross-regional
system [15].

In general, this experiment comprehensively verifies the application effect
of intelligent safety isolation and risk management framework in the sec-
ondary system of actual distributed energy network from data collection,
dynamic isolation, risk early warning to economic benefit evaluation. The
significant improvement of various experimental data and indicators provides
a sufficient theoretical basis and practical reference for the promotion of this
technology in the real application environment in the future.

4 Technical Discussion and Optimization Analysis

The intelligent security protection framework proposed in this study shows
significant advantages in dynamic defense and risk assessment, but there
is still room for optimization. This section conducts an in-depth discus-
sion from three dimensions: algorithm performance, system robustness, and
techno-economics, and reveals the interaction mechanisms and improvement
directions of key parameters based on experimental data.

4.1 Sensitivity Analysis of Algorithm Parameters

A sensitivity test of the weight parameters (o, (5, ) of the DRL isolation
engine was conducted using orthogonal experimental methods, revealing
their differential impact on system performance.

As shown in Figure 3, when the a/f ratio increases from 0.5 to 2.0,
the success rate of anomaly blocking rises from 92.1% to 96.8%, but the
false-positive rate also increases by 0.9 percentage points. This indicates
a significant trade-off relationship between safety and false-positive rate.
When v (energy consumption weight) exceeds 0.3, the isolation delay
sharply increases from 1.2 ms to 2.8 ms, confirming the restriction effect
of energy consumption constraints on real-time performance. Therefore, it
is recommended to achieve multi-objective optimization by dynamically
adjusting weight parameters: prioritize safety (« = 0.6, 8 = 0.3, v =
0.1) during peak attack periods (H_t > 5.2), while focusing on reducing
misoperation (o« = 04, § = 0.4, v = 0.2) during regular operation
phases.
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Figure 3 The impact of DRL weight parameters on system performance.

4.2 Error Attribution of Risk Prediction Models

To enhance the prediction accuracy of the dynamic Bayesian network risk
prediction model under zero-day attack scenarios, two primary strategies can
be employed. First, expanding the coverage of fault types in the training set
can help mitigate the impact of data incompleteness. By increasing the num-
ber of fault types covered in the training set to 8, experimental results indicate
that the prediction accuracy for zero-day attacks can be improved by 4.2
percentage points. Second, adopting an adaptive windowing mechanism can
address the trade-off between response time and temporal feature integrity.
This mechanism dynamically adjusts the observation window length based
on system stability. For instance, a short window is used when the system
voltage fluctuation is within 2%, and a long window is automatically switched
to when abnormal signs appear. Experiments show that extending the time
window from 0.3 seconds to 1.2 seconds increases prediction accuracy from
84.1% to 90.3%, although the response time correspondingly increases by 0.4
seconds.

As shown in Figure 4, when the time window is extended from 0.3
seconds to 1.2 seconds, the prediction accuracy increases from 84.1% to
90.3%, but the response time correspondingly increases by 0.4 seconds. It
is recommended to adopt an adaptive window mechanism: using a short
window within the system stability threshold (voltage fluctuation <2%) and
automatically switching to a long window mode when abnormal signs appear.
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Figure 4 The impact of time window length on prediction performance.

4.3 System-level Cascading Effect Suppression Capability

Through the construction of a cascading failure propagation model, quantify
and assess the protective framework’s effectiveness in suppressing failure
spread. Define the failure propagation coefficient

_ Ziil Tcascade (Z)

A
N - Ttotal

Among them, Tpyscq4¢ (7) 18 the time affected by neighborhood failures at
node i, and 77, is the total observation duration. Experimental data shows
that after adopting this framework, the A value decreased from 0.48 to 0.21,
proving that it can effectively block 62.3% of cascading propagation paths.
This is attributed to the synergistic effect of the DRL isolation engine’s rapid
response (1.2 ms) and the proactive prediction of the Bayesian model (early
warning of 0.8 seconds).

4.4 Energy Consumption — Pareto Front Analysis of
Performance

Despite the fact that the total power consumption of the FPGA encryption
module and DRL computing unit has increased to 23.6 W, which is 28.3%
higher than the traditional solution of 18.4 W, the multi-objective optimiza-
tion model proposed in this study effectively balances energy consumption
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and performance in different energy network scenarios.
min(Etotab D'response)7 s.t. Rblock > 95%) Paccumcy > 85%

By utilizing the NSGA-II algorithm to determine the Pareto front, it is
found that when the power consumption is set at 21.5 W, the system can
maintain an optimal balance with a blocking success rate of 96.1% and
a response delay of 1.3 ms. This approach not only ensures the system’s
high performance but also takes into account energy efficiency, providing
a quantitative basis for parameter configuration in different energy network
scenarios. This provides a quantitative basis for parameter configuration in
different energy network scenarios: high-power mode (25 W, delay 0.9 ms) is
used for critical nodes with high reliability requirements, while energy-saving
strategies (19 W, delay 1.8 ms) are enabled for edge nodes.

4.5 Technical Limitations and Improvement Directions

In this paper, a multi-dimensional strategy will be proposed to enhance the
protection effectiveness of the framework and its ability to address new
types of attacks. Firstly, in order to reduce the high training cost of DRL,
transfer learning will be introduced. By reusing the existing policy param-
eters, it is expected that the training time can be reduced by 60%. This
will significantly improve the training efficiency of DRL and reduce the
training cost. On the other hand, to enhance the generalization ability of
the model and make it more capable of dealing with new types of attacks,
such as quantum computing attacks, GANs will be introduced to construct
an enhanced training set. GANs can generate new types of attack samples,
thereby expanding the diversity of the training data and enabling the model
to learn more generalized features. In this way, the model can better adapt
to new types of attacks and improve its protective effectiveness. In terms
of hardware compatibility, there are protocol compatibility issues between
the FPGA encryption module and some older IEDs, leading to 3.7% of
data packets needing to be downgraded. An adaptive protocol converter
needs to be designed to improve device compatibility. The above analysis
indicates that through three-dimensional collaboration of parameter optimiza-
tion, algorithm improvement, and hardware upgrades, the system’s protective
effectiveness in complex dynamic environments can be further enhanced,
thereby building a more robust security defense for smart distributed energy
networks.
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5 Conclusion

In order to solve the severe challenges of the security and reliability of the sec-
ondary system in the intelligent distributed energy resource network (IDEN),
this study proposes an innovative intelligent security protection framework,
which skillfully integrates deep reinforcement learning and Bayesian network
technology. Through the deep reinforcement learning algorithm, we design
and implement a dynamic logic isolation mechanism, which can simulate the
interaction behavior of the internal components of the secondary system in
real time, accurately identify and block abnormal traffic, effectively reduce
the probability of system misoperation, and significantly enhance the system
boundary protection ability. At the same time, we have built a failure risk
assessment model based on Bayesian network, which integrates rich his-
torical fault data and real-time operating parameters, which can accurately
predict potential risks and greatly improve the accuracy and response speed
of risk warning. The experimental results are verified on the IEEE 33-
node distribution network simulation platform, which confirms the significant
advantages of the proposed method in improving the overall security of the
secondary system and reducing the operation and maintenance cost. This
study not only provides a new theoretical perspective and technical means
for the safety isolation and risk management of IDEN, but also lays a solid
foundation for the safe and stable operation of smart grids in the future.
In the future, we will continue to explore the integration and application
of more advanced intelligent algorithms and security technologies to cope
with increasingly complex and severe cyber security threats and promote the
development of IDEN’s security protection system to a higher level.
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