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Abstract

In order to cope with the challenges brought by the large-scale access of
distributed energy resources (DER) to the operation and monitoring of substa-
tion secondary systems, this paper proposes a digital twin (DT) modeling and
operation monitoring framework that integrates dynamic Bayesian network
(DBN) and cloud-edge cooperative architecture. The framework constructs a
layered system of “cloud-edge-end” collaboration: the physical layer realizes
high-frequency (>50 Hz/100 Hz) real-time data acquisition and redundant
transmission based on standard protocols such as IEC 61850/Modbus, etc.;
the edge layer is in charge of low-latency (<20 ms) data preprocessing,
filtering, anomaly detection, and preliminary state estimation; the cloud core
layer is responsible for low latency (<20 ms) data preprocessing, filtering,
anomaly detection, and preliminary state estimation; the cloud core layer
is responsible for low-latency data preprocessing, filtering, anomaly detec-
tion, and preliminary state estimation. The edge layer is responsible for
low-latency (<20 ms) data preprocessing, filtering, anomaly detection, and
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preliminary state estimation; the cloud core layer integrates the untraceable
Kalman filter (UKF) algorithm for dynamic state estimation, and combines
with the DBN to model the temporal dependency of the heterogeneous data
from multiple sources, realizing the high-precision state tracking and fault
prediction in the whole life cycle. Innovatively, the study designed a dual-
track algorithm: the adaptive UKF is used to handle system nonlinearity and
noise uncertainty and update the state estimation in real time (error < 4.8%);
the DBN online incremental learning mechanism (e.g., online EM algorithm)
is utilized to dynamically update the conditional probability table and recon-
figure the network structure, if necessary, to adapt to DER fluctuations and
sudden failure modes. Experimental validation shows that the system has
a fault warning accuracy of 96.5% in simulated fault scenarios, an average
trigger delay of 150 ms, a state estimation response delay of 100-500 ms, and
various key performance indicators (data sampling frequency, transmission
delay, edge processing capability, storage capacity, etc.) meet or exceed
the design requirements. The framework effectively improves the design
accuracy, operation transparency and fault disposal efficiency of substation
secondary system in distributed energy environment, and provides a scalable
and comprehensive solution for the refined operation and maintenance of
smart grid.

Keywords: Digital twin, substation secondary system, distributed energy,
dynamic Bayesian network, condition monitoring.

1 Introduction

With the acceleration of global energy transition, the penetration rate of
distributed energy resources (DER) in the power system has been climbing.
Distributed energy resources, represented by solar photovoltaic (PV), wind
power generation, small gas turbines, energy storage systems, etc., are gradu-
ally changing the power generation, transmission and distribution patterns of
the traditional power grids due to their advantages of flexibility, cleanliness
and high efficiency [1]. However, the intermittent, fluctuating and large-
scale decentralized access characteristics of distributed energy sources have
brought unprecedented challenges to the operation monitoring and control
of substation secondary systems [2]. As the “nerve center” of power grid
operation, the substation secondary system is responsible for relay protection,
automation control, communication and transmission, metering and monitor-
ing and other key functions, which plays a crucial role in maintaining the safe
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and stable operation of the power grid [3]. Under the background of large-
scale access of distributed energy resources, its operating conditions present
a high degree of complexity and uncertainty. According to the statistics of
State Grid Energy Research Institute, the installed capacity of distributed
photovoltaic power generation in China has reached 154 million kilowatts in
2022, with a year-on-year growth of 23.6%, and showing a continuous growth
trend [4]. Traditional monitoring means based on centralized architecture
and static models have been difficult to meet the dynamic monitoring, fault
diagnosis and intelligent decision-making needs of substation secondary sys-
tems under distributed energy networks. Digital Twin (DT) technology, as an
emerging cutting-edge technology paradigm in recent years, provides inno-
vative ideas to solve this problem [5]. By building a bridge between physical
entities and virtual models for real-time interaction and dynamic mapping,
digital twins can realize accurate modeling and real-time monitoring of the
whole life cycle of complex systems. In the field of energy and power,
the application of digital twins has gradually attracted attention, for exam-
ple, in the state monitoring of power generation equipment, transmission
line operation and maintenance, intelligent management of substations and
other aspects have been initially explored, but for the digital twin modeling
and operation monitoring of substation secondary systems under distributed
energy network research is still in its infancy [6]. Dynamic Bayesian Network
(DBN), as a powerful spatio-temporal data modeling tool, is able to effec-
tively portray the temporal evolution laws and complex causal relationships
of system states [7]. Meanwhile, the cloud-side collaborative architecture
provides a feasible computational framework for efficient processing and
intelligent analysis of massive data in distributed energy environments. The
purpose of this paper is to integrate the dynamic Bayesian network and the
cloud edge cooperative architecture to propose a digital twin modeling and
operation monitoring framework for the secondary system of substations in
distributed energy networks, in order to improve the perception accuracy,
diagnosis capability and decision-making intelligence of the substation sec-
ondary system in the complex dynamic operation environment, and provide
key technical support for the reliable operation and efficient management of
smart grids.

2 Digital Twin Architecture Design

In the substation secondary system under the distributed energy network, this
system adopts the cloud-edge-end synergy mode to realize the monitoring,
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warning and intelligent dispatching of the whole life cycle by constructing a
digital twin model with high-precision virtual-reality mapping [4]. The whole
architecture fully considers the seamless integration of data acquisition, real-
time processing, model calibration, and application services to ensure that the
system can still accurately reflect the state of the physical entity in a dynamic
environment.

2.1 Overall Architecture

The overall architecture adopts the layered design idea, which can be divided
into three main layers:

2.1.1 Physical layer (field layer)

This layer covers all kinds of monitoring devices, sensors, intelligent termi-
nals and relay protection devices in the secondary system of the substation.
The devices achieve data acquisition through industrial Ethernet, 4G/5G or
even dedicated communication links, and adopt standardized communication
protocols (e.g., IEC 61850, Modbus, etc.) to ensure data interoperability
and safe transmission. Meanwhile, for the uncertainty of distributed energy
access, this layer supports multiple redundancy designs and preliminary
filtering of abnormal data to enhance the reliability and robustness of the
overall system. In the physical layer, also referred to as the perception layer
or device layer in some architectures, various sensors and actuators are
utilized to collect data from the physical environment. These devices often
operate under resource and power constraints and must handle lossy and
noisy communication environments.

2.1.2 Edge and data fusion layer

Located in the edge node between the physical layer and the cloud center, it
mainly undertakes real-time data aggregation and pre-processing functions.
On the one hand, it carries out filtering, anomaly detection and preliminary
checking for a large amount of heterogeneous data, removes noise infor-
mation, and completes data preprocessing and cleaning; on the other hand,
it utilizes lightweight algorithms such as simplified state estimation model
to provide rapid feedback on the system operation state and realize local
dynamic evaluation to meet the needs of delay-sensitive fault prediction, and
at the same time, it utilizes data encryption, identity authentication, and other
means to ensure communication security, and can flexibly complete data pro-
cessing according to different network protocol standards. Flexibly complete



Digital Twin—Enabled Monitoring and Modeling 797

data conversion according to different network protocol standards, acting
as a protocol conversion and security gateway role. In distributed energy
fluctuation scenarios, edge nodes dynamically adjust task priorities and real-
locate computing resources based on real-time system load and data stream
characteristics. When computational load exceeds thresholds, edge nodes
offload non-critical tasks to cloud platforms or nearby edge nodes to ensure
that latency-sensitive tasks are processed within 20 ms. For example, in cases
of sudden load surges or sensor data spikes, edge nodes can offload data
cleaning and preliminary filtering tasks to cloud platforms, while retaining
anomaly detection and local state estimation tasks locally. Edge computing
plays a crucial role in processing raw data and performing pre-processing
tasks at the edge layer. Fog computing in this layer is dedicated to device
interconnection, data transmission, and the deployment of trained models [8].
The edge and data fusion layer corresponds to the fog layer in some architec-
tures, which is responsible for interconnecting devices, transmitting data, and
deploying trained models. This layer helps in reducing transmission delays
and improving responsiveness by processing data at the edge.

2.1.3 Cloud and digital twin core
The cloud platform aggregates data from multiple edge nodes, and realizes
global state monitoring and model computing with the help of big data
technology and high-performance computing resources. The core digital twin
model uses discrete event simulation, continuous dynamic synchronization,
and dynamic Bayesian network algorithms to realize real-time update and
evolution of the substation secondary system “virtual mirror”. This layer
not only supports historical data storage, trend analysis and fault prediction,
but also provides operation and maintenance personnel with decision-making
suggestions, risk assessment and optimization schemes based on the model
output. In terms of system interface design, it is based on RESTful API
and standard data exchange formats (e.g., JSON, XML) to realize seam-
less interaction with the upper application system, and at the same time, it
supports desktop, mobile and embedded terminal access forms. The cloud
layer consists of cloud servers providing centralized data storage and large-
scale computational resources for data processing, Al model training, and
global analytics. However, tasks offloaded to the cloud experience additional
transmission delays. Edge computing can reduce energy consumption and
inter-layer communication overhead [9].

The overall architecture integrates centralized cloud management with
real-time edge node collaboration, enhancing data processing timeliness
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and ensuring broad compatibility with heterogeneous information systems.
This lays a foundation for subsequent algorithm iteration and large-scale
distributed deployment. The system adopts a modular design, enabling
independent expansion and upgrades of functional modules to meet new func-
tional requirements. It supports standard APIs (e.g., RESTful or GraphQL),
ensuring seamless integration with future upper-tier applications and emerg-
ing technologies. Additionally, the cloud platform’s modular expansion and
distributed deployment capabilities facilitate adaptation to future large-scale
distributed energy access and multi-system collaboration, providing robust
support for technology evolution. The integration of edge computing and
cloud computing optimizes performance, latency, and resource utilization.
It balances centralized high-performance computing with distributed low-
latency processing, ensuring intelligent service provisioning across various
environments [10].

2.2 Module Functions and Technical Indicators

This section mainly describes the functional division of each sub-module of
the digital twin system in the distributed energy environment and its key tech-
nical indicators, which work together to realize high-precision monitoring,
real-time diagnosis and fault warning for the entire life cycle of the substation
secondary system. The overall design follows the principles of layering, mod-
ularization and scalability, and specifically includes the following functional
units and technical index requirements:

2.2.1 Physical layer functions and indicators

Functional description: The data acquisition and transmission link focuses on
real-time monitoring of voltage, current, temperature, equipment status and
other parameters collected by various types of sensors, intelligent terminals,
relay protection equipment, etc. in the substation, and at the same time, it
supports international standard protocols such as IEC 61850, Modbus, and
other international standards in order to guarantee the interconnection and
interoperability of the data [11]. The data redundancy and pre-filtering part,
in view of the variability of distributed energy access and the uncertainty
of the environment, carefully designed a multi-stage redundancy sampling
scheme, which is able to carry out preliminary elimination of abnormal data,
thus ensuring that the data supplied to the downstream filtering and state
estimation modules have good quality [12].
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Key technical indexes: In data acquisition, the system requires high sam-
pling frequency, at least 50 Hz, and some key information requires 100 Hz
sampling accuracy. In data transmission, industrial Ethernet and 4G/5G dedi-
cated network communication are adopted to ensure that the link delay is less
than 10 ms. Meanwhile, in order to guarantee the reliability of the data, the
system controls the BER below 10~ and provides dual-machine hot standby
and multi-link redundancy design to improve the robustness of the whole
system and ensure the stability and reliability of data transmission [13].

2.2.2 Edge and data fusion layer functions and indicators
Functional description: In the industrial IoT architecture, edge nodes under-
take key tasks: on the one hand, they receive a large amount of heterogeneous
data from the physical layer in real time, and use low-latency algorithms
to perform pre-processing work such as filtering, noise reduction, anomaly
detection and preliminary checking; on the other hand, they realize rapid
assessment and feedback of the local operating state with the help of
lightweight models such as simplified state estimation methods and local
Kalman filtering to provide timely early warning information for the global
modeling of the cloud; on the other hand, they provide timely warning
information for the cloud. On the other hand, with lightweight models, such
as simplified state estimation methods, local Kalman filtering, etc., the local
operating state can be quickly evaluated and fed back to provide timely
warning information for the global modeling in the cloud; at the same time,
it also has the function of multi-protocol conversion, and embedded with the
authentication and data encryption module, which guarantees the safe and
stable transmission of the data between the edge and cloud [14].

Key technical indicators: Edge computing has the following key perfor-
mance requirements: in terms of data processing delay, the overall delay of
data preprocessing of the edge nodes needs to be controlled within 20 ms
to meet the needs of delay-sensitive applications; in terms of computa-
tional throughput, the edge computing platform should have a minimum of
500 Mb/s data aggregation and processing capabilities; in terms of security
and standards compatibility, end-to-end encrypted transmission, such as the
use of TLS protocols, should be realized. In terms of security and standards
compatibility, end-to-end encrypted transmission should be realized, such as
adopting the TLS protocol and supporting international standards such as
IEC/IEEE, to ensure the seamless connection of heterogeneous systems [15].
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2.2.3 Cloud computing and digital twin core layer functions and
indicators

Global state monitoring and modeling focuses on the use of high-
performance computing resources and big data processing platforms to unify
and aggregate the data uploaded from the edges, and integrate various
algorithms such as discrete event simulation, continuous dynamic synchro-
nization, and dynamic Bayesian network to build a digital twin model, so as
to achieve high-precision full-time prediction of the state of the power grid
system [16]. In this process, the historical data storage and trend analysis
link through the establishment of a high-performance distributed database
and data lake, to achieve the efficient storage and query of cross-time, cross-
scene data, for system fault diagnosis and performance optimization to build
a solid data foundation. At the same time, the intelligent decision-making and
early warning work is based on the state assessment indicators output from
the model, like the state mean update formula, covariance K value, etc., and
utilizes the rule engine and machine learning algorithms to provide real-time
early warning of equipment failure risks and operational abnormalities, and
push decision-making suggestions for the operation and maintenance person-
nel, like &k + 1 = @k + 1|k + Kjy1(yps1 — 9k + 1) and Kk +1 = Py, S}
in the Kalman filtering correction step, whose computational accuracy is
directly related to the accuracy of decision-making warning [17]. To handle
model bias caused by different sampling frequencies (1 Hz—100 Hz) and
missing data, the system adopts a data weighting mechanism. Specifically,
during data preprocessing, the system performs noise reduction using low-
pass filtering and wavelet decomposition to eliminate noise and outliers,
followed by normalization and standardization to ensure high data consis-
tency and accuracy. For missing data, the system employs linear interpolation
and model-based prediction. Furthermore, data fusion optimization with
weighted strategies based on data quality is implemented, assigning lower
weights to poor-quality data to minimize its impact. This ensures the model’s
reliability and accuracy even when integrating multi-source data with varying
sampling frequencies and data integrity.

The digital twin system has excellent real-time responsiveness, and the
response delay from data aggregation to model updating can be controlled
in the range of 100-500 ms, which strongly guarantees the real-time online
prediction and decision-making. In terms of model prediction accuracy, the
state estimation error is controlled within 5%, the fault warning accuracy
is not less than 95%, and the conditional probability parameter has a good
“convergence” when using dynamic Bayesian network over time [18]. The
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system is highly scalable, the cloud platform supports modular expansion
and distributed deployment, and can be seamlessly connected to the upper
tier applications with the help of standard APIs (e.g., RESTful or GraphQL),
which can meet the future needs of large-scale deployment and multi-system
collaboration at the same time. The cloud platform also has a large storage
capacity for historical data, and can support petabyte-level data storage and
real-time analysis, which ensures that the whole life cycle data can be tracked,
archived, and intelligently mined over a long period of time [19].

3 Key Algorithm Realization

In order to realize the substation secondary system digital twin full-time
monitoring and fine warning, this study designed a dual-track algorithm
system. On the one hand, real-time dynamic state estimation is used to
portray equipment state evolution, and on the other hand, Dynamic Bayesian
Network (DBN) is combined to model the temporal dependency relationship
between multi-source data in order to realize online diagnosis and prediction
of the whole life cycle.

3.1 Dynamic State Estimation

In the actual operation process, the substation secondary system is affected
by multiple uncertainties such as equipment aging, environmental fluctua-
tions and distributed energy access, etc., and its state changes are usually
highly nonlinear and time-varying. In order to accurately portray the dynamic
behavior of the system, we establish the following nonlinear state space
model:

Trr1 = f(xg, ug) + wi, wi ~ N(0, Q)
Y = h(l’k) + v, Vg ~ N(O, Rk) ()

where z;, € R denotes the state vector of the system (e.g., key variables
such as voltage, current, switching state, etc.) at moment k; y;, € R™ is the
sensor measurement; uy, is the control input of the system; and wy, and vy, are
the process noise and the measurement noise, respectively, whose covariance
matrices are (J; and Rj. Due to the obvious nonlinear characteristics of
the system, the traditional linear Kalman filtering is difficult to meet the
requirements. For this reason, we use untraceable Kalman filtering (UKF),
which approximates the statistics of a nonlinear function by determining a
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set of “sigma points” to capture the nonlinear transformation of the state
distribution [20]:

3.1.1 Sigma point generation
Let the mean of the current state estimate be I, the covariance be P, and
the state dimension be L. First compute the parameter:

A=a*(L+r)—L (2)

where a € (0, 1] regulates the distribution range of sigma points and « is the
quadratic expansion parameter. Generate 2L + 1 sigma points as follows:

D) — G — V(I F N Ppi=1,...,L 3)
The corresponding weights are respectively:
(m) _ A (© _ A 1 o2
D s Sy S )
1
wm—w =~ i=1,...2L 4
T WZ 2(L + )\)7 Il ) ) ( )

where ( is used to carve the prior distribution (e.g. for a Gaussian distribution
standing at 2).

3.1.2 State prediction and covariance propagation
A state transfer function is applied to each sigma point:

e = PO uk) i = 0,1, 2L 5)

The predicted mean and covariance are respectively:

2L
IRTEDY Wi(m)Xgluk ©)
=0

oL
Py = Z Wi(c)(X;(Q”k - i'k+1|k)(><,(3rl|k — Eppp) +Qr (D)
i=0
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3.1.3 Measurement update
Calculate predicted observations using predicted sigma points:

T = h(x,(fll‘k),i =0,1,...,2L (8)
Calculate observed forecast means and covariances:
2L ‘
Jesr = WA ©)
i=0

S W) - O o) +R 10
k+1 = Z 7k+1 Ukt1) Va1 — Ukr1) + R (10)

Also, the cross-covariance matrix is calculated:

i ~ T
Py = Z W Xk+1|k $k+1|k)(%534)rl = Jk+1) (11

Calculate the Kalman gain according to the Kalman update formula:
K = Py, (12

Finally, the state mean and covariance are updated:
Trr1 = Tpyrpr + K1 (Yer1 — Trt1) (13)

Pis1 = Piyiip — KrorSe1 K (14)

In real-time dynamic monitoring, it is also necessary to adaptively adjust
the noise covariance ) and Ry according to different operating environ-
ments, and combine with edge computing nodes to realize parallel filtering
and online rejection of some abnormal data, so as to improve the overall
estimation accuracy and robustness.

3.2 Dynamic Bayesian Network Modeling

Dynamic Bayesian network (DBN) is a probabilistic graphical model that
extends the traditional static Bayesian network to the time-series domain, and
is used to describe the conditional dependencies between variables when the
system state changes over time. Considering the complex causal relationships
among the sub-modules of the substation secondary system (e.g., protection
equipment states, control signals, communication abnormal states, etc.), we
adopt DBN for joint modeling of multi-moment data, which is basically in
the form of a two-moment (2TBN) model.
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3.2.1 Model structure and joint probability distribution
Let the hidden state at moment ¢ be z; and the observation be y; The joint
probability distribution of the DBN at two moments can be expressed as

T T
P(xy.r,y1.17) = P(21) H P(xy | x4-1) H Py | x¢) (15)
=2 =1

Where P(x1) is the initial state distribution; P(x; | x;—1) describes the
conditional probability of the state transfer; and P(y; | x;) is the observation
model reflecting the dependency relationship between the sensor data and the
hidden state [21]. In the actual modeling process, the expert experience and
historical data can be used to determine the dependency structure between the
nodes through the constraint base method or scoring criterion (e.g., Bayesian
Information Criterion BIC), and determine the appropriate node parent set for
each node.

3.2.2 Parameter learning and online updating

For a DBN with a given structure, parameter learning mainly solves the
problem of solving each conditional probability table (CPD, Conditional
Probability Distribution). Taking discrete variables as an example, parameter
solving can be carried out by utilizing great likelihood estimation (MLE) or
Bayesian estimation methods. Assuming that the size of the value space of
the variable X is K, its conditional probability can be expressed as:

N(z,pa) + «

P(X =z | Pa(X) = pa) = N(pa) + K«

(16)

Where: N (z,pa) is the number of times X = z occurs in the sample
at the same time as the parent node takes the value of pa; « is the Dirichlet
a priori parameter for smoothing estimation; N(pa) = ) . N(z,pa). In
practical applications, distributed data collection and real-time monitoring
necessitate online updating capabilities for DBN models. By leveraging the
cloud-edge collaborative computing architecture, the state estimates from
edge nodes serve as prior information. Combined with incremental learning
algorithms (e.g., online EM algorithms), the conditional probability table
(CPD) is continuously updated. When necessary, the network structure is
adaptively adjusted (e.g., introducing switching dynamic Bayesian network
models to accommodate different operational modes). To evaluate the impact
of dynamic adaptation on stability and prediction accuracy, the system
employs historical data for validation and applies scoring criteria such as the
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Bayesian Information Criterion (BIC) to reassess candidate structures. Real-
time monitoring of model performance enables timely detection of anomalies
in dynamic adaptation, triggering model retraining or structural adjustments
as needed. Additionally, during data fusion and DBN updates, anomaly detec-
tion and adaptive noise adjustment mechanisms are incorporated to ensure
high robustness of the algorithm in the event of unexpected incidents and
data loss.

3.3 Algorithm Flow and Realization Details

The algorithmic process of the whole system, from data acquisition, pre-
processing, dynamic state estimation, to DBN model updating and decision
support, constitutes a closed-loop feedback mechanism to ensure that the
system can realize accurate monitoring in the whole time domain and life
cycle. The specific steps are as follows:

3.3.1 Data acquisition and preprocessing

In the intelligent management of the substation, the real-time operation data
of the substation secondary system and access to distributed energy sources
are firstly collected through industrial Ethernet and 4G/5G dedicated commu-
nication links, covering current, voltage, temperature, relay protection status
and other aspects; and then enter into the pre-processing stage, using low-
pass filtering, wavelet decomposition and other filtering means to process
the collected data, eliminate the noise and abnormal values, and carry out
normalization and standardization operations, so as to ensure a high degree
of consistency and accuracy of input data received by subsequent algorithms,
laying a solid foundation for subsequent data analysis and application. and
outliers, and carry out normalization and standardization operations, so as to
ensure that the input data received by the subsequent algorithm has a high
degree of consistency and accuracy, laying a solid foundation for subsequent
data analysis and application.

3.3.2 Dynamic state estimation

In the process of adaptive untraceable Kalman filtering (UKF), the state pre-
diction is carried out firstly: based on the state estimation £ and covariance
Py at the previous moment, UKF is applied to generate the sigma points,
which are processed by the state transfer function f(zy,uy) to obtain the
predicted state Z 1|, and the prediction covariance P yq);. Next, the mea-
surement update is performed: based on the newly collected measurement
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data yi41, the predicted observation mean and covariance are computed
with the help of the nonlinear observation function A(z), and then the state
estimate and covariance matrix are updated with the Kalman gain Kj 1.
In addition, there is an adaptive adjustment link: according to the system
operating environment and noise characteristics, the estimates of process
noise Qi and measurement noise Ry are adjusted in real time to ensure the
convergence of the filter distribution, for example, when encountering special
circumstances such as equipment anomalies or communication delays, a
corresponding fault-tolerant adjustment strategy is adopted.

To address potential conflicts between real-time performance and accu-
racy during sudden large-scale DER fluctuations or sensor failures, the UKF
algorithm employs lightweight computing modules (e.g., GPU-based parallel
computing) at the edge nodes to enhance computational efficiency. Mean-
while, the cloud platform is responsible for in-depth analysis of large-sample
historical data and model retraining to achieve real-time and efficient data
processing. Furthermore, during state estimation and DBN updates, anomaly
detection, edge filtering, and adaptive noise adjustment ensure the algorithm
maintains high robustness in the event of unexpected incidents and data loss.

3.3.3 Online update of DBN model

This method includes the following three aspects: first, a priori fusion, i.e.,
the state estimation results obtained from UKF are taken as the evidence of
the current DBN, which is used to update the hidden state distribution in
the current moment; second, incremental parameter updating, which realizes
incremental updating of the conditional probability table of the DBN with
the help of online EM algorithms and other methods to adapt to the dynamic
changes of the system; third, structural adaptation, which triggers network
structure reconstruction once different data patterns due to the fluctuation of
distributed energy or sudden faults are detected. Third, structural adaptation,
once different data patterns are detected, such as drastic changes due to
distributed energy fluctuations or sudden failures, network structure recon-
struction is triggered, and scoring criteria, such as BIC, are applied to re-filter
candidate structures to ensure that causality can reflect the latest operating
state.

DBN online incremental learning mechanism (e.g., online EM algorithm)
is utilized to dynamically update the conditional probability table and recon-
figure the network structure, if necessary, to adapt to DER fluctuations and
sudden failure modes. To ensure model stability during incremental learning
and mitigate risks such as probability parameter dispersion or overfitting,
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the following strategies are implemented: First, a Dirichlet prior smoothing
technique is applied to the conditional probability table updates, which helps
in constraining the parameter values within a reasonable range and prevents
excessive dispersion. Second, a validation dataset reserved from historical
data is used to periodically evaluate the model performance. If signs of
overfitting are detected (e.g., significant degradation in validation accuracy),
the learning rate is automatically reduced, or the model reverts to a previ-
ous stable state. Third, a regularization term is introduced into the online
EM algorithm, penalizing overly complex models and promoting parameter
convergence toward more generalizable values. These measures collectively
enhance the robustness of the DBN model during online updates, ensuring
reliable operation in dynamic environments.

3.3.4 Decision support and feedback mechanism

Based on the probabilistic inference results output from Deep Belief Network
(DBN), the system quantitatively evaluates the failure risk of key nodes, and
when the risk value exceeds the set threshold, the system can automatically
issue a warning and communicate with the operation and maintenance system
in real-time with the help of RESTful API. At the same time, based on
the state estimation and probability prediction results, the system uses the
rule engine to formulate optimized scheduling schemes and fault isolation
decisions, and then feeds these schemes back to the cloud operation and
maintenance decision center to guide field engineers to carry out the sub-
sequent processing work, so as to realize the synergistic operation of fault
early warning and intelligent scheduling.

3.3.5 Algorithm pseudo-code example

The following is a pseudo-code example of the overall process, showing the
synergistic process of data acquisition, UKF state estimation and DBN online
update:

# Initialization phase

X = x_init # Initial state vector

P = P_init # Initialize covariance matrix

DBN_model.initialize(structure, parameters) # Initialize DBN model structure
and parameters

for k in time_steps.
# 1. Data acquisition and preprocessing
raw_data = acquire_sensor_data(k)
y = preprocess(raw_data) # including filtering, outlier removal and normalization
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# 2. untraceable Kalman filter (UKF) state estimation

sigma_points = generate_sigma_points(x, P, L, alpha, kappa)

sigma_points_pred = [ f(point, u_k) for point in sigma_points ]

x_pred, P_pred = compute_predicted_mean_covariance(sigma_points_pred, Q_k)

# Measurement update step

gamma_points = [ h(point) for point in sigma_points_pred ]

y_pred = compute_weighted_mean(gamma_points, weights_m)

S = compute_measurement_covariance(gamma_points, y_pred, weights_c, R_k)
P_xy = compute_cross_covariance(sigma_points_pred, x_pred, gamma_points,
y_pred, weights_c)

K =P_xy @ np.linalg.inv(S)

# Update the state
x=x_pred + K @ (y — y_pred)
P=P pred —K @S @ K.T

# 3. Dynamic Bayesian network online update
# Update the model parameters using the UKF output as a priori evidence for the DBN
DBN_model.update_parameters(x, y)
# Structural adaptive tuning based on scoring criteria (e.g. BIC) if necessary
if abnormal_behavior_detected(x, y).
DBN_model.restructure(candidate_structures)

# 4. decision support

risk_score, decision = decision_logic(DBN_model.infer())
dispatch_decision(decision) # Dispatch feedback to higher level systems or
trigger early warning mechanisms

# 5. Synchronize historical data to cloud storage and support subsequent trend analysis
cloud_sync(x, P, DBN_model.get_current_parameters())

3.3.6 Exploration of implementation details

Under the distributed energy network, in order to improve the massive data
processing capability, the algorithm adopts lightweight computing modules
(e.g., GPU-based parallel computing) at the edge nodes, while the cloud
platform is responsible for the in-depth analysis of the large-sample historical
data and model retraining to achieve real-time and efficient data processing.
At the same time, in addition to the substation internal data, it also integrates
multi-source data from PMU, SCADA system and IoT sensors to construct
a unified multi-level state description model and improve the refinement
capability of the digital twin model. In the process of state estimation and
DBN update, anomaly detection, edge filtering and adaptive noise adjustment
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ensure that the algorithm maintains high robustness in case of unexpected
events and data loss. The whole algorithm system is designed with modularity
and interface standards in mind, and with the help of RESTful API and
JSON, XML and other data exchange formats, it can be seamlessly connected
with the upper application system, laying a foundation for the subsequent
large-scale distributed deployment and realizing scalability and synergy.

4 Experimental Verification
4.1 Experimental Platform and Data Source

4.1.1 Platform composition and hardware architecture

The experimental platform is based on the cloud-edge-end cooperative
architecture, primarily consisting of the following modules: In the physical
layer, over 10 industrial-grade sensors are deployed, covering parameters
such as temperature, humidity, voltage, current, and switching states. Key
parameters are sampled at 50 Hz, with critical measurement data (current,
voltage) increased to 100 Hz. On-site equipment is equipped with dual-
machine hot standby and multi-link redundancy (industrial Ethernet, 4G/5G
dedicated network communication) to ensure a data transmission bit error
rate (BER) below 10~°. Multiple high-performance edge computing nodes
are established at the edge layer, equipped with GPU acceleration modules
for data preprocessing, low-pass filtering, wavelet decomposition, anomaly
detection, and preliminary state estimation (utilizing local Kalman filtering
and fast state estimation algorithms). Preprocessing latency is controlled
within 20 ms, capable of aggregating data streams at a minimum of 500 Mb/s.
The cloud platform and digital twin core utilize distributed servers and high-
performance computing clusters to aggregate edge node data for discrete
event simulation and continuous dynamic synchronization processing. The
core module constructs real-time “virtual mirrors” using untraceable Kalman
filtering (UKF) and Dynamic Bayesian Networks (DBN). The digital twin
model supports petabyte-level data storage and online incremental learning
updates, enabling long-term preservation and trend analysis of full lifecycle
data.

To reduce hardware deployment costs in existing substation retrofits, the
system adopts a modular and scalable design. Edge nodes support incre-
mental deployment, allowing utilization of existing monitoring devices and
communication infrastructure. The cloud platform supports elastic scaling,
enabling resource allocation based on actual data volume and processing
demands. Furthermore, the system offers a lightweight version optimized
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for resource-constrained scenarios. This version simplifies edge node func-
tionality by reducing data preprocessing complexity and decreasing storage
requirements. It prioritizes critical data processing and supports flexible
adjustments to data sampling frequency and transmission rates. This ensures
the system’s core functionality remains operational even under limited
resource conditions.

4.1.2 Data sources

Data sources are extensive, including real-time voltage, current, temperature,
and other data collected by substation sensors, PMU and SCADA system
data from at least 3 collection points, and supplementary IoT device data. To
comprehensively validate the system’s ability to respond to abnormal states,
simulated injected data is expanded to include scenarios such as large-scale
distributed energy resource (DER) access and concurrent multi-point faults.
Examples include sudden load fluctuations, sensor failures, and multi-point
fault injections. All data adopts standard exchange formats (JSON/XML)
and is interconnected with platform modules via RESTful API, ensuring
data consistency and transmission security. This provides comprehensive,
accurate, and reliable multi-source data support for system operation.

4.2 Real-time Monitoring and State Estimation Results

This section focuses on the performance of Untraceable Kalman Filter (UKF)
and Dynamic Bayesian Network (DBN) in real-time state estimation and fault
warning.

4.2.1 Real-time state estimation results

During the continuous six-hour experiment, additional tests were conducted
under conditions of large-scale DER access and concurrent multi-point faults.
Through the acquisition and dynamic filtering of key parameters such as
system voltage, current, temperature, and relay protection signals, the sys-
tem demonstrated rapid adaptive adjustment capabilities even under sudden
equipment changes, network delays, or abnormal data injections. Experimen-
tal statistics indicate that under large-scale DER access and multi-point fault
conditions, the system response delay remains within 100-500 ms, the state
estimation error stays within 3.2%—4.8% (meeting the design target of <5%),
and the fault warning accuracy exceeds 96% in simulated fault scenarios.
Further analysis under varying test conditions reveals that under normal
operating conditions with minimal DER fluctuations and low noise levels
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Figure 1 Trend of real-time state estimation error.

(e.g., process noise Q and measurement noise R at benchmark values), the
error stays within 3.5%—4.0%. However, under more challenging conditions
such as simulated noise surges (Q and R increased by 50%), the error may rise
to 4.8%—-5.2%, approaching the design threshold. In such cases, the adaptive
noise tuning mechanism is triggered, dynamically adjusting Q and R within
+20% of the benchmark values to bring the error back to 3.2%—4.0%. Failure
cases of adaptive noise tuning were rare but occurred in extreme scenarios
where noise levels exceeded system expectations (e.g., Q and R increased
by over 100%), leading to temporary error spikes above 5%. These cases
highlight the need for continuous improvement in the algorithm’s adaptability
to extreme conditions. Figure 1 shows the dynamic change curve of state
estimation error over time.

The graph shows the variation of the state estimation error over a time
range from O to 60 seconds. The baseline error is included as well as the effect
of two events (device switchover and fault injection) on the error. The figure
also marks three key points in particular: the device switchover point (red),
the peak fault injection point (green), and the fault recovery point (purple).

4.2.2 Fault warning and response validation

In the case of active injection load fluctuation and simulated sensor failure,
the system is able to capture anomalies in a timely manner and predict risks
through DBN model calculations. In nearly 100 fault scenario simulations,
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the average fault warning trigger time is 150 ms, which is more than 50%
higher than the traditional model. Figure 2 visualizes the distribution of the
warning trigger delay in different scenarios.

The figure shows the trigger delay times (in milliseconds) for 20 different
failure scenarios. Each point represents the delay time of one scenario, and it
can be seen that most of these delay times are concentrated between 100 ms
and 200 ms.

4.3 Comprehensive Evaluation of System Performance

In order to comprehensively verify the performance of the system in multiple
scenarios, evaluation experiments of several key technical indicators are
designed and compared with the design requirements. Table 1 summarizes the
data comparison of some key indicators. Each index is statistically verified by
multiple experimental data and meets or outperforms the design objectives,
providing sufficient theoretical and practical basis for further large-scale
promotion.

4.4 Model Parameter Sensitivity and Adaptive Adjustment
Analysis

To verify the system’s sensitivity to parameter changes under different operat-
ing conditions, experiments were conducted on the noise parameters (Q, R) of
the UKF and the online update mechanism of the DBN. In the noise parameter
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Table 1 Comparison of system key performance indicators

Indicator Design Requirements Experimental Average Remarks

Data Sampling >50 Hz (critical 50 Hz/100 Hz Multi-channel

Frequency data: 100 Hz) synchronized
acquisition, part of the
data using dual-channel
acquisition

Data <10 ms Average 8ms; extreme Edge node

transmission value not exceeding  pre-processing and

delay 12ms redundant links to
ensure transmission
stability

Edge <20 ms 18ms Including filtering,

preprocessing anomaly detection and

delay data cleaning

State estimation <5% 32% ~ 4.8% Adaptive adjustment of

error filtering parameters
based on UKF

Fault warning >95% 96.5% Simulated fault

accuracy scenarios totaling about
100 warnings,
effectively suppressing
false alarms and missed
alarms.

Data >500 Mb/s 510 Mb/s Ample data traffic

aggregation between edge nodes and

bandwidth cloud platforms

Data storage Supports petabytes of ~ Support 200TB class  Distributed data lake

capacity storage data storage after architecture, with

module expansion

ultra-large-scale data
long-term storage
capacity.

swing test, the initial estimates of process noise Q and measurement noise
R were manually adjusted, and the changes in state estimation errors during
normal operation and abnormal fluctuations were recorded. Notably, the UKF
algorithm’s performance was tested under complex conditions such as large-
scale DER access and multi-point faults. The results demonstrate that even
under these challenging scenarios, the adaptive adjustment mechanism can
effectively reduce state estimation errors. When analyzing the online update
mechanism’s effectiveness, the incremental update amplitude and conver-
gence time of the DBN conditional probability table were evaluated under
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Table 2 UKEF noise parameter sensitivity test statistics

Q Adjustment R Adjustment State Estimation
Test Program Range Range Error (%) Remarks
Normal Benchmark Value Benchmark Value 3.54.0 Standard
Working Environmental Data
Conditions
Simulated Benchmark Value Benchmark Value 4.8-5.2 Large External
Noise Surge x 1.5 x 1.5 Environmental
Interference During
Fault Injection
Adaptive Dynamic Dynamic 3.2-4.0 Adaptive Algorithm
Tuning On Adjustment Adjustment Effectively Reduces
(0.8-1.2 (0.8-1.2 Errors
Benchmark) Benchmark)
DER and Dynamic Dynamic 3.5-4.5 Adaptive
Multi-Point Adjustment Adjustment Adjustment
Faults (0.8-1.2 (0.8-1.2 Reduces Errors
Benchmark) Benchmark) Under Complex
Conditions

continuous data input. The experimental results indicate that under active
adaptive adjustment, the system can more rapidly return to a stable state,
strongly demonstrating the effectiveness of the parameter online adjustment
strategy. Additionally, the online DBN update test showed that the online
EM algorithm completes parameter updates within tens of milliseconds after
each data collection, with an average network structure reconfiguration time
of less than 200 ms when addressing distributed energy fluctuations. This
ensures a quick response to abnormal data mode switches. Table 2 presents
the statistical results of the UKF noise parameter sensitivity test.

4.5 Data Fusion and Heterogeneous Data Integration Verification

To deeply examine the system’s performance in multi-data source fusion
and heterogeneous data integration, a joint acquisition test was carefully
designed, covering the following data sources: first, field sensor data for
real-time collection of temperature, current, and voltage signals; second,
PMU data providing synchronized phase information, crucial for capturing
transient fluctuations; third, SCADA system data for monitoring and control
commands as well as historical data comparison; and fourth, IoT supple-
mentary data to enhance environmental status information. To validate the
system’s data processing capabilities under complex conditions, tests were
added for scenarios involving large-scale DER access and multi-point faults.
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Table 3 Heterogeneous data fusion effect statistics

Data Sampling Preprocessing Data

Source Types Frequency Delay (ms) Integrity (%) Remarks

Industrial Sensors 50~100 Hz 15~18 >99 Multi-level
redundancy ensures
real-time data
submission

PMU Systems 30~50 Hz 18~22 98.5 Synchronized
acquisition
accommodates
instantaneous
fluctuations

SCADA Systems 1 Hz~5 Hz 5~8 >99.5 Historical data and
control commands

IoT Ancillary Devices Not fixed 20~30 97 Data fluctuation
highly influenced by
network environment

DER and Multi-Point Faults ~ 50~100 Hz 20~25 98.2 Maintains high data
integrity and
preprocessing
efficiency under
complex conditions

The results demonstrate that the system maintains high data integrity and
preprocessing efficiency even under these conditions. After joint testing of
different data sources, statistical comparisons were conducted on the data
preprocessing process, protocol conversion effectiveness, and edge node data
cleaning results. To address data quality differences such as noise or missing
data, the following preprocessing measures were taken: (1) Noise reduction
using low-pass filtering and wavelet decomposition to eliminate noise and
outliers, followed by normalization and standardization to ensure high data
consistency and accuracy. (2) Missing data handling using linear interpolation
and model-based prediction. (3) Data fusion optimization with weighted
strategies based on data quality, assigning lower weights to poor-quality data
to minimize its impact. The results are presented in Table 3.

4.6 Validation of Integrated System Scheduling and Feedback
Mechanism

In the digital twin system, real-time feedback and online decision-making is
a crucial part. In the experiment, the system synchronizes the dynamic state
evaluation results to the operation and maintenance platform via RESTful
API, and automatically generates fault isolation and scheduling optimization
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Figure 3 Topology of cloud-edge-end collaborative feedback.

schemes relying on the rule engine. Figure 3 shows the topology schematic
of the system feedback mechanism:

In Figure 3, the modules are seamlessly connected through standard
interfaces to ensure that the data and warning information are efficiently
transmitted throughout the life cycle, and together they realize the intelligent
decision-making of the system. Meanwhile, the online decision-making part
adopts Deep Belief Network (DBN) output, and the optimization scheme
generated from the quantitative assessment of key risk points is tested to be
quickly implemented in actual load adjustment and fault isolation, reducing
the time for on-site manual intervention and effectively lowering the risk of
accident proliferation.

5 Conclusion

In this paper, a digital twin modeling and operation monitoring framework
for substation secondary systems in distributed energy networks based on
dynamic Bayesian networks and cloud-edge collaborative architecture is
proposed, which realizes the collaborative work of the physical layer, the
edge layer, and the cloud core layer through a layered design. The framework
demonstrates excellent performance in data acquisition, transmission, pro-
cessing and modeling, and significantly improves the operation monitoring
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capability of substation secondary systems in distributed energy environ-
ments. Experimental validation shows that the system achieves the design
goals in key indicators such as real-time state estimation, fault warning and
data processing. The adaptive UKF algorithm effectively reduces the state
estimation error, and the fault warning accuracy is as high as 96.5%, which
meets the demand of refined operation and maintenance of smart grid. In
addition, the system performs well in data fusion and heterogeneous data
integration, providing a reliable guarantee for the efficient utilization of multi-
source data. The research results not only provide an innovative solution for
the intelligent upgrade of substation secondary systems, but also lay a solid
foundation for the large-scale access and efficient management of distributed
energy in the future smart grid. With the increasing proportion of distributed
energy in the power grid, the promotion and application of this framework
will help to further enhance the flexibility, reliability and intelligence level of
the power grid, and provide key technical support for the construction of a
new type of power system.
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