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Abstract

Internet of Things (IoT) is considered as the future of the Internet that
connects billions of objects all together. Trusted communication between
these objects is a crucial requirement for the wide deployment of IoT services.
Consequently, effective authentication procedures should be applied between
the communicating objects. This paper provides a comprehensive survey of
object authentication in the IoT. The survey aims to direct future researchers
in the field of IoT object authentication by delving into the details of authen-
tication schemes and going through different comparisons. Comparisons are
based on various criteria which include authentication process characteris-
tics, the underlying architecture, key generation and distribution techniques,
supporting IoT challenges, security analysis, and performance evaluation.
Additionally, this survey highlights the main issues and challenges of IoT
objects authentication and recommends future research directions.
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1 Introduction

Recent development and deployment of smart technologies have introduced
new lifestyle in various communities. Gradually, people lifestyle has changed
toward smartness and intelligence. Moreover, different daily activities such
as route planning, navigation, transportation decisions, traffic and healthcare
monitoring, and elderly and children supervision, can be facilitated by the
development of smart phones, smart homes, and even smart communities [1–
5]. This requires high connectivity between a huge number of smart objects,
systems, and devices. In order to evolve toward a new world of connected
objects, the Internet of Things (IoT) has been introduced as the future of the
Internet [6–8]. Figure 1 shows the main applications of IoT.

For wide and fast deployment of IoT, people should trust these new tech-
nologies and should be encouraged to securely access various IoT resources.
This can be facilitated by the provision of trusted communication services
such as Key distribution and object authentication schemes [9–11].

Authentication schemes manage entity verification based on asymmetric
methods, such as Public Key Cryptography (PKC) and Identity Based Cryp-
tography (IBC), or symmetric methods [12]. Identity based cryptography is
a special type of public key cryptography where entity identity is used as a
public key eliminating the need for certificate management [13].

This paper presents a comprehensive survey for IoT object authentica-
tion schemes. Several IBC and non-IBC based authentication schemes are
summarized and compared. Moreover, it highlights IoT object authentication

Figure 1 Internet of things main applications.
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issues and challenges. The contributions of this survey can be summarized as
in the following points:

1. Provides a comprehensive survey which summarizes various IBC and
non-IBC authentication schemes in different IoT environments mainly;
wireless sensor networks and cloud centric IoT environments.

2. Highlights the advantages and disadvantages of the studied schemes.
3. Provides several comparisons in tabular form for IoT authentication

schemes according to multiple criteria, that mainly include; the authenti-
cation process, classification of the architecture i.e. hierarchal or central-
ized, challenges, key generation and distribution, security analysis and
performance evaluation provision.

4. Discuss object authentication issues and challenges in the context
of internet of things and recommends research directions for objects
authentication in the context of IoT.

The rest of this paper is organized as follows. Section 2 discusses the
main related works. Section 3 summarizes and compares PKC authentication
schemes. IBC and smartcard authentication schemes are summarized and
compared in Section 4 and Section 5, respectively. Authors observations are
summarized in Section 6. Section 7 discusses the main challenges of IoT
object authentication and provides research recommendation based on the
discussed observations. Finally, Section 8 concludes this survey.

2 Related Works

In the literature, several surveys have been conducted to study research
efforts in the field of object authentication. In [13–20] authentication schemes
based on IBC have been studied. The objectives of these surveys were to
review the main concepts of IBC, summarize several IBC authentication
schemes, highlight their main advantages and disadvantages, discuss the main
applications of IBC, and highlight some issues related to the future use of
IBC. Dedicated research for IBC authentication schemes in MANETs, cloud
computing environments, and VANETs have been conducted in [16, 18], and
[19], respectively. Other IBC and non-IBC authentication schemes are con-
sidered in [10, 12, 21–23]. The work presented in [21] provides a description
of Mobile Cloud Computing (MCC) security challenges and a comprehen-
sive survey of authentication schemes in MCC. The authors in [23] survey
authentication schemes for VANET and presents open security issues in
VANET authentication. The research conducted in [10, 12], and [22] survey



388 M. Saadeh et al.

authentication protocols in different IoT environments. A survey on Single
Sign-On (SSO) schemes is presented in [24] and a survey of smartcard-based
authentication is conducted in [25]. Table 1 summarizes the main objectives
of related surveys that exist in the literature and compares between them.

3 Authentication Schemes Based on Public Key
Cryptography

Public key cryptosystem is a cryptographic system that uses two keys; enci-
phering key and deciphering key. Enciphering key could [26] be the public
key and is used to encrypt messages to be sent confidentially to the keys’
owner. The keys’ owner uses the deciphering key to decrypt these messages.
Since the owner is the only one who should know the deciphering key, it
is called the private key. Public and private keys are related, that is if any
text is encrypted by one of them it should be decrypted by the other. To
ensure a high security level of PKC, there must be no easily computation
method to derive one key from the other [27]. The private key can be used
as enciphering key to generate digital signatures. Receiver can verify the
correctness of this signature using the corresponding public key which is
used as a deciphering key and called verification key. Digital signatures are
important to guarantee authentication, non-repudiation, and message integrity
security requirements [28].

The correctness of the public key is usually protected by a certificate
[13]. X.509 is a certificate standard which is defined by the International
Telecommunications Union’s Standardization sector (ITU-T). This standard
defines the format of digital certificates [29]. Digital certificates are usually
issued by a trusted third party called the Certificate Authority (CA). Keys and
certificates are managed by the Public Key Infrastructure (PKI) [13].

3.1 Summary of PKC authentication schemes

In [30–38] Elliptic Curve Cryptography (ECC) based PKC schemes are
proposed. The scheme in [30] is proposed for WSNs and the authentication is
performed in two phases: the first phase is system initialization in which all
Elliptic Curve (EC) parameters are selected and the private key is generated.
After initialization, all public parameters are distributed to the network. The
base station can be used as a CA to generate all nodes private keys and
distribute them to sensor nodes. The second phase is node authentication
using ECC in which node B authenticates node A when node A wants to
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communicate with node B according to the following steps: Step 1: Node A
calculates Ta = a × r1 × Pb where r1 is a randomly selected integer, Pb is B’s
public key, and “a” is A’s private key. Then, A sends the calculated Ta to B.
Step 2: Node B calculates Tb = b × r2 × Pa where r2 is a randomly selected
integer, Pa is A’s public key, and “b” is B’s private key. Then, B sends the
calculated Tb to A. Step 3: Node A calculates SA = r1 × Tb and sends SA to
B. Step 4: B calculates SB = r2 × Ta and then validates whether the equation
SB = SA holds. If yes, then the authentication of node A is completed.

The scheme proposed in [31] uses two trusted authority models; the
Registration Authority (RA) and the Home Registration Authority (HRA).
The authentication between users and objects should be performed through
the RA as follows: 1 – when any user wants to access an object, the object
issues an authentication request to the RA. 2 – the RA asks for the user ID
and contacts the HRA for user verification. 3 – knowing the user ID, the
HRA verifies the user and sends the verification to the RA. 4 – the RA issues
a session key based on ECC to communicate with the user securely.

The scheme that is proposed in [32] solves the problem of IoT heterogene-
ity by managing different IoT domains using controllers and central database.
Moreover, it uses gateways between different networks. The authentication is
performed in three phases which are the gateway certificate phase in which
each gateway generates its own public key using ECC and requests for a
certificate from its domain controller. The next phase is the things registration
phase in which each thing requests a public key from the controller through
its network gateway. Finally, in the authentication phase the thing requests to
be authenticated by the gateway.

The method in [33] is based on blind signature. There are three entities;
devices, gateway and storage server. All credentials are stored on the storage
server and key pair for each entity is assumed to be generated using ECC.
The method is performed in four phases; registration, storage, retrieval, and
authentication. The device should be authenticated to the gateway to be
allowed for network accessing as follows: 1 – the device sends a message to
the gateway containing its ID, registration ID (obtained during the registration
phase) and its signature (retrieved from the storage), all encrypted with the
gateway public key. 2 – the gateway decrypts it and finds the stored hash and
the device public key using the registration ID, then it decrypts the signature
using the device public key and compares the resulted hash with the stored
hash. If they are the same, then the device is authenticated.

The authors in [34] and [35] have proposed an authentication method
based on ECC for cloud environment. The method is performed in three
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phases in which the device ID and ECC points are used for authentication.
Firstly, in the registration phase the embedded device registers itself with
the cloud server which stores a cookie on the embedded device. Secondly,
in pre-computation and login phase the device sends a login request to the
server containing two elliptic curve point. Finally, in authentication phase the
embedded device and the cloud server authenticate each other using elliptic
curve parameters and the two points sent in the login phase.

The scheme in [36] is an ECC based authentication scheme for smart
grid. The proposed scheme is performed in two phases: the initialization
phase in which the control center finds all public parameters, loads smart
appliances with their IDs, and it loads the substation with the IDs list. Then,
the substation finds its secret key and the key pairs for the appliances. Next,
in the authentication phase, mutual authentication is performed between the
specified smart appliance and the substation using substation’s secret key and
the appliance’s key pair.

A One Time Signature (OTS) scheme is proposed in [37]. In this scheme,
the signer generates his signature based on a selected random string, time,
and a shared password. The authentication is performed according to the
following order: The Smart Meter (SM) sends a signed message to the control
server which uses the shared password and the time to check the SM. Then,
the server generates his signature and sends it to the SM which verifies it. By
this stage mutual authentication is achieved between the SM and the control
server.

The authentication scheme that is proposed in [38] uses OTP imple-
mented based on ECC. The proposed scheme is suitable to be used in many
IOT applications such as, Smart city, Smart parking, and Waste management.
For each communication session between the object and the server, elliptic
curve Diffie–Hellman (ECDH) is used to agree on a secret session key K.
Then, based on K, a one-time password is generated to authenticate the
object. Once it is authenticated a one-time key is generated using K to be
used in the communication between the object and the server. In [39] an
energy-efficient and secure mutual authentication protocol is proposed. It is
based on combination of RC5 (Rivest Cipher) and ECC. ECDH is used to
exchange the session key to be used in RC5 for data confidentiality. Elliptic
Curve digital signature algorithm (ECDSA) is used to sign the message and
ensure authentication and data integrity. Since this scheme is based on ECC,
it is suitable for IoT constrained devices.

Non-ECC based schemes are proposed in [40–42]. In [40] the authenti-
cation process is handled by a separated agent to reduce the authentication
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overhead at the cloud server. To authenticate cloud users, users’ devices
should be registered to an authentication server. Then, each user is assigned a
unique code by the authentication server which encrypts it using a pre-chosen
password and sends it to the user. At the user side, this code is decrypted
using the same chosen password. On the other hand, unregistered devices
are authenticated by Software-as-a-Service (SaaS) agent using Modified
Diffie-Hellman (MDH) algorithm.

In [41] inter-cloud authentication based on inter-cloud Single Sign-On
(SSO) scheme is proposed. The scheme allows users to access an inter-
cloud community resources using SSO account. Each cloud should register
its resources to an inter-cloud manager server to join the inter-cloud com-
munity. Users also need to get their inter-cloud accounts by registering their
information to the manager server. The authentication process is performed
using Shibboleth and is done through an Identity Provider (IdP). In order
to associate the inter cloud account with clouds local accounts, a proxy
certificate is used to do the mapping.

A layered authentication scheme is proposed in [42]. Each layer consists
of one or more cells. Each cell has a cell manager which manages the inter-
communication with other cells. Authentication can be performed between
peer nodes in the same cell or between nodes in different cells. In the first
case, a node should know the certificate of its peer in advance. In the second
case, a node must contact its cell manager to get its peer certificate. Then,
the cell manager contacts other cell managers to get the required certificate.
The communication between cell managers is done using their certificates
that have been issued by their layer manager.

In [43], the authors have proposed Radio-Frequency Identification
(RFID)-based authentication using ECC. The authentication process is initi-
ated by the tag reader and ends with the tag and the tag reader authenticating
each other and the server authenticating both tag and tag reader. Before each
session, the server assigns a temporary key to the tags which is stored in the
tag database and updated after every session. This scheme ensures privacy by
preventing any adversary from retrieving tag’s significant information during
the communication.

3.2 Comparison and discussion

Table 3 shows the comparison between PKC based authentication schemes
in regard with the characteristics of the authentication process. The authenti-
cation process between network’s entities is performed directly in all studied
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Table 2 Pros and cons of the studied PKC authentication methods
Ref Pros Cons
[30] 1. Based on ECC which is suitable

for constrained devices.
2. Supports networks and nodes

heterogeneity.

The need for trusted certification
authority to generate and distribute
public and private keys.

[31] 1. Based on ECC which is suitable
for constrained devices.

2. Supports network and nodes
heterogeneity.

3. Supports mobility.
4. Can be applied over multiple

domains.
5. Scalable due to the use of HRA

for each domain to register
domain’s users only.

HRA and RA communicate with the
user during the authentication which
could increase the overhead on these
entities.

[32] 1. Based on ECC which is suitable
for constrained devices.

2. Scalable.
3. Solves heterogeneous problem.
4. Considers moving things.

1. Needs a trusted authority (the
controller) to issue public key
certificates to gateways.

2. The authentication process is
done through the gateway which
could increase the overhead on
this entity.

[33] 1. Credentials could be stored on a
separated storage which keeps
credentials safe against
compromised node attack.

2. Uses blind signature for
credential retrieval from a
separated storage.

3. No need for trusted authority.
4. Scalable since gateways are not

required to store users’
credentials.

5. Support heterogeneity.

Centralized architecture could increase
the overhead on gateways.

[34] Efficient for embedded devices that are
HTTP enabled since it is based on ECC
and HTTP cookies.

1. Does not support IoT challenges
such as scalability, heterogeneity,
constrained devices and mobility.

2. Failed to achieve mutual
authentication which is proved
by [35].

(Continued)
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Table 2 Continued
Ref Pros Cons
[35] Efficient for embedded devices that are

HTTP enabled since it is based on ECC
and HTTP cookies.

Does not support IoT challenges such
as scalability, heterogeneity,
constrained devices and mobility.

[36] Based on ECC which is suitable for
constrained devices.

1. Low scalability due to the
centralized architecture.

2. Does not support IoT challenges
such as heterogeneity and
mobility.

[37] 1. Based on OTS which is efficient
due to the use of a one-way
function.

2. Based on ECC which is suitable
for constrained devices.

3. Solve key escrow problem.

1. OTS suffers from man in the
middle attack and large signature
size.

2. Does not support IoT challenges
such as scalability, heterogeneity,
and mobility.

[38] 1. Based on ECC which is suitable
for constrained devices.

2. Support scalability since it is
distributed.

3. Support mobility and suitable for
different domains.

1. No mutual authentication.
2. Three credentials should be

generated for each session.

[39] 1. Based on ECC which is suitable
for constrained devices.

2. Support scalability since it is
distributed.

3. Support mobility and suitable for
different domains.

4. Support mutual authentication.

Multiple credential scheme.

[40] Scalable due to the use of a client-based
user authentication which decreases the
dependency on cloud-based operations.
Moreover, using cloud-based and a
separated authentication server will
increase the ability of managing
authentication in large number of
requests simultaneously.

1. Does not support IoT challenges
such as heterogeneity,
constrained devices and mobility.

2. The authentication process is
done through the authentication
server which could increase the
overhead on this entity.

3. Suffers from single point of
failure problem due to the
centralized authentication server.

4. The performance of this scheme
is not evaluated.

(Continued)
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Table 2 Continued
Ref Pros Cons
[41] 1. Based on SSO which

allows the user to access
different clouds using
single sign on.

2. Supports multiple
domains.

3. Supports heterogeneity.

1. Does not support scalability due to the
centralized architecture.

2. The performance of this scheme is not
evaluated.

3. Both users and cloud systems should be
registered to the same inter-cloud
manager.

4. In SSO there is a need for trusted IdP in
each authentication process which could
become the inter-cloud system
bottleneck when too many requests have
to be performed.

5. During the authentication process, the
IdP should be associated with a secure
channel to transmit the keys such as
Secure Socket Layer (SSL).

6. Public key cryptography such as RSA is
usually used by SSL, therefore, this
technique is not suitable for simple IoT
devices.

[42] 1. Supports IoT challenges
such as scalability,
heterogeneity, and
constrained devices.

2. Can be applied over
multiple domains.

1. To group the nodes into layers/cells,
there is a need to have a global
information about the network which
requires the initial layer manager to
contact all available nodes to know their
status.

2. The criteria that are used to group
network nodes into layers/cells should
be defined prior the grouping process.

3. To localize the needed resources, nodes
metadata should be collected at the run
time.

4. The search strategy to localize nodes
should be chosen with regard to the
grouping criteria and should be efficient
by avoiding traffic overhead.

5. If different policies are used by different
layers/cells, all cell managers should be
aware of these policies.

6. The performance of this scheme is not
evaluated.

(Continued)
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Table 2 Continued
Ref Pros Cons
[43] 1. Supports IoT challenges

such as scalability,
heterogeneity, and
constrained devices.

2. Based on ECC which is
suitable for low-resource
devices.

1. For each session new keys should be
calculated.

2. Tags’ keys and readers’ public keys
should be preloaded to the tags by the
server.

Table 3 A comparison between PKC authentication methods according to authentication
process characteristics

Direct or
Mutual Registration Offline Additional Multiple Indirect

Ref Authentication Phase Phase Hardware Credentials Authentication
[30] Direct
[31]

√ √ √
Direct

[32]
√

Direct
[33]

√
Direct

[34]
√ √

Direct
[35]

√ √ √
Direct

[36]
√

Direct
[37]

√ √
Direct

[38]
√ √

Direct
[39]

√ √ √
Direct

[40]
√ √

Direct
[41]

√
Direct

[42]
√ √

Direct/Indirect
[43]

√
Direct

schemes. Most of the studied schemes achieved mutual authentication and
none of them uses any additional hardware to perform the authentication
process. Moreover, except for [30, 36, 37], registration/offline phases are
essential phases in the authentication process. Table 4 shows the comparison
between PKC based schemes according to the architecture. As in symmet-
ric based schemes, studies have concentrated on centralized architectures
whereas hierarchal architectures are not extensively considered. In Table 5
the comparison between PKC based schemes according to IoT challenges
is illustrated. As can be seen, supporting IoT constrained devices is the
most considered challenge followed by heterogeneity and scalability. Three
schemes are applied over multiple domains. As in symmetric based schemes,
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Table 4 A comparison between PKC authentication methods according to method architec-
ture
Ref Centralized Architecture Hierarchal Architecture Decentralized flat Architecture
[30]

√

[31]
√ √

[32]
√ √

[33]
√

[34]
√

[35]
√

[36]
√

[37]
√

[38]
√

[39]
√

[40]
√

[41]
√

[42]
√ √

[43]
√

Table 5 A comparison between PKC authentication methods according to iot challenges
support

Ref
Support

Scalability

Support
Networks

Heterogeneity
Support Nodes
Heterogeneity

Support
Mobility

Support
Constrained

Devices

Support
Multiple
Domains

[30] ×
√ √

×
√

×
[31]

√ √ √ √ √ √

[32]
√ √ √ √ √ √

[33]
√ √ √

×
√

×
[34] × × × × × ×
[35] × × × × × ×
[36] × × × ×

√
×

[37] × × × ×
√

×
[38]

√ √ √ √ √ √

[39]
√ √ √ √ √ √

[40]
√

× × × × ×
[41] ×

√ √
× ×

√

[42]
√ √ √

×
√ √

[43]
√

×
√

×
√

×

mobility has been considered by only one scheme. Table 6 shows the
comparison according to keys generation and distribution methods. As can
be noticed, various methods are used to distribute keys pair among entities.
ECC is the most used method in the studied PKC schemes. On the other hand,
some schemes assume the use of secret channel to distribute key pair. Finally,
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Table 6 A comparison between PKC authentication methods according to keys generation
and distribution methods

Ref
Identity is used in

keys/credentials generation
Keys Generation

method
Keys distribution

method
[30] No PKC-ECC Secure channel
[31] Yes PKC-ECC Secure channel
[32] Yes PKC-ECC ECC
[33] No PKC-ECC ECC
[34] Yes PKC-ECC ECC
[35] Yes PKC-ECC ECC
[36] Yes PKC-ECC Secure channel
[37] No PKC-ECC Pre-distributed
[38] No PKG-ECC ECDH
[39] No PKG-ECC ECDH
[40] No PKC Public
[41] No PKC Not mentioned
[42] No PKC DH
[43] No PKG-ECC Stored in the tag

security analysis and performance evaluation for the studied PKC schemes
are listed in Tables 7 and 8, respectively.

4 Authentication Schemes Based on Identity-Based
Cryptography

Identity-based cryptography is a PKC approach in which entity identity is
used as a public key. In encryption-based IBC, called Identity Based Encryp-
tion (IBE), the sender uses receiver’s identity-based public key to encrypt
a message M into cipher text C. The receiver uses his private key, which is
generated based on his identity, to decrypt C and obtain M. If the sender wants
to send a signed message, he uses his private key to generate the signature and
sends the signed message to the receiver who uses the sender’s identity based
public key to verify the signature. The main idea behind IBC is to generate
private keys based on identities. The generation process is done usually by a
separated entity called Private Key Generator (PKG).

IBC was first proposed by Shamir [44]. In his proposal, identities were
used as a signature verification key. The scheme was called Identity based
Signature (IBS) and could not be used for encryption-decryption process [13].
Latterly, an efficient IBE scheme was proposed by Boneh and Franklin [45].
Following are the main phases in IBS and IBE.

IBS: An Identity based signature scheme has the following four phases:
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1. Setup phase: in which the PKG selects system’s public parameters, hash
functions, and generates the master key.

2. Extract phase: in which the sender contacts with the PKG to get its
private key which is generated based on its identity, system’s parameters,
and the master key.

3. Sign phase: in which the sender uses its private key and system’s
parameters to issue a signature S on the message M, and sends <M,
S> to the receiver.

4. Verify phase: in which the receiver checks the correctness of the signa-
ture using sender’s identity, S, M, and system’s parameters. If this phase
passes, then the sender is authenticated.

IBE: An identity-based encryption scheme has the following four
phases:

1. Setup phase: in which the PKG selects system’s public parameters, hash
functions, and generates the master key.

2. Extract phase: in which the user contacts the PKG to get its private key
which is generated based on its identity, system’s parameters and the
master key.

3. Encrypt phase: the sender uses receiver’s identity, i.e. public key, and
system’s parameters to encrypt a message M into cipher text C and sends
C to the receiver.

4. Decrypt phase: the receiver uses its private key and system’s parameters
to decrypt the cipher C.

4.1 Summary of IBS authentication schemes

In this subsection the studied IBS authentication schemes are discussed and
compared where we start firstly with a summary of these IBS based schemes.

Several bilinear pairing IBS schemes have been proposed. The authors
in [46] have proposed a three-layer identity-based authentication method
for Automatic Dependent Surveillance-Broadcast (ADS-B) systems. The
first layer is the root private key generator which generates system public
parameters and publishes it. The second layer consists of airlines that should
be registered to the root to get its private key. Finally, the third layer consists
of aircrafts which should be registered to airlines to get the private key. The
authentication process is done by issuing a digital signature based on the
concept of bilinear pairing for each message using sender’s ID and private
key. The signing-verification process is done through the following phases:
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1 – the setup phase in which the root generates its secret key and system’s
public parameters. 2 – The ExtractAL phase in which the airline registers
with the root using its ID and gets its private key. 3 – The ExtractAC in which
the aircraft registers to an airline using its ID and gets its private key. 4 – The
Sign phase in which the aircraft issues a digital signature for the message. 5 –
The Verify and Bverify phases in which the verifier verifies the correctness
of single or batch signature(s), respectively.

In [47] an identity-based authentication method for vehicular networks
has been proposed. The method is based on identity-based signature by issu-
ing signature keys using hash chains and bilinear pairing. It combines identity
signature with pseudonymous authentication scheme, providing strong pri-
vacy preservation for vehicles. In addition to that, it allows vehicles to update
their credentials on road reducing the overload on trusted authority. The
main phases are system initialization, Road Side Units (RSUs) initialization,
vehicle initialization, vehicle pseudonymous credential updating, identity
revocation, and message signatures and verification. In [48] an ID-based
proxy signature method that is based on bilinear mapping and q-strong Diffie-
Hellman (DH) problem is proposed. It has three roles, the PKG, the proxy
signer, and the original signer. This scheme has five phases: in the setup
phase the PKG selects the public parameters based on bilinear mapping and
a secret key. In the extract phase the PKG generates the private keys for the
proxy signer and the original signer based on their identities and the public
parameters. Next is the delegation phase in which the proxy signing key for
proxy signature is generated. Afterward, in the proxy signing phase the proxy
signing key is used to generate the proxy signature. Finally, in the verification
phase the verifier checks the signature using the public parameters, the proxy
signature and the message.

In [49], two IBS schemes are proposed. The proposed methods are based
on bilinear pairing and have four phases: setup, extract, sign and verify. The
difference between the two methods is that the second scheme needs only
one-point scalar multiplication computation in first cyclic additive group
of bilinear mapping, known as G1, to generate the signature whereas the
first scheme needs one-point scalar multiplication computation in G1 and
one inverse computation. As a result, the second scheme is more efficient.
In [50], an online-offline IBS for WSN is proposed. The proposed scheme
uses bilinear pairing for signature computation. All heavy computation is
done in the offline phase which reduces the cost of online signing phase.
Another bilinear pairing-based IBS is proposed in [51]. The scheme has four
phases; setup, key extract, signature generation, and signature verification.
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This scheme is efficient and secure against existential forgery under adap-
tively chosen message and ID attack in the random oracle model. The scheme
proposed in [52] is secure without the random oracle model. The scheme
is performed in three phases; setup phase in which all public parameters
are generated based on bilinear maps. Sign phase in which the participant
generates its private key and uses it with its ID to generate the signature.
Finally, the verification phase in which the verifier uses the ID to get the
verify key, then, it encrypts a random message to create a cipher text C.
Then, it decrypts C with the given signature and checks if the same key
that was sent by the participant is produced. Another IBS based on bilinear
pairing is proposed in [53]. It has four phases: setup, key extract signing, and
verification phases. This scheme has low computation cost and small storage
requirements.

In [54–56] a hierarchal IBS schemes for cloud computing have been
proposed. The top level is the root PKG. The next level consists of all sub-
PKGs and the bottom level are the cloud users. In hierarchal IBS private
keys are generated to lower level nodes based on their IDs in the hierarchy.
The scheme in [54] is proposed for single clouds whereas the scheme in
[55] is proposed for federal cloud computing systems in which the user can
access several clouds from different domains. The root PKG manages the
whole clouds, each private or public cloud is located in the second level.
The third level consists of cloud users and servers. The root allocates and
manages identities for public and private clouds. On the other hand, public
and private clouds allocate and manages identities for users and servers.
Another hierarchal IBS scheme for cloud computing is proposed in [56]. This
hierarchy consists of a root PKG called the broker. Sub-PKGs are located
in Cloud Security Administrators (CSA). To be authenticated, users and
organizations from different clouds should register their information to the
broker. When a user wants to access the resources for a particular cloud, he
should enter his identity according to his position in the hierarchy. Then, the
parent CSA contacts the broker to request user authority proof. Afterward,
the broker generates a private key and sends it back to the user through the
CSA along with its authority proof. These solutions are scalable because of
the hierarchal architecture. In addition to IBS schemes both [54] and [56]
uses the generated private keys to propose IBE schemes.

All the discussed IBS schemes are based on bilinear pairing. Bilinear
pairing is considered to be an expensive cryptographic operation. Its relative
computation cost is approximately twenty times higher than the computation
cost of the scalar multiplication over elliptic curve group [57].
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Non-bilinear pairing schemes are proposed in [57–62]. The IBS scheme
that is proposed in [57] is based on discrete logarithm which is simple
and efficient. Users’ biometric identities are used to extract users’ private
keys. The private key of each user is divided into multiple shares corre-
sponding to multiple attributes of user biometric. The scheme proposed in
[58] uses online-offline signature for aircrafts applications. The aim is to
reduce the cost of signature computation by doing all heavy calculation in the
offline phase. In online phase the aircraft uses all public parameters, which
is assumed to be preloaded, its private key, and the signature parameters
generated in the offline phase in order to sign the message. The signature
generation is based on ECC. The authors in [59] have proposed an authen-
tication framework based on identity for WSN. The proposed framework is
divided into two parts. Firstly, sensor authentication part in which the base
station generates private keys for all sensors to be used for online message
signing. In addition to that, it generates part of the signature offline and
leaves simple operation to be performed online. The second part is user
authentication part in which the user registers his identity with the base
station and gets his private key. ECC is used for key generation. Another
ECC based IBS scheme is proposes in [60]. This proposed scheme has three
entities; the PKG, initiator, and responder. The PKG is responsible for EC
parameter generation in the setup phase and generates private keys for users
based on their identity in the extract phase. The two entities, i.e. initiator
and responder, agree on a sheared key that is used for secure communication
in the key agreement phase. Another authentication scheme based on IBS
is proposed in [61]. This technique is based on cryptographically gener-
ated subnet-IDs by sitting the subnet-ID to a truncated hash of the Trusted
Authority (TA) public key. Each packet contains IPv6 header along with the
needed message and the sender signature. When a packet, which is sent to a
particular receiver, arrives at the border gateway then it checks if the sender
is in the same subnet as itself. If so, the border gateway and the receiver
can authenticate the message using the same TA public key. Otherwise, the
receiver needs to obtain the public key of the TA corresponding to the sender’s
subnet in order to authenticate the message. The TA public key lookup
process can be performed by independent TA lookup methods on the IoT
gateways.

A non-interactive pairing-free ID-based proxy re-signature scheme for
healthcare (ID-PRS) is introduced in [62]. The scheme is based on edge
computing architecture to achieve slow-latency message response and com-
putation of?oading of the terminal user. The scheme has four entities:
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Table 9 Pros and cons of the studied IBS authentication methods
Ref Pros Cons
[46] 1. Provides full batch verification.

2. Scalable due to the hierarchal
architecture.

3. Supports moving objects.
4. Can be applied over multiple

domains.
5. No Certification Management.

1. Does not support heterogeneity.
2. Does not support constrained

devices.
3. Based on bilinear pairing which

considered to be expensive
operation compared with ECC.

4. Does not solve the key escrow
problem.

[47] 1. RSU act as a sub certificates
issuer which decrease the
overhead of TA.

2. Privacy reservation: although
RSUs issue the authentication
credentials, they do not know the
mapping between the pseudo
identities and real identities.

3. Supports mobility.
4. Supports scalability due to the

Hierarchal architecture.

1. Does not support heterogeneity.
2. Does not support constrained

devices.
3. Based on bilinear pairing which

considered to be expensive
operation compared with ECC.

4. Does not solve the key escrow
problem.

[48] 1. Short signature length.
2. Supports scalability due to the

Hierarchal architecture.
3. Suitable for application in some

low resource situations.
4. No Certification Management.

1. Does not support heterogeneity
and mobility.

2. Based on bilinear pairing.
3. Key escrow problem.

[49] 1. Efficient with low computations.
2. Supports constrained devices.
3. No Certification Management.

1. Based on bilinear pairing.
2. Does not support heterogeneity,

scalability and mobility.
3. Does not solve the key escrow

problem.
4. Single point of failure.

[50] 1. Uses offline signature which
reduces the cost of signature
computation by doing all heavy
computation in the offline phase.

2. Scalable and efficient for
constrained devices.

3. No Certification Management.

1. Based on bilinear pairing.
2. Does not support heterogeneity

and mobility.
3. Does not solve the key escrow

problem.

(Continued)
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Table 9 Continued
Ref Pros Cons
[51] 1. No Certification Management. 1. Based on bilinear pairing.

2. Does not support heterogeneity,
scalability constrained devices
and mobility.

3. Does not solve the key escrow
problem.

4. Single point of failure problem.

[52] 1. It is secure without random
oracle model which has several
advantages, including shorter
public parameters and
recipient-anonymity.

2. Short signature.
3. The number of pairing

computations needed for signing
and verifying is only one time.

4. Scalable and efficient for
constrained devices.

5. No Certification Management.

1. Does not support heterogeneity
and mobility.

2. Based on bilinear pairing.

[53] 1. Efficient for constrained devices.
2. No Certification Management.

1. Does not support scalability,
heterogeneity and mobility.

2. Based on bilinear pairing.
3. Does not solve the key escrow

problem.
4. Single point of failure.

[54] 1. Scalable due to the hierarchal
architecture.

2. No Certification Management.

1. Does not support heterogeneity,
constrained devices and mobility.

2. Based on bilinear pairing.
3. Key escrow problem.

[55] 1. Scalable due to the hierarchal
architecture.

2. Supports heterogeneity and
constrained devices.

3. No Certification Management.

1. Does not support constrained
devices and mobility.

2. Based on bilinear pairing.
3. Does not solve the key escrow

problem

(Continued)
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Table 9 Continued
Ref Pros Cons
[56] 1. It enables users to access several cloud

systems using single account.
2. The use of hierarchical model makes

this technique scalable.
3. Solves the key escrow problem using

virtual child.
4. Can be applied over multiple domains.
5. No Certification Management.

1. Users and cloud systems have to
be registered to the same root
broker.

2. All users and clouds information
are kept in a single repository at
the broker which could become a
system bottleneck.

3. Does not support heterogeneity,
constrained devices and mobility.

4. Based on bilinear pairing.

[57] 1. Uses discrete logarithm based
signature which is simple and efficient.

2. Private key is constructed as a set of
shares and Shamir secret sharing
method is used to distribute these
shares which gives the proposed
scheme the property of being error
tolerant since only a subset of the
private key shares are needed to verify
the signature.

3. No Certification Management.

1. The registration of user
bio-metric needs a special
hardware.

2. Does not support scalability,
heterogeneity, constrained
devices and mobility.

3. Does not solve the key escrow
problem.

4. Single point of failure.

[58] 1. Scalable.
2. Efficient since it does not based on

bilinear pairing.
3. Uses offline signature so all heavy

computation is performed in offline
phase which reduces the computational
cost for signature generation.

4. Supports moving objects.
5. No Certification Management.

1. Does not support heterogeneity
and constrained devices.

2. Does not solve the key escrow
problem.

[59] 1. Scalable.
2. Efficient since it does not based on

bilinear pairing.
3. Supports constrained devices.
4. Uses offline signature so all heavy

computation is performed in offline
phase which reduces the computational
cost for signature generation.

5. No Certification Management

1. Does not support heterogeneity
and mobility.

2. Does not solve the key escrow
problem

(Continued)
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Table 9 Continued
Ref Pros Cons
[60] 1. Efficient since it does not use

bilinear pairing.
2. Supports constrained devices.
3. Supports moving objects.
4. No Certification Management

1. Does not support scalability and
heterogeneity.

2. Key escrow problem.
3. Single point of failure.

[61] 1. Efficient since it does not use
bilinear pairing.

2. Supports constrained devices.
3. Supports network heterogeneity.
4. Can be applied over multiple

domains.
5. No Certification Management

1. The gateways are assumed to be
under the same administrative
control as the IoT subnet.

2. The TA lookup method may
introduce traffic overhead on the
network and cause long delay if
not carefully chosen.

3. Key escrow problem.
4. Does not support scalability due

to centralized architecture.
5. Single point of failure problem.

[62] 1. Suitable to be applied to the
resource-constrained devices.

2. Supports mobility.
3. Efficient since it does not use

bilinear pairing.
4. No Certification Management
5. Uses edge computing architecture

to achieve slow-latency message
response and computation
offloading of the terminal user.

6. Supports Heterogeneity.
7. Supports scalability using mobile

edge computing architecture.

1. Key escrow problem.
2. Centralized cloud server.

[63] 1. Based on ECC so it is efficient to
be applied to the
resource-constrained devices.

2. Supports mobility and
heterogeneity.

3. Does not use bilinear pairing.
4. No Certification Management
5. Uses gateway to reduce the

overhead on the object.

1. Key escrow problem.
2. Gateway single point of failure

problem
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PKG, the hospital, the end-user and the cloud. The PKG is responsible for
calculating end-user and hospital administrator private keys. The hospital
administrator utilizes its private key and the end-user’s identity to generate
proxy re-signing key which is used to covert the end-user’s signature into
the hospital administrator’s signature in order to convince the cloud that the
outsourced data is from the hospital. This scheme avoids paring expensive
operation which makes it suitable for IoT resource-constrained devices.

In [63] the authors proposed an efficient multi-message and multi-receiver
signcryption scheme based on IBC. The proposed scheme is efficient since
it is based on ECC with employing scalar point multiplication operations
rather than bilinear pairing. In order to reduce the overhead on the IoT
object, a gateway is used for performing the verification. The sender will
generate a full signcryption ciphertext and send it to the gateway. The gateway
computes the signcryption veri?cation parameter and transmits to receivers.
The receiver veri?es the parameter considering the public key of sender and
its own private key as inputs, and then recover the plaintext message

In what follows the above discussed IBS based authentication schemes
are compared.

Table 10 shows the comparison between IBS based authentication
schemes based on the characteristics of the authentication process. Except
for two schemes, the authentication process between network’s entities is
performed directly. Few schemes achieved mutual authentication and only
one of them uses additional hardware to perform the authentication process.
In addition to that, none of the IBS schemes uses multiple credentials in the
authentication process.

Table 11 shows the comparison between IBS based schemes according
to the second criterion. As illustrated, studies have concentrated on central-
ized architecture, however, more schemes consider hierarchal architectures
compared with symmetric and PKC schemes. This increases the scalability
of these schemes. In Table 12 the comparison between IBS based schemes
according to IoT challenges is illustrated. Supporting scalability is the most
considered challenge due to the use of hierarchal IBS schemes followed
by supporting IoT constrained devices and mobility. Supporting multiple
domains and heterogeneity are the least challenges that have been considered.
Table 13 shows the comparison according to keys generation and distribution
methods. As can be noticed, most of the studied schemes are based on bilinear
pairing to generate private keys. According to the key distribution methods
most of the studied IBS schemes assume the use of secure channels. Only
one scheme uses the Shamir secret sharing method [57]. Security analysis
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Table 10 A comparison between IBS authentication methods according to authentication
process characteristics

Direct or
Mutual Registration Offline Additional Multiple Indirect

Ref Authentication Phase Phase Hardware Credentials Authentication
[46]

√
Direct

[47]
√ √

Direct
[48]

√
Direct

[49] Direct
[50]

√
Direct

[51] Direct
[52] Direct
[53] Direct
[54]

√
Direct

[55]
√ √

Direct
[56]

√
Indirect

[57]
√

Direct
[58]

√ √
Direct

[59]
√ √

Direct
[60]

√
Direct

[61] Indirect
[62]

√
Indirect

[63]
√

Indirect

Table 11 A comparison between IBS authentication methods according to method architec-
ture
Ref Centralized Architecture Hierarchal Architecture Decentralized flat Architecture
[46]

√

[47]
√

[48]
√

[49]
√

[50]
√

[51]
√

[52]
√

[53]
√

[54]
√

[55]
√

[56]
√

[57]
√

[58]
√

[59]
√

[60]
√

[61]
√

[62]
√

[63]
√
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Table 12 A comparison between IBS authentication methods according to iot challenges
support.

Ref
Support

Scalability

Support
Networks

Heterogeneity
Support Nodes
Heterogeneity

Support
Mobility

Support
Constrained

Devices

Support
Multiple
Domains

[46]
√

× ×
√

×
√

[47]
√

× ×
√

× ×
[48]

√
× × ×

√
×

[49] × × × ×
√

×
[50]

√
× × ×

√
×

[51] × × × × × ×
[52]

√
× × ×

√
×

[53] × × × ×
√

×
[54]

√
× × × × ×

[55]
√ √ √

× ×
√

[56]
√

× × × ×
√

[57] × × × × × ×
[58]

√
× ×

√
× ×

[59]
√

× × ×
√

×
[60] × × ×

√ √
×

[61] ×
√

× ×
√ √

[62]
√ √ √ √ √ √

[63]
√ √ √ √ √ √

is listed in Tables 14 and 15 lists the comparison according to performance
evaluation.

4.2 Summary of IBE authentication schemes

Different ways can be used to achieve authentication using IBE. The
following are the two approaches used by the studied IBE schemes:

A – Both sender and receiver generate a secret shared key based on the
public parameters and their private keys. This approach is based on a shared
value, so the correct decryption of this value achieves mutual authentication

1. The sender uses receiver’s ID based public key to encrypt the shared key
and sends the encrypted value to the receiver with the message.

2. The receiver decrypts it using his ID based private key.
3. Then the receiver checks the correctness of the sent key by deciding

whether it is equal to the value generated on his side.
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Table 13 A comparison between IBS authentication methods according to keys generation
and distribution methods

Ref
Identity is used in

keys/credentials generation
Keys Generation

method
Keys distribution

method
[46] Yes Bilinear Pairing Secure Channel
[47] Yes Bilinear Pairing Secure Channel
[48] Yes Bilinear Pairing Not Mentioned
[49] Yes Bilinear Pairing Not Mentioned
[50] Yes Bilinear Pairing Secure Channel
[51] Yes Bilinear Pairing Secure Channel
[52] Yes Bilinear Pairing Not Mentioned
[53] Yes Bilinear Pairing Secure Channel
[54] Yes Bilinear Pairing Secure Channel
[55] Yes Bilinear Pairing Secure Channel
[56] Yes Bilinear Pairing Secure Channel

[57] Yes –Biometric Id
Non-Bilinear

Pairing
Shamir Secret

Sharing

[58] Yes
Non-Bilinear

Pairing Secure Channel

[59] Yes
Non-Bilinear

Pairing Secure Channel

[60] Yes
Non-Bilinear

Pairing Secure Channel

[61] Yes
Non-Bilinear

Pairing Not Mentioned

[62] Yes
None-Bilinear

Pairing Note Mentioned

[63] Yes
None-Bilinear

Pairing Secure Channel

B – The sender uses a challenge value, and encrypts this value using the
receiver’s public key. The correct decryption of this value will authenticate
the ID that is used to encrypt it.

1. The sender sends an encrypted value to the receiver using the receiver’s
ID based public key.

2. The receiver decrypts the message using his private key and sends it
back to the sender.

3. Then the sender can check the correctness of the value by checking if it
is equal to the value that is sent by him. If so, the receiver is authenticated
successfully.

Several IBE authentication schemes have been proposed in the literature.
The scheme in [64] discusses the issues of identity-based cryptography and
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proposes a three levels federated identity management method for clouds
environments. The proposed method allows mutual authentication between
sender and receiver based on a shared key that is exchanged using IBE. The
first level is the domain root PKG which generates system’s public parameters
and authenticates the next level clouds PKGs. The second level are the private
and public clouds PKGs which authenticate the users/servers in the third
levels. Each level uses its private key and the identity of the next level in order
to generate the next level private key. A sender uses the server’s identity and
system’s parameters to encrypt a session key and sends it to the server which
decrypts it using its generated private key. This session key is used for mutual
authentication and data confidentiality.

The scheme in [65] is used to authenticate users in cloud environments
and has three entities. Firstly, the PKG which is a centralized trusted author-
ity that generates the private keys for the users and the Cloud Revocation
Authority (CRA). Secondly, the CRA which is a cloud server that generates
the update keys for the un-revocable users. Finally, users who are the senders
and receivers, where the receivers can be service providers. The main phases
are: 1 – The setup phase in which the PKG generates the public parameters,
the master key, and the time update secret key. 2 – The identity key extract
phase in which the PKG generates user’s identity key based on his ID. 3 –
Time key update phase in which the CRA generates the time update key for
the user according to certain instance of time using the user’s ID and the time
update secret key which was generated by the PKG. Afterward, the CRA
sends the generated time update key to the user via public channel. 4 – The
encryption phase in which the sender uses the receiver ID in order to generate
a cipher text which is decrypted by the receiver using his private key, update
key, and ID in the decryption phase.

An offline and online ID-based authentication scheme is proposed in [66].
The offline phase is used to store the general parameters and the base station
public key in each sensor. Moreover, each sensor generates a node trust value
and stores it in the base station. In the online phase, the sender node uses the
base station public key to encrypt its generated trust value and a nonce. The
base station then decrypts the message and verifies the node’s trust value by
comparing it to the value stored in the offline phase. If successfully verified,
the base station replies with a new nonce generated from the node nonce to
be verified by that node.

In [67] a one-way IBE authentication scheme is proposed. In this scheme
two offline phases are used in order to preload all sensors with sensors’ IDs,
their private keys, and the master key. All sensors generate a trust value and
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store it securely at the base station. Sensor registration and authentication
phases are performed in online phase. The authentication is performed when
a sensor node securely sends its ID and its generated trust value to the base
station. Then, the bases station performs the verification.

A non-bilinear pairing-based scheme is proposed in [68]. The proposed
IBE based authentication scheme is based on ECC and Lamport One Time
Password (OTP). It is based on generating EC points and using them as keys.
It has the following phases: 1 – setup: the PKG selects and generates the
ECC parameters and the master key. 2 – extract: In extract phase, the IoT
applications and devices register their identities to the PKG and get their
public and private keys. 3 – generate: the IoT application requests data from
IoT device through a cloud platform. Then, PKG at IoT cloud generates the
private key of the device and it also generates the OTP based on EC points and
sends it to both the device and the IoT application. 4 – validate: in validate
phase, the application communicates with the device by submitting OTP and
the device verifies the OTP with that of received one, i.e. from IoT cloud
PKG.

In [69], the authors introduced a privacy preserving and mutual authen-
tication scheme using IBE for IoT e-health systems. This scheme solves the
key escrow problem since the PKG generates a partial signature for a given
entity. IBE is used to encrypt the session key that is used to secure patients’
health information. The authentication of the patient is also ensured, due to
the integration of his signature.

In what follows the above discussed IBE authentication schemes are com-
pared. Table 17 shows the comparison between IBE authentication schemes
according to the characteristics of the authentication process. The authenti-
cation process between network’s entities is performed directly in all IBE
schemes. Few schemes achieved mutual authentication and none of the IBE
schemes uses additional hardware or multiple credentials in the authenti-
cation process. Most of the studied IBE schemes need offline/registration
phases to perform the authentication process.

The comparison between IBE schemes according to the used architecture
is listed in Table 18. Like IBS schemes, the studied IBE schemes have
concentrated more on centralized architectures. From Table 19 we can notice
that supporting scalability is being considered by most of the IBE schemes
followed by supporting IoT constrained devices. Other challenges are not
commonly considered. Table 20 shows the comparison according to keys
generation and distribution methods.
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Table 16 Pros and cons of the studied IBE authentication methods.
Ref Pros Cons
[64] 1. Scalable due to the hierarchal

architecture.
2. Allows users to access

multiple clouds in the same
domain.

3. No Certification Management.

1. Based on bilinear pairing.
2. Does not solve the key escrow

problem.
3. Does not support

heterogeneity, constrained
devices and mobility

[65] 1. Supports scalability and
mobility.

2. Can be used in multiple server
environments.

3. No Certification Management.

1. Based on bilinear pairing.
2. Does not solve the key escrow

problem.
3. Does not support

heterogeneity and constrained
devices.

[66] 1. Supports constrained devices.
2. No certificate management.

1. Does not support
heterogeneity, scalability, and
mobility.

2. Does not solve the keyescrow
problem.

3. Based on bilinear pairing.

[67] 1. Supports constrained devices.
2. No certificate management

1. Does not support
heterogeneity, scalability, and
mobility.

2. Does not solve the key escrow
problem.

3. Based on bilinear pairing

[68] 1. Scalable.
2. Efficient since it is not based

on bilinear pairing.
3. Supports constrained devices.
4. Supports heterogeneity.
5. No certificate management.

Does not solve the key escrow
problem.

[54] 1. Scalable due to the hierarchal
architecture.

2. No Certification Management.

1. Does not support
heterogeneity, constrained
devices and mobility.

2. Based on bilinear pairing.
3. Does not solve the key escrow

problem.

(Continued)
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Table 16 Continued
Ref Pros Cons
[56] 1. It enables users to access several

cloud systems using single account.
2. The use of hierarchical model

makes this technique scalable.
3. Solves the key escrow problem

using virtual child.
4. Can be applied over multiple

domains.
5. No Certification Management.

1. Users and cloud systems have to be
registered to the same root broker.

2. All users and clouds information
are kept in a single repository at the
broker which could become a
system bottleneck.

3. Does not support heterogeneity,
constrained devices and mobility.

4. Based on bilinear pairing.

[69] 1. Solves the key escrow problem
using partial key generation.

2. No Certification Management.
3. Supports constrained devices.

1. Based on bilinear pairing.
2. Uses central key generation center

Table 17 A comparison between IBE authentication methods according to authentication
process characteristics

Direct or
Mutual Registration Offline Additional Multiple Indirect

Ref Authentication Phase Phase Hardware Credentials Authentication
[64]

√ √
Direct

[65] Direct
[66]

√ √
Direct

[67]
√ √

Direct
[68]

√
Direct

[54]
√

Direct
[56]

√
Direct

[69]
√ √

Indirect

Table 18 A comparison between IBE authentication methods according to method architec-
ture.
Ref Centralized Architecture Hierarchal Architecture Decentralized flat Architecture
[64]

√

[65]
√

[66]
√

[67]
√

[68]
√

[54]
√

[56]
√

[69]
√
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Table 19 A comparison between IBE based authentication methods according to iot
challenges support

Ref
Support

Scalability

Support
Networks

Heterogeneity
Support Nodes
Heterogeneity

Support
Mobility

Support
Constrained

Devices

Support
Multiple
Domains

[64]
√

× × × × ×
[65]

√
× ×

√
× ×

[66] × × × ×
√

×
[67] × × × ×

√
×

[68]
√ √ √

×
√

×
[54]

√
× × × × ×

[56]
√

× × × ×
√

[69] × ×
√ √ √

×

Table 20 A comparison between IBE authentication methods according to keys generation
and distribution methods

Ref
Identity is used in

keys/credentials generation
Keys Generation

method
Keys distribution

method
[64] Yes Bilinear Pairing Not Mentioned
[65] Yes Bilinear Pairing Secure Channel
[66] Yes Bilinear Pairing Offline-preloaded
[67] Yes Bilinear Pairing Secure Channel

[68] Yes
Non-Bilinear

Pairing Not Mentioned
[54] Yes Bilinear Pairing Secure Channel
[56] Yes Bilinear Pairing Secure Channel
[69] Yes Bilinear Pairing Not Mentioned

As in IBS schemes most of the IBE schemes are based on bilinear pairing
and assume the use of secure channels. Security analysis is listed in Tables 21
and 22 lists the comparison according to performance evaluation.

5 Smartcard-based Authentication Schemes

Several smartcards-based authentication schemes have been proposed in the
literature. In this section smartcard-based authentication are discussed and
compared. Smartcard based authentication method is different from the pre-
viously discussed methods in that it is not based on symmetric or asymmetric
keys. Instead, it uses smartcards as users’ credentials. User smartcard is
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Table 21 A comparison between IBE authentication methods according to security analysis
Ref
Attacks and Security Analysis [64] [65] [66] [67] [68] [54] [56] [69]
MITM Attack × ×

√ √
× ×

√ √

Impersonation Attack × × ×
√

× ×
√

×
Replay Attack × ×

√ √
× × ×

√

Eavesdropping Attack × ×
√ √

× ×
√ √

Correctness Proof × × ×
√ √

× ×
√

Chosen Message and ID Attack ×
√

× × × × × ×
Anonymity × × × × × × ×

√

Privacy × × × × × × ×
√

Table 22 A comparison between IBE authentication methods according to performance
evaluation

Ref
Performance Metrics [64] [65] [66] [67] [68] [54] [56] [69]
Time Cost × × × ×

√
× × ×

Energy Cost × ×
√ √

× × ×
√

Computation Cost ×
√

× × ×
√

×
√

Communication Cost × × ×
√

×
√ √ √

Key Size × × × ×
√

× × ×
Message size × × × × × ×

√
×

Storage Cost × × × × × × ×
√

generated by the service provider based on user’s ID and password [70, 71].
The following are the main phases in smartcard-based authentication:

1. Registration phase: in which the user registers with the service provider
using his password and ID to ask the service provider to issue a
smartcard for him.

2. Login phase: in which the user inserts his smartcard into a card reader
and enters his password and ID. The smartcard checks the correctness
of the password and sends a login message to the service provider.

3. Authentication phase: on receiving the login message, the service
provider checks the validity of the smartcard information and authen-
ticates the user.

4. Session key agreement phase: after success authentication, both service
provider and the user agree on a session key for data transmission.

5. Password change phase: in which the user can change his password
with/without contacting the service provider.
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5.1 Summary of smartcard based schemes

The scheme in [70] is for authentication in multi-server environment in which
users can access multiple service provider servers using the same smartcard.
Users and service providers should register their identities to the controller
server. The controller server is responsible for smartcard generation, user
authentication and provider authentication. All authentication procedures
must go through the controller server. The main phases are: 1 – initialization
and registration phase in which the user sends his ID and password to the
trusted controller and then the controller finds the user smartcard and sends it
back to the user. Also, in this phase the service provider registers his identity
to the controller and the controller finds the provider secret key. 2 – The login
phase in which the user enters his smartcard into a reader accompanied with
his password and ID. Then, the smartcard checks if the user is legal, i.e. the
password is correct for the inserted smartcard, to allow the login process to
be completed. 3 – The authentication and key agreement phase, in which the
service provider authenticates the user through the controller. Time stamps
are used to check the validity of message time delay. At the end of this phase
the user verifies both the controller and the service provider and agree on a
key. 4 – The password updating phase which allows the user to update his
password without the controller help.

The proposed scheme in [71] is based on ECC. In the initialization phase,
ECC general parameters are chosen by the authentication server. Next, in
the registration phase, user’s smartcard information is calculated based on
ECC parameters, the user password, and user ID. Smartcard information is
then sent to the user. Finally, mutual authentication is performed using the
generated smartcard and user password between the authentication server and
the user.

In [72] a user authentication scheme over multiple servers is proposed.
Users can access multiple cloud services using the same smartcard. It consists
of three phases. In the first phase, the trusted smartcard generator generates
the public parameters, selects its master key, and computes its public key.
Next, users and service providers register their identities with the smartcard
generator. Then, the smartcard generator computes and generates corre-
sponding credentials for them. Afterward, users’ authentication is performed
directly between users and service providers without the involvement of the
smartcard generator.

The authentication schemes that are proposed in [73] and [74], are based
on user bio-metric. In these schemes, users should register their bio-metrics
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with the WSN base station. The authentication process is performed as
follows: firstly, for each sensor, the base station assigns a unique ID and
generates a unique master key in the pre-deployment phase. Secondly, in the
registration phase, the user securely registers his bio-metric along with his
identity and password to the base station. Then, the base station generates a
smartcard based on a hashing method applied on the biometric and sends it
to the user securely. In the login phase, the user enters his smartcard and bio-
metric to a terminal device. If bio-metric information is verified successfully,
the smartcard verifies his identity and password. Finally, the base station uses
a series of hashing values to authenticate the user.

In [75–77] identity based authentication schemes are proposed. These
schemes require users to be registered with the WSN base station to get
their smartcards. The authentication process is performed based on user’s
registered identity and his smartcard.

In [78] another smartcard user authentication scheme is proposed. The
method has three parties: the control server which is responsible for other
parties’ authentication and registration. The service provider server and the
users. The user should get his smartcard from the controller during the
registration phase. Then he can request for service access from the service
provider server using his smartcard. The service provider can accept the
request if the controller authenticates the user using the smartcard.

The scheme that is proposed in [79] has three entities: the cloud servers,
the users and the Control Server (CS). The authentication should go through
the cloud CS to allow user to access cloud servers. It has the following phases:
1 – cloud server registration phase in which a cloud server sends his ID and a
random number to the CS. Then, the CS uses a hash function to compute the
private key for the cloud server. 2 – User registration phase in which the user
chooses an ID, password and two numbers. The CS generates a smartcard to
the user and the user uses it in the communication. 3 – In the login phase,
the user enters his smartcard to a card reader and enters his password and
ID. The smartcard verifies the user and then it allows the communication.
4 – Authentication phase in which mutual authentication is done between the
CS, the cloud server, and the user. 5 – In the password change phase, the user
can update his password without the CS involvement. 6 – Finally, in identity
update phase, the user can update his ID, but the CS should be updated with
the new ID too.

In [80] an authentication scheme based on smartcard is proposed for
WSNs. The scheme has three entities; users, sensors and the gateway. All
users should register to the gateway to get their smartcard. Sensors should
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Table 23 Pros and cons of the studied smartcard based authentication methods
Ref Pros Cons
[70] 1. Users can access multiple

service providers with the
same smartcard (if registered
with the same controller).

2. Not based on bilinear pairing.

1. Multiple credentials are used.
2. Low scalability due to the centralized

architecture.
3. Single point of failure.
4. Need additional hardware.
5. Does not support heterogeneity,

constrained devices, and mobility.

[71] 1. Based on ECC not bilinear
pairing.

2. Scalable.

1. Multiple credentials are used.
2. Does not support heterogeneity,

constrained devices, and mobility.

[72] 1. Users can access multiple
service providers with the
same smartcard (if registered
with the same id provider).

2. Supports constrained devices.
3. Applied over multiple

domains.

1. Multiple credentials are used.
2. Low scalability due to the centralized

architecture.
3. Single point of failure.
4. Need additional hardware.
5. Does not support heterogeneity.
6. Based on bilinear pairing.

[73] 1. Supports constrained devices.
2. Supports nodes heterogeneity.
3. Not based on bilinear pairing.

1. Multiple credentials are used.
2. Low scalability due to the centralized base

station.
3. Single point of failure.
4. Need additional hardware.
5. Does not support network heterogeneity

and mobility.

[74] 1. Supports constrained devices.
2. Supports nodes heterogeneity.
3. Not based on bilinear pairing

1. Multiple credentials are used.
2. Low scalability due to the centralized base

station.
3. Single point of failure.
4. Need additional hardware.
5. Does not support network heterogeneity

and mobility.

[75] 1. Supports constrained devices.
2. Supports nodes heterogeneity.
3. Not based on bilinear pairing

1. Multiple credentials are used.
2. Low scalability due to the centralized

gateway.
3. Single point of failure.
4. Does not support network heterogeneity

and mobility.
5. Users should update the base station when

they change their passwords.

(Continued)
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Table 23 Continued
Ref Pros Cons
[76] 1. Supports constrained devices.

2. Not based on bilinear pairing
1. Multiple credentials are used.
2. Low scalability due to the centralized

base station.
3. Single point of failure.
4. Does not support heterogeneity and

mobility.

[77] 1. Supports constrained devices.
2. Not based on bilinear pairing

1. Multiple credentials are used.
2. Low scalability due to the centralized

gateway.
3. Single point of failure.
4. Does not support heterogeneity and

mobility.

[78] 1. Users can access multiple
service providers with the
same smartcard (if registered
with the same controller).

2. Not based on bilinear pairing.
3. Support constrained devices.

1. Multiple credentials are used.
2. Low scalability due to the centralized

architecture.
3. Single point of failure.
4. Does not support heterogeneity and

mobility

[79] 1. Not based on bilinear pairing.
2. Supports constrained devices.

1. Multiple credentials are used.
2. Low scalability due to the centralized

architecture.
3. Single point of failure.
4. Need additional hardware.
5. Does not support heterogeneity and

mobility

[80] 1. Not based on bilinear pairing.
2. Supports constrained devices.
3. Supports nodes

heterogeneity.

1. Multiple credentials are used.
2. Low scalability due to the centralized

architecture.
3. Single point of failure.
4. Need additional hardware.
5. Does not support network heterogeneity

and mobility.

[81] 1. Sensor can be in foreign
network.

2. Not based on bilinear pairing.
3. Supports constrained devices.
4. Supports scalability since the

use of multiple gateways.

1. Multiple credentials are used.
2. Need additional hardware.
3. Does not support heterogeneity and

mobility.
4. Users should update their home gateway

when they change their passwords.

(Continued)
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Table 23 Continued
Ref Pros Cons
[82] 1. Sensor can be in foreign network.

2. Not based on bilinear pairing.
3. Supports constrained devices.
4. Supports scalability since the use

of multiple gateways.
5. The use of bio-hashing which has

the advantages of clean
separation of the genuine, zero
error rate and imposter
populations.

1. Multiple credentials are used.
2. Need additional hardware.
3. Does not support heterogeneity

and mobility

[83] 1. Suitable for constrained devices.
2. Not based on bilinear pairing.
3. Supports heterogeneity and

scalability.

1. Multiple credentials are used.
2. Need additional hardware.
3. Needs certificate management.

also be registered to the gateway to be authenticated. If any user wants to
access a sensor node, the sensor authenticates the user through the gateway.
Two schemes for multi-gateway sensor networks are proposed in [81] and
[82]. The user login to the sensor network using his smartcard, and the home
gateway tries to locate the requested sensor in its local network. If home
gateway could not locate the sensor locally, it will try to locate it in the
foreign network. When the home gateway locates the requested sensor, it
performs the authentication between the user, the sensor and the gateway.
These schemes are based on simple XOR and hash functions to generate
the smartcard and the session key. Another smartcard-based authentication
scheme is proposed in [83]. This scheme considers the limited capabilities of
IoT devices and is based on ECC.

5.2 Comparison and discussion

The comparison according to the first criterion is illustrated in Table 24.
Unlike symmetric and asymmetric key schemes, indirect authentication has
been commonly considered. All of the studied smartcard schemes achieved
mutual authentication and uses multiple credentials in the authentication
process. Moreover, most of the studied smartcard schemes need additional
hardware to complete the authentication process. Registration phase is
essential in all studied schemes to perform the authentication process.
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Table 24 A comparison between Smartcard based authentication methods according to
authentication process characteristics

Direct or
Mutual Registration Offline Additional Multiple Indirect

Ref Authentication Phase Phase Hardware Credentials Authentication
[70]

√ √ √ √
Direct

[71]
√ √ √

Direct
[72]

√ √ √ √
Direct

[73]
√ √ √ √

Indirect
[74]

√ √ √ √
Indirect

[75]
√ √ √

Indirect
[76]

√ √ √ √
Direct

[77]
√ √ √ √

Indirect
[78]

√ √ √ √
Direct

[79]
√ √ √ √

Direct
[80]

√ √ √ √ √
Indirect

[81]
√ √ √ √

Indirect
[82]

√ √ √ √ √
Indirect

[83]
√ √ √

Direct

Table 25 A comparison between smartcard based authentication methods according to
method architecture.
Ref Centralized Architecture Hierarchal Architecture Decentralized flat Architecture
[70]

√

[71]
√

[72]
√

[73]
√ √

[74]
√ √

[75]
√ √

[76]
√ √

[77]
√

[78]
√

[79]
√

[80]
√

[81]
√

[82]
√

[83]
√

Table 25 shows the comparison between smartcard-based schemes
according to the architecture. All studied schemes, except [71], use cen-
tralized architecture due to the use of centralized server to generate the
smartcard. In Table 26 the comparison between smartcard-based schemes
according to IoT challenges is illustrated. As can be noticed, the most
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Table 26 A comparison between smartcard based authentication methods according to IoT
challenges support

Ref
Support

Scalability

Support
Networks

Heterogeneity
Support Nodes
Heterogeneity

Support
Mobility

Support
Constrained

Devices

Support
Multiple
Domains

[70] × × × × × ×
[71]

√
× × × × ×

[72] × × ×
Not men-

tioned
√ √

[73] × ×
√

×
√

×
[74] × ×

√
×

√
×

[75] × ×
√

×
√

×
[76] × × × ×

√
×

[77] × × × ×
√

×
[78] × × × ×

√
×

[79] × × × ×
√

×
[80] × ×

√
×

√
×

[81]
√

× × ×
√

×
[82]

√
× × ×

√
×

[83]
√ √

×
√ √ √

considered challenge is supporting constrained devices. Other challenges
are not widely considered. Table 27 shows the comparison according to
keys generation and distribution methods. Different methods are used for
key generation, but the most used method is hashing. According to the key
distribution methods all of the studied schemes assume the use of secure
channel to distribute users’ credentials. Finally, Tables 28 and 29 list the
comparison according to the security analysis and performance evaluation,
respectively.

6 Observations

From the discussed PKC, IBC, and smartcard-based authentication schemes,
the following observations can be noticed:

1. Most of the studied PKC, IBS, and IBE based authentication schemes
perform direct authentication between entities.

2. The use of a single credential is found in almost all the PKC, IBS, and
IBE based authentication schemes.

3. Achieving mutual authentication between entities is not mandatory in
asymmetric key based schemes since no symmetric data (such as key) is
required to be shared here.
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Table 27 A comparison between Smartcard based authentication methods according to keys
generation and distribution methods

Ref
Identity is used in

keys/credentials generation
Keys Generation

method
Keys distribution

method
[70] Yes Hashing Secure Channel
[71] Yes ECC Secure Channel
[72] Yes Bilinear Pairing Secure Channel
[73] Yes Hashing and XOR Secure Channel
[74] Yes Hashing and XOR Secure Channel
[75] Yes Hashing Secure Channel
[76] Yes ECC Secure Channel
[77] Yes Hashing and XOR Secure Channel
[78] Yes ECC Secure Channel
[79] Yes Hashing Secure Channel
[80] Yes Hashing and XOR Secure Channel
[81] Yes Hashing and XOR Secure Channel
[82] Yes Hashing and XOR Secure Channel

[83] No ECC
Elliptic Curve

Dif?e–Hellman

4. The need for certificates and certificate management process increases
the overhead of PKC based schemes compared with IBC based schemes.

5. The use of hierarchal architectures provides better scalability compared
with other architectures.

6. In PKC based schemes, constrained devices are better supported using
ECC since it is more efficient that other PKC schemes such as RSA.

7. In most of the studied IBC based schemes, key escrow problem has not
been solved.

8. Although bilinear pairing has complex computation, it has been used in
most of the studied IBC based schemes.

9. Networks and nodes heterogeneity are not considered in most of the
studied asymmetric key based schemes.

10. Most of the studied asymmetric key based authentication schemes
consider a single domain of application.

11. Most of the studied asymmetric key based authentication schemes does
not support moving objects.

12. All the studied smartcard-based authentication schemes use multiple
credentials for user authentication.

13. All the studied smartcard-based authentication schemes achieve mutual
authentication between network entities.



Object Authentication in the Context of the Internet of Things: A Survey 433

T
ab

le
28

A
co

m
pa

ri
so

n
be

tw
ee

n
sm

ar
tc

ar
d

ba
se

d
au

th
en

tic
at

io
n

m
et

ho
ds

ac
co

rd
in

g
to

se
cu

ri
ty

an
al

ys
is

R
ef

A
tta

ck
s

an
d

Se
cu

ri
ty

A
na

ly
si

s
[7

0]
[7

1]
[7

2]
[7

3]
[7

4]
[7

5]
[7

6]
[7

7]
[7

8]
[7

9]
[8

0]
[8

1]
[8

2]
[8

3]
M

IT
M

A
tta

ck
×

√
√

√
√

√
√

√
×

×
×

×
×

√

In
si

de
r

A
tta

ck
√

√
×

×
√

√
√

×
×

√
√

√
√

×
Im

pe
rs

on
at

io
n

A
tta

ck
×

√
×

√
√

√
√

√
√

√
√

×
√

×
R

ep
la

y
A

tta
ck

√
√

√
√

√
√

√
√

√
√

√
×

√
√

E
av

es
dr

op
pi

ng
A

tta
ck

√
√

√
√

√
√

√
√

×
×

×
×

×
√

D
os

A
tta

ck
√

×
×

√
×

×
√

√
×

×
√

×
√

×
Fo

rg
er

y
at

ta
ck

√
√

√
×

×
√

√
×

×
×

×
√

×
×

M
as

qu
er

ad
e

A
tta

ck
√

×
×

√
√

×
×

×
×

×
×

×
×

×
U

nt
ra

ce
ab

le
√

×
√

×
×

×
×

×
×

×
×

×
×

×
A

no
ny

m
ity

√
√

√
×

×
×

×
×

√
√

√
×

√
×

Id
en

tit
y

Pr
ot

ec
tio

n
√

×
×

×
×

×
×

×
×

×
×

×
×

×
C

or
re

ct
ne

ss
Pr

oo
f

×
×

√
×

×
×

×
×

×
×

×
×

√
×

Pa
ss

w
or

d
ch

an
ge

/g
ue

ss
in

g
A

tta
ck

√
√

√
√

×
√

×
√

×
√

√
√

√
√

St
ol

en
Sm

ar
tc

ar
d

A
tta

ck
√

×
×

×
√

√
×

√
√

×
√

×
√

√

K
ey

A
tta

ck
×

×
×

×
×

×
×

×
×

×
×

√
√

×



434 M. Saadeh et al.

T
ab

le
29

A
co

m
pa

ri
so

n
be

tw
ee

n
sm

ar
tc

ar
d

ba
se

d
au

th
en

tic
at

io
n

m
et

ho
ds

ac
co

rd
in

g
to

pe
rf

or
m

an
ce

ev
al

ua
tio

n
R

ef
Pe

rf
or

m
an

ce
M

et
ri

cs
[7

0]
[7

1]
[7

2]
[7

3]
[7

4]
[7

5]
[7

6]
[7

7]
[7

8]
[7

9]
[8

0]
[8

1]
[8

2]
[8

3]
T

im
e

C
os

t
√

×
√

×
×

×
×

×
×

×
×

√
×

√

E
ne

rg
y

C
os

t
×

×
×

×
×

×
×

√
×

×
×

×
×

×
C

om
pu

ta
tio

n
C

os
t

×
√

×
√

√
√

√
√

√
√

√
×

√
×

C
om

m
un

ic
at

io
n

C
os

t
×

×
×

√
√

×
×

√
×

√
√

×
√

×
St

or
ag

e
√

×
×

×
×

×
×

×
×

×
×

×
×

×



Object Authentication in the Context of the Internet of Things: A Survey 435

14. Registration is an essential phase in the authentication process in order
to register user information and get credentials.

15. Most of the studied smartcard-based authentication schemes need addi-
tional hardware to insert the smartcard.

7 Challenges and Research Recommendations

This section discusses the main object authentication issues and challenges in
the context of IoT. Moreover, it provides and discusses some directions to be
recommended for future research based on the comparisons that are discussed
through this survey. These recommendations could help future researchers in
solving IoT challenges in their proposals.

Heterogeneity: IoT consists of billions of connected components, which are
called objects or things. These objects could be sensors, actuators, embedded
devises, traditional computers, smart phones, and even embedded chips on
animals and people. An autonomous system, such as smart home or smart
campus, is a system that connects different objects and allows them to
communicate according to certain procedures and policies that are speci-
fied by the system administration unit. Consequently, autonomous systems
are heterogeneous in terms of their components, policies, and procedures
[84, 85]. This heterogeneity affects the authentication process since different
authentication procedures could be followed to allow for an authenticated
communication between these heterogeneous systems.

To support heterogeneity, it is recommended to consider various types
of IoT objects and networks in future authentication solutions since diverse
nature of IoT components is the main characteristics of IoT. Moreover, multi-
ple domains solutions are recommended since IoT connects large number of
varying systems and domains which support application with various needs
and services.

Mobility: Mobile objects are objects that moves from one autonomous system
to another and exchange their data with these autonomous systems in order to
legally access the required resources or services. A mobile object that moves
between such heterogeneous autonomous systems would face the problem of
having different credentials for each system. This could cause management
and performance issues since the mobile object must follow various authen-
tication procedures that could include redundant components and credential
data exchange. Consequently, this would affect the performance in terms of
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increasing the time needed for object authentication as well as increasing the
exposure of the object credentials to attackers [86].

According to the comparisons in this survey. little work has been done
in the literature that consider indirect and mobile solutions. Consequently,
more research efforts are needed to be directed towards end to end solutions.
This is recommended in order to support moving objects across multiple
networks/systems.

Scalability: Scalability is an issue here since mobile objects can access
resources in several autonomous systems and a single system may communi-
cate with many mobile objects. This could cause management overhead that
affects the performance of the authentication solution. To support scalabil-
ity, additional research contributions are needed in proposing authentication
solutions that are based on hierarchal architectures. This is recommended
since centralized architectures have the disadvantages of single node failure
problem and single node bottleneck problem.

Constraints of devices: Resources limitation is one of the major issues to be
considered in IoT object authentication. Mobile objects can access several
autonomous systems which could increase the overhead of authentication
procedures on mobile objects which could be, sensors, embedded devices,
and other tiny objects. These objects have limited processing capabilities,
memory storage, and power resources [85, 87]. As a result, complex authenti-
cation schemes that require high computational power, bandwidth, or storage
are not suitable for them.

To support constrained devices and reduce computation overhead, asym-
metric key approaches are recommended since these approaches do not
require pre-distribution process for key pair and large memory to store all
shared keys. In addition to that, the overhead could be reduced by using
IBC methods since the overhead of certificates management and revocation
is eliminated. For PKC methods it is recommended to use ECC since it is
computationally more efficient than other PKC algorithms such as RSA.
Moreover, the trend of using non-bilinear solutions, such as the using of hash-
ing and XOR operations, is recommended for better computational overhead
reduction.

In summary, to control and facilitate authenticated communication
between various IoT heterogeneous components, tackle their resource limita-
tion, and manage the huge amount of transferred data, authentication schemes
should consider heterogeneity, mobility, scalability, and the capability of
constrained devices in their solutions.
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8 Conclusion

Supporting trusted and authenticated communication between IoT objects is
a key of successful and wide deployment of services provided over IoT. In
this paper a comprehensive survey of IoT object authentication schemes has
been conducted to help and guide future researchers in delving into the details
of authentication schemes in the context of IoT.

The survey provides a taxonomy of authentication schemes based on
the authentication method and the application domain. Moreover, it pro-
vides different comparisons between the studied schemes according to six
criteria; authentication process characteristics, the underlying architecture,
key generation and distribution, supporting IoT challenges, security analysis,
and performance evaluation. Finally, the survey highlights the main issues
and challenges in IoT object authentication and recommends some research
directions for future researchers with regards to survey comparisons.
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