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Abstract

This paper introduces a new Database Transposition, Substitution and
XORing Algorithm (DTSXA) based on using chaotic maps. It is based
primarily on two well-known security properties: confusion and diffusion.
A random number generator was depended on to produce the keys for
the algorithm of encryption and decryption. The encryption of the Arabic
language in addition to the English language was done, besides it can encrypt
a table, individual row and individual column. The suggested algorithm was
obeyed and analyzed by different tests involving brute force attack analyses,
statistical attack analyses (security analysis histogram, correlation coeffi-
cient analysis and information entropy analysis), key sensitivity analysis,
differential attack analysis, and mean square error analysis. This algorithm
passed all the applied analyses well-deservedly, which indicates that the
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presented encryption algorithm has a high security level due to its large key
space and high sensitivity to the change in the cipher keys.

Keywords: Database, encryption, security, chaos maps, Kaplan—Yorke map,
Arnold Cat Map.

1 Introduction

In present time, database contains dynamic data for all life fields such as
marketing, learning, and medicine. Security is at the beginning of the list
of the biggest dangerous issues encountering the database system. Database
information is usually utilized and exchanged by different operators, users
and beneficiaries. The valuable data that stored in some database are con-
sidered to be as an object of attacks and parasitical interfering from internal
and external the establishment. Database ciphering provides safer and more
secure for the significant information to be in a high level of trust. Therefore,
database protection is one of the most in demand challenges in computer
science research [1]. Encryption techniques are based on a theoretical or alge-
braic concepts. Chaos is an exploratory model that points to some complex
and unpredictable dynamic phenomena. There are some common features
of chaos and encryption. The most notable feature is the sensitivity to the
changing in variables and parameters. The remarkable difference between
cryptography and chaos is actuality that the chaotic systems are defined only
in real numbers [2], while integer numbers are the input of cryptography
systems. Anyway, it is believed that these disciplines can benefit from each
other. There are many database studies within the safety subject involved
functional applications. Despite a number of having a good potential but
they still need more developments. W. Xing-hui et al. 2010 [3] suggested
a database cipher system depends on the integration of IDEA & RSA hybrid.
The role of IDEA is to execute data encryption and decryption operations.
The execution is accomplished via 8 iterations of the whole program involv-
ing sub-key production. The role of the RSA algorithm is to encrypt the
key of IDEA via the public key of the RSA cryptosystem that is passed to
the other end. Manivannan et al. 2010 [4], focused especially on protecting
the databases having sensitive data by TSFS algorithm containing alteration,
replacement, folding and shifting. It’s the symmetric-key block encipherment
algorithm, with three keys. The generated keys were widened to 12 sub-
keys through utilizing the key expansion. S.M. Darwish et al. 2014 [5]
define a new fuzzy chaos algorithm and cellular automata technique for
database encryption. It generates a set of random passwords and uses a



A Chaos-Based Encryption Algorithm for Database System 27

fuzzy logic approach to choose the best password from a set of produced
passwords. Then, it generates a key using Cellular Automata. After that, the
encrypted of sensitive database fields is chosen by Pseudo-Random Number
Generators (PRNGs). The algorithm contains a new fuzzy chaos theory by
Takagi-Sugeno fuzzy models to transform discrete-time chaotic systems to
separate linear systems. The encryption intends to hide the message signal
by making the chaotic carrier hide the encrypted password. V. Galushka
et al. 2018 [6] proposed end-to-end data encryption. It was performed in
the final nodes of an interaction of the information system using symmetric
encryption algorithms. Its key arrangement was intended to be used in multi-
user systems. The encryption process is based on username and password,
where the password is transformed into an altered password of 128 bits in
length by the md5 algorithm. Depending on the distributed key representation
model, the first fraction of the key is kept in the database, while the second
fraction is gotten by transforming the user’s password. After that, it performs
the bitwise exclusive-OR operation for the encryption process.

In the present study, a new chaotic DTSXA algorithm for database
encryption/decryption is suggested. The suggested algorithm consists of three
methods (transposition, substitution, and XORing) which are implemented
based on the chaotic system and can encrypt/decrypt English & Arabic
database systems.

The rest sections of the paper are arranged as follows: the contribution and
feasibility of the proposed system, the basic theory of the chaotic functions,
key generation method, the proposed database encryption and decryption
algorithm, implementation, and results.

2 Contributions and Feasibility

1. A new, chaotic DTSXA algorithm for database encryption/decryption is
proposed.

2. The proposed algorithm consists of novel three methods (Transpose,
Substitute, and XORing) implemented based on the chaotic system.

3. The proposed system is capable of encrypting/decrypting the English
and Arabic database systems.

4. In addition, the proposed system can encrypt specific tables with N
rows and M columns, encrypt only one row in a table, encrypt only
one column in a table, encrypt a sequence of rows and columns, and
lastly encrypt the query. Therefore can be very useful for handling single
records, which can lead to higher accuracy in times.
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Feasibility: the proposed DTSXA takes into consideration the feasibility
of the practical situations by allowing the secure performance of the three
main security properties (confidentiality, integrity, and availability). In gen-
eral, confidentiality property imposes predefined restrictions on access to
protected data and prevents disclosure to unauthorized persons. The integrity
property ensures that data cannot be invisibly corrupted. Finally, the property
of availability ensures reliable access at an appropriate time to the database.
All these properties are provided in the proposed system. Database encryption
satisfies the first property via that the encryption process is done only for the
users who have the right to do that. As for the second property, it is implicitly
verified where only the authorized user can decrypt the data, which ensures
the integrity of the data. The last requirement is that all data are available
for authorized users, and this feature is provided by the system because the
processes of encryption and decryption are carried out only by authenticated
users.

3 Chaotic Maps

Chaotic behavior represents a complex dynamic behavior with certain
properties, which are possible to be linked to the substitution and permu-
tation attributes in a perfect cipher. Chaotic systems have the following
features [7, 8]:

* The system is very critical to initial conditions (Aperiodicity).

* The chaotic system is complex and unpredictable (Nonlinearity).

* System’s manner will be altered for any small change in the input
(Sensitivity).

* Chaotic system generates identical output if it receives identical input.

In this paper, we used two chaotic maps: 2D Kaplan—Yorke Map and 2D
Arnold Cat Map.

3.1 2D Kaplan-Yorke Map

The Kaplan—Yorke map can be defined as a discrete-time dynamical system
that shows chaotic behavior. 2D Kaplan—Yorke system maps a point (X,41,
yn+1) depending on another known point (X, y,) through the following
equation [9]:

Tpt1 = 225, (mod 1)

Yn+1 = QYn + cos(dmzy,)

(D
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Where (mod) is modulo operator. This system relies on just one parameter
(cv). To prevent the operator to be zero after a relatively few number of
iterations, mod 0.99995 is taken instead of mod 1.

3.2 2D Arnold Cat Map

It’s a chaotic and reversible map with two-dimensional, which was presented
by Vladimir Arnold. The word “cat” was given because of utilizing an image
of a cat to show its chaotic behavior. Its equation is given by [10]:

Tiv1| 1 a Zg
[ZJHJ N [b ba + 1] [yj mod(n) @
Where, (Xi+1, yi+1) is the new value of (xj, y;), a and b represent the con-

trol parameters and n is the number that is used for mod. The control param-
eters additionally work as secret keys. The inverse of Equation (2) is [11]:

—1
e e I i KO

4 Key Generation Method

The key generation algorithm that generates the key for the proposed database
encryption/decryption algorithm is called Chaotic Key Stream Generator
(CKNG), which is previously designed based on a method given in [12].
The core of the CKNG is a 2D Henon map and a 2D Rational map. The prod-
ucts of the 2D Hénon and 2D Relational chaotic maps, which are double
point digits, are linked by CKNG. These products are transformed into binary
sequences of 64-bit. XOR process is used to link the sequences to yield only
one binary sequence. The reason behind selecting Hénon chaotic map that
has a large key space with the Relational chaotic map was to broaden the
complexity of the system and reduplication the difficulty for an attacker to
obtain important data.

5 The Proposed Database Encryption and Decryption
Algorithm

A new database encrypting and decrypting algorithm called DTSXA (Trans-
position, Substitution and XORing Algorithm) was proposed based on using
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Figure 1 Selecting a table that needs to be encrypted from the database.

chaotic maps. The DTSXA algorithm has two main algorithms: database
encryption and database decryption.

A. Database Encryption Algorithm: — The suggested DTSXA encryption
algorithm consists of the following steps:

1.

Preprocessing step: open the specified database file and select
a table that needs to be encrypted. For example, for a hospital
database, the table that needed to be encrypted is a medicine table
as shown in Figure 1. The selected table is auto-saved in memory
by the Data Table. Data Table (denoted by DT) represents one table
of in-memory relational data and temporary storage in RAM and it
was treated as a 2D array. Each cell value in DT is converted to its
ASCII value and saved into 2D Database Array denoted by (DA[m
x n]) as shown in figure.

. Key generation step: in this step, the keys that are needed for the

encryption algorithm in all operations are generated and scheduled
based on CKNG algorithm. This step involves:

e First, using the CKNG algorithm with four initial parameters
(x1, x2, x3, x4) to generate the key arrayl (KA1) with size
equal to the size of DA. These initial parameters are double
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One row

Pm)‘,l.m-hld-'mp\ln[l’iﬂowl 4170928046037 | 711235128

40.GH5U02.5R. / pharmacies

ASCII

4

68101 130 110121 4432 7797
134 JOT 45 779970 97 300 122
101 97 130 44 32 63 108 97 110

5047 52
4730 48

5249 554857 5656
5752 34 4535] 53

5549 4930351 53
4930 35

5248457172 5385 485045 5382 12 47
32112 304 97 114 10997 99 105 101 115

Figure 2 The ASCII values of a row in a certain table.

numbers with accuracy of 10716 and they are treated as the
algorithm keys.

e Second, the CKNG algorithm is applied to generate the key
array?2 (KA2) with size equal to DA size. This is done through
using the same initial parameters (x1, x2, x3, x4) after adding
any number to them. KA1 and KA2 elements are used to
perform the Xoring operation in encryption step.

e Third, the CKNG algorithm is applied with new parameters
(newx1, newx2, newx3, newx4) to generate the keys that
needed for transposition and substitution operation in encryp-
tion step. The parameters (newx 1, newx2, newx3, newx4) are
created based on the initial parameters (x1,x2,x3,x4) using the
Equation (4):

newy1 = r1 P x3
newgz = T2 O Tq
newgs = (r, + 1) @ (3% 0.7)
newys = (T4 % 0.2) & (x4 % 0.5)

4

3. Encryption step: For each row in DA array, do the following
operation:

e Transposition method: the transposition method permuted the
input row values according to Kaplan—Yorke map values.
Here, the algorithm iterates the 2D Kaplan—Yorke map in
Equation (1) for a number of cycles by as same as the size of
the input row. In each iteration, two double numbers are gen-
erated and converted to two integer numbers in the range [1
.... Input row length]. The repeated number will be ignored.
These numbers represent the new indexes that will be used to
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permute the input row, in which every two numbers (as two
indexes), exchange their values. This operation needs that the
input row length must be an even number. The reason behind
that can be explained in the following example. Let the input
row is [34, 78, 89, 102, 205, 88, 155, 65, 90]. While the input
length is odd, so the value 32d which is the ASCII code of
the space bar will be added to the input row as shown [34, 78,
89, 102, 205, 88, 155, 65, 90, 32]. The generated indexes are
[4,7,2,6,9,1, 3, 10, 8, 5], where the first pair of indexes,
4 and 7, are swapped so the resulted row will become [ , , ,
155, ,, 102, , ]. The second pair of indexes, 2 and 6, are also
swapped so the resulted row will become [ , 88, , 155, , 78,
102, , ] and so on. The resulted permuted row will be [90, 88,
32, 155, 65, 78, 102, 205, 34, 89]. This process can provide
diffusion property. The Pseudo-Code algorithm 1 shows the
transposition method.

o Substitution method: Arnold’s cat map substitutes the pair val-
ues of permuted row and generates the substituted row. Each
pair values of the permuted row are mapped into a new pair.
The substitution method receives permuted row to produce
substituted row. Continuing with previous example, one can
find the first pair values in the permuted row are vl = 90 and
v2 = 88 and the control parameters for the Arnold cat map are
a=3and b = 2. The values v1 and v2 are the inputs of Arnold
cat map Equation (2) where each value will be inputted to one
equation as shown:

nv; = (v1 + vg % a) mod 256
(90 + 88 # 3) mod 256 = 98
nve = (vi * b+ v *x (ax b+ 1)) mod 256
=(90%2+488* (3*2+ 1)) mod 256 = 28

And so on for the rest values in the permuted row. These steps
are repeated for all values in the permuted rows to result in
the substituted row. To apply the steps to the Arabic language,
the range of Arnold cat map [0 ... 255] the English language is
exchanged in by a new range [0 ... 1792] for Arabic language.
The pseudo-code is shown in the algorithm 2.
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® XORing method: — The XORing process is done with twice

phases as follows:-

(a) XORingl: — Each value of the substitution row is XORed
with the value of the KA1, which is generated using the
CKNG algorithm and producing cipher row1 (CR1).

(b) XORing2: — Each value of CR1 is XORed with the value
of the KA2 which is generated using the CKNG algorithm
and producing cipher row2 (CR2) that will be saved in a

cipher table.

Algorithm 1 Transposition method

Input: xo, yo, a, b // initial and control parameters of Kaplan—Yorke map
M // input vector of dimension (1.. n)

Output: P // output permuted vector of dimension (1.. n)

Begin

Processing:

Step 1:
Step 2:
Step 3:

Step 4:

i=0

n = length(M)

if mod (n,2)#0

n=n+1

M[n]=32

End if

Iterate n times

Xi+1 = mod (2¥x;, 0.99995)
yi+1 = mod (a*y; + cos(4*m*Xg))
V[i] = integer(Xi+1* n)

V[i + 1] = integer(yi+1* n)
i=i+2

End Iteration

Step 5:

Xi = Xi+1

Yi = Yi+1
i=0

Iterate n times
t1 = VIi]

to = V[i+ 1]

P[tl] « M [t]
P[2] + M [t1]
i=is2

End Iteration

End

> // if row length is odd

> // add ASCII value of space bar

> // convert to integer in rang[1..n]
> // convert to integer in rang[1..n]
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Algorithm 2 Substitution method
Input: a,b // control parameters of Arnold’s cat map
m // the modularity where in English lang. is 256 and in Arabic is 1793.
P // permuted vector of dimension (1.. n)
Output: S // output substituted vector of dimension (1.. n)
Begin
Processing:

Stepl: i=0
Step 2: Iterate n times
S[i] = mod ( P[i] + P[i + 1]*a, m)
S[i 4+ 1] = mod( P[i]*b + P[i 4+ 1](a*b + 1 ), m)
i=i+2
End Iteration

B. Database Decryption Algorithm

The decryption algorithm of the proposed DTSXA is an inverse of the
encryption algorithm where each operation is reversible. First, for the
XORing method, the inverse is achieved by XORing the same key with
the cipher data table. Second, for the substitution, the method, inverse
Arnold cat map is used in the decryption algorithm. The inverse of the
permutation method is archived by returning every value in AD to its
real position. The basic steps of the decryption algorithm are:

1. Preprocessing Step: Connecting to the database and selecting the
cipher table that needs to be decrypted. The selected table is auto-
saved in memory by DT and treated as a 2D array. Each value in
DT is converted to its ASCII value and saved into 2D array referred
as Database Array (DA[m x n]).

2. Generation of key step: In this step, the keys that needed in all
decryption operations of the algorithm are generated and scheduled
based on CKNG algorithm in the same way as the encryption
algorithm.

3. Decryption step: For each row in DA array, do the following
operation:

e XORing method: — The XORing process is performed in the
same way as in the encryption except that the ASCII values
of each cipher row are XORed first with KA?2 and then the
result is XORed with KA1. The values of KA1 and KA?2 are
generated using CKNG in the same way as in the encryption
algorithm.
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o [nverse Substitution Method:- Each pair value in the resulted
XORed array is substituted using the inverse 2D Arnold cat
map Equation (3). Inverse substitution method is shown in
algorithm 3.

e [nverse transposition method:- Each pair value in the sub-
stituted array returns to its original position. The inverse
transposition method is same as the transposition method.

Algorithm 3 Invers substitution method

Input: a,b // control parameters of inverse Arnold’s cat map
m // the modularity where in English lang. is 256 and in Arabic is 1793.
P // Xoring vector of dimension (1.. n)
Output: S // output inverse substituted vector of dimension (1.. n)
Begin
Processing:
Stepl: i=0
Step 2: Iterate n times
S[i] = mod ( P[i]*(a*b + 1) — a* P[i 4+ 1] ), m)
S[i 4+ 1] = mod ( P[i 4+ 1] — b* P[i], m)
i=i+2
End Iteration
End

C. Implementation with Examples

The proposed algorithm was designed to encrypt any English or
Arabic database. All the examples of English database are given
from Northwind Plus Database through the link https://docs.y
ugabyte.com/preview/sample-data/northwind/. While we
built the Arabic database for the purpose of implementing the
encryption process. The proposed DTSXA encrypts the database
in five options as shown:

1. Table Encryption: — The encryption algorithm in this option
encrypts a whole table, Figures 3 and 4 shows an example of
table encryption that has English and Arabic data. To encrypt
the whole table, first the initial values and control parameters
of the key must be entered to the DTSXA and secondly, the
specified table must be selected and then click the Encryption
button.

2. One Row Encryption: — After entering the initial values and
control parameter of the key, the specified table must be
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Figure 3 Example of encryption of English whole table.

selected, then one must choose the row and click on the
Encryption button. Figure 5 shows the encryption process of
a certain selected row in a table.

. One Column Encryption: — First of all, the initial values and

the control parameter of the key are entered then the specified
table must be selected. Later the column number must be
entered finally click on the Encryption button. Figure 6 shows
an example of the column encryption process.

. Encryption of Rows and Column Sequences: — This option

allows to encrypt a number of rows or columns. If one wants
to encrypt a sequence of rows, he must select the specified
table after entering the initial values and the control parameter
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Figure 4 Example of encryption of Arabic whole table.

of key, the range of rows required for encryption will be
highlighted. Furthermore, one also needs to press the Encryp-
tion button. Figure 7 shows an example for encryption of Row
Sequences. Encryption a sequence of columns is conducted
in the same way, i.e. the number of columns to be encrypted
must be specified and press the encryption button as shown
in Figure 8. To encrypt a specific set of columns and rows,
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STROTSGENT2 | Bgroricese | Hewe facily AUSTRALA | 10/1B2000 | 25766 s ”"Z‘Wﬁm
[oromaR IRElces  (Notladly  JITALY: B L szt |
5780754695988 ICmmn .MM IFME IIMM!‘J@ .25.“53 b@
| s7a0754655033 [oas 2 o —
S70755112606 wizame | 7S
S780758112513 0122005 |e3ars *
: 20 pan q D ; Select table name
|s707s5112584 |Eenson UNITED STATES [10141585 | 101405 ) i
| 70788112551 | Expansion |UNITEDKINGD... | 10141571 10781 5 e, o,
[sosemaenz | Exanson | BURKINA [onzamo ssass o How
STROTESIINEAD | Poscese Hew tacity DA wines |7 _
|s7807s5113745 | Cochlospemacese | Expansion |soutHarrcs 1wnzams  |sans | Encrot ji Decrpti |
Ia’mmnws .mm.w _W\M Ilwm Imn
_ummmo? _Cmm | Mew facity _mmaaa.. _Wj_ﬁr\m _1‘-‘3525
STROSTISRNS3 | Poaceae [suppod Services | MEXICO [z |msss Enter KEY Value
SRISTIONMS  Sndscese  Eoyiedmen. UNTEDKNGD. 10202000  asaos | X [0S1ssesisezoss
SHOMSETHT |UnaxdS6d  Newhacty  |UNTEDARMBE. 1MWISS 56400 X2 04065964855020624
STUTSGMANG  Amanbdscsse  Newlacity EGYPT 10182000  |263675 3 |0.7542675564320606
- SU— e ﬁ
STROTSEI0T.  Bgnoriacese  Mewlacity AUSTRALA  |1019/2000  |257%65 A LIRS |
G780754694229 | Rubsaceae Maw faciity ITALY 10181993 245645 a2z
§780754696588 | Capparaceae New facity FRANCE 10181934 (5165 b3
9780754693033 | Capparaceae Expansion BULGARIA 10172006 27615
Sk o jams | =
780759112506 ubisosae New facity ALY wzAe  715s
STOTSININ | Secbacese | Newfacity FRANCE WAV2N05  B3S 2
’ Y Select table name
STR075911254 10/14/1955 ] ¥
N5 Secuacese | Brpanson UNTEDKINGD.. | 101141571 | 1071§ |
STROTESIINGZ |Painee | Eparion | BURKINA oan  wms how fig |
S780755113640 | Poaceae Hew INDIA 101131593 7768
=, |
§780759113743 | Cochlospermaceae | Expansion SOUTHAFRICA | 1012/2006 53328 S |
4780755118645 | Cochlospermaceae | Expansion MALAWI 10122005 4T
STR0PBMATINT | Compostae New facity MALAYSIASBR.. | 101161988 173528
4780784472632 | Compostae Expansion UNITED KINGD... | 10/16/1585 167518

Figure 5 Example of encryption of one row.

the bundle of columns and rows is selected for encryption
followed by pressing the Encryption button.

5. Query Encryption: — A query is a request for data or informa-
tion from a database table or combination of tables. This data
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= E BULGARIA

13
.3?80?55112506 .Mm .Nﬂn‘ﬂr ]l‘ur
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S7807BATIE0T .Cnnm .anm .IIALAYSIAG BR
5 © E UNITED KINGD.
8 L P THAILAND
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STB0TEETITIMS | Leguminosse Mg UNITED STATES
9780786727506 | Amonacese | Phamacewticals . | FRANCE
STROTBETAIEET  Legumicsse | CHINA
STROTEETALAZE |Leqummosse | General Retaien | MEXICO
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STR0914416303 | Combretacese  Newfacity GERMANY
5780814427583 Burseracese Newfacity ALY
5 c BULGARIA
9780759112506 | Fubwaceae New facity Imacy
780759112513 | Stercubiacese | New facity | FRANCE
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S700755112551  Stercukacese | Expansion UNITED KINGD.
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§780759113640 | Poscese New facity INDIA
5780759113745 Cochlospermacese  Exparmion SOUTH AFRICA
9780753118645 .Cudw .Ew.-ul | MALAW!
S7807B4471807 | Compostae N facity MALAYSIA § BR
$780784472682 | Compostae Eapsnnn UNITED KINGD
7076722181 | Leguminosse | Personal Goods | THAILAND
STROTBETMEIS |Lequmincsse | Euey investmen | UNITED STATES
700786727045 | Lequmncsse | Ming UNITED STATES
70076727506 | Arvonacese Phamaceutcals . | FRANCE
STROTBETANA | Lequmnosae CHINA
70076744428 | Leguminosse | Genersl Retadens | MEXICO
S780814415146 ICGM New facity CONGO
9700814416300 | Combretscese | Newlacity | GERMANY
STANA144ITRAY | P rmmrac e Movwe facilie Taly

101772006
1012/2016
101272005

_murzons

107141955
10141571
10122010
101215953
101272006
101272008
10161958
10161585
107222014
10221968
10/22/2004
1072172015
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10221595
1041472008
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10152013

101772006

101272016

| 1013/2005
101372005
10141855

W1415871

l1anz2000

101351993

| 1012/2006
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102272014
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2718
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laa2 8
|ass018
480033
1458
13746 8
155498

1A* Lat¥
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From Cokmn 6|

to Column |
==

Figure 6 Example encryption one column.

may be generated as results returned by Structured Query
Language (SQL), pictorials, graphs or complex results. Fig-
ure 9 illustrates the encryption method of query yield. The
process begin from the blue field of “New Query” followed
by typing query SQL instruction.
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C. e [ND1A 143002001 420208 Enter KEY Value
> I | THAILAND [ 1/30/200 lazsn1s X1 [oe1295876 15820631 _|
§780313012136 Leguminosae Expansion .UNHED STATES 1011/2013 I 17268 XZM'
§780313014055 Euphorbiaceae Hew facity UN'TED KINGD., 1/6/2014 516368
5780313014086 Compostae | New facity | UNITED KINGD... | 1/6/2015 522378
5720313014482  Bombacacess | Expansion |CENTRAL AFRI.. | 1/3/1978 (1188
/54 1723, [ & | ! P H AEENA | WAl aid | R1E
5780313017351 | UNITED KINGD... | 10/11/2012 1258
5780313021853 |UNITED KINGD... | 1/25/2017 |312025
§A0313038338 Futaceae Expansion .GERHM I 10/1/2004 582478
9330313038570 Polygalaceae Hew facity BAMRAIN 1/29/1985 382148
9780313032662 | Cyperacese  Expansion IRAG 1231982 |21z
5780313038853 Amararthacess | New facity |sPAIN [1/31/2008 250255
S0INI0IG  Vebenacess | Hewfacity | DENMARK 10112008 |24
Hes e e heramevie Tows
5780313052286 | Mersspermacess | Expansion LievA V7872012 Ssei3s
5760313052565  Fubiacese | Expansion UNITED KINGD... | 1/8/2007 |ssga1s
$760313053337 | Cucutdacese | Erpansion |FRANCE [1011888 |s7846 s
| s7s027ssse97e | cotantracese Expanzon INDIA 173072001 420205 Enter KEY Value
9780276385191  Celsstracese | Expansion | THAILAND 17307200 laze21s %1 [0.61385876 15820631
(9780313012135 | Leguminasae Expanson |UNITED STATES | 10/11/2013 17268 x2[0.4065864859020624 |
5780313014055  Euphobiacese Mew facity |UNITED KINGD... | 1/6/2014 51636 S 3 |0.7542975564120686
9780312014086 | Compostae Mo facity UNITED KINGD... | 1/6/2015 522375 x4 [0az13ses256420658 |
9780313014482  Bombacacess  Expansion |CENTRAL AFRI | 1/3/1979 12188 < %
= ! + . Rutaceas S Eel o 7, H RK LA LY Ri1s b ,u—‘l
AT Sx0-Atled O0iTpea (E@-ar0anEsD  dpad il 4 D
G0 enr e Temsigle | ‘EbauaN - EEITHO®O AEANR N
TARTIIFUEIN | 1GIDE &5 \sbisl/gh 1B7%:ERP £obulla,
GOCELUL  Eu6£QTO% AQIBCN sasie3 o [o0rA DAL IAbIaANE
EMAINGZEE | URERRO: OGAUST x5 AdveB00 ooEoY fomer <]
WEMADE2D_ | (A ADOUBWEP  OR7oTméeW | ~00o 50IBER0 | amrrsy From Row [7
(OIYUECSS ES | CRdia01 e W0 TowiilE WA 0083-G bamh [T
VRl | bouIBl A yZA® LIsAY OpAu e
Ose8PTRD | O%_cQ BRI |28 ASSESRAW € YL o E=mm e
"§TE03TI050286  Menapermacese | Expanmon TEYE 17872012 “EEEATE
|S780313052583  Publaceae Expansin |UNITED KINGD... | 1/8/2007 |ssgars
S780313050337  |Cucubtacese | Expenson |FRANCE 10111958 576465

Figure 7 Example encryption of row sequences.

6 Performance Analysis of the Proposed DTSXA

The results of the proposed DTSXA were analyzed through a number of
statistical and security tests to sure its performance.

6.1 Brute Force Attack Analyses

Any system can get good resistance to the brute-force attack by making its
key space sufficient big (i.e. as a rule, the main space has a key space lower
than 2!28 is not reasonable to be secure enough), otherwise in a limited period
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aranzTsasest [T o v R v TP T | | *[osrssmsisezes |
001213 | |Lepmiosse  Epason | UNITEDSTATES |0z | [17zss | | re[oseseessssoazt |
S7B031I014055 | |Evphodiacese  |Newfscky | UNITEDKINGD.. | 1/6/2014 Iste3ss X3 [0 74257EB64300686 |
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SNNSIT Consblaceee  Bpwsen |FRANCE e |57

yenzrssesas | veeyown  |oveee sehezA = 46215 X lomizssazeiseatedt |
TON2I% | medabw | EEME [iEEoupr | Usy2oeK 1768 X204065864855020624 |
780313014055 -iiulleEHm 'ug\mm_ 'omsamatznj .&00‘.11 |13 s |
VROI0N0B | ARl  miU:0BE | IeBOES |4 |szza7s
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Figure 8 Example encryption of columns sequences.

of time, it will be discovered by somewhat long inspection to obtain the
secret key [13, 14]. In this encryption system, the key space is constructed
from the initial and control values that are needed for generating the key
(CKNG). These parameters are double point number (X, X2, X3, X4) and
have precision of 10716, Therefore, the present work has a final key space
of 2213 A well prepared database encryption program must have a powerful
resistance to different kinds of attacks like brute-force attack and statistical
attack. So the security of the proposed DTSXA is analyzed through a number
of tests include brute force attack analysis, key sensitivity, statistical attack
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Figure 9 Example of query encryption.

analysis, differential attack analysis, information entropy analysis and mean
square error.

6.2 Statistical Attack Analyses

1. Histogram Analysis: — For optimal database encryption, no character-
istic distribution mode must be shown on the cipher text histogram. In
other words, the cipher text letters must be distributed in an equal way
for the total span of the ASCII codes. The cipher crypto-analysis uses the
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Figure 10 Histogram analysis of the English language. (a1), (b1) and (c1) histograms of

plain
table.

table that were chosen randomly. (a2), (b2) and (c2) corresponding histograms of cipher

histograms gauges to look at the distribution of letters and/or symbols
of cipher text and plain-text. We have used various databases in Arabic
and English language. Each database contains several types of data like
(text, Number, Date) with different sizes of data.

Figure 10 shows the histogram of separate databases in English lan-
guage that were chosen randomly. Figure 11 shows the histogram of
several databases in Arabic language that were also chosen randomly.
For example, in Figures 10.a; and 11.a;, one can see that high peaks
start at (40 — 60, 70 — 85). While at the lower peaks, differences are
also observed. On other the hand, the cipher texts have nearly uniform
character distributions.

. Correlation Coefficient Analysis: — Correlation test is useful to know

how to specify the strength of the linear relationship between two

sequences. The ways for investigating the correlation of the strings are
given below [13, 15]:
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Figure 11 Histogram analysis of the Arabic language. (a1), (b1) and (c1) histograms of plain
table that were chosen randomly. (a2), (b2) and (cz2) corresponding histograms of cipher table.

e Pearson’s Correlation Coefficient: The test aims to examine the
presence of a relevance that links the sequences in the generated
pseudo-random numbers by measuring the Pearson correlation coef-
ficients of every string sequences of the pair. If the chosen pair are:
strl = [x1...,xn] and str2 = [y1...,yn] then:

n L L
(strl, str2) = 2iz (i = D)y —y) Q)
N2 2
VISw - DA, (4 - 9
n

n

Where © = E el and y= E Al

n n
i=1 i=1

¢ Hamming Distance: the test aims to find the difference between two
binary strings having same size. Here, hamming distance calculates
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Table 1 Results of correlation analysis between plain table and cipher table

Database Pearson’s correlation Value ~ Hamming Distance Value
1 English databasel —0.0113 0.9961
2 English database2 —0.0079 0.9958
3 English database3 0.0150 0.9964
4 Arabic databasel 0.0118 0.9961
5  Arabic database2 —0.0016 0.9960
6 Arabic database3 —0.0012 0.9960

the numbers of sites that the string bits are different, for example, the
number of places containing (0) and that containing (1). It is given
by Equation (6) where the series involves the strings (String S1) and
(String S2):

—

m—
d(S1,52) = > (Xjy5) (6)
j=0
The correlation coefficients between the original table and encrypted table,
for different tables of different data types, were taken and the results are
shown in Table 1. The original tables use databases in English and Arabic.
The encrypted database shows that the correlation coefficients approach zero
and so the correlation is nearly trivial. These correlation analyses prove that
all algorithms correspond to zero correlation and so the attacker could never
get any significant information by employing a statistical contravention.

6.3 Information Entropy Analysis

Entropy is the rate at which information is produced by a stochastic source
of data. To build a perfect encryption system, the entropy of enciphered data
of a table approaches the optimal state is required, and can be calculated
according to the equation [13, 15, 16]: —

2'n71

H(m) =) (p l091> (7)

P p(mi)

Here, n is the count of bits that given by (m;) where m; € m. p (mi) is the
probability of m; and log () is a logarithm of base 2, therefore the equation
outcome will be in bits. For an actual random source producing 2n symbols,
the entropy will equal to (n). Table 2 shows the entropy of diverse Arabic and
English databases where all values having an entropy close to the ideal value.
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Table 2 Information entropy analysis result of cipher table

Data Base Entropy Value
1 English databasel 8
2 English database2 8
3 English database3 8
4  Arabic databasel 7.9
5  Arabic database2 7.9
6  Arabic database3 7.9

6.4 Key Sensitivity Analyses

A simple change in the key will be selected to evaluate the system sensitivity
of the proposed encryption system. The procedure will be done for ten
different databases that were first encrypted using the encryption key based
on the following initial values:

X1 = 0.6138587619820631, X2 = 0.4065864859020624,
X3 = 0.7542975564320686, X4 = 0.1213985296420658.

After that, the database will be encrypted using the encryption key with
a minimal change. The change is only for the number of rank of 16 and the
other fifteen numbers remain unchanged, i.e.:

X1 = 0.6138587619820632, X2 = 0.4065864859020625,
X3 = 0.7542975564320687, X4 = 0.1213985296420659

Pearson’s correlation coefficient and Hamming distance are calculated
between two encrypted databases where they are encrypted using two slightly
different key values. Table 3 illustrates the results of the Pearson’s correlation
coefficient and hamming distance which indicate that the correlation is very
small despite the slight change in the basis of key values. This means that the
proposed algorithm is sensitive to the secret key and it has the ability to resist
mass attack.

6.5 Differential Attack Analysis

It exhibits the effect of variation in the input on the variation in the output.
Itis a try to get the decryption key using a simple variation in the input. Here,
the large enough output variation, the more difficult for an attacker to find the
decryption key [13-15]. A reliable cipher system must distribute the effect of
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Table 3 Results of the sensitivity of the key between the cipher tables (Cipherl table and
Cipher?2 table) which encrypted with slightly different keys

Database Pearson’s Correlation Value Hamming Distance Value
1  English databasel 0.0230 0.9851
2 English database2 0.0089 0.9882
3 English database3 —0.0071 0.9936
4 Arabic databasel 0.0302 0.9574
5  Arabic database2 0.0129 0.9960
6 Arabic database3 0.0139 0.9959

Table 4 Results of differential attack analysis (SAD test) between the Cipherl table and
Cipher2 table

Data Base SAD Value
English databasel  0.329829817
English database2  0.331284375
English database3  0.274028125
Arabic databasel  0.2745255208
Arabic database? 0.324802734
Arabic database3 0.330626171

AN N B WD =

a single plaintext character on the maximum possible portion of the cipher
text. This property makes the statistical entity of the plaintext does not be
observed easily and in turn avoids the known-plaintext attack and the chosen-
plaintext attack. That implies, if a little chance in the plaintext table can bring
about a huge change in the cipher-table, regarding diffusion and confusion,
so the differential attack really no longer has its effectiveness and becomes
reasonably pointless.

The differential attack is analyzed by calculating the sum of the absolute
difference (SAD) between each pair of encrypted databases. The SAD is
determined using the following equation [14—16]:

N !
SAD(F,F') = %Z (‘F_F|> ®)

28
Jj=1

Where F and F' are two encrypted databases with the same length N.
Through the change of one character in the data of the table, the SAD test is
calculated. The result of SAD is shown in Table 4. Since the sum of absolute
difference is so approaching the ideal value of 1/3. So, the results on various
databases in Arabic and English demonstrate that the proposed system has a
high efficiency of resistance to differential attack.
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Table S Results of MSE for six different databases between plain table and Cipher table

Data Base MSE Value in dB
1 English databasel 46.96
2 English database2 47.15
3 English database3 48.24
4 Arabic databasel 47.09
5  Arabic database2 45.65
6  Arabic database3 47.18

One can observe that SAD value is different for each used database.
This variation relates to the initial values that have an important effect on
the chaotic map, control parameters, and content of the database where their
correlation is another reason for such variation.

6.6 Mean Square Error (MSE)

(MSE) is a statistical method to evaluate a hidden quantity. It calculates the
mean of the errors upped to power 2. The error here is the difference between
the observed and predicted values. MSE is a risk function, compatible with
the expected value of the squared error loss [17, 18]. The encrypted text
should have a significant difference with the plain text. This difference is
measured by the mean square error function as in Equation (8):

n—1m-—1

MSE = ST 7 - 5) — 9l — DI ©)

i=0 j=0

Where f is the original database table of length m and g the encrypted
table of length n. if the MSE value > 30 dB, quality variation between the
plain and cipher databases is clear. Table 5 shows the MSE for six encrypted
databases where all values are close to the ideal value so we can conclude
that the difference between cipher and plain data table is evident.

6.7 The Time Complexity for Encryption and Decryption
Algorithms

A very important metric for the measurement of encryption algorithms where
the Time complexity is the number of operations an algorithm performs to
accomplish its task (taking into account that each operation takes the same
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amount of time). The most efficient algorithm is the one that performs tasks
within the smallest number of operations. However, the complexity of time is
also influenced by factors such as the operating system and hardware, but we
will not include them in this discussion.

Let us consider a table of N rows and M columns, then the complexity
of the encryption algorithm will be considered based on the complexity of
the three steps which are Preprocessing step, the Key generation step, and the
Encryption step. The complexity of Preprocessing step is O(1). The complex-
ity of the Key generation step can be calculated first for one iteration which
is O(64) and for N rows will be O(64N). The complexity of the Encryption
step consists of the complexity of the transposition method and substitution
method. The transposition method complexity for a row data of size N is
O(N), but the complexity for M rows in a table will be O(N3). A table’s
substitution method will also be O(N®). The whole encryption complexity of
a table of N rows and M columns is O(1) + O(64N) + O(N?3) + O(N?3) =
0(1) + O(N) + O(N?).

7 Conclusion

In this study paper, a database encryption method was designed depending on
a chaotic two-dimensional functions. The chaotic encryption operations lead
to enhance two properties (diffusion and confusion) which produce highly
secure algorithm. The whole test results proved that high security through its
resistance to the different attacks. The proposed database encryption can be
applied to any type of database administration language such as SQL Server
or Microsoft Access and any size of data. The proposed work treats Arabic
language, which suffers from large lacks in cryptographic techniques, as well
as dealing with English language. Besides that, DTSXA algorithm can treat
individual rows or columns that make it more applicable for diverse users
and diverse organizations. Hence the proposed algorithm has high strength
and efficiency in database encryption.
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