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Abstract

The Internet of Things (IoT) has become an emerging technology and is
expected to connect billions of more devices to the internet in the near
future. With time, more and more devices like wearables, intelligent home
systems, and industrial automation devices are getting connected to the
internet. IoT devices primarily transfer data using wireless communication
networks, introducing more vulnerabilities like man-in-the-middle-attacks
and eavesdropping. These security concerns are customary for any device
communicating over the internet because of its intrinsic open nature. These
problems are usually subdued by conventional cryptographic algorithms used
in typical systems that are power-hungry and computationally intensive,
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making them infeasible to be used in IoT devices since they run on low-
powered chips, limiting performance, memory, and bandwidth. Hence, there
is a requirement to adopt lightweight cryptographic algorithms that can
abate the security issues while using low computational resources, which
is the constraint in the given scenario. Hence, we propose an end-to-end
secured IoT system that ensures the system’s integrity is never compromised
using lightweight cryptographic algorithms. We propose a three-module sys-
tem, where the first module handles user authentication using a time-based
one-time password, the second secures communication using lightweight
enhanced RSA, and the third performs data encryption using Feistel-based
enhanced SIT. This kind of system is designed to deal with security chal-
lenges in IoT devices, ensuring adequate data security while reducing the
computational footprint using lightweight cryptography.

Keywords: IoT, security, time-based authentication, lightweight RSA,
device encryption.

1 Introduction

IoT is slowly becoming an integral part of our daily life. As people use more
and more intelligent devices, which include smartwatches, fitness trackers
that collect personal data to smart home products like smart refrigerators,
locks, fire systems, and security systems that transmit critical data around
the internet. As the cost of connectivity to the internet is getting cheaper
every day, and with accessibility increasing allowing more and more people
to connect to the internet along with their smart devices, contributing to
the growth of IoT technology. These devices are often embedded systems
housing a low-power processor chip that acts as the brains of the system and
is connected to a variety of sensors that collect valuable data. This data can
often be critical and thus raising the question of security threats [1,2]. In order
to maintain the assurance of this technology, it is vital to ensure the security
of such low-power devices. These devices are part of a complex network of
similar devices, exchanging lots of information over the network. Each device
in the network gathers data from their corresponding sensors, ranging from
a temperature sensor that collects home temperature to camera sensors that
monitor traffic. These sensors generate a humongous amount of data, and
this data is communicated between other devices over the internet. Thus, IoT
is changing the landscape of the conventional internet to the next level by
connecting everything to the internet. So, security concerns related to data
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confidentiality, integrity, and authentication must be considered seriously.
These devices must be able to safeguard the privacy of the user data and
should not compromise the integrity of the system. Nevertheless, due to its
nature of openness in terms of connectivity, IoT introduces new security
challenges since it is inherently vulnerable to various threats like information
leakage and unauthorized usages [3, 4]. One backdrop of IoT devices is that
they are prone to physical attacks resulting in exposure of data stores in the
components. Also, IoT devices are most commonly connected via wireless
networking, making them vulnerable to security attacks and unauthorized
access, resulting in data loss, data leakage, and damage to the entire network.
Encryption would solve this problem of data security for regular devices like
computers and smartphones, but using the same cryptographic algorithms for
IoT devices which are embedded systems, is questionable since the hardware
architecture in these devices is more diminutive and low-powered [5, 6].

Hence to address these security concerns, there is a need to use the
appropriate cryptographic algorithms to maintain the integrity of the system.
However, conventional cryptographic algorithms are not suitable for these
smart devices since they are constrained by energy consumption, compu-
tational power, memory utilization, network bandwidth. Hence the crypto-
graphic solutions must be appropriate for low-resource hindered devices,
unlike conventional algorithms that use a lot of energy and computational
power performing many rounds of encryption [7–9].

This paper presents a three-module system to meet the above require-
ments as efficiently and reliably as possible. The proposal is to implement
various lightweight cryptographic encryption and security algorithms so that
the data being transferred between these IoT devices is secure and not
vulnerable to breaches. The main focus is to implement these algorithms
into one shared platform for all IoT devices, from secure authentication to
data encryption. This paper is organized as follows, Section 2 provides an
incisive review on the related works on existing authentication, lightweight
cryptographic algorithms centered around low powered devices. The pro-
posed end-to-end system architecture overview, algorithms for the proposed
systems are described in Section 3. Results and discussions are put forth in
Section 4 with the conclusion followed up in Section 5.

2 Related Work

In this section, we discuss the existing authentication and lightweight
cryptographic algorithms for user authentication, secure key-exchange over
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unsecure communication channels and encryption algorithms that are
designed for low power embedded devices used in IoT systems. We also
outline the various issues, drawbacks and challenges in the implementation
of these algorithms.

Most of the secure authentication mechanisms in recent times often
adopt a time based, one-time password system [10, 11]. In such a time-
based One Time Password (OTP) authentication system as used in [12], the
implementation is accomplished at the application level. Two applications,
a server application that is running and a client application, are used in the
entire process. The server application keeps accepting connection requests,
and when a connection request from a client is sent to the server, it gets
accepted and connects to the server. The client application first needs to go
through a one-time registration process with the server application in order to
get itself registered in the server database. The pre-shared secret key used to
generate the TOTP is now shared between the client and server, enabling both
to generate the same OTP independently. Once this process is done, the client
application can use this secret key and the present timestamp at which the
TOTP is triggered to generate the current TOTP that is used to establish an
authenticated connection. The authors have used the time-based OTP for the
secure authentication over the Transport Layer Security (TLS)/Secure Sock-
ets Layer (SSL) tunnel using Secure Hash Algorithm (SHA) based hashing
and a two-fish encryption algorithm to add a higher level of security [13]. The
drawbacks are that secret keys at the registration process are exchanged using
two fish encryption algorithms that are more vulnerable to brute force attacks.
Also, the server does not take into consideration the device from which the
connection is established, making it vulnerable to spoofing attackers made
my attacker who could have managed to break into the network.

Shivraj et al. [14] proposed an end-to-end authentication in low-power
IoT devices using an OTP-based algorithm that is lightweight yet reliable and
scalable using the concept of Identity-based elliptic curve cryptography. In
this proposed methodology, a client device first requests the respective server
application to generate OTP. The server responds to the request by generating
OTP and then shares this to the request remote device. For the client appli-
cation to get authenticated, it must first submit its basic credentials, login,
and password, and then the OTP to the server application. The server device
verifies the received credentials and then proceeds to perform OTP validation.
The algorithm first generates two dissimilar integral prime numbers p and q
using super-singular elliptic curve, torsion point, and a secret key as given
in [14]. The device with device id Dev-id obtains a public key, which is a
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torsion point on elliptic curve PDev-id, and a private key Dev-id, which is also
a torsion point. In the validate phase, the client device communicates with the
server application submitting to the OTP request, and the server then validates
the OTP received from the client with the one generated by itself. Upon
successful validation, it accomplishes the job of authentication between the
client device and the remote server. The proposal also includes optimizations
in the computation of various cryptographic parameters over the elliptic curve
and makes the scheme more lightweight. Thus, using OTP in conjunction
with existing authentication techniques is adequate and necessary to abate
the security threats outlined. The drawbacks are that OTPs are generated on
the server and sent to the user, thus relying on external infrastructure to get
the OTP [15].

Lightweight RSA algorithm using three prime numbers proposed by
Zaid et al. [16] utilizes three primes rather than two prime standard RSA
algorithms. The first public key is generated and published from the intended
client where the message is originated. The public key published is used to
encrypt the plain text, and this cipher can only be decrypted by using the
private only, which is not disclosed. The public key open to everyone cannot
be used to decrypt the transmitted message making the transmission secure,
enabling the exchange of messages in a secure way maintaining data privacy.
The methodology proposed is an improvement to the existing RSA algorithm
in terms of speed in key generation and decryption. This proposal [16] takes
advantage of three prime numbers and the concept of the Chinese Reminder
Theorem. A new prime number was added to the algorithm making the
process of factorization a little bit easier, reducing the time taken for key
generation. This added component increases the complexity of the algorithm,
making the analysis of factorizing the Euler’s totient much more complex
than the traditional algorithm that uses two primes. This method not only
reduces the time for generation, but it also has the added benefit of enhancing
the algorithm by protecting it from a few attacks, namely timing attack,
modulus attack, plaintext attack, ciphertext attack [17]. The shortcoming
being, while the suggested modified RSA method is faster than the standard
RSA algorithm, especially when considering key generation and decryption
phases, but it does not speed up the process of encryption significantly
enough, compromising its efficiency a little bit.

The Elliptic Curve based Diffie-Hellman (ECDH) Key Exchange scheme
proposed in [18] focuses on encryption and decryption algorithms that are
lightweight and low-power consuming algorithms yet at the same time robust
and secure. Also, the paper proposed some enhancements in the computation
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process of the ECDH Key Exchange. This kind of key exchange on an
unsecured channel using elliptic curves is widely used, and use usually
uses the Diffie-Hellman Key agreement mechanism to exchange the keys.
This public-key cryptography, when compared to others like RSA, offers
the same security while using smaller keys lowering the power consumption
and reducing the computational load on the system generating the keys. This
allows calculations with much more speed and also uses low memory. Elliptic
Curve Cryptography (ECC) utilizes an elliptic curve defined over a finite field
Fq, which and contains the affine points (x, y) and Fq ⊕ Fq that satisfy the
Weierstrass equation. Starting with a number q, which could be a prime or
one that satisfies the 2m and two parameters for the elliptic curve, namely a
and b. These values define the elliptic curve equation Eq(a, b). After forming
the equation, a base point (x1, y1) in Eq(a, b). A small positive integer that
satisfies n · G = 0 of order n. The calculation of finding the modulus
of a fractional number is a little harder, but an easy and simple method is
proposed. Thus, the proposed methodology was found to be better than other
comparisons made, consuming low power but robust. The main challenge in
the proposed lightweight Elliptic Curve Diffie-Hellman Key Exchange is the
complexity of the operations involved and the difficulty of implementing it
securely, particularly the standard curves.

Symmetric encryption algorithms are usually based on block cipher or
stream cipher. Bit-by-bit encryption is performed while using a stream cipher,
whereas a group of bits (block) is considered before encryption. Block
ciphers have higher computational throughput, hence preferred the most. The
Tiny encryption algorithm [19] is a block cipher algorithm, and it is one of
the most efficient and straightforward algorithms used for data encryption.
Moreover, the algorithm is designed following the memory constraints in IoT
devices and have Shannon’s properties of complete confusion and discus-
sion by implementing substitution and permutation boxes. Tiny Encryption
Algorithm takes 64 data bits using a 128-bit key with 32 rounds. From the
previous rounds, left and right inputs are derived, and from the 128-bit key,
a subkey is derived. In each round, delta multiples are used where delta is a
constant, which is 2654435769, and to ensure subkeys used in each round are
different golden ratio is used. In the Tiny Encryption Algorithm, the plaintext
is split into two halves, and the subkey will be applied to one half in the
round function F. Then, the output of the F function will be XORed against
another half before the two halves are swapped. This pattern is similar to all
the rounds except the last one. The algorithm consists of dual bit shifting,
which mixes data regularly, and XOR and ADD operations provide diffusion
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and confusion for the secure block cipher. TEA has a few weaknesses. It
experiences identical keys attack that is each key is equal to three others. The
related-key attack is also a danger for tiny encryption.

The Simon cipher proposed by Beaulieu et al. [20] is based on performing
simple mathematical operations during the cryptographic computation that
primarily uses a block cipher algorithm. Utilize the following procedures
on the n-bit word: Bitwise Adding, Bitwise XOR, right circular shift, and
Bitwise left for encryption and decryption. The block’s upper and lower
words are xi+1 and xi, which is a bit word. The initial input consists of these
two words which is called plain text. As bitwise XORing, bitwise ANDing
and left circular shift operation are performed in round function. Circular
shifting and bitwise AND operations are performed in every round on the
upper word, and it is XORed with the lower word and the round key. As a
result, its value is shifted to the lower word. Until the given number of rounds
is reached, round functions continue to run repeatedly. Round functions
continue to run until the specified number of rounds are reached [20]. Simon
block cipher has a few weaknesses. Known-key distinguishing attack model
is one major issue with Simon block cipher, and related-key attacks have a
fair chance of breaking into the encryption of Simon block cipher.

Secure IoT (SIT) presented in [21, 22] is a lightweight encryption algo-
rithm that takes 64-bit plain text as an input and outputs a 64-bit ciphertext.
The algorithm is based on a symmetric key cryptography, and it consists of
five encryption rounds. It has various mathematical functions in each round to
achieve Shannon properties of both confusion and diffusion. The given algo-
rithm consists of only five rounds. It is energy efficient, and the algorithm uses
the feistel network of permutation and substitution functions to create enough
randomness in the data to face the attacks. In symmetric key algorithms, the
key generation is a necessary process. The key generation involves complex
mathematical operations as the encryption algorithm consists of five rounds,
and a separate key is used for each round. The proposed algorithm takes an
input of 64 bits of data and a key for the data encryption. The key used
to encrypt the data is taken from the user as input. Then expansion block
will be given the user key as input. In the key expansion procedure, several
operations create confusion and diffusion required to confront attacks and
finally generate five different keys, each of 16 bits. The generated keys are
used in each round of the encryption process, and these are good enough
to stay the same through an attack. The key expansion structure consists
of several F functions, ensuring sufficient shuffling of bits to ensure no
dependency between input keys. Thus SIT employs a combination of feistel
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based and uniform substitution-permutation to provide enhanced security for
data in IoT devices using lower computational resources.

3 Methodology

The proposed system architecture consists of three basic modules as shown
in Figure 1 one handles authentication, another secures the communication
channel, and another ensures that data privacy is not compromised through
device encryption. The authentication module uses Time-based OTP as a
multi-factor authentication method in addition to a traditional ID and pass-
word. The Data Encryption module implements a lightweight symmetric key
cryptography used for data encryption for both storage and transmission.
The symmetric key is exchanged using a lightweight RSA algorithm suit-
able for IoT devices. This kind of system is designed to deal with security
challenges in IoT devices, ensuring adequate security to the data at the
same time reducing the computational footprint with the use of lightweight
cryptography.

3.1 User Authentication using Time-based One-time Password
(OTP)

Password is considered to be the weakest in any information security system
and is the most vulnerable and can be easily cracked. However, this prob-
lem has been around for a while, and this process of authentication using

Figure 1 Proposed secure IoT system architecture.
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passwords can be further strengthened by using multi-factor authentication
such as one-time password based authentication. One such type of OTP-
based authentication is time-based OTP. Here, authentication between the
client and server depends on a pre-shared secret key that could be exchanged
between the client and server using public-key cryptography if it was not
done previously. Conventional OTP’s are usually generated on the server and
are then sent to the client utilizing SMS or email, but in this time-based one-
time password, both the server and the client can generate the OTP using the
pre-shared key and the timestamp at which the OTP was generated. These
time-based OTPs are valid only for a specific interval of time and expire after
that time interval for greater security. This process is represented as a flow
diagram as shown in Figure 2 and Algorithm 1.

HMAC-based One-time Password algorithm (HOTP) is a token and a
pre-shared symmetric key-based validation algorithm that generates a one-
time password. Each time an OTP is requested, the token count increases

Figure 2 TOTP generation basic flow diagram.

Tunix : number of seconds elapsed since Unix Epoch time
Tc : number of time steps elapsed since Unix Epoch time
ts : time step in seconds, default is 30sec
Psk,K : pre-shared secret key
m : message to be hashed using key K
SHA-1 : cryptographic hash function
nd : number of digits required in the OTP

1: ts← 30

2: Tc = bTunix/tsc
3: TOTP = HOTP(Psk, Tc)

4: HOTP(K,C) = Truncate(HMAC (K,C))

5: HMAC(K,m) = SHA-1((K ⊕ opad) ‖ SHA-1((K ⊕ ipad) ‖ m))
opad← 0x5c, ipad← 0x36

6: TOTP = TOTP (mod 10nd)

Algorithm 1 T-OTP generation



86 V. N. H. Kollipara et al.

and HMAC SHA1 is performed, generating a 160-bit output which is then
truncated and a 4-byte binary code is extracted from the truncated output.

Introducing an efficient, lightweight encryption algorithm can make the
authentication process more secure. Furthermore, the International Mobile
Equipment Identity (IMEI) number of the client device could be associated
with the secret key by signing it with the IMEI number, thus prevents
unauthorized access by any attackers who managed to break into the network
as they need the physical device to authenticate. Thus, the proposed authen-
tication system adds an extra layer of security to the existing password stack
by leveraging the T-OTP algorithm to generate one-time passwords.

3.2 Key Exchange in Unsecured Channel using Lightweight RSA

This type of key exchange security mechanism is commonly known as public-
key cryptography. This mechanism uses two different types of keys, one
public key, which is published and can be seen by everyone, and another
private, which is stored secretly by the publisher. First, the sender views
the published public key, encrypts the plain text, and sends the ciphertext
to the receiver who generated the keys. The receiver decrypts the ciphertext
using the secret private key that is not disclosed anywhere into plain text. The
ciphertext the sender sends can only be decrypted by using the private key to
maintain the confidentiality of the transmitted message. Since the information
disclosed by the public key is not enough is decrypt the ciphertext, this
mechanism is widely used for key exchange in a protected manner over
an unsecured channel. One such algorithm is RSA which uses public-key
cryptography.

The proposed Algorithm 2 is a modification of the standard algorithm,
which usually uses only two primes, but here we use three prime numbers.
This proposal takes advantage of three prime numbers and the concept of
the Chinese Reminder Theorem to provide speedup enhancement on on
key generation and decryption part of the algorithm. The key idea is that
factorizing the large prime number N used in the algorithm and getting back
the original numbers p, q, r is very hard since there exist no algorithm that
could perform this task in reasonable amount of time, increasing the strength
of the algorithm. Figure 3 below shows the block diagram of key generation,
encryption and decryption, all the steps involved in the algorithm.

Also, this enhancement prevents the algorithm from a few known attacks
along the way. A new prime number added to the algorithm increases its
complexity but reduce the computational time, increasing the algorithm’s
security as it is much harder to analyze the patterns and perform attacks.
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p, q, r : prime numbers chosen at random
φ : Euler’s Totient
GCD : Greatest Common Divisor
Kpublic : Public Key
Kprivate : Private Key
M : Plain text
Cm : Cipher Text

Key Generation

1: N = p× q × r
2: φ(N) = (p− 1)× (q − 1)× (r − 1)

3: Choose e such that 1 < e < φ(N), GCD(e, φ(N)) = 1

4: Compute d where e× d = 1 mod φ(N)
5: Compute dp where e× dp = 1 mod (p− 1)

dq where e× dq = 1 mod (q − 1)

6: Compute Qin where q ×Qin = 1 mod p if p > q
p×Qin = 1 mod q if q > p

7: Public Key, Kpublic = (e,N)

8: Private Key, Kprivate = (Qin, dp, dq, p, q)

Encryption

1: Cipher Text, Cm =Me mod N

Decryption

1: Ma = Cdp mod p
2: Mb = Cdq mod q
3: h = (Qin × (Ma −Mb)) mod p
4: M =Mb + (h× q)

Algorithm 2 Lightweight RSA

Figure 3 Lightweight RSA key generation, encryption, decryption.
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3.3 Hybrid User Authentication using T-OTP and Lightweight
Enhanced RSA Key Exchange

Authentication in an insecure environment is quite a challenging task. Here
we take a hybrid approach of using both lightweight RSA and T-OTP
algorithms (Algorithm 3). Basically, the RSA algorithm is used to generate
public and private keys, where the public keys are used to encrypt the client
credentials and one-time password, and the private key is used to decrypt the
cipher text back to plain text on the server thus protecting the data in transit.
The detailed process that takes place to achieve this is mentioned below and
depicted in Figure 4.

3.4 Feistel Based Enhanced SIT for Data Encryption

This SIT algorithm is a type of encryption algorithm that is considered
lightweight cryptography. These algorithms are designed for implementation
in a constrained environment as the application involves an IoT device.

Kpublic : Public keys generated using RSA used to encrypt data on client-side
Kprivate : Private keys used to decrypt cipher text received on server-side
Cid, Cpassword : Basic credentials from client
Cct : Cipher text generated from plain text on client-side
2FA : Two-Factor Authentication
Cotp : One-time password generated by the client
Cpsk: Pre-shared secret key used to generate the T-OTP

1: Client initiates Authentication request
2: Server generates (Kpublic,Kprivate) using RSA to secure the channel

Server publishes Kpublic

3: Client encrypts the user credentials (Cid, Cpassword) using Kpublic

Client submits the cipher text Cct back to the server
4: Server decrypts Cct using Kprivate and verifies the credentials and requests for 2FA

using T-OTP.
5: Client generates one-time password Cotp using T-OTP algorithm, and encrypts using

Kpublic again. Then, Client submits encrypted T-OTP back to the server.
6: Server also generates T-OTP using Cpsk simultaneously
7: Server decrypts Cotp using Kprivate received from client
8: If Cotp is valid

Client is authenticated successfully and connection is established
9: Else

Client is denied authentication after certain number of incorrect OTP

Algorithm 3 Secure Authentication in insecure communication channel
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Figure 4 User Authentication using T-OTP and Lightweight RSA.

Memory size and energy consumption are important factors to be considered.
The proposed algorithm takes 128-bit plain text and uses five-round encryp-
tion to encrypt the data, and each round uses a unique key generated from
the key expansion block. As the algorithm consists only of five rounds and
128-bit data encryption, it is ideally suited for IoT devices’ security.

3.4.1 Key generation
Key generation is one of the critical steps in the SIT algorithm. The gener-
ation of keys is done through various complex mathematical operations and
the shuffling of bits. SIT algorithm is a Feistel based encryption algorithm,
and in Feistel structure, each round requires a separate key. The encryption
and decryption of the above algorithm have five rounds. Therefore, it requires
five different keys. The initial input of a 64-bit cipher key is taken as input,
and this key can be used for further key expansion.

• The given input 128-bit key is divided into 16 parts, each of 8-bit
• Then, an initial substitution is performed on the parts of the cipher key

to send these bits to the f function, which operates on 32-bit data.

1. Kb1f = Kc0 +Ko4 +Kc8 +Kc12
2. Kb2f = Kc1 +Kc5 +Kc9 +Ke13
3. Kb3f = Kc2 +Kc6 +Kc10 +Ke14
4. Kb4f = Kc3 +Kc7 +Kc11 +Kc15
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Table 1 Notations
Notation Function
⊕ XOR
� XNOR
++ Concatenation

Table 2 P table
Kci 0 1 2 3 4 5 6 7 8 9 A B C D E F

P (Kci) 3 F E 0 5 4 B C D A 9 6 7 8 2 1

Table 3 Q table
Kci 0 1 2 3 4 5 6 7 8 9 A B C D E F

Q(Kci) 9 E 5 6 A 2 3 C F 0 4 D 7 B 1 8

• The f-function in the key expansion architecture consists of P and Q
tables, which results in Shannon properties of confusion and diffusion.

• The output of F-function Kaif, which is 16-bit, is written as a 4x4
matrix utilizing splitting into multiple rows. These four matrices are
Km1,Km2,Km3,Km4.

• The round keys, K1,K2,K3,K4 are obtained from these matrices
where 16-bits are transformed, and the arrangements of these bits can
be observed from the block diagram.

1. K1 = a4++a3++a2++a1++a5++a6++a7++a8+a12+
+a11 ++a10 ++a9 ++a13 ++a14 ++a15 ++a16

2. K2 = b1 + +b5 + +b9 + +b13 + +b14 + +b10 + +b6 + +b2 +
+b3 ++b7 ++b11 ++b15 ++b16 ++b12 ++b8 ++b4

3. K3 = c1++c2++c3++c4++c8++c7++c6++c5++c9+
+c10 ++c11 ++c12 ++c16 ++c15 ++c14 ++c13

4. K4 = d13 ++d9 ++d5 ++d1 ++d2 ++d6 ++d10 ++d14 +
+d15 ++d11 ++d7 ++d3 ++d4 ++d8 ++d12 ++d16

5. K5 = K1⊕K2⊕K3⊕K4

3.4.2 Encryption
After generating five-round keys, the encryption algorithm consists of left-
shifting of bits and swapping groups of 32 bits and substitution.

• The given input 128-bit key is divided into four segments, each of 32
bits.
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Figure 5 Key expansion flow diagram.

Figure 6 Key expansion Transformation function.
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• To remove the data originality, the operation is applied at the end of each
round swapping.

• Bitwise XNOR is performed between the key generated for each round
and Px0−31, and the same is applied on the respective round key and
Px96−127 resulting in Ro11 and Ro14. The output of the above opera-
tions is then passed into f-function resulting in Efl1 and Efr1, and then
Bitwise XOR function is applied between Efl1 & Px64−95 to obtain
Ro12 and Efr1 & Px32−63 to obtain Ro13.

• Finally, shuffling of adjacent 32 bits are done

Roi,j =


Pxi,j �Ki; j = 1&4

Pxi,j+1 ⊕ Efli; j = 2

Pxi,j−1 ⊕ Efri; j = 3

(1)

• The above steps are repeated for the other rounds. Results of the last
round are combined to get cipher text. Ciphertext = R51 + +R52 +
+R+ 53 + +R54

4 Results and Discussion

Passwords are weak and can be cracked or obtained by some or other attacks
like phishing attacks. One-time password-based systems can increase security
by acting as a two-factor authentication system that validates the OTP user
enters with the server, generated after validating the password. The added
advantage of time-based OTP is that they are not dependent on any external
infrastructure like SMS or email, which requires internet connectivity which
might compromise the integrity of the system due to the fault of the service
on which the OTP is reliant, like sim spoofing. Since T-OTPs are based
on timestamps and expire after a certain period. Thus making it almost
impossible for an intruder to gain unauthorized access. The time interval can
be narrowed down to increase the network’s security.

The enhanced key exchange security mechanism using RSA increases the
speed of key generation, decryption of ciphertext, and very marginal improve-
ments in encryption of plain text. This algorithm provides the same security
mechanism of key exchange but for a low computational cost making it ideal
for low-powered IoT devices. Even though being a lightweight algorithm, it
does not compromise the security in any way, allowing for passing keys over
an unsecured communication channel. With the utilization of three integral
primes and the Chinese remainder theorem, more speed of key generation
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Figure 7 Flow diagram of each round in encryption.
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Figure 8 Encryption flow diagram.

Table 4 Encryption and decryption time
Filesize Encryption Time (ms) Decryption Time (ms)

8KB 179 ± 1.2 177 ± 1.11
12KB 267 ± 1.77 263 ± 1.62
24KB 551 ± 2.91 534 ± 2.55
64KB 1450 ± 3.51 1420 ± 3.29
128KB 2890 ± 21.6 2810 ± 18.87
256KB 5770 ± 28.4 5730 ± 24.59

and decryption than standard RSA is achieved. Also another advantage is the
prevention of attacks involving mathematical factorization since the addition
of the third prime adds complexity to the algorithm making it much more
challenging to factorize and get back the originally considered primes. It
also prevents various other attacks, namely timing attack, modulus attack,
plaintext attack, and ciphertext attack.

This SIT encryption algorithm is well suited for the data security of
IoT devices as the proposed algorithm relates to the category of lightweight
cryptography. It ensures minimum memory and energy consumption. This
algorithm provides the same security level as other encryption algorithms
but with a low computational cost suited for IoT devices. Even though the
algorithm only consists of only five rounds of encryption, it ensures sufficient
confusion and diffusion of Shannon’s properties for ideal security. The SIT
algorithm overcomes weak keys as the algorithm does not use the actual key
in the encryption process. Instead, it is first XOR-ed and then passed into an
f-function. In the f-function, sufficient confusion and diffusion are created to
diminish the bias in selecting a key. It also overcomes the problem of related
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keys. The given algorithm’s key expansion is fast and non-linear diffusion of
cipher key difference of that rounds. The presented algorithm can also stand
against some well-known attacks known as Interpolation and square attacks.

5 Conclusion

The proposed three-module system implements user authentication using
time-based OTP, exchanges keys in unsecured communication channel using
a lightweight RSA algorithm using three prime numbers, and finally, data
encryption using SIT algorithm. These modules form an end-to-end secured
IoT system that ensures the security of the system is never compromised
using lightweight cryptographic algorithms. This end-to-end security solution
can be adapted to any low-power IoT device to communicate over the internet
securely. Thus, the proposed lightweight algorithms are suitable solutions
to the current security challenges faced by IoT devices. The proposed sys-
tem combines multiple lightweight cryptographic solutions into one shared
platform, from secure authentication to data encryption for transmission and
storage, ensuring end-to-end security for IoT devices.
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