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Abstract

Wireless sensor network (WSN) is the Internet of Things by a large number of
sensors in the external physical environment to obtain data information, and
use wireless communication technology to provide users with information
transmission services. At this stage, communication and security mechanisms
are the main problems faced by WSN. This is because most of the existing
sensors are powered by batteries with very limited energy, and most of them
are deployed in an outdoor open environment, which is easy to be captured
as a malicious node. Network attacks. However, the existing malicious node
detection methods have shortcomings such as low efficiency, high energy
consumption, and insufficient performance. Therefore, this paper proposes a
WSN malicious node intrusion detection method based on genetic algorithm
optimization of LEACH hierarchical routing protocol. Based on the opti-
mization of the LEACH protocol by genetic algorithm, the method integrates
the reputation evaluation mechanism, and screens and eliminates malicious
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nodes by calculating direct reputation, indirect reputation and comprehensive
reputation, thereby ensuring the safe operation of WSN. The simulation
results show that this method can effectively resist the attack of malicious
nodes on WSN, and has obvious advantages over other methods.

Keywords: Intrusion detection, malicious node, reputation assessment,
WSN.

1 Introduction

With the rapid progress of computer technology, wireless communication
technology and sensor technology, the Internet of Things (IoT) has gradually
been widely used in many fields [1]. An important condition for IoT oper-
ation is to establish a reliable perception system with the external physical
environment, which is mainly achieved through WSN [2]. WSN contains
a large number of sensor nodes. Through the sensing function of nodes,
the information of external physical objects can be obtained, and wireless
communication technology is used to realize information exchange between
nodes and user-oriented information services [3]. The sensor nodes of WSN
are generally deployed in an outdoor open environment and rely on battery
power. Therefore, the data transmission efficiency and energy saving need
to be improved. In addition, there are great security risks. In addition to
external network attacks such as replay attacks and denial of service, there
are also malicious node attacks from inside the network, which cause great
harm to user information privacy and security [4]. Restricted by factors
such as environment and energy consumption, the detection and defense
of malicious nodes face great challenges, and it is extremely important
to design an efficient and energy-saving malicious node detection method.
To this end, the research introduces a reputation evaluation mechanism into
the routing protocol based on genetic algorithm optimization, and judges
malicious nodes and normal nodes according to the node’s reputation score,
so as to identify and eliminate malicious nodes and ensure the safe operation
of WSN.

2 Related Works

The Internet of Things is a typical representative of the new generation of
information technology, and its core technology is wireless sensor networks.
Many other Internet of Things-related branches depend on the development
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of WSN technology. Therefore, strengthening the research on WSN is of
great significance to promote the development of the Internet of Things
industry. At present, designing a high-efficiency and energy-saving WSN
defense mechanism is an urgent problem to be solved, and many researchers
have conducted in-depth discussions on it. Cryptography is a commonly
used data protection technology in WSN, but it is difficult to resist attacks
inside the network, and it needs to consume a lot of energy for a large
number of calculations [5]. Trust management has shown good results in
protecting WSN user privacy and information security, and can be used as
an effective complement to cryptography. Therefore, many scholars design
WSN defense mechanisms from the perspective of trust security [6]. Khan
et al. used the trust model to calculate the trust value of nodes, and designed a
WSN cluster head selection method based on biological inspiration and trust
model. The simulation results show that the average trust value of cluster
heads selected by this method is very high [7]. Nr et al. pointed out that
the trust management method used in large-scale WSN is difficult to meet
the requirements of security and reliability in practical applications. A new
comprehensive trust estimation method is proposed to achieve effective trust
estimation and malicious node identification. The experimental results show
that the scheme has good performance in cost saving and malicious node
detection [8]. Goyat et al. introduced a new trust mechanism into the LEACH
protocol to judge the trust value and security of watermark nodes. The simu-
lation results show that this method can effectively resist internal attacks and
node tampering [9]. Liu et al. designed a secure positioning framework by
using the trust mechanism. Based on the calculation of the trust degree of
each node, the positioning is carried out, and the corresponding weights are
dynamically updated. Simulation experiments show that this scheme is better
than the existing algorithms in positioning accuracy, malicious detection
efficiency and false detection rate have been significantly improved [10].

Nunoo-Mensah and others designed a real-time monitoring mechanism
of trust behavior using game theory, and then conducted trust evaluation on
this basis, and integrated the whole mechanism into the routing protocol.
The simulation results show that the trust mechanism can effectively reduce
energy consumption and improve the security protection efficiency compared
with the traditional trust evaluation scheme [11]. Sajwan and others believe
that the trust assessment methods in WSN can be divided into three types:
social incentives, biological incentives and analytical methods, among which
analytical methods (probability, fuzzy, etc.) are more important than the
other two methods in the design of WSN trust assessment mechanism more
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common [12]. Anwar adopted the Bayesian method to collect the direct and
indirect trust values of nodes, and examined the correlation of historical
data, thereby eliminating malicious nodes in the network. Compared with
the previous scheme, the malicious node detection rate of this method was
higher, with lower latency and higher network throughput [13]. Liu pointed
out that the existing trust evaluation mechanism needs to be improved in
terms of computing speed, energy saving and anti-cooperative attack. There-
fore, a WSN trust computing scheme based on cross-validation is proposed.
Theoretical and experimental analysis shows that this method can improve
the computing speed. At the same time, it can effectively save energy, and can
effectively resist the cooperative attack of malicious nodes [14]. Liu and Lu
et al. introduced the secure boot model and BDRM in the routing protocol,
and proposed a secure routing protocol integrating trust evaluation mecha-
nism. The experimental results show that the protocol can effectively reduce
packet loss while improving data transmission efficiency rate and energy
consumption [15]. Jiang and others pointed out that the traditional trust mech-
anism is subject to the characteristics of the underwater environment, and for
this purpose, an underwater WSN trust evaluation and update mechanism
was designed using the C4.5 decision tree algorithm. The decision tree is
trained by collecting trust evidence, and the reward and punishment factor is
introduced to update the trust value in real time. In a dynamic environment,
the malicious node detection and energy saving performance of this method
are better than traditional algorithms [16].

WSN is vulnerable to both internal and external security threats, and
because of its complex and changeable operating environment and limita-
tions in transmission power and node energy, the detection and defense of
network attacks face great challenges. Traditional cryptography methods are
difficult to resist the internal attacks of malicious nodes. In the existing
research related to trust management, the constraints of the WSN operating
environment have not been fully considered, and the processing capability of
large-scale data needs to be improved, and machine learning algorithms are
introduced. will increase the resource load. Therefore, the research uses the
genetic algorithm to optimize the design of the WSN layered routing protocol
to reduce network energy consumption and ensure the effect of intrusion
detection, and then introduce a reputation evaluation mechanism into the pro-
tocol to effectively identify malicious nodes, resist internal network attacks,
and improve WSN safety performance.
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3 Design of WSN Intrusion Detection Method Using
Reputation Evaluation Mechanism

3.1 WSN Energy-saving Routing Protocol Design

The energy of WSN data transmission nodes is limited. If the transmission
process consumes a lot of energy, it will interfere with the normal operation
of the network and affect the effect of the intrusion detection system [17].
Therefore, it is necessary to design a reasonable routing protocol to reduce
the energy consumption of the data transmission process and ensure the per-
formance of the WSN intrusion detection system. There are various defects
in traditional routing protocols, and it is difficult to achieve the low energy
consumption goal of WSN. Therefore, GA is used to improve the Low Energy
Adaptive Clustering Hierarchy (LEACH) protocol, and a hierarchical energy
saving method is proposed. Routing Protocol. GA was originally generated
from the simulation of population evolution in the natural environment, and
has now become an optimization algorithm widely used in various fields [18].
GA is a global search algorithm that is easy to implement, has strong
adaptability and high robustness, and its main process is shown in Figure 1.

The wireless communication energy consumption model adopts the first-
order radio model, which mainly includes two ports of data transmission and
data reception. The energy consumption of the sender when sending l bit data
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Figure 1 Flowchart of GA.
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is Es(l, d) shown in formula (1).

Es(l, d) =


lEelec + ldfsd

2 d < D

lEelec + ldmpd
2 d > D

D =

√
dfs
dmp

(1)

Formula (1), it Eelec represents the energy consumption value per 1 bit
of data sent, represents the δfs constant of the free space model, represents
the δmp constant of the multipath fading model, D represents the distance
threshold of the two models, and d represents the distance between nodes.
The energy consumption of the receiving end to receive l bit data is shown in
formula (2). {

Er(l) = lEelec

Ep(l) = lEpa

(2)

Formula (2), it Er(l) represents the energy consumption of receiving
data, Ep(l) represents the energy consumption of data aggregation, and Epa

represents the energy consumption value of each 1-bit data received by the
cluster head. In the LEACH protocol, there is a problem that the random
selection of cluster head nodes leads to excessive energy consumption. In
order to solve this problem, combined with the genetic algorithm, the energy
and position of the nodes are investigated when selecting the cluster head
nodes, and the single-hop-multiple Hop combined transmission strategy.
Firstly, a data transmission environment is assumed as follows: (1) a sensor
is randomly distributed in a square area with a width of (3) The sending node
can adjust the power according to the distance between the two ends, and
the receiving node analyzes the position of the sending node according to
the signal; (4) The sensor uses time division multiple access (Time division
multiple access), TDMA) time slot adjustment working state; (5) The base
station node is not limited. In the initial stage of the network, the LEACH
algorithm traverses all sensor node information according to the base station
node signal, and then sends it to the base station node, which saves all
the information, and thus constructs a virtual network topology. The GA
algorithm is introduced in the clustering stage, and three fitness functions are
established according to the cluster head distribution, node distance and data
transmission distance. The first part is the ratio of the mean residual energy
of all nodes of the individual to the mean residual energy of surviving nodes,
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as shown in formula (3).

f1 =

1
H

∑H
i=1E

n
CH (i)

1
M

(∑H
i=1E

n
CH (i) +

∑M−H
j=1 EnCM (j)

) (3)

Formula (3),H represents the total number of cluster head nodes, f2 = −
represents the number of surviving nodes, CH (i) represents n the cluster
head node of the first round, and its residual energy is EnCH (i), CM (j)

represents n the ordinary node of the first round, and its residual energy is
EnCM (j). The second part is the ratio of the distance between the cluster head
node and the distance between the cluster head node and the common node,
as shown in formula (4).

f2 =

∑H
i=1,j=1,i 6=j d(CH i,CH j)∑M−H

i=1 d(CH i,CH i)
(4)

Formula (4), it d(CH i,CH j) represents the distance between the cluster
head node and the distance between the d(CH i,CH i) cluster head node and
the common nodes in the cluster. The third part is the data transmission delay
determined by the data transmission distance, as shown in formula (5).

f3 = max(ni + 1) i = 1, 2, 3, . . . ,H (5)

Formula (5), it ni represents i the number of nodes in the cluster.
The calculation function of the fitness obtained by the three-part weighted
calculation is shown in formula (6).

F = γ1f1 + γ2f2 + γ3f3 (6)

Formula (6), γ1, γ2, γ3 represent the corresponding weight coefficients of
each part, and γ1+γ2+γ3 = 1. After the fitness value is calculated according
to the function, the “roulette” method is used for selection operation to
generate a new genetic population. Under the “roulette” method, the fitness
value of an individual Gp(ind) has a direct impact on its genetic probability,
as shown in formula (7).

Gp(ind) =
Fj∑C
j=1 Fj

(7)

Formula (7), it Fj represents Gp(ind) the fitness of the individual and C
represents the size of the population. After selecting genetic individuals, the
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method of single-point crossover is used to randomly determine the crossover
point of chromosomes, and the genes on both sides of the crossover point are
exchanged, and the crossover probability is Pc [19]. Then, the chromosome is
mutated to generate new genetic individuals. The main method is to invert a
random gene according to the probability, which is expressed as the exchange
of cluster head nodes and non-cluster head nodes. In the final stage of
clustering, all nodes are called members of a cluster, and each cluster head
allocates time division multiple access time slots. At this stage, the cluster
head node judges its own identity according to the id, and then broadcasts its
own information. The ordinary node will receive the signal broadcast by the
cluster head node, and analyze the signal strength and distance respectively,
and join the optimal clustering based on this. After clustering, the informa-
tion transmission within the cluster is completed, and then the information
transmission between different clusters is carried out. This process of the tra-
ditional LEACH protocol adopts a single-hop method. The distance between
some clusters is too large, which leads to excessive energy consumption,
which leads to death. The number of nodes increases [20]. Therefore, the
use of multi-hop mode for information transmission between clusters with a
long distance can effectively reduce energy consumption. The cluster head
node selects the backup path node according to the distance between the
adjacent cluster head and the base station node, and the distance is greater
than the removal criterion. The selection criterion is f(CH i) shown in
formula (8).

f(CH i) = α1
ECH i

E′
+ α2

(
1− MCH i∑H

h=1MCH i

)

+ α3
d(CH j ,BS )2

d(CH j ,CH i)2 + d(CH j ,BS )2
(8)

Formula (8), α1, α2, α3 represent the corresponding weights, and α1 +
α2 + α3 = 1 the values are all non-zero positive real numbers less than 1,
MCH i representing the number of surviving nodes in B( ) the cluster in
this round, representing the CH i number of clusters, E′ representing the
energy value of the node before data transmission, which CH j indicates the
starting cluster head node of data transmission. The node with the largest
value according to formula (8) is selected as the node for the next hop, thereby
determining the optimal path to the base station node, and realizing the data
transmission oriented to the base station.
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Figure 2 Structure of reputation mechanism.

3.2 Design of WSN Node Reputation Evaluation Mechanism

In order to strengthen the security of WSN, a reputation mechanism is intro-
duced into the routing protocol for improvement, and the malicious nodes can
be effectively identified by deleting nodes with low reputation points. Calcu-
lating the reputation score of a node through reputation evaluation is the key
to the reputation mechanism. This process is divided into two aspects: direct
evaluation and indirect evaluation. The main method is to observe and judge
the behavior of the node to be evaluated during communication. its credibility.
The existing WSN reputation mechanism structure usually includes four
units: data collection, reputation integration, reputation judgment and result
processing, as shown in Figure 2.

The research uses the representative of Bayes decision theory, beta dis-
tribution, to construct the WSN reputation mechanism model. Its probability
density function and its expectation are shown in formula (9) [21].

B(p|η, ι) =
Γ(η + ι)

Γ(η) · Γ(ι)
pµ−1(1− p)ι−1 0 ≤ p ≤ 1

E(p) =
η

η + ι

η = ns + 1

ι = nf + 1

(9)

Formula (9), if η < 1, then p 6= 0; if ι < 1, then p 6= 1; ns represents the
number of successful node communications, and nf represents the number
of node communications failures. Each node does not interact with all other
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Figure 3 Credibility evaluation mechanism.

nodes. Each node only needs to evaluate the reputation of its neighboring
interacting nodes, and then build a complete reputation network, so that each
node can obtain the reputation of all other nodes. The evaluation mechanism
is shown in Figure 3.

Firstly, the reputation of the node is directly evaluated. According to the
formula (9), the direct reputation score of the node relative to the node is
calculated as Dt(i, j) shown in the formula (10).

Dt(i, j) =
ηij + 1

ηij + ιij + 2
(10)

In formula (10), it ηij represents i the number of successful communica-
tion between the node ιij and the node j and j the number of failures in the
communication between the node and the node i. In the actual transmission
of data, factors such as WSN network congestion or failure will also have
a negative impact on data communication, which will affect the reputation
of nodes lower than the actual situation, resulting in normal nodes being
mistakenly detected as malicious nodes. To avoid this situation, an adjustment
factor is introduced as shown in formula (11).

a =
ninvasion
nall

(11)

Formula (11), it ninvasion represents the number of node interaction
failures due to attacks, and nall represents the total number of node inter-
action failures, thereby improving the evaluation method of direct reputation.



WSN Network Node Malicious Intrusion Detection Method 65

Communication 
successful

Communication
failure

Sliding window

Figure 4 Principle of sliding window method.

The direct reputation degree calculated according to the single-round commu-
nication state between nodes cannot reflect the actual reputation of the node,
and it is necessary to add the investigation of the historical communication
state. For this reason, the window method is used to improve the evaluation
of direct reputation, as shown in Figure 4.

Assuming that there are a total p of j interactive rounds, q the i number
of interactions in each round is k

ηk(i, j) =
k∑

h=k−p+1

(ϕh · ηh(i, j))

ιk(i, j) =
k∑

h=k−p+1

(ϕh · ιh(i, j))

(12)

Formula (12), it ηk(i, j) represents the number of successful communica-
tions between the ιk(i, j) nodes i in j the first k round, the number of times
of communication failures between the ϕh nodes in i the first k round, and j
the weight of the total amount of data transmission in the round. In addition,
malicious nodes may adopt delayed attack methods to obtain higher reputa-
tion points in the early stage, thereby evading the detection of the system,
which needs to improve the difficulty of obtaining reputation. Therefore h,
Dth(i, j) the weight is defined as ϕh = 1 − Dth(i, j): Reputation points.
The improved direct reputation score calculation is shown in formula (13).

Dt(i, j) =
ηkij + 1

ηkij + ιkij + 2
(13)
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In order to avoid the joint misleading of reputation evaluation by
malicious nodes, the indirect reputation score needs to be calculated by
the adjacent nodes shared by the nodes, and its calculation is shown in
formula (14). 

It(i, j) =

s∑
k=1

ϕk ·Rtk(i, j)

Rtk(i, j) = Dt(i, k)×Dt(k, j)

ϕk=
Dt(i, k)∑s
k=1Dt(i, k)

(14)

Formula (14), s represents the number of adjacent nodes in common,
Rtk(i, j) represents the node – k to-node j recommendation reputation score,
ϕk represents k the weight of the node’s recommended reputation score,
Dt(i, k) represents the node – i to-node k direct reputation score, and (k, j)
represents the node – k to-node j direct reputation score. After obtaining the
direct credit score and indirect credit score, the comprehensive credit score
can be calculated. In order to avoid excessive calculation, the credibility of the
direct credit score is first evaluated. The confidence coefficient of the direct
reputation score in the confidence λ interval is set as, and its calculation is
(Dt(i, j)− σ,Dt(i, j) + σ) shown in formula (15).

λ =

∫ Dt(i,j)+σ
Dt(i,j)−σ ω

η−1
ij (1−ω)ι

−1
ij
dω∫ 1

0 ω
η−1
ij (1−ω)ι

−1
ij
dω

(15)

Confidence coefficient threshold is set as λ′, if λ > λ′, the direct
credit score can be equivalent to the comprehensive credit score; if λ < λ′,
the indirect credit score is calculated, and the comprehensive credit score
is calculated according to the weighted value φ, as Ct(i, j) shown in
formula (16).

Ct(i, j) = ρ = Dt(i, j) · φ+ It(i, j) · (1− φ) (16)

The final credit score calculation process is shown in Figure 5.
The above reputation evaluation mechanism is introduced into the initial

stage and the clustering stage of the WSN routing protocol. In the initial
stage, each node evaluates its reputation according to the interaction behavior
of adjacent nodes, and transmits the information to the base station node,
from which the base station obtains the reputation of all nodes and builds a
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Figure 5 Flow chart of reputation calculation.

complete reputation network. At this stage, the reputation evaluation mecha-
nism mainly compares the reputation score of each node with the reputation
threshold (0.5), realizes the preliminary identification and exclusion of a
small number of malicious nodes, and broadcasts the malicious node id
through the base station, so that the data is only in the remaining normal
transfer between nodes. In the clustering stage, it is mainly divided into
two parts: cluster head selection and inter-cluster transmission, reputation
evaluation and corresponding malicious node detection. On the one hand, the
reputation score is used as a part of the GA fitness function, so as to integrate
the reputation evaluation mechanism in the cluster head selection stage, and
the fitness calculation at this time is shown in formula (17).

F = αf1 + βf2 + γf3 + λ · Ct (17)

In formula (17), α, β, γ, λ represent weight coefficients. On the other
hand, the reputation score is used as an additional weight for the selection of
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alternate path nodes, so as to integrate the reputation evaluation mechanism
in the inter-cluster transmission stage, reducing the probability of data trans-
mission to malicious nodes. From this, the new standby path node selection
criterion is obtained as shown in formula (18).

f(CH i) = α1
ECH i

E′
+ α2

(
1− MCH i∑H

h=1MCH i

)

+ α3
d(CH j ,BS )2

d(CH j ,CH i)2 + d(CH j ,BS )2
+ α4 · Ct (18)

4 Performance Analysis of WSN Intrusion Detection
Method Using Reputation Evaluation Mechanism

4.1 WSN Routing Protocol Simulation Analysis

The superiority of the performance of the LEACH multi-layer routing proto-
col improved by GA (GA-LEACH), it is compared with traditional LEACH,
improved LEACH based on K means (K-LEACH) and improved LEACH
with angular clustering (C-LEACH) protocol for simulation comparison. The
simulation platform is as follows, CPU: Intel r CoreTMi7-8750H, 2.2GHz
CPU frequency, Windows10 operating system. Python 3.9 is easy to operate
and can focus on solving problems; It can be compatible with many platforms
to avoid incompatibility when encountering other languages; Its standard
library is very large and can handle various tasks, so Python 3.9 is selected
as the simulation program. The simulation environment is Python 3.9, the
simulation scene is a 100 m × 100 m WSN, 100 sensor nodes are randomly
deployed in the scene, the base station node is located at (50, 50), the initial
energy of the node is 1J, and the energy consumption of the transceiver unit
is 50 nJ/b, is 10 pJ/b/m2, the data packet is 1000 bit, and the population size
is 20, which are 0.4, 0.4, and 0.2, respectively, the crossover rate is 0.7, and
the mutation rate is 0.01. Figure 6 shows the variation of the network residual
energy of each protocol.

As can be seen from Figure 6, the LEACH protocol has the fastest
network energy consumption, which is exhausted within the iteration round
of 600; while the GA-LEACH protocol has the slowest network energy
consumption, which is exhausted when the iteration round is about 1800.
The network energy consumption of the K-LEACH and C-LEACH protocols
is slower than that of LEACH to varying degrees, but still significantly faster
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than that of GA-LEACH. Therefore, in the same network operating environ-
ment, the network energy consumption speed of GA-LEACH protocol is the
slowest, the remaining energy is significantly higher than that of LEACH,
K-LEACH and C-LEACH protocols, and the energy saving effect is much
higher than that of the traditional LEACH protocol before the improvement.
promote. And the change of the number of network surviving nodes of each
protocol is shown in Figure 7.

From Figure 7 that the number of surviving nodes in the network of the
LEACH protocol starts to decrease significantly when the iteration is about
220 rounds, and all nodes die when the iteration is about 480 rounds; while
the network surviving nodes of the GA-LEACH protocol are in the iteration
about 510 rounds. Compared with the LEACH before the improvement, the
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network node survival time of the GA-LEACH protocol increased by 40.12%;
the nodes of the K-LEACH and C-LEACH protocols survived Compared
with LEACH, the situation has improved to a certain extent, but there is a
certain gap compared with GA-LEACH. Therefore, when a certain iteration
round is reached, the number of surviving nodes in the network of each
protocol has a significant downward trend, and the decline time point of
the GA-LEACH protocol is significantly later than that of the LEACH,
K-LEACH and C-LEACH protocols, and in the number of surviving nodes
in the whole iterative process is more than that of LEACH, K-LEACH and
C-LEACH protocols. Figure 8 shows the energy consumption of the cluster
head in a single round in the network of each protocol.

It can be seen from Figure 8 that the energy consumption of the cluster
head of the GA-LEACH protocol is the lowest overall, and the fluctuation is
small, and the trend is stable; while the energy consumption of the cluster
head of the LEACH protocol is obviously high and extremely unstable; the
K-LEACH and C-LEACH protocols Compared with LEACH, the energy
consumption of the cluster head of GA-LEACH has a certain improvement,
but the improvement effect has a certain gap compared with GA-LEACH.
It can be seen that the performance of the GA-LEACH protocol is better
than that of the LEACH, K-LEACH and C-LEACH protocols in terms of
the remaining energy of the network, the number of surviving nodes in
the network, and the energy consumption of the cluster head, and it is
greatly improved compared with the previous ones. Therefore, the use of
GA-LEACH protocol WSN can achieve high-efficiency and energy-saving
information transmission, and also provides good conditions for the effective
operation of the intrusion detection system.
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4.2 Performance Analysis of Node Reputation Evaluation
Security Mechanism

In order to verify the performance of the malicious node detection method
based on reputation evaluation mechanism (REM-MD), it is compared with
the reputation threshold model (BRSN) and the routing protocol without the
reputation evaluation mechanism (Original) in the simulation environment.
The influence of network performance indicators under each method is
investigated when the number of intrusion nodes increases. The main indi-
cators include network throughput, network life cycle and network routing
overhead. Figure 9 shows the change of network throughput of WSN using
each method when malicious nodes increase.

It can be found in Figure 9 that when the malicious node is 0, the network
throughput of each method is relatively high, and the gap is small, and as
the number of malicious nodes gradually increases, the network throughput
of each method gradually decreases. The downward trend of Original is the
most obvious, and the downward trend of BRSN is slightly slower than that of
Original. When the number of malicious nodes increases to 12, the network
throughput of original drops by 31.8%, and the network throughput of BRSN
drops by 21.2%. Network throughput dropped slowly, dropping only 6.1%
when the number of malicious nodes increased to 12. Figure 10 shows the
changes of the network life cycle of WSN under each method when malicious
nodes increase.

It can be seen from Figure 10 that when the number of malicious nodes
is small, the network lifetime of REM-MD is longer than that of BRSN,
but slightly shorter than that of Original. The additional energy consumption
generated by the mechanism is related, but the energy consumption is lower
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Figure 9 Impact of malicious nodes on network throughput.
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Figure 11 Impact of malicious nodes on routing overhead.

than that of BRSN. With the increase in the number of malicious nodes,
the network life cycle under each method is shortened to varying degrees.
Among them, the shortening trend of Original and BRSN is more obvious.
When the number of malicious nodes increases to 12, it shortens by 16.7%
and 11.8% respectively. %, the network lifetime of REM-MD was shortened
by only 6.8%. Figure 11 shows the change of routing overhead of WSN of
each method when malicious nodes increase.

According to Figure 11, when the number of malicious nodes is low, the
routing overheads of REM-MD and BRSN are similar, and both are slightly
higher than Original, which is related to the additional communication
overhead generated by the malicious node detection mechanism. When the
number of malicious nodes gradually increases, the routing overhead of
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original increases significantly and exceeds that of REM-MD and BRSN.
The routing overhead of BRSN also increases more significantly than that
of REM-MD. However, the routing overhead of REM-MD increases the
slowest, and with the increase of the number of malicious nodes, the effect
of REM-MD to save overhead becomes more and more obvious. To sum
up, the performance of WSN using REM-MD is better than that of Original
and BRSN in terms of network throughput, network life cycle and routing
overhead, and can effectively resist the impact of malicious node attacks
on WSN.

5 Conclusion

With the development and popularization of wireless communication technol-
ogy and IoT, the application of WSN has become more and more extensive,
and the security defense problems exposed by it is limited by the existing
technology and operating environment, which has also attracted the attention
of a large number of scholars. Due to the insufficiency of traditional net-
work security defense methods and malicious node detection methods, it is
imminent to propose a new effective defense method for WSN. In order to
realize the efficient and energy-saving malicious node detection, the existing
LEACH routing protocol is optimized by using the GA algorithm, and then
a WSN node reputation evaluation mechanism is proposed, which is inte-
grated into the preparation and clustering stages of the improved protocol.
Therefore, by calculating the direct reputation and indirect reputation, the
comprehensive reputation score of the node is obtained, the credibility of
the node is judged, and the malicious node with low reputation score is
eliminated. In the simulation experiment, the effect of the improved protocol
is first verified. The results show that the energy saving effect of GA-LEACH
is obvious, which provides a good foundation for the reputation evaluation
mechanism. In the performance simulation verification of the reputation
evaluation mechanism, the negative impact of malicious nodes on the network
throughput, network life cycle and routing overhead of the WSN with the
reputation evaluation mechanism is significantly suppressed, and the effect
is better than the reputation threshold model and the reputation evaluation
without adding the reputation evaluation mechanism. The routing protocol
of the mechanism has been significantly improved. Therefore, the malicious
node intrusion detection method proposed in this study can effectively resist
the network internal attacks of malicious nodes, and malicious node detection
methods for more attack methods need to be further explored.
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