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Abstract

Distributed Denial-of-Service (DDoS) attacks are among the top toughest
security threats in today’s cyberspace. The multitude, diversity, and variety
of both the attacks and their countermeasures have the consequence that no
optimal solutions exist. However, many mitigation techniques and strategies
have been proposed among which is Moving Target Defense (MTD). MTD
strategy keeps changing the system states and attack surface dynamically by
continually applying various systems reconfigurations aiming at increasing
the uncertainty and complexity for attackers. Current proposals of MTD fall
into one of three strategies: shuffling, diversity, and redundancy, based on
what to move? how to move? and when to move? Despite the existence of
such strategies, a comprehensive Framework for MTD techniques against
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DDoS attacks that can be used for all types of DDoS attacks has not been
proposed yet. In this paper, we propose a novel and comprehensive Frame-
work of MTD techniques considering all stages, mechanisms, data sources,
and criteria adopted by the research community, the Framework will apply to
all DDoS attacks on different systems. To efficiently use our proposed model,
a comprehensive taxonomy of MTD mitigation techniques and strategies is
also provided and can be used as a reference guide for the best selection of
the model’s parameters.

Keywords: MTD, DDoS, IoT, SCADA systems, enterprise networks, cloud
computing.

1 Introduction

In the modern era of cybersecurity, Distributed Denial-of-Service (DDoS)
attacks are among the top toughest security threats facing security defenders
worldwide [1]. DDoS attacks aim at making machines, or network resources
unavailable to their legitimate users in accessing the necessary services. This
leads to massive amounts of temporary or indefinite service disturbance and
financial losses. Despite the availability of many DDoS mitigation tech-
niques [2], it is still an active area of research, and extension efforts are
still in progress to find the best technique that can efficiently defend against
these attacks, there has been a tremendous increase in the diversity, power,
scope, frequency, severity, attack inter-launching time, and volume of DDoS
attacks. Recently, Amazon Inc., proclaimed that 2.3 Tbps and 1.35 Tbps of
DDoS attacks traffic were experienced in February 2020 and 2018 targeting
Amazon Web Services (AWS), and GitHub, respectively [3, 4]. In other sim-
ilar reports, Cisco Inc., and Arbor Networks (NETSCOUT) [5, 6], mentioned
that the number of DDoS attacks is growing quickly with an increased rate of
2.6-fold with an annual growth rate of 21%, and the peak DDoS attack size
keeps increasing with a rate of 10–25% yearly, and they constitute 10% of
total Internet traffic, they also reported that about 87% of the actual threats
that face ISPs belongs to the DDoS activities.

To mitigate these attacks, many DDoS mitigation mechanisms exist.
Research efforts have been proposed to classify these mechanisms, the litera-
ture commonly agrees on four categories: attack prevention, attack detection,
attack response, and attack tolerance. Prevention mechanisms are proactive
measures that are deployed to prevent a DDoS event, examples of DDoS
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attack prevention filtering, load balancing, Intrusion Prevention Systems
(IPSs), honeypots, and security overlay [7].

Detection mechanisms aim to detect DDoS attacks and are classified as
anomaly-based, signature-based, Intrusion Detection Systems (IDSs), and
middleware-based systems [8]. The response techniques are the actions taken
once an attack is detected and are classified as during-attack techniques which
include rate/resource limiting and capability-based responses and after-attack
techniques which include forensics, traffic pattern analysis, and event log
analysis [2, 9]. In attack tolerance, the aim is to reduce the effect of DDoS
attacks once the previous strategies fail. Tolerance techniques include con-
gestion policy, fault tolerance, and DDoS mitigation as a service/risk transfer
for cloud computing technologies [10].

Despite the availability of many mitigation techniques, DDoS attacks
can easily bypass traditional defense mechanisms by exploiting systems’
vulnerabilities to structure attack packets to mimic legitimate traffic. One
of the major reasons is that network configurations nowadays are typically
deterministic, static, and homogeneous. However, with the rapid growth of
Emerging Networking Technologies (ENTs), such as cloud computing [11],
Software-Defined Networking (SDN) [12], Internet of things (IoT) [13],
and Supervisory Control and Data Acquisition (SCADA) [14], system and
network configurations are now migrating from static hardware-based to
dynamically programmed software-based systems. This shift increased the
flexibility of the newly emerging network technologies which brought a
new set of attacks that targeted these networks and technologies. Because
of such new attacks on these systems, new mitigation techniques have been
proposed, among these techniques is Moving Target Defense (MTD). MTD
is among the rising proactive defense techniques that utilize emerging net-
work technologies, and it can effectively deal with DDoS security issues by
dynamically changing the network and systems parameters.

Despite the availability of many MTD concepts and approaches, the
literature lacks a generic framework model that defines the structure, compo-
nents, data sources, behaviour, and more views of existing MTD mechanisms.
Even though existing architectures target specific technologies – SDN, IoT,
SCADA, and Cloud – they share common characteristics. Thus, in this paper,
we collect all the previous efforts and propose a generic MTD framework
for any existing or forthcoming proposals. The remainder of the paper is
structured as follows. Section 2 summarizes the literature review of MTD
techniques. In Section 3, an explanation of our proposed framework is
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detailed. Section 4 discusses the suggested MTD classification taxonomy.
Section 5 concludes the paper and presents some future research lines.

2 Literature Review

In MTD, the hacker and defender are performing a game race, and the
defender eventually aims at changing the attack surface on a dynamic basis
and continue to harden the success of the attack and hence leverage the
security of the systems and the networks as well. These changes are used to
increase the difficulty of the attack and reduce the possibility of attack success
by making the attacker’s knowledge, gathered during the reconnaissance
phase, obsolete while launching her attack. MTD techniques can change
one or more system attributes automatically and continually. To ensure that
an MTD approach is effective at maximizing security and minimizing the
impact on the system’s performance, the considerations of an optimal move-
ment strategy (How to move), a set of moving attributes (what to move),
and spatiotemporal moving mechanisms (when to move) must be chosen
carefully.

MTD was defined as “the ability of creating, analyzing, evaluating, and
deploying mechanisms and strategies that are diverse and that continually
shift and change over time to increase complexity and cost for attackers,
limit the exposure of vulnerabilities and opportunities to attack, and increase
system resiliency” [15]. In the past few years, MTD developed rapidly, and
many concepts and approaches have been proposed. Among the frequently
cited MTD techniques is a selection strategy for moving target defense based
on the Markov game [16] that changes the attributes of network elements
in a controlled manner for defenders, making the targeted network random,
dynamic, and heterogeneous. IP address randomization [9, 12, 17], where the
IP address is repeatedly altered. Virtual machine (VM) migration [1, 18],
is a technique that has been proposed in different forms and suggests a
repeated relocation of VMs across hypervisors to move them out of the
attacker’s reach. While these techniques often come with convincing exam-
ples that demonstrate the ability to leverage the security, verification of such
demonstration is not provided yet [13].

Existing MTD techniques focused on special systems such as SCADA,
IoT, and SDN. Many efforts have been done to determine the moving strategy
such as shuffling, diversity, and redundancy. Existing proposals adopted many
strategies to choose the moving attributes. To help in better selecting the
moving strategy, some researchers suggested the use of datasets such as
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KDD [19], and knowledgebase (Deep Learning and Artificial Intelligence
(AI)) [20].

In this regard, several data sources can be used to help in choosing
the appropriate moving strategy. These strategies can be used individually
or for more advanced mechanisms, and a hybrid approach can be adopted.
Some proposals suggested using human intervention as a useful data source
(system expert) to analyse vulnerabilities discovered by various security mod-
ules. Others used attack analysis modules utilizing well-known vulnerability
datasets such as NVD, OVSDB [21], and CVSS [22], these sources of data
and many others were fed as inputs to the proposed techniques. Such datasets
are important in this field because they contain valuable information about
attacks, network traffic, system states, and service or topology infrastructure.
Other research work used some knowledge-based, machine learning, and
decision-support systems to determine which optimal moving strategy to
choose. In addition to empirical studies on datasets and real testbeds, some
researchers developed their proposals using simulation environments based
on some simulation software such as NS2, MATLAB, or Python modules.

Besides the selection of the moving strategy, many works have been done
to select the attributes to be moved when applying the moving strategy. These
attributes are categorized as follows:

Machine level techniques: in the machine level, the concentration is on
attributes that are related to the underlying machine such as instruction
set and address space. In the instruction set, the idea is to change the
machine instructions in a way such that it generates the desired output.
It was introduced by [23] to safeguard against injection attacks, similar
works have been proposed later that are based on changing the instruction
set [19]. In Address space, the basic idea is to change the addresses of
certain system components dynamically and randomly [24]. Similar work
was proposed to prevent reverse engineering attacks based on deep neural
network architecture and provided a taxonomy of Address Space Layout
Randomization with an advanced statistical tool to evaluate the effectiveness
of the implementation [25].

Network level techniques: these techniques concentrate on network level
attributes such as IP address and port numbers, In the IP addresses technique,
the IP addresses of hosts are changed dynamically, and the hacker will find a
different system that was detected during the reconnaissance phase. In [19],
the authors proposed a technique called Random Host Mutation (RHM),
where hosts are assigned virtual IP addresses that are changed randomly and
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synchronously over time. Similar approaches were proposed for different
areas such as cloud computing platforms [26], IoT [27], Mobile Ad Hoc
Networks (MANETs) [28], and network-level applications. Port numbers are
logical addresses that are used to deliver packets to the corresponding proto-
col. During the reconnaissance phase, the attacker lists out the set of running
services on a particular host by finding out open ports. In MTD, similar to IP
address shuffling, port numbers might also be changed so that attacker will
not be able to use his gathered information to continue with her attack since
the port numbers will be dynamically changed [29]. Some implementations
were designed specifically for some application protocols such as Domain
Name System (DNS) [30] others were designed as a combination of IP and
port changes to leverage security [29].

System-level techniques: Proxies are dedicated devices that hide internal IP
addresses from the outside and send requests on behalf of the internal hosts.
MOTAG is one of the implementations that secure service access for authenti-
cated users by deploying a group of dynamic packet indirection proxies [31].
Using proxies as MTD attributes are mostly related to the redundancy strategy
as proposed in [32].

Virtual machines: The techniques imply changing the software stack of a
system using virtualization which will lead to changing system characteristics
and leverage the ability to defend against attacks [33]. Most VM migrations
were deployed for cloud services and enhancement has been done such as
using a continuous Markov chain to precisely select the destination server
of the virtual machine [34]. In [35], the authors proposed an empirical study
of using virtual machines as an MTD and showed that VM migration can
significantly mitigate the memory DoS attack. Genetic algorithms were used
to develop an MTD technique for virtual machine migration in the cloud
computing environment. Many researchers have studied virtual machine
migration and its effect in leveraging the security of the services against
attacks [36].

Operating systems: MTD techniques might be extended to include operating
systems through rotation among different operating systems [37], in cloud
environments, a scientific workflow execution system was proposed that
relies on changing operating systems based on mimic defense [38].

Application level techniques: The idea behind application program diversity
is to design a compiler that can generate multiple functionally equivalent
variants of programs that are internally different [39], this method can be
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used in many application programs such as WebAssembly [40], a run time
portable diversification system was proposed by [41] that exploit multiple
heterogeneous programming system to ensure diversity. Analysis of the cor-
rectness and equivalence of the diverse code was also studied by researchers
who developed methods to find the correctness of the generated variants of
the code [42].

Despite the availability of many MTD concepts and approaches, the
literature lacks a generic Framework model that defines the structure, compo-
nents, data sources, behaviour, and more views of existing MTD mechanisms.
Even though existing architectures target specific technologies – SDN, IoT,
SCADA, and Cloud – they share some common characteristics. However, the
proposed MTD techniques designed for a specific technology might not fit
other technologies.

3 Proposed Framework of Moving Target Defense

In this section, we detail our proposed MTD framework that will be used as a
reference model for adopting any MTD mechanism against DDoS attacks.
First, we provide our motivation and the attacker threat model, then we
explain the proposed model in detail.

3.1 Motivation

Many research efforts have been devoted to developing efficient MTD mech-
anisms, architectures, and strategies. Existing efforts target specific technolo-
gies such as Cloud [43], Software Defined Networks (SDN) [42, 44–46],
SCADA systems, and IoT [47]. Despite this diversity, most developed tech-
nologies share common procedural guidelines and stages. In this paper, we
unify all these efforts into one comprehensive generic MTD Framework to
be used as a reference guide for developing current and forthcoming MTD
proposals. The model can be used with all DDoS MTD techniques in different
disciplines and is not dedicated for to a specific system or application.
Moreover, an updated taxonomy of MTD techniques is proposed and can
be used as a heuristic to use the best MTD-applicable strategy.

3.2 Attacker Threat Model

Before proceeding with our proposed model, we have first to intro-
duce attacker threat models related to DDoS attacks on systems and
networks [48], proposed a detailed description of the attackers’ model. In
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Figure 1 The proposed moving target defense framework.

today’s cyberspace, new types of smarter attackers exist including (i) per-
sistent attackers whose attacks take several iterations and have not been
executed in a one-time attack [49], (ii) adaptive attacker who always adapts
to change dynamically the system cases, (iii) motivated attackers who are
smart enough to efficiently carry out attacks, so the attacks have a little
damage but maximum results and (iv) stealthy attackers who do not exhibit
recognizable attacking attitude every time. They conduct the attacks in a so
secretive manner. The proposed MTD model is a generic model that can be
adapted to defend against any type of the beforementioned attacker models.

Based on a deep analysis of the literature belonging to the above-
mentioned technologies, it is observed that any MTD technique must go
through three main stages: Choosing the moving strategy (how to move);
choosing one/multiple moving attributes (what to move) and adjusting the
time of movement (when to move).

3.3 MTD Generic Framework

As shown in Figure 1, the proposed MTD framework is composed mainly
of three stages namely: moving strategy, moving attributes, and moving
adaptations. In each stage, one or more operation is performed according
to the inputs of that stage and the desired outputs as well. The input to the
first stage is the network traces and system logs. The desired output of the
last stage is a new and more complex attack surface. Human intervention
might be required at some stages to gain better strategy selection, and hence
optimal attack surface. In the following subsections, a detailed description of
each stage is provided.
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3.3.1 Moving strategy
Based on the dynamic diversity of the platform, system, or application, the
moving strategy is further classified into three categories: shuffling, diversity,
and redundancy. Platform diversification involves any change in platform
properties to stop or obstruct the attack process. The shuffle technique targets
a variety of system settings located at different layers (e.g., randomizing port
or IP address, migration among different platforms, rearranging topology,
etc.) The diversity technique presents similar functions with various imple-
mentations at the operating system level or system inputs. The redundancy
technique implement mechanism that facilitates the process of replicating
different systems, network, or platform components (e.g., servers) to make
multiple replicas with the same functions.

Referring to Figure 1, the output of the first stage is fed as an input to the
moving attributes stage. It contains a set of methods to choose the appropriate
system/platform or application attributes to move. In this regard, choosing
the number and type of attributes play a key role in the performance and
the induced overhead. However, despite the availability of several promising
methods, choosing the optimal set of attributes is still an open research
question. Many contributions suggested the use of several mechanisms for
optimizing the attributes’ selection process.

3.3.2 Moving attributes
When talking about moving attributes, it means the dynamically configured
items in the system that are used to change the attack surface [50]. These
items represent the set of attributes that provide an answer to the question
“What to move?” in Moving Target Defense (MTD). Moving attributes might
be done on the machine level, network level, application level, and system
level. The selection of the level to be chosen to move attributes depends on
the environment we are trying to guard. In case we are trying to mitigate
DDoS attacks against a web server, then we may choose the network level as
well as the system level. That is, we may choose to change the IP address and
port numbers as well as to change the operating system or virtual machine.

3.3.3 Moving adaptations
By moving adaptation, we seek to find the optimal time to perform the change
so that the data gained by the hacker is invalid to carry out her attack. Moving
adaptation can be done as reactive, proactive, or hybrid. In the reactive
approach, the method is carried out based on an alert or event occurrence.
This method is required to work with security tools and systems such as
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firewalls and Intrusion Detection Systems (IDSs), this method completely
depends on security tools and hence will not succeed if the security tool or
system fails to detect an event [44].

In proactive defense, the move is carried out based on periodic time
intervals or random selection of the time interval that might be done using
either periodic or random time series [45], this method depends on the time
interval and might degrade the performance if the time interval is short [46].
In the hybrid approach, both reactive and proactive approaches might be used
together, this will allow the change upon some time interval and will also
carry out the change based on an alert from the IDS or firewall that might
enhance the security [51].

The reactive approach works in tandem with attack analysis modules and
detection systems, once an event is detected, the system decides to perform
the change. The attack analysis modules use different techniques to detect
attacks and require some datasets that include NVD, OSVB, KDD, KVB,
and CVSS [52], Figure 2 shows how a hybrid strategy works.

4 Taxonomy of MTD Techniques

Figure 2 summarizes the main classifications of existing MTD techniques.
We divided MTD techniques into six categories: technology, architecture,
performance metric/s, testbed, mitigation method, and evaluation method. In
what follows, we describe each category.

Figure 2 The proposed classification of existing MTD techniques.
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4.1 Technology (Application)

MTD techniques can be classified based on the target application or tech-
nology of any DDoS attack. Some techniques were specifically developed to
manage common DDoS attacks for the following applications.

– Enterprise networks: An enterprise network facilitates the communica-
tion between machines throughout departments, shares files between
employees, eases access to systems, and analyses the performance of
IT environments.

– Cloud platforms: Due to their characteristics, many companies and
organizations rely on cloud computing to run their applications. It is
a computing paradigm that facilitates access to a configurable set of IT
resources, e.g., storage, network, services, and computing. It allows a
gradual decrease or increase of information resources’ allocation, and
the adaptation of any available proceeding power to the current needs.
Securing cloud services becomes an essential part of any cloud-based
service to protect the information and all the applications associated with
it against network attacks [53].

– Internet of Things (IoT): It is a type of network technology consisting
of a set of protocols to facilitate the connectivity of anything to the
Internet infrastructure. It consists of data sensing, data management
and exchange, and data communication to achieve smart positioning,
tracking, monitoring, and administration of IoT-based applications.

– SCADA systems: Supervisory Control and Data Acquisition (SCADA)
are frameworks with sensors, implemented monitoring and tracking
stages, and advanced communications that provide prompt notifications
to the central stations in process control. SCADA systems are designed
to work in a standalone way and relied on proprietary protocols for
securing the system.

– Software Defined Networking (SDN): It is a network management
approach that enables dynamic and programmatically network configu-
rations to improve network performance, stability, and monitoring [54].

4.2 Architecture

MTD architecture can be centralized, distributed, or hierarchical.

– Centralized based: In this mitigation system, all components and mod-
ules are deployed at the same place, in which no communication or
cooperation framework is needed [55].
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– Distributed based: In a distributed architecture, all system’s modules and
components are deployed at multiple places in the environment. This
way, some form of cooperation and communication between modules is
required [55].

– Hierarchical system/application or hardware architectures can be used
to develop the MTD technique. Here, a mix of approaches from both
centralized and distributed systems can be used to improve detection
accuracy [16].

4.3 Performance Metrics

To evaluate the accuracy of MTD techniques, several evaluation measures
were suggested by the literature. They can be broadly classified based on
attack perspective from both attackers’ and defenders’ points of view.

– Attacker perspective: Some existing mitigation systems use some devel-
oped attackers’ metrics to estimate the attack performance. These
metrics are mainly used to capture how much penalty is introduced
for an attacker to achieve its attack success when a developed MTD is
deployed such as attack cost, and penalty in attack payoff [56].

– Defender perspective: Some mitigation techniques use defenders’ met-
rics to measure the performance in achieving the security goals of a
given system such as Quality of Service (QoS), system performance,
and defense cost [57].

4.4 Testbed

It is a composite abstraction of systems that are built by combining prototypes
and elements of actual systems and is used to study system components and
their interactions into the essence of the real system [58]. The following are
some methods used in this category.

– Case study: The aim here is to implement an MTD technique on a
system and gather information about this implementation to find out
its effectiveness and feasibility. A well-known case study was proposed
by [22], and a comprehensive survey including case studies regarding
MTD techniques was provided by [59].

– Dataset: Many testbed techniques relied on data from different data
sources called datasets, these datasets were specifically generated to help
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researchers assess their techniques using such data. Different datasets
are available for MTD techniques such as NVD, OSVB, KDD, KVB,
and CVSS [52].

– Simulation: instead of working on a real system that might not be avail-
able for a researcher, some researchers used simulation software such as
NS2, MATLAB, or Python modules to build their systems and gather
information based on some configuration of the simulated environment.
An example of a simulation base model is shown in [60].

– Game theory: Game theory has been used thoroughly in designing an
MTD technique. Many researchers propose the use of game theory to
effectively set the MTD parameters and trigger the change. A Bayesian
Stackelberg game was used to define the optimal moving target defense
strategy [52]. A different usage of game theory was to build some
models for cyber deception [61].

4.5 Mitigation Methods

These are the methods that are designed and implemented to mitigate the
effect of DDOS attacks on systems, below is a list of them.

– Shuffling-based: As described before, shuffling techniques target differ-
ent system settings at different layers such as randomizing port numbers
or IP addresses, migration among different platforms, and rearranging
topology. The aim is to harden the attack on the system by changing
the information the attacker gained during the reconnaissance phase.
Diversity has been studied in the literature for example IP shuffling
was recently studied by [28], where port number shuffling was studied
by [29], platform migration was studied by [31, 32], and rearranging
topology has been studied by [23].

– Redundancy-based: It aims at leveraging system’s immunity against
DDOS attacks by replicating systems, networks, or platform compo-
nents as servers to gain multiple replicas of different systems. An
example of redundancy using proxy servers is provided by [62].

– Diversity-based: The idea of diversity is to automatically generate vari-
ants of a system or program by changing some of the properties at the
system or input level while ensuring that the final output will not change
by these different variants [63] an example of application program
diversity is provided by [39].
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4.6 Evaluation Methods

These methods are used to evaluate MTD mitigation methods based on some
predefined criteria, these methods are listed below:

– Quantitative methods: these are used to evaluate the effectiveness and
feasibility of the MTD systems and use some well-defined metrics such
as confidentiality, integrity, availability, attack representation, and qual-
ity of service impact. Different approaches might be used in quantitative
testing such as pure analytical approaches based on mathematical anal-
ysis, coarse-grained simulation, data gained from test beds, and experi-
mentation [50] a quantitative approach for instruction set randomization
was proposed by [64].

– Qualitative methods: are methods that are based on observational find-
ings to identify design features, different metrics are used in qualitative
analysis such as risk analysis and performance costs. A compari-
son between qualitative and quantitative MTD techniques is provided
by [59].

– Mixed methods: Both quantitative and qualitative methods are used to
evaluate the MTD techniques. Mixed methods will give a more complete
picture of the feasibility and effectiveness of the system as they engage
different metrics for better evaluation.

5 Conclusion and Future Work

Distributed Denial-of-Service (DDoS) attacks are among the most frequent
attacks in today’s cyber world; these attacks are of different multitude types
with huge diversity and different countermeasures that led to the absence of
an optimal solution. One of these effective countermeasures is called Moving
Target Defense (MTD). In MTD, the nature of the system is changed dynam-
ically and continuously based on different attributes. This dynamic change
makes it hard for an attacker to pursue the attack because he will face different
parameters than those gained during the reconnaissance phase. The literature
provided some MTD models designed specifically for a particular application
domain and there is no generalized model that fits most domains. A compre-
hensive architectural framework for moving target defense techniques against
DDoS attacks was proposed in this paper, the framework was adapted to fit
the most five widely used technology application domains, namely: enterprise
network, cloud computing, IoT, SCADA systems, and SDN. Besides, an
extensive survey of MTD mitigation techniques was also conducted and
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a taxonomy of these techniques has been provided, this taxonomy can be
used as a heuristic for our proposed framework to better choose the moving
strategy or attribute. In future work, we will assess the proposed framework
against a category of DDoS attacks based on some attack models and report
the best mitigation technique for each attack type.

References

[1] S. Salah, B. Amro, “Big Picture: Analysis of DDoS Attacks Map –
Systems and Network, Cloud Computing, SCADA Systems, and IoT,
Int. J. of Internet Technology and Secured Transactions, InderScience,
vol. 12, no. 6, 2022.

[2] S. Bhatia, S. Behal, and I. Ahmed, “Distributed Denial of Service
Attacks and Defense Mechanisms: Current Landscape and Future Direc-
tions,” Advances in Information Security, vol. 72, pp. 55–97, 2018, doi:
10.1007/978-3-319-97643-3 3/FIGURES/7.

[3] K. Kalkan, G. Gür, and F. Alagöz, “SDNScore: A Statistical Defense
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