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Abstract

An urgent task at this moment is the use of blockchain technology to ensure
the security of medical decision support systems (MDSS). Our research is
devoted to development of blockchain-based MDSS (regarding possibility or
impossibility of organ and tissue donation/transplantation, regarding possi-
bility or impossibility of using reproductive technologies in the treatment of
infertility). The developed blockchain-based medical decision support system
provides reliable protection and security of medical information through the
use of blockchain technology, provides support of decision regarding possi-
bility or impossibility of organ and tissue donation/transplantation, provides
support of decision regarding possibility or impossibility of use of reproduc-
tive technologies in the infertility treatment. The proposed blockchain-based
medical decision support system: automates medical decision-making pro-
cesses, minimizes the human factor and its influence on the medical decision
process, and takes into account the norms of current legislation when making
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medical decisions, thereby allowing not to pay for the services of a hired
lawyer, and also works with verified and protected medical data entered in
the blockchain, which allows you to get rid of leaks of medical information
and to ensure reliable protection of medical data.

Keywords: Blockchain, medical decisions, medical data, medical informa-
tion, security, reliability, medical decision support system (MDSS).

1 Introduction

Healthcare is one of the large and busy world’s sectors, which has at every
stage a lot of manual labor and moderation. The greater part of clinical
patient-related documents is handwritten, and only selected documents and
reports are generated by machine. Manual moderation of medical documents
increases the probability of incorrect diagnosis, medical error, which poses
a risk to the patient’s life as a result. Medical errors can be the result of
incorrectly compiled documentation, illegible handwriting of the doctor or
incorrect actions of the patient. There are various ways to reduce medical
error, for example, using IT approaches to work with medical patient-related
information. In recent years, the information technologies began to be rapidly
used in the digitalization of all healthcare field processes. At the same time,
the current development of healthcare field and medicine is first and foremost
based on the automation of the different processes for supporting the timely
and correct medical decisions [1, 2].

Of course, the security and protection of medical data should be taken into
account when using IT approaches. Because of the ethical and legal implica-
tions of leaking patient medical data, the security and protection of medical
data is a critical and challenging issue in healthcare. Solving the problem
of ensuring the security of medical data will have a triple impact: secure
processing of confidential information, contribution to the development of
international medicine and provision of personalized care [2–4].

Cloud technologies, mobile technologies, artificial intelligence technolo-
gies, digital registries, tokenization are tools for promising the advance of
the healthcare industry by increasing patient involvement in all processes,
empowering participants with control of their data, removing a barrier for
participation in research. Blockchain technologies consolidate these tools
together and are significant trust’s element for use with purpose of more
meaningfully engaging the public in clinical research [5]. Blockchain tech-
nology is a solution to ensure the confidentiality of stored data in the
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healthcare industry. Blockchain, in consequence of its features, provides
the required guarantees for safe exchange, processing and management of
confidential patient information. Blockchain provides both greater visibility,
greater security, and safely and cheaply store of information without addi-
tional resources of trusted authority, i.e. blockchain-based systems are more
transparent and more accountable. The main characteristics of blockchain
are guaranteeing the information security and users’ privacy, decentralization
without third-party institutions’ involvement [6].

Blockchain made it possible to organize data storage and synchroniza-
tion even among parties that do not trust each other, since all attempts to
replace data recorded at a certain level cause changes at all subsequent levels,
therefore, they will be noticed by all participants in the system [6].

Properties that the use of blockchain provides to systems: (1) integrity of
the database change history; (2) minimizing the synchronization and backup
delays; (3) the possibility of simultaneous work of a group of validators;
(4) the possibility of conducting an audit in real time; (5) the possibility of
using light clients and SPV nodes; (6) timestamping; (7) trustlessness [6].

Currently, activity of researchers devoted to blockchain applying in the
medical and healthcare field are focused on the security of medical infor-
mation and the implementation of electronic medical records through the
blockchain. Blockchain-based systems empower patients at the expense of
providing them with a sense of their medical information control. The use
of blockchain gives reason to patients sharing their medical information
with blockchain-based systems, improves diagnosis, and reduces healthcare
costs [7]. On the other hand, some other areas still remain understudied –
for example, the implementation of IoT systems, the implementation of
automated diagnostic systems, as well as the implementation of medical
decision support systems [8, 9].

So, an urgent problem at this moment is the use of blockchain technology
to ensure the security of medical decision support systems (MDSS).

The main contribution of this paper for solving such urgent problem is
the proposed blockchain-based MDSS, which: automates medical decision-
making processes, minimizes the human factor and their influence on the
medical decision-making process, and takes into account the norms of current
legislation when making medical decisions, thereby allowing not to pay for
the services of a hired lawyer, and also works with verified and protected
medical data entered in the blockchain, which allows you to get rid of leaks
of medical information and to ensure reliable protection of medical data.
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The remaining portions of our paper are structured as follows. Sec-
tion 2 summarizes the study of the known medical decision support systems.
Section 3 is a brief description of the problem statement. Section 4 is
a description of the proposed blockchain-based medical decision support
system, Section 5 provides the results of the proposed systems functioning
and discussion about proposed system advantages, and Section 6 provides
the conclusions.

2 Study of the Known Medical Decision Support Systems

We considered the known MDSS and solutions regarding the possibility or
impossibility of organ and tissue donation/transplantation, as well as the
possibility or impossibility of reproductive technologies use in the treatment
of infertility (in vitro fertilization and surrogate motherhood) as a type of
donation (donation of reproductive materials – embryos, eggs, gametes, etc.).

From the standpoint of ensuring the security of medical decision-making
support systems, we have to define whether the MDSS or solution provides
security and protection of medical information using blockchain technology –
criterion 1; whether they provide medical decisions support regarding the
possibility or impossibility of organ and tissue donation/transplantation –
criterion 2; whether they provide support medical decision support regarding
the possibility or impossibility of using reproductive technologies in the
treatment of infertility – criterion 3.

We summarized the results of the conducted study of the known MDSS
and solutions in terms of their satisfaction with the above criteria – Table 1.

So, the study of the known MDSS and solutions in terms of their satisfac-
tion with the above three criteria showed that there are currently no solutions
(MDSS, models, methods) that satisfy all three criteria at the same time. Only
solutions that meet a maximum of two criteria are available – Figure 1.

So, our research is devoted to development of blockchain-based
MDSS (regarding possibility or impossibility of organ and tissue dona-
tion/transplantation, regarding possibility or impossibility of using reproduc-
tive technologies in the treatment of infertility).

3 Problem Statement

The blockchain-based MDSS may be presented in the form of the formal
system:

A = <B,P,M>, (1)
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Table 1 The conducted study results of the known MDSS and solutions in terms of their
satisfaction with the above three criteria

Criterions
№ Medical Decision Support System/Model/Method 1 2 3
1 Blockchain for the systems of health information exchange [10] +

2 Model on the basis of blockchain technologies for increasing the
accountability, security, transparency of sharing the medical
information between many different stakeholders by smart
contracts [11]

+

3 Soteria – the privacy-preserving framework based on the smart
contracts for management, share and analysis of the clinical trial
information on private fabric chaincode with fewer participants and
with an efficient consensus protocol [12]

+

4 Cost-efficient patient-centered architecture – system for electronic
health record on the basis of interplanetary file system, blockchain,
cryptographic functions for safe control of access with medical
information’s transparency, immutability, accountability [13]

+

5 Lionized Golden Eagle based Homomorphic Elapid Security algorithm
for the blockchain-based cybersecurity in healthcare networks, which
provides the security of the medical image by using hash function [14]

+

6 Techniques for processing of electronic health records using
cybercrimes prevention mechanisms, cryptographic cloud-based
model, and cyber blockchain technology [15]

+

7 Blockchain-based medical data management’s methods [16] +

8 Hybrid feature selection model on the basis of ant colony optimization
and k-nearest neighbor classifier for investigation of the relationship
between the most defining features of donors/recipients and success of
lung transplantation based on the data from the United Network of
Organ Sharing [17]

+

9 ML algorithms in predictive modeling of donor–recipient matching,
waitlist mortality, post-transplant complications diagnosis, survival
prediction, and prediction of optimal immunosuppression [18]

+

10 Fuzzy Inference System for ranking the patients on the basis of the
factors of kidney allocation, which mimic the decision-making process
considering the complexity of kidney allocation based on the expert
intuitive thinking [19]

+

11 Automated referral system, which minimizes subjective
decision-making by very busy hospital staff, allows organ procurement
organizations rapidly find out about medically eligible potential
donors, and evaluates the impact on eligible donor referral [20]

+

12 Decision-making support system about the donation’s and
transplantation’s possibility on the basis of civil legal norms [21]

+

(Continued)
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Table 1 Continued
Criterions

№ Medical Decision Support System/Model/Method 1 2 3
13 Blockchain-based framework for organ and/or tissue transplantation –

framework for organ and/or tissue transplantation by using the fabric
hyperledger environment [11]

+ +

14 Private Ethereum blockchain-based end-to-end organ donation and
transplantation system, which provides organ donation and
transplantation management, guarantees the fairness and efficiency of
the organ allocation process and patients’ trust enhancing [22]

+ +

15 Secured-smart blood and organ donation web developed
blockchain-based system, which is transparent and only available only
by authorized users by Ethereum Smart Contract [23]

+ +

16 Blockchain-based organ allocation algorithms on the examples of
kidney allocation for solving some of the existing issues in the area of
organ donation – different organ allocation policies and guidelines in
different countries, storing of data from stakeholders and the matching
patients in the central point, etc. [24]

+ +

17 Machine learning-based classification models for predicting the
success of intrauterine insemination therapy [25]

+

18 The different components of artificial intelligence were used for
selection of the embryos with high implantation potential and with
proper ploidy status, for prediction of later embryo development, and
for increase of pregnancy and live birth rates, i.e. in different areas of
reproductive medicine [26]

+

19 Automated computer vision-based image system to localize and grade
blastomeres (as a preprocessing embryos selection step for the in-vitro
fertilization) before injection, which supports the localization and
counting of blastomeres [27]

+

20 Smartphone app “OHSS monitor” for risk calculation and patients’
self-monitoring of multiphase prediction models of syndrome of
ovarian hyperstimulation based on big data; this app is part of the
InVitroFertilization-platform and can be used for patients’
self-management and medical decision support [28]

+

21 Smart systems with case-based reasoning, which help to doctors to
give the rapid responses to in vitro fertilization patients in the case of
any abnormal symptoms [29]

+

22 Intelligent MDSS about the possibility of the surrogate
motherhood [30]

+

23 Intelligent agent for support of decision making about in vitro
fertilization possibility [31]

+

(Continued)
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Table 1 Continued
Criterions

№ Medical Decision Support System/Model/Method 1 2 3
24 Using blockchain within the vitro fertilization field for matching and

donation of the gamete, share of consent and of resources between
different stakeholders-clinics [32]

+ +

25 Blockchain-based approach for the creating the alliance due to
integration of the commercial banks of eggs, which can be the
foundation for development of the blockchain-based egg banking
platform [33]

+ +

26 Intelligent IT for medical decision support taking into account the
current legal norms [34]

+ +

Figure 1 Diagram of the positioning of the known MDSS and solutions.

where A – generated alternatives; B – basic elements; P – the rules that are
the basis for generating alternatives of the set A from the elements of the set
B; M – methods used in information processing.

The basic elements (factors, attributes, signs, subject field experts’ knowl-
edge), which are contained in the MDSS knowledge base’s data section,
are the input information of the MDSS. The results of processing the input
information (set B) using methods (set M) with the application of rules con-
tained in the knowledge base’s rules section (set P) in the form of generated
alternatives and solutions are the resulted information of the MDSS.
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Then the mathematical model of MDSS looks like this:

A = M(B). (2)

Therefore, in order to develop a blockchain-based MDSS, it is necessary
to solve such tasks:

• to analyze the subject field and fill in the set B – this task was performed
by the authors in papers [16, 21, 30, 31], in which accordingly the
subject field of providing security and protection of medical data using
blockchain technology was analyzed [16], the subject field of organ and
tissue donation and transplantation, taking into account current legal
norms [21], as well as the subject field of the use of reproductive
technologies in the treatment of infertility, taking into account current
legal norms [30, 31];

• to develop a method(s) for processing input information (set M) – deci-
sion support methods regarding the donation/transplantation possibility
were developed by the authors in [21], decision support methods regard-
ing the using reproductive technologies possibility were developed by
the authors in [30, 31], methods of ensuring security and protection
of medical data using blockchain technology were developed by the
authors in [16];

• to design and to research (set A) the blockchain-based medical decision
support system (regarding the possibility or impossibility of organ and
tissue donation/transplantation, regarding the possibility or impossibility
of using reproductive technologies in the treatment of infertility).

4 Blockchain-Based Medical Decision Support System

Taking into account the authors’ analysis results in papers [16, 21, 30, 31]
of the current legal norms which regulate the donation and transplantation of
organs and tissues, and the use of reproductive technologies, as well as the
analysis of the subject field of ensuring the security and protection of med-
ical data using blockchain technology, we developed the blockchain-based
medical decision support system (regarding the possibility or impossibility of
organ and tissue donation/transplantation, regarding the possibility or impos-
sibility of using reproductive technologies in the treatment of infertility) –
Figure 2.

The main sources of information are: data about potential donors and
recipients (to determine the possibility or impossibility of organs and tissues
donation/transplantation), as well as agreements on the provision of surrogate
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Figure 2 Structure of blockchain-based medical decision support system.
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motherhood and on the provision of in vitro fertilization (to determine the
possibility or impossibility of reproductive technologies use in the treatment
of infertility).

Before recording the medical information in the blockchain, it should be
assessed for adequacy according to the method for assessing the adequacy
of medical information developed by the authors in [16]. If the assessment
of the adequacy of medical information is different from 1 (less 1), then
the medical information is not enough, and in order to entering it into the
blockchain, addition and re-check for adequacy of such information should
be performed. If the assessment of the adequacy of medical information is
equal to 1, then it can be entered into the blockchain. In this case, medi-
cal information is entered into the blockchain according to the method of
performing transactions on medical data, developed by the authors in [16].

After recording medical information into the blockchain, it is subjected
to semantic analysis for the presence of mandatory conditions (signs) for the
use of reproductive technologies (such conditions (signs) are defined by the
authors in [30, 31] based on legal norms) or for performing donation and
transplantation (such conditions (signs) are defined by the authors in [21]
based on legal norms).

All data both from the agreement on the provision of reproductive tech-
nologies and data about the potential recipient and donor are recorded in the
knowledge base’s data section. The knowledge base’s rules section contains
rules for forming the decisions about possibility of transplantation or dona-
tion, developed by the authors in [21], as well as rules about the possibility
of using reproductive technologies, developed by the authors in [30, 31].

What follows is, actually, medical decision support (or decision support
on the surrogate motherhood possibility – according to the method developed
by the authors in [30], or decision support on in vitro fertilization possibil-
ity – according to the method developed by the authors in [31], or support
decision on the donation possibility (lifetime or posthumous) – according
to the method developed by the authors in [21], or decision support on the
transplantation possibility (from a posthumous donor or from both during
living and posthumous donors) – according to the method developed by the
authors in [21]). The use of a certain method makes it possible to generate an
appropriate conclusion – either about the possibility or impossibility of using
the appropriate reproductive technology, or about the donation possibility or
impossibility, or about the transplantation possibility or impossibility.

If the system considered an agreement on the provision of reproductive
technologies, and a conclusion was generated regarding the possibility of use
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of the relevant reproductive technology, according to the rules developed
in [30, 31], then the clinic can proceed to the use of such technology; if
a conclusion was generated about the impossibility of use of the relevant
reproductive technology, according to the rules developed in [30, 31], the
system notes the reasons for the impossibility – absent mandatory essential
conditions in the contract, after which the contract is returned for revision.

If the system considered data about a potential donor and generated a
conclusion about the possibility of donation, then the system generates a
conclusion about the type of donation (lifetime or posthumous) according
to the rules developed in [21], after which the data is recorded into the
lifetime donors’ register of (if conclusion about a lifetime donation possibility
was generated) or to the posthumous donors’ register (if conclusion about a
posthumous donation possibility was generated).

If the system considered the data about the potential recipient and gen-
erated a conclusion about the possibility of transplantation, then the system
generates a conclusion about the type of transplantation (from a posthumous
donor or from the living and posthumous donor) according to the rules
developed in [21], after which the data is entered in the Transplantation list
from a posthumous donor (if a conclusion was generated about the possibility
of transplantation only from a posthumous donor) or in the Transplantation
list from both living and posthumous donors (if a conclusion was generated
about the possibility of transplantation from both living and posthumous
donors).

So, the developed blockchain-based medical decision support system
(regarding the possibility or impossibility of organ and tissue dona-
tion/transplantation, regarding the possibility or impossibility of using repro-
ductive technologies in the treatment of infertility) satisfies all three of the
above criteria simultaneously – provides reliable protection and security of
medical information through the use of blockchain technology, gives support
for medical decisions on the possibility or impossibility of organ and tissue
donation/transplantation, gives support for medical decisions on the possibil-
ity or impossibility of the reproductive technologies use in the treatment of
infertility.

5 Results & Discussion

For example, we considered the data on the potential donor and recipient
(we received such data from United Network for Organ Sharing (UNOS)):
a mother, 45 years old, an able-bodied citizen of Ukraine, wants to donate
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her one kidney to her daughter, 25 years old, an able-bodied citizen of
Ukraine. The clinic, which plans to perform such an operation, filled out the
appropriate forms that allowed to collect all the necessary information about
both the donor and the recipient.

The developed system checked the received medical information for
adequacy, the assessment of the adequacy of such information is equal to 1,
therefore, the relevant medical information was entered into the blockchain.

After that, the obtained medical information about the donor and the
recipient was analyzed for the presence in it of mandatory conditions (signs)
for the performance of organ donation and transplantation in accordance with
the current legal norms. All data on the potential recipient and donor were
recorded in the knowledge base’s data section.

Next, medical decision-making support took place, namely: decision
support on the donation possibility (lifetime or posthumous) and decision
support on the transplantation possibility (from a posthumous donor or from
both living and posthumous donors). The result of the developed in [21] rules
and the method applying is the generated by system conclusions about the
donation possibility and about the transplantation possibility.

After generating a conclusion on the donation possibility, the system
generated a conclusion on the possibility of lifetime donation, after which
the donor’s data was entered into the lifetime donors’ register.

After generating a conclusion about the transplantation possibility, the
system generated a conclusion about the type of transplantation from both
a living and posthumous donor, after which the recipient’s data was entered
into the Transplantation list from both living and posthumous donors.

Therefore, the developed blockchain-based medical decision support
system checked all current legal norms and, based on them, generated a con-
clusion about the lifetime kidney donation possibility by the donor-mother
and a conclusion about the transplantation from the living donor possibil-
ity for the recipient-daughter, as a result of which the clinic successfully
performed kidney transplant operation from mother to daughter.

In Figure 3 the role and place of the proposed blockchain-based medical
decision support system are represented in the field of medical decision-
making in comparison with the current state.

Figure 3 illustrates the current state of the field of medical decisions,
namely three currently existing branches:

• Making medical decisions by the clinic on the basis of available experi-
ence without taking into account or with partial/incorrect consideration
of current legal norms, which may lead to accusations of the clinic
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Figure 3 The role and place of the proposed blockchain-based medical decision support
system in the field of medical decision-making in comparison with the current state.

in inappropriate use of donor organs, in the illegality of transplant
operations, in the incorrect reproductive technologies use, as a result of
which the clinic may have lawsuits and loss of reputation (the example
of such a situation is a lawsuit against the “Reproductive Clinic of Olena
Vavrynchuk” (Khmelnytskyi, Ukraine) due to the incorrect execution of
the contract “On the provision of medical care by methods of assisted
reproductive technologies” [35, 36]);

• Making medical decisions by the clinic with the involvement of hired
lawyers, which requires excess costs of the clinic to pay for the work of
the hired lawyer and, accordingly, may affect the cost of one or another
medical service (for example, the “Maximal Protection” bar associa-
tion provides its services in the field of medical law – both to clinics
(including development of internal documents of medical institutions;
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development of contracts on the provision of medical services; legal
support of documentation in the field of reproductive services and tech-
nologies), as well as patients (including analysis of contractual relations
in the field of medicine (medical insurance, medical service contract);
establishing the fact of medical error, medical negligence, disclosure of
confidential medical information or medical secrets) [37]);

• Making medical decisions by the clinic using automated decision sup-
port systems that currently do not provide reliable protection of medical
data, which leads to leaks of medical data and, in turn, to lawsuits and
loss of reputation of the clinic (such examples are given in the papers
[17–21, 25–31, 34]).

Unlike the current state of the medical decision-making field, the pro-
posed blockchain-based MDSS allows to solve the mentioned problems. So,
the proposed blockchain-based MDSS: automates medical decision-making
processes, minimizes the human factor and their influence on the medical
decision-making process, and takes into account the norms of current leg-
islation when making medical decisions, thereby allowing not to pay for the
services of a hired lawyer, and also works with verified and protected medical
data entered in the blockchain, which allows you to get rid of leaks of medical
information and to ensure reliable protection of medical data.

6 Conclusions

An urgent task at this moment is the use of blockchain technology to ensure
the security of medical decision support systems.

From the standpoint of ensuring the security of medical decision-making
support systems, we have to define whether the MDSS or solution provides
security and protection of medical information using blockchain technology –
criterion 1; whether they provide medical decisions support regarding the
possibility or impossibility of organ and tissue donation/transplantation –
criterion 2; whether they provide support medical decision support regarding
the possibility or impossibility of using reproductive technologies in the
treatment of infertility – criterion 3.

The conducted study of the known MDSS in terms of their satisfaction
with the above three criteria showed that there are currently no solutions
(MDSS, models, methods) that satisfy all three criteria at the same time.
Only solutions that meet a maximum of two criteria are available. So, our
research is devoted to development of blockchain-based MDSS (regarding
possibility or impossibility of organ and tissue donation/transplantation,
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regarding possibility or impossibility of using reproductive technologies in
the treatment of infertility).

The developed blockchain-based medical decision support system sat-
isfies all three of the above criteria simultaneously – provides reliable
protection and security of medical information through the use of blockchain
technology, gives support for medical decisions on the possibility or impossi-
bility of organ and tissue donation/transplantation, gives support for medical
decisions on the possibility or impossibility of the reproductive technologies
use in the treatment of infertility.

The proposed blockchain-based MDSS: automates medical decision-
making processes, minimizes the human factor and their influence on the
medical decision-making process, and takes into account the norms of current
legislation when making medical decisions, thereby allowing not to pay for
the services of a hired lawyer, and also works with verified and protected
medical data entered in the blockchain, which allows you to get rid of leaks
of medical information and to ensure reliable protection of medical data.

A limitation of the proposed system is focusing attention only on the
fields of transplantology and reproductive medicine. Prospective directions
for the authors’ future research are the expansion of the spectrum of
medical decisions, the support of which can be provided by the devel-
oped blockchain-based system, for example, support for making medical
decisions regarding the possibility/impossibility of surgical interventions,
regarding the possibility/impossibility of therapeutic services, regarding the
possibility/impossibility of dental services, etc.

In addition, the limitation of the proposed system is the fact that currently
it is based only on the norms of the current legislation of Ukraine for making
medical decisions on the possibility or impossibility of organ and tissue dona-
tion/transplantation, on the possibility or impossibility of the reproductive
technologies use in the treatment of infertility. However, this limitation is
easy to correct – it is enough to analyze the norms of the current legislation
for healthcare field of any other country and to add the necessary rules by
which relevant medical decisions are made.
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