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Abstract

The darknet terminology is not used consistently among scientific research
papers. This can lead to difficulties in regards to the applicability and the
significance of the results and also facilitates misinterpretation of them. As a
consequence, comparisons of the different works are complicated.

In this paper, we conduct a review of previous darknet research papers
in order to elaborate the distribution of the inconsistent usage of the darknet
terminology. Overall, inconsistencies in darknet terminology in 63 out of 97
papers were observed. The most common statement indicated that the dark
web is a part of the deep web. 19 papers equate the terms darknet and dark
web. Others do not distinguish between dark web and deep web, or between
deep web and darknet.
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1 Introduction

In research papers, but also in media reports, various darknet terms such
as darknet, dark web or deep web are used inconsistently. Several studies
use the term darknet and dark web identically. Others do not distinguish
between dark web and deep web or describe the dark web as a part of the
deep web. This leads to an incorrect understanding of what the darknet is.
The inconsistent use of terminology often makes it difficult to compare the
results of research studies. Furthermore, this can lead to deficient conclusions,
which are partially reflected in the media.

In a previous work [43], we elaborated six critical aspects that incon-
sistencies in darknet research may exhibit. This was done by focusing on
the terminology used, the methodology of sample collecting and analyzing
the data. Through the implications of these aspects, presented descriptions
of darknets do not necessarily reflect the actual nature of darknets. This
current paper addresses these critical aspects with a focus on the inconsistent
use of darknet terminology. In order to gain a better understanding of how
widespread the inconsistent use of darknet terminology in research papers is,
we conduct a literature review. We analyze past research papers for darknet
terms used and examine the context in which they are applied or whether their
authors have provided their own definitions.

In total, we found 945 darknet relevant papers. In order to reduce the
sample size for a qualitative analysis, we analyzed scholarly papers that
conducted a primary focus on research on web services on the Tor network.
Of these 227 papers, we identified 97 papers that used darknet terms. Overall,
we found inconsistencies in darknet terminology in 63 out of 97 research
papers. The most common is the view that the dark web is a part of the deep
web. 19 papers equate the terms darknet and dark web.

2 Background

This paper is related to one of our earlier studies [43], which focused on
the Tor network. In the following, we briefly introduce Tor. Afterwards, we
summarize our previous study in order to understand the issue on which the
current work is based on.

2.1 Tor Network

When darknet technologies are considered, the Tor network is often mainly
focused on, as the Tor network is the most popular and well-known
anonymizing network [2, 12, 45, 46].



Inconsistencies in Darknet Research 189

Internet services such as SSH, FTP, email, chat or web services can be
offered anonymously via the Tor network. Anonymity is achieved through
the onion routing implemented in Tor. This ensures that traffic is encrypted
multiple times and sent over a path consisting of multiple Tor nodes on the
Tor network. There are several thousand Tor nodes operated by volunteers
distributed around the world. Each Tor node in the path knows only its
immediate predecessor and successor. None has knowledge about the entire
path. This means that the source node is never directly connected to the
destination node. Tor allows users to anonymously access Internet services
outside the Tor network, as well as anonymously access or host certain
services within the Tor network. [53]. The services within this network are
called onion services (formerly, hidden services). In order to access such a
service, the respective onion address is required.

2.2 Critical Aspects for Darknet Research on Related Work

In our previous work [43], we used existing literature to identify critical
aspects for darknet research. We identified six aspects which we describe
subsequently:

1. Inconsistent use of terminology. In the literature, terms such as darknet,
dark web or deep web are not used consistently. Some works do not distin-
guish between darknet and dark web and use both terms identically. Others
do not distinguish between dark web and deep web, or use terms that in fact
have a different meaning. This leads to misunderstandings of e.g. research
papers and makes it difficult to compare results. In addition, it leads to the
interpretation of results in inaccurate contexts. Inconsistent use of these terms
is also mentioned in other works [21, 26, 53].

2. Gathering method of onion addresses. In order to solve a research task
regarding services offered on a darknet – in the specific case on the Tor
network – a valid data gathering strategy is important. In past literature, two
methods have been used for this purpose. The first is the use of a web crawler.
However, a web crawler can only find services that are listed on the respective
web pages. These are mainly links to other web pages. Services such as SSH,
FTP, email or IRC chats are not found easily by this method. For a web
crawler, a good selection of starting points (seed pages) is important. Many
works use as seed a lists compiled by third parties [1,2,6,8,14,18,31,36,50,
54], existing darknet search engines [1, 2, 18, 31, 50, 54], or onion lists from
previous works [2, 4].
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The second approach is to actively set up Tor nodes. Tor onion services
publish their reachability information to particular Tor nodes (called directory
servers) and sign their data with their public keys. These keys represent the
onion addresses of the servers. This provides the possibility to collect existing
onion addresses by reading the published information. However, this method
takes some time to get a good overview of all services. Hence, this approach
overrepresent short-lived services because they are not all online at a single
point in time, but over a period of time.

The way in which a sample is compiled is crucial for research, as it serves
as the basis for subsequent analysis. Depending on which method is used to
collect onion addresses, this affects the number of the onion addresses found.
Therefore, e.g. the size of Tor or the number of onion addresses found must
be reflected in terms of the methodology used to compile the sample.

3. Short lifetime of services. Many services exist only for quite a short
time. This is observed by many works that collect onion addresses on web
pages [1,4,23,54], or by collecting via directory servers [12,35]. A large part
of the onion addresses found are often no longer accessible, because the web
services no longer exist. Many onion services exist for only a few days, hours
or even minutes [36]. When evaluating these collected services, it can lead
to an overrepresentation of the short-lived services [36]. This can lead to the
total number of existing services being much lower than the number often
given in studies.

4. Botnet command and control servers. Due to their anonymity, darknets
are popular for botnet infrastructures [3]. Some work show that at certain
times up to 50% of all existing onion services belonged to botnet command
and control (C&C) services [11, 49]. Botnets can therefore represent a large
fraction of all darknet services. Thus, the total number of available onion
addresses does not necessarily represent the number of unique onion services
in the Tor network.

5. Web services with undetermined content. In the past, various works
have investigated websites on the Tor network. The content of the websites
and their distribution was analyzed. However, many websites possess unde-
termined content. These include websites that contain less than 20 words,
websites that displayed only images, error messages, or a default web page
of any service [1, 2, 4, 11, 14, 31, 46, 48]. Also completely empty websites
or with unreadable text or words were excluded from the analysis or were
assigned to categories such as none or empty. Additionally, it is common to
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analyze only websites in English [1, 2, 4, 11, 50]. The exclusion criteria may
be conditioned, for example, by the method used to analyze the sample. This
should be considered especially in relation to the results and the interpretation
of the work.

6. Duplicates of onion services. When evaluating websites, it is important
to analyze all found websites for duplicates. Past work has shown that up to
51% of all analyzed websites on the Tor network are duplicate websites [54].
In particular, websites in the category drug and cryptolocker are faked and
operated as phishing websites [2]. But marketplaces are also frequently
duplicated. For example, the former Tor darknet marketplace AlphaBay was
offered 165 times in a fake way under different onion addresses [6].

In a case study we conducted [43], it was shown that darknet marketplaces
also have multiple mirror sites. A total of 37 darknet marketplaces were
examined. Only 12 marketplaces were accessible under a single authentic
onion address. All others had several up to 20 authentic onion addresses.

It is important to consider duplicates of onion services in the initial
categorization. Not considering this aspect will lead to biased reporting of
e.g. web service content distribution. Furthermore, this can lead to a crime
and threat situation that does not accurately reflect the reality of Tor, as the
majority of suspicious onion services tend to have duplicated copies [2].

The study described above presents aspects that show inconsistencies in
darknet research. These can lead to errors and misunderstandings of the
results regarding the Tor network. The inconsistent use of darknet termi-
nology itself can place well-crafted results in the wrong context and lead
to misinterpretation. The past work considered only a limited selection of
papers. This paper complements the work with a scoping review to gain a
more accurate dissemination of the inconsistent use of darknet terminology.

3 Methodology

We are interested in the use of darknet terminology in previous research.
We want to find out in which contexts the respective terms are applied and
whether they are used correctly. Therefore, we first elaborate the meanings
of the darknet terminology and describe how they relate to each other.
Subsequently, we describe our process for collecting research for a qualitative
analysis.
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3.1 Darknet Terminology

Within the Internet, various services such as SSH, FTP, email, chat or web
services are offered. Each service is accessible under a specific port number.
These can vary, but there are standardized default port numbers for each type
of service. For example, FTP services are accessible under port number 20
and 21, and web services are accessible under port number 80 or 443. All web
resources are referred to as the World Wide Web (WWW or Web). It com-
prises a huge collection of different documents typically linked with each
other and are accessible with web browsers using HTTP(S) protocol [53].
Both users and servers are easily identified by their IP address [5].

The World Wide Web is divided into surface web and deep web. The
surface web is the part of the World Wide Web that can be found and thus
indexed by conventional web search engines such as Google, Bind or Yahoo.
The remaining part is referred to as the deep web. Contents in the deep
web are therefore web resources to which web search engines do not have
access, e.g. contents of web pages that require passwords or that are protected
by other security measures [50]. All corporate web resources that are only
provided internally are also part of the deep web [42]. Furthermore, there are
websites that belong to the surface web from a technical point of view, but
are not indexed by web search engines due to their poor findability, and thus
belong to the deep web (e.g. unlinked and standalone websites [26]). There
is no hard line between surface web and deep web. Individual web pages
can belong to the surface web, but their contents belong to the deep web. An
example of this are websites that present both static and dynamic content.
Due to the fact that search engines are constantly expanding and changing
their indexing capabilities, the amount of web content that belongs to both
the deep web and the surface web is constantly changing [53].

Darknets are networks that use the infrastructure of the Internet and
are therefore referred to as overlay networks. Those networks are organized
decentrally and enable anonymous participation and communication [53].
Example technologies for a darknet are I2P, Freenet or Tor. Within these net-
works, Internet services or the sharing of files can be provided anonymously.
All these services are available on the Internet but only accessible through
the respective network [32]. Darknets ensure both a technically anonymous
provision and a technically anonymous use of information and services.

The dark web is the part of a darknet that offers all web services i.e.
HTTP(S) services [26] and are exclusively accessible via the respective
darknet [37]. The relationship between the darknet and the dark web is
comparable to the Internet and the World Wide Web.



Inconsistencies in Darknet Research 193

Finally, the part of the Internet that does not belong to any darknet is
called clearnet.

3.2 Scoping Review

We selected research papers from the databases Scopus, Web of Science and
Ebsco. We performed queries with the following search terms:

“Tor” or “Tor-Netzwerk” or “Tor-Network” or “Tor Netzwerk” or “Tor Net-
work” or “Tor-Browser” or “Tor Browser” or “Darknet” or “Dark Net” or
“Darkweb” or “Dark Web” or “Onion Router” or “Onion Routing”. In order
to also account for articles that used terminology inconsistently we further
included “Deep Web” or “Deepweb”.

In total, we received a set of 6,445 items from the three databases.
After removing duplicates, we excluded the following non-scholarly

items:

• Proceedings summaries
• Conference reviews
• News items
• Books
• Book reviews
• Monographs
• Anthologies
• Film reviews
• Meeting abstracts
• Homonyms
• Editorials
• Erratum

The remaining 3,468 papers were examined for non-darknet-specific
work. These are papers that exclusively address issues of onion routing
(beyond the darknet context), or consider research related to the deep web.
For this, we analyzed the title and abstract of each paper. The term darknet
is also used in other areas. For example, in computer science in the area
of network security, unused IP spaces of a local network are referred to as
darknet. In image processing, a framework called darknet exists. These works
have also been removed.

This results in a total number of 945 scholarly papers.
In order to perform a qualitative analysis, we reduced the sample. For this

purpose, we analyzed all entries with respect to title, abstract and keywords
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for web-specific works in the Tor network. Papers that do not explicitly
mention web content in the Tor network were removed. This also applies
to papers that consider darknet web content but do not explicitly state that the
subject is the Tor network. However, works whose descriptions imply the Tor
network, such as the Tor darknet marketplace SilkRoad, have been retained.
This results in a sample of 227 papers.

Figure 1 shows the workflow of the scoping review.

Figure 1 Workflow of scoping review.
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4 Results

Of 227 analyzed papers, we identified 97 that described darknet terms used
in their work. All others either do not use any of these terms, or have not
previously described or defined them explicitly. Table 1 shows that many
papers (1) equate multiple terms and do not distinguish between them (=),
(2) describe that one term is a subset of another term, or (3) use one term but
actually describe another (→). It is possible that a paper may contain several
discrepancies at the same time.

Some of the remaining 34 papers use inaccurate or superficial descrip-
tions that are not necessarily incorrect. For example, that web pages in the
Tor network (dark web) are known as hidden services [14,15,28]. But not all
services in the Tor network have to be web services.

Many do not explicitly describe the difference between darknet and dark
web. Since the dark web is a part of a darknet, many descriptions about the
darknet also apply to the dark web. Thus, the dark web is described as

• “a part of the Internet that cannot be accessed by mainstream soft-
ware” [17],

• “a part of the internet that cannot be reached through conventional means
as it depends upon encryption techniques” [33],

• “an encrypted part of the Internet only accessible through specialized
software such as the Tor web browser” [52] or

• “a part of the Internet that can only be reached through anonymisation
software” [9].

The same applies to descriptions such as “Such web applications are called
onion sites in the Dark Net” [27]. Which is not incorrect, since such web

Table 1 Inconsistent use of terminology
Inconsistent Use Amount

Dark web = Darknet 19
Dark web = Deep web 6
Darknet = Deep web 3
Dark web part of Deep web 27
Darknet part of Deep web 6
Darknet part of Dark web 3
Deep web part of Darknet 1
Dark web → Deep web 2
Deep web → Dark web 5
Darknet → Dark web 2
Dark web → Darknet 1
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applications represent the dark web, and the dark web is located in the
darknet.

4.1 Evaluation

Table 1 shows that several papers describe the dark web as a part of the
deep web. This could be due to the fact that these works do not consider
darknets to be independent networks in which their own services can be
offered. Consequently, there is no separate web to which the definition of the
deep web does not apply. Deep web is a definition of a division of the World
Wide Web. However, they deal with all web resources that can be offered by
the infrastructure of the Internet as a single set. The definition of the deep
web is consequently applied to this set of all web resources.

Some works classify the Internet into several layers. The top layer is
attributed to the surface web, the layer below to the deep web, and the bottom
layer to the dark web [13, 19, 24, 29, 39]. Another metaphor often used is an
iceberg in the ocean [16,25,30,47]. The surface web is described as the tip of
the iceberg visible above sea level. Below the water surface is the deep web,
and at the bottom of the iceberg is the dark web or sometimes the darknet.

The lack of clarity of the relationship between the deep web and the
dark web is further increased by the fact that web resources of the dark web
cannot be found by conventional web search engines. Web resources of the
dark web are provided by a separate network, and are not in the scope of the
World Wide Web. Conventional web search engines, however, only index the
area of the World Wide Web. Due to these natural conditions, web search
engines cannot find web resources of the dark web. Due to the lack of a clear
differentiation, the argument of web search engines is often used in relation to
the dark web. As a consequence, this leads to a correlation with the definition
of the deep web. This is shown by the following examples:

• “It has been recognized that most of the Internet is not accessible
through regular search engines and web browsers. This part of the web
is known as dark web” [38]

• “Darkweb refers to the portion of the internet that is not indexed by
search engines and hence cannot be accessed by standard browsers.” [34]

• “[. . . ] the Surface Web, which is the portion of content on the World
Wide Web that may be indexed by popular engines, and lately in the
Dark Web, a portion that is not indexed by conventional search engines
and is accessed through network overlays such as the Tor network.” [7]
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• “With ‘dark web’ we mean parts of the Internet the use of which requires
specifically configured browsers or specialized software, such as Tor
or I2P. Such parts tend to be pseudo-anonymous and are not usually
indexed by search engines such as Google.” [20]

• “The Open Web is generally understood as the segment of the web that
can be accessed using ordinary web browsers (e.g., Chrome, Firefox,
Safari) and search engines (e.g., Google, Yahoo, Bing), whereas the
Dark Web is a portion of the web that can only be accessed using
specialized browsers that have added layers of encryption technology,
such as The Onion Router (Tor) network” [22]

Due to the described conception, some studies also equate dark web and
deep web.

Furthermore, additional terms such as hidden web or invisible web are
used [24, 41, 44, 51]. However, these terms are also used inconsistently and
are indicated as synonyms for darknet, deep web or dark web. Some works
do not distinguish between several of these terms, as the following example
shows:

• “Hidden web, also known as deep web, deep net, dark net, invisible web
or undernet.” [44]

• “This underbelly or underground version of the internet is referred to as
the deep web (or deepnet, dark web, invisible web)” [41]

The following example “A Study on Analytical Visualization of Deep
Web” [40] shows how challenging it can be to correctly interpret results when
terminology is used inconsistently. The author describes that in the paper “the
analysis visualization through the Deep Web crime data and the number of
Deep Web users in each country” has been studied. However, the following
definition is given: “The Deep Web is another range of the Internet called the
Deep Internet. ‘Deep Web refers to an encrypted network that is not detected
on search engine like Google etc. Users must use Tor to visit sites on the dark
web”’. No distinction is made between deep web and dark web, but both
terms are used. Thus, it is not known whether the results actually refer to the
deep web or to the dark web.

5 Conclusion

In our previous paper [43], we elaborated six critical aspects in dark-
net research. These aspects can lead to misinterpretation of results or
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inconsistency. They can also lead to misrepresentation of elaborated research
results. One aspect is the inconsistent use of darknet terminology. Inconsis-
tent use of darknet terms such as darknet, dark web, or deep web leads to
large discrepancies and challenges in making comparisons between multiple
studies or results. In this work, we investigated the inconsistent use of darknet
terminology in past research. For this purpose, we conducted a scoping
review and analyzed how darknet terms have been used or defined. In total,
we examined 227 papers, of which 97 listed descriptions or definitions of
darknet terms. We found that 28 papers equated multiple terms and did not
distinguish between them. Ten papers were identified as having passages of
description, which were each a description of a different term. In 36 papers,
the relationships between the individual terms were misrepresented.

These inconsistent representations of the individual terms are possibly
due to the different metaphorical illustrations. Some divide the Internet into
three layers, others use an iceberg or ocean metaphor to describe terms
such as surface web, deep web, and dark web. An additional complicating
factor is that the term darknet has changed over time. In the first uses of
the term, a darknet was described as any network in which objects protected
by licensing law (e.g., movies, music, software, etc.) are distributed without
authorization [10]. It was only later that the term darknet was detached from
its original meaning as file-sharing networks and became the designation for
overlay networks such as Tor, whose main goal is to preserve the anonymity
of its participants [26, 42].

It is essential that the darknet terminology is used consistently. By
applying metaphorical illustrations, different levels of abstraction are created
which do not result in a detailed description of the terms. Accordingly, an
increased number of inconsistencies and contradictions can be observed. A
conceivable approach would be to ensure that definitions are based on their
respective technical implementation. This way, consistency in terminology
usage can be achieved.
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