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Abstract

Fog computing is a computing environment that can respond to user oper-
ational needs in real time. Aiming at the shortcomings of user privacy
protection performance and structural performance, a method of completely
hiding access structures is proposed under the framework of cloud and mist
computing. The cuckoo filter is applied to the fog computing environment,
and users are detected through fog nodes. If an attribute is detected to exist in
the fully hidden access structure, the mapping function between the attribute
and the access structure line number is returned. The research results show
that with the increase of the number of attributes, the advantage of attribute
confirmation time for fog servers is gradually obvious; The overall delay of
fog computing is shorter, the Time To Live (TTL) is longer, the average delay
is only 3 ms, and the delay is lower; The completely hidden access structure
constructed by the cuckoo algorithm occupies only 1% of the total system
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steps, which can more effectively achieve user privacy protection without
increasing overhead. The proposed scheme greatly reduces the amount of
computation while fully protecting user privacy, and meets the needs of users
for fast and secure access.

Keywords: Fog computing, cuckoo filter, secure access, control technology,
structure hiding.

1 Introduction

After more than a decade of development, cloud computing technology
has steadily advanced, but its shortcomings are also increasingly evident.
The shortcomings of data transmission between cloud computing and users,
such as high latency and low scalability, have become difficult to meet user
needs. In order to solve the problems in cloud computing, scholars have
proposed the integration of fog computing technology and cloud computing
to form a new architecture that provides more high-speed and high-bandwidth
network services [1–3]. Fog computing is a fusion of multiple technological
trends, similar to cloud computing, and suitable for distributed computing
and storage in Internet of Things scenarios. Fog computing is a network at the
edge of users, which can respond to users’ operational needs in real time, and
thus solve the delay problem in cloud computing. In a fog computing envi-
ronment, access control is a common technology for protecting data security
[4–6]. Access control refers to the use of various technologies to restrict the
access of foreign objects to subject data resources, among which attribute
cryptography is widely used. When using attribute encryption in practice,
in addition to the most basic user data security needs to be guaranteed, as
parties continue to enhance collaboration during the operation process, it is
also necessary to add access structures in real time [7–9]. In order to achieve
more flexible and secure data access control in a fog computing environment,
the research focuses on access control under cloud and fog architectures,
and constructs a secure access structure hiding scheme. By confirming the
integrity of data, new access structures are added and completely hidden,
in order to achieve more timely data sharing and higher levels of privacy
protection. Most of the existing research on access structures can only be
partially hidden and cannot fully protect data and user privacy. The proposed
scheme can not only fully protect user privacy, but also reduce unnecessary
computation and improve various performance.
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2 Related Work

At present, fog computing has been extensively used in various fields [10, 11].
Many studies have applied fog computing to improve the efficiency and
security of computer operations. There is no shortage of Yousefpour A team’s
research on the computing performance of fog computing itself. They com-
pare fog computing with edge computing and conduct performance analysis
of derivative computing methods [12]. However, more teams have applied
fog computing to improve the efficiency and security of computer computing.
For example, the Tange K team and the Muttag A A A team have conducted
corresponding research. Their common feature is that they have applied fog
computing to the security protection of specific industries. The Tange K team
has chosen the industrial industry, while the Muttag A A team has chosen the
healthcare industry. Due to the fact that the generation of fog computing itself
relies on network security protection technology, such applications tend to
be more fundamental and expanded [13, 14]. While other researchers focus
on the computational efficiency of fog computing itself, they will use fog
computing to replace cloud computing with lower computational efficiency,
reduce computational latency, and improve network operational stability. The
Abdulqadir H R team, Lakzaei M team, and Rahman F H team have all
conducted this type of research. The Abdulqadir H R team prefers to work
with the Internet of Things multi-user architecture for efficient computing,
while the Lakzaei M team and Rahman F H team prefer to work with
virtual machine energy consumption and computing efficiency [15–17]. This
research takes into account two research directions, based on the expanded
application research of network security, and also analyzes the computing
efficiency of fog computing during the model design process. It fully utilizes
the computing characteristics and application strengths of fog computing
itself to achieve efficient control of security access.

In the field of the Internet, where fog computing is often used, there are
still many applied studies on Internet security. The most important Internet
security issues are user access security and privacy security. The Ranaweera
P team, Bhatt S team, and Qi J team have all conducted research in this
area, because with the development of technology, user security issues often
have updated characteristics. Ranaweera P team analyzed the access security
problem in the multi access edge computing system and enhanced the security
of the multi access edge computing system. Bhatt S team started with the
user access verification of the Internet of Things to conduct access con-
trol research, while QiuJ team discussed the user privacy problem [18–20].
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In addition, the Gope P team has also conducted a discussion on user rights
security, but this discussion is more targeted, mainly focusing on the security
of industrial sensors and industrial system user protocols [21]. It can be seen
that the current research on Internet security issues mainly focuses on user
security. This study also starts from the perspective of user security, but
uses fog computing, a new computing method, to explore the applicability
of security. At the same time, it utilizes the computing characteristics of
fog computing itself, and uses security access control technology in the fog
computing environment to establish a security access structure concealment
scheme, which improves system performance while protecting user privacy.

3 Facing the Security Access Control Technology in the
Fog Computing Environment

A completely hidden access structure scheme for fog computing envi-
ronments is proposed, using cuckoo filters to hide and detect attributes.
The access structure represented by a linear secret sharing matrix is com-
pletely hidden and stored in the fog node, saving storage space for the
cloud server, and querying whether user attributes exist in the hidden access
structure in the fog node. The method proposed in the study can fully protect
the privacy of users, reduce the amount of computing, and make computing
more rapid and convenient.

3.1 Relevant Basic Technologies for Secure Access in the Fog
Computing Environment

Fog computing is a result of the fusion of various technological tendencies.
It is suitable for use in distributed computing and storage IoT scenarios.
A large number of wired or wireless devices are distributed near each node
of the user. These devices have network services interoperability and scal-
ability. With the development of computer technology, data encryption has
officially entered a new stage of modern cryptography. Encryption refers to
transforming information into data that cannot be understood by attackers,
and decryption refers to the restoration of encrypted information to under-
standable information by a specific user through some special means [22].
The basic flow of cryptography is shown in Figure 1.

As shown in Figure 1, the data sender obtains the encryption key at the
key generation place, encrypts the information through a certain encryption
algorithm to form ciphertext, and the data receiver acquires the decryption
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Figure 1 Basic process of cryptography.

key at the key generation place, and uses a certain decryption algorithm to
decipher the ciphertext to get the original message. The hash function is a
commonly used tool in cryptography, which converts the input data into a
specific length output through an algorithm. The length of the input value of
the hash function is random, but the output value is of a fixed length. Any
input value can get a unique output value. The input value can be called the
preimage of the output value, and the input value cannot be counted by the
output value. MurMur hash algorithm is the most commonly used in recent
years. It is more suitable for retrieval operations, with fast speed and a good
hash effect. Its core steps are shown in formula (1).{

x∗ = m

x = rotate left(x, r)
(1)

In formula (1), m is the optimal constant value obtained through a large
quantity of experiments, and r is the number of bits to be set. When the input
values have a strong regularity, the output value distribution characteristics
of the Murmur hash algorithm perform well. Divide the secret D into n
fragments, if and only when the collection amount of the secret share value
reaches the k share, the complete secret value can be D reconstructed. If
the collection amount of the secret share value is less than k the complete
secret value, the complete secret value will not be reconstructed. This is the
case of (k, n) secret sharing algorithm. In solving practical problems, the
value of k is generally set as the number of secret shares, and the secret
sharing algorithm is realized by XOR operation. Select n − 1a random
value r1, r2, . . . , rn−1 for calculation, rn and reconstruct according to the
calculated rn pair as shown in formula (2).D{

rn = r1 ⊕ r2 ⊕ · · · ⊕ rn−1 ⊕D

D = r1 ⊕ r2 ⊕ · · · ⊕ rn−1 ⊕ rn
(2)
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The concept of secret sharing is realized by using the Lagrangian inter-
polation method. In this approach, the secret is shared with the keepers, and
y the shared secret can be reconstructed x ≤ y only when there is one set
of keepers, which needs to be satisfied x. When the user specifies the access
structure, the access structure can be transformed into a computable matrix
through Linear Secret Sharing Schemes (LSSS).

Bilinear pairing is often used in general encryption schemes to build
systems. Let G be the p order cyclic addition group, Gr be the p order cyclic
multiplication group, g as G the generator of the addition group, p be a
prime number whose length is a safety parameter. There are bilinear maps
e: G×G → Gr that are bilinear, nondegenerate, and computable.

The Attribute-Based Encryption (ABE) method regards attributes as iden-
tity information. Both the ciphertext and the key are related to the attributes.
When the attributes are within the range specified by the encryptor, the
information can be decrypted and obtained. In this method, the server for
information storage can be any server that is not trusted, and there is no need
to check the server, so the speed of information storage is faster. The data
owner only needs to pay attention to the encryption protection of the data.
The use of attributes for access control can ensure the confidentiality of
the data. When decrypting, the random value in the key participates in the
calculation to resist malicious attacks. ABE is mainly divided into KP-ABE
and CP-ABE, as shown in Figure 2.

A cuckoo filter can test for the presence or absence of an element in
a collection, and can dynamically adjust the elements in the collection.
The filter can also achieve higher performance and faster execution speed
than general filters in a space with a higher capacity, and can resolve the
problem of false positives of elements in a general filter bank with advantage.
Each cuckoo hash table is composed of a set of storage group arrays, each
element of which can obtain two addresses in the table according to two hash
functions, and one is used as an alternative address. Add elements to the
cuckoo hash table, check the obtained address, if one of the two addresses
is empty, add an element to this position. When an element collides, the
alternate address is enabled. When a collision occurs in the alternate address,
the new element will select any position and delete the element at the position.
The deleted element will repeat the above steps until a new empty position is
found. If the space occupancy rate of the table has reached the preset value,
it is determined that the table is full, and a new cuckoo hash table demands
to be constructed. Compared with the cuckoo hash table, the cuckoo filter
has basically the same location structure as it, but is more space-saving.
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Figure 2 Two types of ABE.

The cuckoo filter obtains the bit string related to the element to be stored
through a specific hash function, that is, the fingerprint of the element.
The size of the fingerprint will affect the false positive rate of the element.
The longer the number of fingerprint digits, the lower the false positive rate.
The size of the fingerprint will grow logarithmically with the number of
storage addresses as well [23]. Cuckoo filters improve space efficiency by
storing element fingerprints. When inserting the fingerprint information of
an element in the filter, the addresses of two candidate slots must first be
obtained through a hash function, as shown in formula (3).{

h1(x) = hash(x)

h2(x) = h1(x)⊕ hash(x′s fingerprint)
(3)
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It can be seen from formula (3) that the vacancy address of the other can-
didate position can be calculated through one of the two candidate positions.
h1(x) and h2(x) denote two alternative addresses, hash(x) is the element
address, while hash(x′s fingerprint) means the fingerprint of the element.

3.2 Facing the Hidden Scheme of Security Access Control
Structure in the Fog Computing Environment

This research proposes an access control hiding plan for fog computing, and
the system model of the scheme is shown in Figure 3.

In Figure 4, a trusted institution is a completely trusted institution set,
which is responsible for generating system parameters and master keys. The
trusted institution in this scheme will not be in league with other entities and
will not be attacked by default. Data users need to obtain the information
uploaded by the data uploader, and they need to pass their own attribute set to
the trusted organization during the registration phase, and request their own
keys from it as well. Data uploaders share data by uploading information,
and they have the right to specify the access structure. The fog node stores
completely hidden access structure. Before the user downloads the ciphertext,
it detects the attributes used to check whether the attributes conform to the
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Figure 4 Data flow diagram.

access structure emplace by the shared data. The cloud server allows data
uploaders and data users to store ciphertext in it, and the generated wood
grain is uploaded for storage, and after the attribute is confirmed, the relevant
ciphertext is downloaded [24].

System initialization algorithm Setup is operated by a trusted authority to
produce relevant parameters and master keys. Input the security parameters,
the algorithm will choose the 1λ two cyclic groups of G and Gr on the G
prime number order, p and the mapping relationship Gr between G×G → Gr

and, the trusted authority chooses the producer to g ∈ G generate random
elements related with the attributes h1, . . . , hN ∈ G, N representing the
quantity of attributes in all. The trusted organization chooses randomly µ,
µ ∈ Z∗

p , specifies Latt the maximum bit extent of the attribute, indicates
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the maximum bit length of Latt the line number in the matrix showed by
LSSS, uses Hf the anti-collision hash function to He indicate the fingerprint
information of the generated element, and indicates that the element is filtered
with the cuckoo element. Finally, the trusted institution gains the parameters
and master key by this algorithm, as shown in formula (4).{

PK = ⟨g, Latt , Lrow , Hf , He, h1, . . . hN , e(g, g)µ, gµ⟩
MK = gµ

(4)

The user registration KeyGen algorithm is run by a trusted institution,
and the decryption key of the data user is generated by it. When data users
decrypt the ciphertext downloaded from the ECS, they first need to apply
for a private key, send their own attribute set to the trusted institution, and
the trusted institution that receives the attribute set will run the algorithm
to produce the private key and distribute it. While the the algorithm runs, it
selects t ∈ Z∗

p randomly, and get the customized private key as shown in
Formula (5).

SK = ⟨gµ, gµt, gt, {Ex = htx}x∈U , U⟩ (5)

Encryption information algorithm Enc is run by the data uploader, and
the plaintext data is encrypted through the specified access structure, and
the corresponding ciphertext is generated and uploaded to the server. Enter
the system parameters PK , the specified access structure (M,ρ) and plain-
text data m, and Enc the ciphertext corresponding to the plaintext data
will be returned CT . The data user runs Enc algorithm to calculate the
corresponding ciphertext of the plaintext data as shown in formula (6).

CT = ⟨me(g, g)µs, gs, {Ci = gµλih−s
ρ(i)}i=1,...,l⟩ (6)

Cuckoo filtering algorithm CF is run by the data uploader, which inputs
(M,ρ) the access structure, completely hides it through the cuckoo filter,
generates the hidden one and transmits it to the fog node for storage. When
the data owner needs to put a certain attribute in the access structure into the
cuckoo filter, first Hf (attx) obtain the corresponding fingerprint information
of the attribute through the hash function f , and then He(attx) obtain the
position where the element is mapped in the cuckoo filter. If there is already
information at this location, then another alternative location address is
calculated to store the corresponding fingerprint information of this attribute,
as shown in formula (7).{

Ads1(x) = He(attx)

Ads2(x) = Ads1(x)⊕He(f)
(7)
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In addition, it is also necessary to process the elements. After accessing
each element in the structure, connect the line number of the attribute element
in matrix M . Set that the connected elements need to meet the requirements
of λ − bit length, and fill the left side with 0 to reach the λ − bit length.
After the attribute processing, the element group is obtained as shown in
Formula (8).

Ux = {i∥attx}i∈[i,l] (8)

In Equation (8), i represents the row number, l represents the number
of rows of the matrix, and the mapping relationship between each row
and the attribute elements needs to be satisfied att = ρ(i). The algorithm
constructs Ux a hidden access structure according to the constructed one CF .
When inserting a new element into the table, first calculate the fingerprint
information f = Hf (x) of the element, and then calculate the position of
the element in the table i1 = He(x), and then obtain another alternative
location address in the table through an algorithm i2 = i1 ⊕He(f), and set
the conditions as shown in formula (9).

f ⊕ x = CX (9)

When either of the two alternative locations is empty, place ⟨f,CX ⟩ at
the address.

Confirmation property algorithms CF − Check are run by fog nodes.
When the system parameters PK are entered, the hidden access structure
CF and the attribute set assigned by the individual data user, first U cal-
culate the first position in the cuckoo filter for the attribute of the data
user, and then calculate the value of the attribute He(attx). Fingerprint
information f , another candidate address information is calculated according
to the fingerprint information and the first location information, as shown in
formula (10). {

Ads1(x) = He(attx)

Ads2(x) = Ads1(x)⊕He(f)
(10)

Check whether the fingerprint information Hf (attx) of the attribute exists
in the two alternative addresses. If not, the attribute of the user does not
belong to the access structure. If it exists, it restores the formula (11) in the
hidden access structure.

x = Hf (attx)⊕ (CX ) (11)

In formula (11), CX is the information placed on the element mapping
address when the cuckoo filter is created. Since x connects the line number
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of this attribute in matrix M after passing the element, and zero complement
operation is carried out when the length of λ − bit is not satisfied, so the
zero bit on the left side of the string is first deleted, and then the length of
Latt is used to intercept the attribute string att , and the length of Lrow is
used to intercept the line number row . After getting att , compare it with the
attribute assigned by the input individual in the system to attx and judge
whether the two are completely consistent. If they are completely consistent,
the user is a user who conforms to the access structure, and the mapping
function between the calculated reconstruction attribute and the row number
is ρ shown in formula (12).

ρ = {row , att}att∈U (12)

Decryption algorithm Dec is run by the data user. For the mapping
function reconstructed after the attribute detection is successful ρ′, the data
user will download the corresponding ciphertext and decrypt the ciphertext
with the private key. If one enters the ciphertext corresponding to the plaintext
data, the specified access structure (M,ρ) and a, private key SK , then the Dec
algorithm will return m. When the data user satisfies the access structure, the
calculation of the original data m is shown in formula (13).

m =
me(g, g)µs

e(g, g)µs
(13)

The data flow diagram of this operation is shown in Figure 5.

4 Application Performance Analysis of the Security
Access Control Structure Hiding Scheme

When analyzing application performance, we focus first on analyzing the
comparison of computing overhead caused by the difference in filter types.
The analysis mainly starts with the calculation method of the filter, and
compares the Bloom filter with the cuckoo filter. The specific comparison
results are as presented in Table 1.

As can be seen from Table 1, the main difference between the two filters
is that Bloom filter needs to undergo k hashing operations in the operation
process, while Cuckoo filter only needs to undergo two hashing operations.
At the same time, when the cuckoo filter hides the access structure, when
it reaches the preset space occupancy boundary, it will use a new cuckoo
hash table and fill in the corresponding data. This part of the overhead is
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Table 1 Comparison of filter operation cost
Type of
Computational Filter Type
Overhead Cuckoo Bloom
Encryption overhead j ∗ (2 + 2Γ) + 2Ω + ϕ j ∗ (2 + 2Γ) + kΩ+ ϕ

Accessing structures
completely hides the
overhead

n ∗ (2Ω + ϕ) kΩ+ ϕ

Confirm attribute
overhead

n ∗ (2Ω + o(1)) + ϕ kΩ+ ϕ

Decryption overhead i(2∆ + 1) + j∆+ n ∗ (2Ω) + ϕ i(2∆ + 1) + j∆+ kΩ+ ϕ

also included in the calculation of the method. From the calculation point
of view, the calculation of the cuckoo filter is more efficient. During the
application test, the 1 core 2G Memory device is used to simulate the fog node
device, and the MurMurHash v3.3 function is used to implement the cuckoo
filtering algorithm. The research uses the cloud computing security model in
literature [25] as a comparison model [25]. The structural time change under
different attribute numbers hidden access is shown in Figure 5.

From Figure 6 it is visible that the growth trend in the early stage is
stable, and the obvious growth trend occurs when the number of attributes
is between 30 and 40. When the quantity reached 40, the time consumed by
the algorithm when building the hidden access structure rises to 0.22 ms, and
the later the growth rate stabilizes. When it reaches 60, the time consumed
by the algorithm when constructing the hidden access structure is up to
0.26 ms. The time consumed by the algorithm showed a linear increase trend
with the rise of the number of attributes. During this increase, the attribute
confirmation time also shows a gradual growing trend, but the rate of rise
is relatively slow. The overall trend is relatively stable, rising from 0.1 ms
when the quantity of attributes is 10 to 0.6 ms when the number of attributes
is 60. For the same number of attributes, the attribute confirmation time of the
cloud server environment is higher than that of the fog server. It can be seen
that with the rise of the volume of attributes, the advantage of the attribute
confirmation time of the fog server is gradually obvious. The obtained delay
test results in the cloud environment are shown in Figure 6.

Figure 7 shows the distribution and reception status of cloud environment
address data packets for the same user at four time points, using four indica-
tors, respectively, the amount of distributed data, the amount of received data,
the time consumed by round-trip data, and the system cache time TTL (Time
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To Live). For the purpose of this analysis, the two indicators of sending data
and receiving data are used to detect data omissions during data transmission,
and the time spent on round-trip data is used to test data transmission delay.
Moreover, TTL time is used to detect whether data transmission time exceeds
the system cache time. When the time nodes are 1, 2, 3 and 4, the round-trip
data consumption time is 47 ms, 46 ms, 46 ms and 47 ms respectively.
The TTL time is 51 ms, which is shorter than the round-trip data consumption
time. On this basis, the study tested the fog environment under the same
conditions, and the specific results are shown in Figure 7.

Figure 8 shows the distribution and reception of fog environment address
data packets at four time points for the same user. The four indicators of data
distribution, data reception, data round-trip consumption time and system
cache time TTL time are also used for analysis. Under time node 1, data
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Figure 6 Cloud environment delay test results.
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Figure 7 Fog environment delay test results.
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Figure 8 Comparative analysis of system time.

round-trip consumption time is 2 ms, which is much lower than 47 ms and
64 ms of TTL time in cloud environment. When the time node is 2, the
round-trip data consumption time is 6 ms, and the TTL time is 64 ms. Under
time nodes 3 and 4, the round-trip data consumption time is 4 ms and 2 ms
respectively, and the TTL time is still 64 ms. The round-trip data consumption
time is shorter than the TTL time. Compared with the cloud environment, the
overall delay in the fog environment is shorter and the TTL time is longer.
The average delay in the cloud environment is 46 ms, while the average delay
in the fog environment is only 3 ms, and the delay in the fog environment is
even lower. The system encryption time, construction time, inspection time
and decryption time are compared and analyzed under different numbers of
attributes, as shown in Figure 8.

From Figure 9 it can be seen that with the rise of the quantity, the encryp-
tion time of the system shows a gradually increasing trend. With the rise of the
quantity, the construction time of the system shows a trend of steady growth
but the increase rate is relatively slow. The growth trend is stable, and there is
little difference in the construction time under different number of attributes;
with the increase of the attribute number, the system inspection time shows
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Figure 9 Proportion of scheme attribute confirmation time to total time of different steps.

a steady growth trend, but the increae rate is relatively slow for the different
number of attributes. There is also little difference in the inspection time;
with the rise of the quantity, the decryption time of the system presents a
distribution state of index values that are low in the middle and high on both
sides, and the lowest decryption time is 4.09 ms. When the quantity is 3, while
the highest decryption time is 6.55 ms when the number of attributes is 5.
The scheme of the research design is mainly distributed in the construction
time and inspection time, and the time consumption is relatively stable, while
the decryption time can be controlled by the number of attributes. Figure 9
shows the ratio of the program attribute confirmation time to the total time of
different steps.

In Figure 9 it is shown that the time consumed by the confirmation of
the hidden access structure attributes in the fog environment is much shorter
than the time consumed by the confirmation of the hidden access structure
attributes in the cloud environment. The time is stable at about 46 ms, but
because the simple confirmation operation time is very short, the impact of
the change in the number of attributes is not significant. From the perspective
of time proportion, the completely hidden access structure constructed by
the cuckoo algorithm occupies a very small proportion of time in the whole
system steps, only 1%. Under the circumstances, it can realize user privacy
protection more effectively.

In summary, compared to cloud computing models, under the same
number of attributes, the attribute confirmation time for fog server environ-
ments is relatively shorter. At the same time, as the number of attributes
increases, the advantage of attribute confirmation time for fog servers grad-
ually becomes apparent. This indicates that the fog server has the advantage
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of computational efficiency. At the same time, in terms of the distribution
and reception of address packets in the fog environment at four time points
for the same user, the fog computing model has more advantages in terms of
four indicators: the amount of data distributed, the amount of data received,
the time consumed for data round-trip, and the system cache time TTL time.
This indicates that compared to the cloud computing model, the fog comput-
ing model has a better overall application effect, and users can experience
a fuller data transmission effect with a shorter delay. Finally, verification of
hidden access structure attributes in a fog environment consumes less time
than verification of hidden access structure attributes in a cloud environment.
This indicates that the fog computing model designed in the study has a
structural advantage in the security hidden structure, and is easy to achieve
better security effects.

5 Conclusions

As a new computing mode, fog computing can provide users with more
timely, convenient, and fast virtualization services. The research proposes a
security access control structure hiding scheme based on the access control
of fog computing. The cuckoo filter algorithm is applied to the fog comput-
ing environment, and user attributes are detected through fog nodes. If the
attribute is detected to exist in the completely hidden access structure, the
mapping function between the attribute and the access structure line number
is returned. Through performance analysis experiments, it can be seen that
with the increase in the number of attributes, the advantage of attribute
confirmation time of the fog server gradually becomes apparent; The overall
delay of fog computing is shorter. At 1 byte, 2 bytes, 3 bytes, and 4 bytes of
time, the data round-trip consumption time is 2 ms, 6 ms, 4 ms, and 2 ms,
respectively, which is shorter than the comparable cloud computing model.
At the same time, in terms of TTL time comparison, the TTL time of the fog
computing model designed in the study is 61 ms at 1 byte, 2 bytes, 3 bytes,
and 4 bytes, which is higher than the 51 ms of the cloud computing model
compared. And the average delay of the fog calculation model is only 3 ms,
which is lower; The proposed scheme consumes relatively stable construction
time and inspection time, while the decryption time can be controlled by the
number of attributes; The completely hidden access structure constructed by
the cuckoo algorithm occupies only 1% of the time in the entire system step,
and the time consumed to confirm the structure properties is stable at about
3 ms, which is far lower than about 46 ms of the cloud computing model. This
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indicates that the scheme can more effectively achieve user privacy protection
without increasing costs. However, in the study of completely hiding the
access structure, it is possible to further consider the dynamic adjustment
function of the cuckoo filter and dynamically manage the policies in the
access structure. In the future, the error rate of cuckoo filters should also
be improved to reduce the error rate of detection attributes.
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