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Abstract

At present, most cameras use internal networks and use methods such as
Traceroute for security protection, which cannot meet the requirements of
camera network mapping. Therefore, a camera mapping scheme of network
information and physical distribution is proposed. Firstly, the network topol-
ogy problem of video content information collection was analyzed. This
paper uses the mapping relationship between network space and physical
space to propose the subnet division conjecture method and complete the
preliminary mapping of the network through video data screening. Consider-
ing the insufficient coverage of topology mapping, a judgment and inference
method based on Bayesian classification technology and network information
is proposed, and the results are corrected and evaluated through the test
of Jackard coefficient. In the preliminary network topology performance
test, two state-of-the-art schemes are selected for experimental comparison.
When the number of nodes in the proposed scheme is 5, 25, and 50, the
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mapping can be completed in the shortest time, and the accuracy reaches
80%. However, the surveying and mapping accuracy of the proposed scheme
in the preliminary test is low, and the network information method is used for
data screening. In the final surveying and mapping performance test, when
the number of nodes is 40, the accuracy of the proposed scheme is 96%,
which is better than previously proposed schemes, while the testing delay
time is shorter. The technology proposed in the study has the best overall
performance. It can effectively solve the problem of intranet surveying and
mapping and has important reference value for the security protection of the
camera network.

Keywords: Communication security, network information, physical distri-
bution, camera network, topological mapping, network division inference
method.

1 Introduction

Cameras are important devices for recording image, audio, and video data.
They are used in all aspects of people’s lives including remote monitoring,
video communication, traffic security, and other fields. Cameras meet peo-
ple’s various functional needs through open networks and cloud technology,
but the problem of data and information security is becoming more and more
serious. Malicious parties can obtain important data from cameras through
network vulnerabilities, and even interfere with the use of its functions. Most
of the camera output information is a fixed protocol, and most cameras do
not have the characteristics of heterogeneous protocols. In addition, there is
no effective security standard for cameras, which makes the security problem
of cameras more and more serious.

Network surveying and mapping are the basis for ensuring network
security [1]. Through the use of cyberspace information and geographic
information to obtain cyberspace and security features, a more effective and
real cyberspace information map can be obtained. Traditional surveying and
mapping cannot meet the security requirements of cameras that is why in this
work we focus on research on network topology surveying and mapping [2].
Through the acquisition of information such as packet loss rate, hop count,
and delay in the video, effective network space surveying for cameras can be
performed. However, due to the large amount of network data information,
data mining is more difficult, making it difficult to accurately identify camera
position information through network information. Therefore, based on the
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relationship between the spatial position of the camera and the network
topology, a topology mapping scheme integrating the two technologies is
proposed. Compared with traditional network measurement technologies, the
proposed technical solution can combine the advantages of spatial location
relationships and network topology technology to improve the accuracy of
network measurement through network positioning data and spatial location
information. The solution designed in this work is of great significance for
improving the security of camera network data.
Considering above the novel contribution of this work is:

(1) Regarding the issue of using video content information to determine the
structure of camera networks, based on the idea of mapping between
physical spatial distribution and network topology, a camera physical
distribution inference method and a camera network spatial connection
analysis method based on physical distribution are proposed. Compared
to traditional network surveying, they are completer and more accurate.

(2) In response to the issue of incomplete initial mapping topology cov-
erage, Bayesian classification technology and network information
technology were innovatively adopted to describe information more
accurately based on network information such as delay, hop count, and
packet loss rate in local networks.

The specific workflow is mainly introduced in three parts. The first part
analyzes and summarizes the latest research technologies, the second part
constructs models for two camera network topology mapping methods, and
the third part analyzes the model results.

2 Related Work

The arrangement of the camera in the physical space mainly refers to
the positional arrangement relationship of the camera devices in the space
environment. In the physical distribution, the camera equipment will col-
lect the surrounding location parameters and correspond with the camera
identification code.

Poliarus et al. [3] presented a scheme to represent landmark probability
through camera coordinate feature parameters. The first is to select the color
parameter distribution jump and obtain the position parameter according to
the scanning of the environment. Secondly, the jump on the Hilbert-Huang
transform scheme is used, and the corresponding position information is
obtained.
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According to Srisamosorn et al. [4], a video device is installed on
the ceiling to monitor the movement information of the human head and
limbs. Considering the spatial relationship of cameras, a directional gradient
descriptor histogram is used instead of the traditional scheme. The description
of various motion information and head parameters of things is suitable for
monitoring and processing fish eye images. The obtained results show that
the scheme can obtain the direction within 40 errors and has a good effect.

Bernhard et al. [5] observed the driving scene behind the car through
different vertical and horizontal positions of the camera, and focused on
the spatial relationship between the camera and the rearview mirror through
the study of the traditional rearview mirror, so as to obtain the influence of
different position information on the distance estimation of the driver. In the
lower camera position, the distance will be high, while the lower position
will cause the distance to be underestimated. Different rear viewpoints have
an impact on the driver, and the position needs to be selected reasonably.

Yun et al. [6] studied the city monitoring system and used it to detect
unauthorized garbage dumping in the camera, but it was not obvious in
fact. In order to effectively improve the visibility of the monitoring, the
space position of the camera is studied, the image of the person is analyzed
to identify the object’s behavior, and the position relationship between the
camera and the person is established. After verification, the scheme can
effectively supervise the behavior information of the characters and has a
good effect.

Fukuhara et al. [7] installed a thermal infrared camera for observation in
space. Effectively set the camera position parameters to capture the image of
the orbit of the sun. By comparing the camera data with the data before and
after the experiment, the infrared camera perception brightness and target are
determined.

Broadley et al. [8] concluded that cameras are often used in the observa-
tion environment of wild animals and plants, which is an effective monitoring
scheme and can be used to judge the density of unlabeled animal popula-
tions. But dynamic object detection affects camera assumptions. Therefore,
the position parameters of the camera system are studied to simulate the
corresponding data of animal movement. Simulations were carried out to
find that changes were underestimated for populations with a small range
and low movement speed. Therefore, when using a special camera to monitor
the relevant animals, it is necessary to determine the density and movement
of the animal and to assume the animal movement law (in a more reasonably
way) through the arrangement of the camera.
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Camera space mapping is closely related to network topology. Based
on network positioning technology, it can be applied to camera space map-
ping. Through effective network analysis and measurement, real geographic
parameters and corresponding resources can be obtained, and the type and
topology of the network can be obtained. Safety plays an important role. Xu
et al. [9] found that the localization performance of underwater equipment is
affected by the formation topology. Therefore, under the Fisher information
matrix and the camera distance parameter, the relationship between distance
and acoustic error is analyzed. Considering the ambiguity of information,
a step-by-step recursive scheme is proposed to solve the system constraint
problem. Simulations show that the MACL system composed of the follow-
ing and the first three derivatives can complete the configuration optimization
in the position fuzzy state, and the recursive scheme proposed cannot
rely on the initial position information and is not affected by the optimal
solution.

In their research, Jiang et al. [10] revealed that there is an error inter-
ference problem in the management of network topology, and interpret the
problem as a low-rank matrix problem, and consider using an alternating
algorithm to intervene in the problem to ensure an effective topology of the
network. After experimental verification, the data shows that the proposed
low-rank scheme can effectively improve the degree of freedom of the
network and meet the corresponding requirements of the network.

Hou et al. [11] observed that the network topology in the network con-
struction is the basis of the entire system construction. However, in most
cases, enterprises do not expose topology data. To avoid malicious acqui-
sition or destruction of network topology information and to obtain location
information parameters, a scheme of active topology ambiguity is proposed.
Use training behavior to identify abnormal behavior in network detection,
and design topological confusion results to detect network delay and deceive
attackers. The final experimental result proves that the adopted scheme can
realize the efficient detection of information and effectively intervene in the
external intervention of network topology information.

Zheng et al. [12] found that network security is very important in the
information age, and the use of network virtualization technology is one of
the key solutions to ensure security. The network mapping is the key, so the
heuristic algorithm is used to solve the problem. The first step is to classify
network information sources and apply faults and normal environments.
And establish a new detection mechanism, optimize the network load, and
select nodes for testing. After testing, the proposed scheme has excellent



738 M. Chen

performance in network load, revenue and acceptance rate, and meets the
target requirements.

It can be seen from the above research results that the camera position dis-
tribution is closely related to the network topology mapping. Using network
topology information research, it can reflect network node information and
location information, achieve high-precision network positioning, and ensure
the safety and effectiveness of the camera network.

From the above research, traditional network surveying has low overall
accuracy due to the detection of object information using a single node
information. In the research, the overall surveying effect is improved by
extracting network topology mapping relationships and location information.
In the future, it is necessary to improve the extraction of node information to
improve the accuracy of surveying and mapping.

3 Construction of the Camera Network Topology Mapping
Model

In IoT systems, cameras are one of the important devices, which can capture
environmental data. By calculating video content and traffic, the physical
spatial distribution of cameras can be identified. At the same time, combining
network topology with the spatial position relationship of objects can provide
important references for camera network topology mapping.

3.1 Construction of Topology Model Based on Physical
Distribution

Most of the urban surveillance cameras use the intranet blocked by firewall
technology, which makes it difficult to map the network. Therefore, based
on the physical distribution mapping scheme, through the analysis of the
video data captured by the camera, regardless of the accuracy of the camera
video image recognition, the behavior data of the characters in the video
content is judged to complete the network mapping [13]. Among them,
the behaviors and actions of the characters are recognized, and the transfer
relationship of the person in each camera interval is calculated, so as to
realize the recognition of the camera distribution, and obtain the position
distribution relationship between the various cameras. Therefore, according
to the mapping relationship between the network topology and the camera
position, the preliminary mapping of the camera network can be realized.
Figure 1 is a schematic diagram of pedestrians passing through the camera
area.
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Figure 1 Schematic diagram of camera recognition.

The path information passed by passers-by can identify the location infor-
mation of the camera in the physical space. However, the path information
of people passing through the camera at the same path location may not
be the same. When the distance in the space is long, the time consumption
increases, the number of path cameras rises, and the error will elevate,
too [14]. Therefore, all cameras in the target path cannot be used as position
references, and judgments need to be made based on the effective range.
In the camera network mapping, extracting the effective path information of
passers-by is the key. Due to the particularity of the distribution of the phys-
ical space position of the camera, the pedestrian path recognition is complex
and changeable. Therefore, in order to reduce the computational difficulty,
only two events of pedestrian entering and leaving the range are recorded,
but there are irrelevant data in the identification data, and the useless data are
filtered by filtering rules and LBG (Linde, Buzo, Gray) methods [15]. Define
two events as GE By where 7 and j represent the camera corresponding to
the start and end, and the entry (IN) and exit (OUT) events obtained by the
two cameras are represented as E; and E;, respectively, and the expression is
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Figure 2 Schematic diagram of different event combinations.

as shown as Equation (1).

1, if E; IN event

E; = . ()
0, if E; OUT event

In the same target, the camera gets an event and prepares to receive
subsequent events. Two events are a group, and some targets may have the
possibility of multiple groups of events. The acquisition principle of different
events of the camera is shown in Figure 2 [16].

Figure 2 shows the combination principle of various events, including
five combination types, including one camera, two cameras overlapping, one
camera containing another camera, and no overlapping. If the camera event
cannot be classified into any of them, the event combination is invalid infor-
mation and needs to be removed [17]. In the calculation of the physical space
position of the camera, different spatial distributions correspond to different
groups, and weights are assigned. Considering the complex relationship of
the real scene, the LBG method and filtering strategy are used to filter the
data, and the valuable combination data is retained. Therefore, the received
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data is mapped into five combinations, and the vector expression is as seen in
Equation (2).

v=(af el yl t) )

In formula (2), xf , yiB are the coordinate parameters of the target in the

camera, and the ¢; table is the duration, a:f , ylE indicating the camera coordi-

nates. The five combined standard deviations and the norm are calculated, as

visible in Equation (3).
Hv_cxavgnviugﬂv‘i‘c‘i‘gv 3)

In formula (3), o, is the standard deviation, u,, is the mean, cis a constant,
and sets the acceptable range. By comparing the information, data that does
not meet the requirements will be discarded. Next, the LBG algorithm is used
to filter out valuable data, and the five combinations are used as a training set,
and the training mean is shown in Equation (4).

1 M
¢t =37 2 lvml “
m=1

In formula (4), M is a combination type and v,, is a combination vector,
and the initial distortion degree is expressed as shown in formula (5).

1 M
D, = M mZ:l |V — CTHQ (5)

Then search for the nearest code vector as shown in Equation (6).
Sp={v:|v=Cpul?> <|lv—-Cul?V¥n =1,2,...,N} (6)

In formula (6), v represents the mapping combination vector and C), is
code loss. Using n* the minimum value of the record index, the corresponding
code loss is close to the data, and the total distortion degree at this stage is
shown in Equation (7).

M
. 1
D) = i > lvm — Qam)|I? (7)
m=1

In Equation (7), if Q(x,,) is close to the data, then the selection is realized
by threshold setting, as seen in Equation (8).

piH _ p®

. <o ®)
D((lzfl)
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Figure 3 Network topology preliminary mapping scene diagram.

o denotes the threshold. If the actual threshold is less than the threshold set,
you can continue to the next step. If it is greater than the set threshold, you
need to return to find the closest code error. The research in this work is
mainly based on the calculation of the physical distribution of the camera
space to map it to the network topology. According to this idea, based on
the sub-network division inference method, the camera space relationship
is abstracted into a network space connected subgraph, and made into an
independent subnet, so as to realize the camera preliminary mapping of the
network. The schematic diagram of the preliminary surveying and mapping
of the camera is shown in Figure 3.

In Figure 3, five cameras are selected as an example, to collect infor-
mation within a certain period of time, the pedestrian transition matrix
probability is as shown in Equation (9).

0.00 0.13 0.13

y 0.18 0.00 0.09

2% _

Peie, = 1021 011 0.00 ©)
0.00 0.00 0.08

It is calculated by the camera correlation degree, and the correlation
degree expression is as shown in Equation (10).

_ 1,5 i,] i,] 1,]
Ri,j = C1,1P11 + €1,0P1,0 + €0,1Pp1 + €0,0P0.0 (10)



Camera Network Topology Mapping Based on the Integration 743

Preliminary mapping Speculative topology Topology to be
tested

Figure 4 Preliminary topology mapping results of the camera.

In formula (10), the cg combination weight can reflect the relationship
between the camera and different combinations through calculation. Set ¢y 1
and cg o both to 1, ¢y to 1.5, and ¢ 1 to 0.5. Then, the degree of correlation
between cameras can be calculated, and if the degree of correlation is low,
it is removed. According to the relationship between the topological network
and the physical distribution, the topological graph of the five cameras can be
deduced, and the connected graph with many nodes is reserved, as shown in
Figure 4.

Multi-node paths are reserved, as shown in Figure 4, Nodes 1, 2, and 3
constitute a connection diagram, which is divided into the same intranet as
a clear subnet. The remaining nodes 4 and 5 are used as nodes to be mea-
sured, and the preliminary topology mapping is finally completed through
the calculation of network attribution.

3.2 Construction Based on Network Information Topology Model

The preliminary mapping of the camera network is achieved through physical
space, but the topology results of this method are not perfect, and there are
still many camera node subnets that cannot be clearly assigned. Therefore,
on the basis of physical space mapping, a topology mapping scheme based
on network information is given to improve the shortcomings of the physical
space solution. The principle of this method is to supplement the topology
mapping by integrating parameters such as the number of network hops
and delay on the basis of combining video resources and use the Bayesian
inference method to judge the remaining node attribution [18]. The final test
result is corrected by the Jaccard coefficient and Bloom filter to achieve the
purpose of topological mapping of the camera’s intranet. The first is based on
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Figure 5 Schematic diagram of the calculation of the centroid.

the network information positioning technology, using network parameters
to identify the position of the camera, and mark the device reference mark.
In identifying the sub-network attribution, the reference sign selected for
judging the pending node is defined as the core, and can reflect the node
information parameters. Therefore, it is only necessary to calculate the cen-
troid and analyze the difference of the centroid. This can reduce the error and
the amount of computation. The calculation of the centroid is illustrated in
Figure 5.

The calculation of the centroid needs only to solve the data of the corre-
sponding group, but the network fluctuation makes the data quite different,
and the value in the abnormal state cannot effectively reflect the centroid
value. Therefore, the kernel density method is used to estimate the centroid
network information, and the largest density is judged as the core [19]. Then
the subnet device information data vector is defined as 7, the expression is
as shown in Equation (11).

Tﬁ:(ml,mg,...,mk) (11)

In formula (11), m; refers to various information data, such as hop
count, time delay, etc. In the sub-network, the combination of single infor-
mation is defined as My, then its density function expression is as shown in
Equation (12).

1 < i —
Jnlm)— 3"k (mhm> m € M, (12)
1—1

In formula (12), k(-) represents the kernel function and i denotes the
smoothing parameter, and n is the number of data. To determine the owner-
ship of the remaining nodes, it is necessary to establish the subnet locations
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of the remaining nodes. It can be seen from the single data vector analysis as
Equation (13).

¢ = arg max p(c|m) (13)

In Equation (13), ¢ is the remaining node, p(m) is the probability detec-

tion function, and Bayesian reasoning is used to transform Equation (13), as
shown in Equation (14).

p(i|e)p(c)
p(m)
In Equation (14), p(m|c) is the probability p(77:) that the node data is

detected 1 in the subnet, and the number of devices is obtained according to
the initial solution, and the ¢ solution expression is as shown in Equation (15).

(14)

¢ = arg max

(1) =
c) =
P ZjEan

After determining the sub-network centroid data 173, and node m data,
it is necessary to calculate the similarity between the data through Mahala
Nobis distance, as shown in Equation (16).

(15)

d(’r?Lz, ’I?_ic)fl
Z]En d(mh mc)il

In formula (16), d is the distance and the higher the similarity, the smaller
the distance. In the analysis of transforming from a single time series to a
set of time series, the similarity calculation of the time series can effectively
reverse the similarity between the sub-network and the node network, so as
to better identify the ownership of the remaining cameras [20]. Therefore, the
dynamic time rule is used to calculate the similarity, the node network time
series is defined as M;, the sub-network centroid sequence is M., then the
remaining nodes belong to, as shown in Equation (17).

p(milc) = (16)

D(M;, M,)~!

—p(c) (17)

In formula (17), the D(-) denotes time series calculation function.
According to the above calculation, the ownership of the remaining camera
subnets can be determined, and the network mapping results can be improved.
However, in order to ensure the accuracy of the results and avoid abnormal
networks, the Jaccard similarity coefficient and Bloom filter are mostly used
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Figure 6 Schematic diagram of network topology collection.

to calculate the difference of surveying and mapping [21]. The principle is
shown in Figure 6.

The topology is abstracted into multiple sets, and the Bloom filter is used
to judge whether the set contains another set. Figure 6 shows an abstract
camera topology network with multiple subnets, which in turn contain mul-
tiple nodes. In surveying, the subnets are divided separately [22]. Because
the identification cannot accurately determine the intranet subnet network
number. Therefore, it is necessary to compare the degree of difference with
other groups. The similarity between sets is calculated using the Jaccard
coefficient, and the calculation expression is as shown in Equation (18).

S(R1, Ry) = Zmax(.](seti, set;)), setj € Ry (18)

In formula (18), R; and Rs both represent the result of the difference
degree of the two sets of sets, which set are subsets, and J(-) are the Jaccard
calculation function. In the end, the smaller the difference of the calculated
structure, the higher the similarity, and it can be controlled within a certain
interval after stabilization, and the difference of the subnets can be accurately
compared. The final network topology mapping scheme is explained in
Figure 7.

4 Network Topology Mapping Performance Analysis

A new camera distribution estimation method based on physical distribution
and network technology was proposed in the study. In order to verify the
performance of this method, corresponding experiments were conducted to
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Figure 7 Schematic diagram of network topology mapping.

verify the feasibility of the proposed method. The testing process uses the
same network and equipment, while selecting the same flow time period for
testing.

4.1 Performance Analysis of Physical Distribution Topology
Model

In the performance test of the physical distribution scheme, the experiment
will be performed under the intranet of three groups of cameras, and the
number of cameras in the three networks is set to 5, 25, and 50. During
the whole experiment, the physical location of the camera and the network
location could not be obtained, only the video data was collected. Moreover,
we compare our proposed solution with the schemes of Cho [14] and Lei [15].
At the same time, in the actual test, the effect of target recognition is not
considered, and the pedestrian events in three network scenarios are counted.
To ensure the fairness of the comparison, the test is performed during the
same period of peak traffic. The event data in each time period is shown in
Figure 8.

In Figure 8, the data information collection is divided into 5 nodes, 25
nodes and 50 nodes. From the number of events collected at different times,
the more nodes there are, the more events are collected. Due to different scene
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Figure 8 Event data at different times.

locations, there are differences in the peak flow of people. The more nodes,
the longer the peak period and the more time for event collection. Among
them, the node 50 scene collection time is 400 s, the maximum number of
nodes per second is 31, the number of single nodes is the largest, and the
time is the longest. At the same time, the event prediction accuracy in the
three scenarios is tested to reach an accuracy of 80%, as shown in Figure 9.
Judging from the results presented in Figure 9, the proposed scheme
performs better in event collection efficiency. For example, in the scene with
25 nodes, the accuracy rate reaches 80% in 40 s, and the Cho scheme and Lei
J scheme reach 80% after 40 s. In the scenario with 50 nodes, the proposed
scheme reaches 80% in 90 s, while the Cho and Lei schemes obtain this level
after 90 s and 100 s, respectively. Since the proposed solution only records
camera behavior events and discards low-cost events, the overall calculation
is lower and the time consumption is shorter. However, the proposed scheme
has lower recognition accuracy when there are fewer nodes. For example,
when the number of nodes is 5, the proposed scheme reaches the highest point
in 20 s, and the accuracy rate is 46%. When there are 25 and 50 nodes, with
the increase of time, the overall accuracy advantage of the proposed scheme
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is not. Therefore, it is necessary to use network information later to improve
the surveying and mapping effect and improve the accuracy of surveying and
mapping.

4.2 Performance Analysis of Network Information Topology
Model

During the network information topology mapping, the camera dedicated net-
work in a certain cell is used as the test point, and there are about 120 cameras
in this area. The first is to obtain the preliminary mapping results through
physical distribution topology mapping, retain the largest three connected
sub-graphs, and define the subnet division, which is represented by subnet T,
subnet Y, and subnet Y, and the rest of the unmarked locations are considered
to be measured. Nodes, the preliminary physical distribution mapping results
are shown in Figure 10.

For the three sub-networks that are clearly assigned, the core density
method needs to be used to calculate the centroid of the network data, and
a total of 10 judgments are made. The final results are shown in Table 1.

Table 1 partially determines the subnet information data, including sub-
net T, subnet Y, and subnet U. In the 8, 9, and 10 tests, the number of child



750 M. Chen

-]
E

[-]

| |+
2

2

2

(5] B
(5]

)
oad -
oad )

)
-~
- i

?

7?7 72 || e o ?

i

@ Subnet node T <} Subnet node Y
@ SubnetnodeU ? Pending nodes

m
B
~

-~

)

?

)

? ’

?

Figure 10 Preliminary physical distribution map.

Table 1 The information data of the determined sub-network centroid

The 8 Test Results The 9 Test Results The 10 Test Results
Number Time Number Time Number Time
Network of Delay/ of Delay/ of Delay/
Classification Nodes Hops ms Nodes Hops ms Nodes Hops ms
Subnet T 20 4 4.35 20 4 4.45 21 4 4.31
Subnet Y 25 5 5.35 25 5 5.45 25 5 5.01
Subnet U 22 5 4.75 22 5 4.62  twenty-three 5 4.79

nodes, the number of hops, and the delay are basically the same. After the data
information of the subnet is clearly known, the subnet to which the remaining
undetermined nodes belong can be judged. The total number of judgments is
10. The centroid information and judgment results of some nodes to be tested
are shown in Table 2.

According to the results presented in Table 2, a camera number represents
a node to be tested, and the network information of the remaining nodes
is obtained by identifying and judging the node information 10 times. For
example, the camera number 4 is the node to be tested. According to the
centroid calculation, the number of hops and the delay of the node number
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Table 2 Node information and attribution to be tested

The 8 Test Results The 9 Test Results The 10 Test Results
Time Time Time
Network Delay/ Delay/ Delay/
Classification Hops ms Subnet Hops  ms Subnet Hops  ms Subnet

Camera coding 5 4 435 SubnetT 4 445  SubnetT 4 431  SubnetT
Camera coding 7 424  Subnet T 4.35  Subnet T 4.23  Subnet T
Camera coding 10 426  SubnetT 442  SubnetT 432 SubnetT
Camera coding 13 435  SubnetT 436  SubnetT 446  SubnetT
4.45  Subnet T 438  SubnetT 4.54  Subnet T
5.12  Subnet Y 5.23  SubnetY 5.35 Subnet Y
5.15  SubnetY 5.42  SubnetY 543  SubnetY
5.25 SubnetY 5.34  Subnet Y 542  SubnetY
5.18  Subnet Y 5.35 SubnetY 5.56  Subnet Y
475  Subnet U 4.56  Subnet U 4.58  Subnet U
4.65  Subnet U 479  Subnet U 4.45  Subnet U
436  Subnet U 4.65  Subnet U 4.58  Subnet U
4.56  Subnet U 4.47  Subnet U 4.59  Subnet U
4.65  Subnet U 4.61  Subnet U 4.56  Subnet U

Camera coding 16
Camera coding 15
Camera coding 21
Camera coding 24
Camera coding 32
Camera coding 34
Camera coding 38
Camera coding 46

4
4
4
4
5
5
5
5
5
5
5
Camera coding 47 5
5

[V Y, BV, R R Y Y Y Y N i o
L L L L b b R R

Camera coding 50

5 in the 8th test are 4 and 4.35 ms, respectively, 4 and 4.45 in the 9th test,
and 4 and 4.45 in the 10th test. The subnet information data parameters
have been determined according to Table 1. By comparison, it can be seen
that the information data of the node to be tested number 4 is basically
consistent with the information data of the subnet T, so it can be determined
that the node to be tested number 4 belongs to the subnet T. By analogy, the
remaining nodes to be tested can determine the final subnet ownership. When
the final selected nodes are 40 and 60, the final comparison effect between
the proposed scheme and Cho and Lei ones is shown in Figure 11.

In the surveying and mapping performance comparison of the three
schemes, the advantages of the proposed solution are more obvious in the
comprehensive comparison. As shown in Figure 11(a), in the test envi-
ronment with 40 nodes, after topological mapping of network information,
combined with the data information accumulated by physical distribution
mapping, the proposed scheme has advantages in recognition accuracy and
time-consuming of mapping. The accuracy of the introduced method has
reached 80% at 270 ms. At the same time, through network information
surveying and mapping, the problem of inaccurate physical distribution
surveying has been compensated. As time increases, the accuracy is up
to 96%, while the accuracy of Cho and Lei schemes is up to 94% and
90%, respectively. In Figure 11(b) for an environment with 60 nodes, the
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Figure 11 Performance test results of multiple schemes.

proposed scheme reaches 80% in 365 ms, while the Lei and Cho solutions
reach 80% in 398 ms and 450 ms, respectively. At the same time, the final
accuracy of the proposed scheme, Cho and Lei methods are 95%, 95% and
86%, respectively. The overall network surveying and mapping effect of the
proposed scheme is better, the surveying and mapping accuracy meets the
corresponding requirements, and the surveying and mapping time is shorter.

5 Conclusion

In the network security environment, the security of camera network data has
attracted much attention. Using a dedicated intranet is an effective strategy to
ensure information security, but camera network mapping under the intranet
is a difficult task. In order to solve the problem of intranet surveying and
mapping, the relationship between intranet topology and camera physical dis-
tribution is studied, and a physical distribution camera network surveying and
mapping scheme is proposed. Taking into account the problem of surveying
and mapping coverage and the accuracy of surveying and mapping, in the
preliminary surveying and mapping, the network hop count and delay are
analyzed. Bayesian reasoning is used to realize the identification of the node
to be measured. Finally, the judgment results are revised and evaluated. After
the specific test of the experiment, in the test of the physical distribution
mapping scheme, the Lei and Cho schemes are selected to compare with
the proposed solution. In the performance test of preliminary surveying and
mapping, when the number of nodes is 25, the proposed method reaches
80% accuracy in the 40 s while Cho and Lei schemes both reach 80% after
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40 s. The proposed solution has obvious advantages from the time-consuming
perspective, but the mapping accuracy is insufficient as the time increases.
Therefore, the network information mapping is carried out on the basis of
this physical topology, and the final performance test shows that the proposed
method is superior to the existing techniques in terms of time-consuming and
accuracy. This research solves the problem of camera surveying and mapping
under the private network. The innovative combination of the two schemes
has advantages in efficiency and accuracy.

In the study, the problem of difficult mapping of internal network camera
network topology was solved by analyzing video streams. However, in the
method design process, the focus was on network mapping without consider-
ing the accuracy of target recognition in the video, and there were also certain
requirements for the performance of the camera itself. The development of
hardware technology in the future will solve this problem, while network
topology discovery is only a part of network security situational awareness.
To achieve true camera security situational awareness, there is still a lot of
work that needs to increase research data to improve the final surveying effect.
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