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Abstract

The sharing of encrypted data in cloud computing is an essential function-
ality with countless applications in our everyday life. However, the issue of
how to securely, efficiently and flexibly share encrypted data in multi-user
settings has not been well solved. As a promising and elegant technique,
the key-aggregate searchable encryption (KASE) scheme can efficiently sup-
port selective sharing of a large number of documents with a set of users
using only a single, constant-size authorization key (i.e., the aggregated
key). However, by conducting cryptanalysis on existing KASE schemes,
we classify the attack methods into two types: offline keyword guessing
attacks and authorization abuse. For the former attacks, we first employ the
known keyword guessing attack methods to cryptanalyze several existing
KASE schemes. Furthermore, we propose two novel keyword guessing attack
methods, namely (1) Keyword guessing attack by modifying ciphertext and
(2) Keyword guessing attack by constructing verification equation. For the
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latter attacks, we first utilized the known authorization abuse attack methods
to cryptanalyze several existing KASE schemes. Furthermore, we develop a
novel attack method in which the attacker can independently upgrade their
own authorization and gain enhanced search privileges without colluding
with multiple authorized users.

Keywords: Secarchable encryption, key-aggregate keyword searchable
encryption, offline keyword guessing attack, authorization abuse.

1 Introduction

Nowadays, with the rapid development of information technology, cloud
computing [1, 9] has been widely used in different fields, providing users
various benefits. Cloud storage [6] is a new storage mode based on cloud
computing technology, which has become an important service of cloud
computing. Since cloud servers are not completely credible, it is necessary to
use encryption technology to protect data privacy. However, keyword search
technology based on plaintext data is no longer suitable. Fortunately, Boneh
et al. have proposed a novel technology called “public key encryption with
keyword search (PEKS)” [2] to achieve searchability in a ciphertext environ-
ment. Since the pioneering work of Boneh et al., numerous researchers have
conducted further investigations [3, 8, 10].

To maximize the benefits of cloud storage, data owners should be able
to share their data with the intended users. Effective access control is an
important requirement in addition to data security and privacy of shared data.
Key-Aggregate Cryptosystem (KAC) [4, 7,20, 23] provides a solution for a
flexible access control, which was first proposed by Chu et al. [4]. In order to
resolve the data searchable issue in data sharing, Cui et al. [5] proposed the
Key-Aggregate Searchable Encryption (KASE) scheme on the basis of Chu
et al. [4]. In their scheme, the data owner adopts the notion of KAC [4] to
generate keyword ciphertext and aggregated key, i.e., the authorization key. It
should be noted that different files of search authorizations can be aggregated
into a single authorization key instead of generating different authorization
keys for different files. A data user can generate a constant-size trapdoor
through the authorization key, and send it to the cloud server. The cloud
server performs keyword search according to the trapdoor, and returns search
results. In this scheme, the input of the encryption algorithm is no longer the
user’s public key, but the index corresponding to the file and the public key
of the data owner.
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In 2016, Kiayias et al. [12] pointed out that Cui et al.’s scheme [5] has
keyword guessing attacks and proposed a new KASE scheme. Zhou et al. [25]
analyzed Cui et al.’s [5] scheme and proposed a new keyword guessing attack
approach under the assumption that the attacker is an internal malicious
user, that improves the speed of keyword guessing, and they also proposed
a scheme to overcome the security flaw of Cui et al.’s scheme [5]. In 2019,
Wang et al. [21] also analyzed Cui et al.’s scheme [5], and found that their
scheme cannot withstand collusion attacks, i.e., multiple authorized users can
collude with each other to obtain higher permissions, and proposed a scheme
to address the issue. To ensure the verifiability of the returned search results,
several verifiable key aggregation searchable encryption schemes [13-15,17]
were proposed. In 2020, Kamimura et al. [11] investigated a definition,
security and application of KASE and proposed a new KASE scheme. By
taking the advantages of KASE, many scholars and researchers have designed
a number of KASE schemes [16, 18, 19,22,24]. However, under the premise
that the attacker is an internal malicious user, it is found that the solutions
mentioned above have some security vulnerabilities, such as offline keyword
guessing attacks, uncontrollability of authorization, i.e., authorized users can
generate authorizations with higher privileges independently.

While KASE can support a one-to-many search mode, it should be noted
that KASE also has some limitations. One significant shortcoming is that
KASE schemes typically rely on a single aggregate key to search across
multiple encrypted documents. If this key is compromised, it could poten-
tially reveal information about the searched keywords, even if the underlying
document content remains secure. In some KASE schemes, it might be
possible for malicious users to create forged search queries that could retrieve
unauthorized documents without possessing the correct keys. This could lead
to data leakage or privacy breaches. Moreover, because many individual keys
are aggregated into a single aggregated key, KASE schemes often lack fine-
grained access control mechanisms, providing only limited access control.
Additionally, in some KASE schemes, revoking the access privileges of a
specific user may require regenerating and redistributing the aggregation key,
which may be cumbersome and inefficient. Furthermore, in some KASE
scenarios, revoking access from a specific user may necessitate regenerating
and redistributing aggregate keys, which can be cumbersome and inefficient.
The encryption, decryption, and search processes in the KASE scheme may
be less efficient than traditional searchable encryption because it involves
using an aggregate key to decrypt multiple indexes or ciphertexts. This can
result in longer search times, especially for large datasets. The KASE scheme
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may also struggle to handle frequent updates or additions to the encrypted
dataset efficiently, as these operations may require regenerating aggregate
keys or updating search indexes, which can be resource-intensive.

1.1 Our Works

Followed Zhou et al.’s [25] work, assume that the attacker is an internal mali-
cious user, that is, the attacker not only has some keyword/trapdoor pairs of
the attacked target, but also has some authorization keys of the non-attacked
target. Under this assumption, we examine existing aggregated searchable
encryption schemes and find that some schemes suffer from authorization
abuse and offline keyword guessing attacks, which can be summarized and
categorized as follows.

* We have examined the cryptographic analysis methods of Cui et al.’s
scheme [5] by Kiayias et al.’s scheme [12], Zhou et al.’s scheme [25],
and Wang et al.’s scheme [21]. Additionally, we have utilized their
approaches to investigate the security flaws of several other schemes.
More specifically, we utilize the cryptanalysis of ciphertext by Kiayias
et al. [12] to analyze the scheme in [16], and apply the cryptanalysis of
trapdoors by Kiayias et al. [12] to analyze the schemes in [13,14,17-19],
and employ a cryptanalysis of Zhou et al.’s scheme [25] to examine the
schemes in [21,25], and leverage the cryptanalysis of Wang et al. [21]
to analyze the schemes in [4,5,11,17,18,22,25].

* We have proposed two novel approaches for keyword guessing attacks:
one is that the attacker can launch the keyword guessing attack by
modifying the ciphertext of the attacked target, the other is that the
attacker can initiate the keyword guessing attack by constructing a new
verification equation. Furthermore, we conducted a concrete crypto-
graphic analysis of the relevant schemes [12-15, 17-19, 22], where the
schemes in [13-15, 17, 19, 22] are found to be vulnerable to the new
keyword guessing attacks by modifying ciphertext, while the schemes
in [12, 18] are discovered to be vulnerable to the new keyword guessing
attacks by constructing verification equation.

* We develop a novel attack method in which the attacker can inde-
pendently upgrade their own authorization and gain enhanced search
privileges without colluding with multiple authorized users, and present
the concrete instances of cryptanalysis of the scheme [24] for the novel
authorization abuse attack method.
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1.2 Organization

The remainder of the paper is organized as follows. In Section 2, we briefly
review some preliminary knowledge, including the definition of bilinear
pairing, system definition of KASE and security requirement of KASE.
In Section 3, we revisit existing KASE schemes and provide comprehen-
sive cryptanalysis. Finally, we draw the conclusion of the whole paper in
Section 4.

2 Preliminary Knowledge

2.1 Bilinear Pairing

Suppose that G and G'r are both cyclic multiplicative groups of order p is a
big prime. The bilinear pairing e between two groups: G x G — Gr is a
mapping satisfying the following conditions :

¢ Bilinearity: Va'> be Zpavgng € G’ e(g%agg) = 6(91792)ab 5

* Non-degeneracy: 3g1, g2 € G,e(g1,92) # 1, here 1 is the unit element
of Gr;

» Computability : for Vgi,g2 € G, there is an efficient algorithm to
calculate e(g1, g2).

2.2 System Definition of KASE

A key-aggregate keyword searchable encryption framework is shown in
Figure 1. There are three types of entity (Data Owner, Data Consumer and
Cloud Server). The details are as follows.

Data Owner: The data owner performs encryption operation and gener-
ates search authorization for Data User.

Data User: The data users have search requirements, but it needs to
obtain searchable authorization from the Data Owner to generate the search
trapdoor.

Cloud Server :It stores the ciphertext and performs the specific search task
after getting trapdoor, and returns the search result to authorized users.

Definition 1. A key-aggregate keyword searchable encryption scheme
(KASE) consists of the following seven algorithms:

* Setup(A): The algorithm inputs security parameter A and outputs system
parameter pp.
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Figure 1 Key-aggregate searchable encryption.

* KeyGen(pp): The algorithm is performed by the data owner to outputs
a private key sk and a public key pk.

* Authorize(pp, pk, sk,S) : Data owner inputs private key sk and a
authorized set S C {1,...,n} represents the files that can be search,
and runs this algorithm to generate an authorized key AKg for a data
user (authorized user).

* Encrypt(pp, pk, sk, F;,w;): The algorithm inputs ¢ € {1,2,...,n},
keyword wy, the private key sk, and outputs the ciphertext C'T". At the
same time, C'T is sent to the cloud server.

* Trapdoor(pp, pk, AKg,w;): The algorithm inputs authorized key AKg
and a keyword w;, and outputs the trapdoor 7'r and sends it to the cloud
Server.

» Adjust(pp, pk,i, S, Tr): The cloud server calculates the trapdoor 7'r;
for each file according to (7'r, S).
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 Test(pp, pk,Tr;,pp,C;): The cloud server performs the search task
according to the verification equation. If the equation holds, the key-
words in C; are the same as those in the trapdoor. Otherwise, the
keywords in C; are different from those in the trapdoor.

2.3 Security Requirement of KASE

In the practical application scenario of data sharing with KASE, user’s data
will face the security risk of data privacy leakage and illegal access. For
instance, an attacker, who may be one or more internal malicious users,
may launch attack through the information such as ciphertext, trapdoor, and
authorization to obtain data information that does not belong to their own
access rights or try to obtain rights beyond the scope of their own access
rights, such as obtaining keyword information for ciphertext without search
rights, obtaining authorization from other users, or generating new trapdoor
or authorization.

Consequently, the basic semantic security of KASE scheme needs to
satisfy the following three requirements.

1) Ciphertexts security: Keyword ciphertexts do not leak any information
about relevant keywords to unauthorized attackers.

2) Trapdoors security: Trapdoors do not leak any information about rele-
vant keywords to unauthorized attackers.

3) Authorization unforgeability: In KASE, the data owner should be the
solely legitimate authorization center, any form of authorization bypass-
ing the granting of data owner should be prohibited, that is, the attacker
cannot generate a new authorization bypassing the granting of data
owner.

3 Cryptanalysis for Existing KASE Schemes

In this subsection, the attacker is assumed to be an internal malicious user,
which means that the attacker has obtained some authorization keys but does
not know any authorization keys of the attacked target. In general, it can be
assumed that the attacker’s authority is less than that of the attacked target.
In the KASE security model, such as [11, 17, 25], it is allowed to make
authorization query and trapdoor query, that is to say, the attacker is allowed
to obtain some keyword/trapdoor pairs and some authorization information
according to the security model. When there is an overlap in authorization
between the attacker and the target, and the attacker intercepts the target’s
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trapdoor, the attacker can use both the intercepted trapdoor and the trapdoor
generated from their own authorization to perform searches, respectively.
Then, by comparing the results returned by the two searches, the attacker can
determine the keywords contained in the intercepted trapdoor. If the input of
the encryption algorithm only contains the public key and keywords, but does
not contain other secret information, the attacker can determine the keywords
in T'r, by generating the ciphertext by himself. Therefore, it is reasonable
to assume that the attacker has some keyword / trapdoor pairs and some
authorization keys.

Next, we discuss two common types of attacks: offline keyword guessing
attacks and authorization abuse. Among them, keyword guessing attacks are
conducted a comprehensive cryptanalysis of some state of art schemes from
both the perspectives of ciphertext cryptanalysis and trapdoor cryptanalysis.
An overview of the attacks is presented in Table 1, where “v"” indicates that
the specified scheme (row) is insecure under a certain attack (column), and
“—" indicates that the attack is not considered in this work.

Table 1 Security analysis for existing schemes

Offline Keyword Guessing

Schemes Cryptanalysis of Ciphertext | Cryptanalysis of Trapdoor Authorized Abuse
Kamimura et al. [11] v — v
Kiayias et al. [12] v — —
Lee et al. [13] v v —
Lietal. [14] v v v
Lietal. [15] v — v
Liu et al. [16] v — —
Liuetal. [17] v v v
Lou et al. [18] v v —
Ohetal. [19] — v -
Wang et al. [21] — v —
Wang et al. [22] v — v
Yao et al. [24] — — v
Zhou et al. [25] — v v
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3.1 The Cryptanalysis of Offline Keyword Guessing Attacks

3.1.1 The existing keyword guessing attack methods

In this section, we have reviewed the cryptanalysis of Cui et al.’s scheme [5]
by Kiayias et al.’s scheme [12] and Zhou et al.’s scheme [25]. Furthermore, we
have leveraged their methodology to investigate the security issues of some
other scheme.

A. The cryptanalysis of Kiayias et al.’s scheme [12]

A. 1 The cryptanalysis of ciphertext by Kiayias et al. [12]

Considering that Cui et al.’s method [5] employs the same random number as
the key to encrypt different keywords under the same category of file , Kiayias
et al. [12] found that the ciphertexts of two different keywords in the same
category of file can be subjected to keyword guessing attacks by using cross
pairing. The cross-pairing method proposed by Kiayias et al. [12] can also
be utilized for cryptanalyzing other schemes. For instance, Liu et al. [16] put
forward a KASE scheme that supports multi-keyword cascaded queries and
applied it to secure data sharing in a cloud computing environment. However,
their scheme has a similar flaw as Cui et al.’s scheme [5], which is using the
same random number to encapsulate different keywords. Consequently, their
scheme can reveal the keyword information of the targeted ciphertext under
keyword guessing attack by Kiayias et al.” scheme [12]. The specific attack
process is as follows:

1) The adversary intercepts ciphertexts

rt

t
Ci = (Cl = gt762 = Q(UQ,Qi)t,Cg = e(glagn)taal =gP,c5 = 6(979) 5
CW,; = {Cz‘,j}gnzl = {pks (w ,J)+,8T}‘;'n:1’

where the pk; is the public key of the cloud server.

2) The adversary selects two keywords wj and w3 as the guessed values
of ciphertext ¢; pand ¢;; (1 < k # [ < m) respectively, and then verifies
whether the equation pkiﬁf"p = —"L—is true.

1,1
: by 2
3) If the above equation holds, it indicates that the ciphertexts c; j, and ¢; ;
contain the keywords w} and w3 respectively; Otherwise, repeat step 2).

A.2 The cryptanalysis of trapdoors by Kiayias et al. [12]

Kiayias et al. [12] also conducted a trapdoor analysis on Cui et al.’s scheme
[5], which is similar to the ciphertext analysis method above. More specifi-
cally, they assumed that the attacker (i.e., the server) intercepted two different
search trapdoors Ty = kqgqH (w1) and T'ry = kaggH (w2) from the same
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user. Similarly, w] and w3 can be used as the guessed values for Trq and

T'ry, respectively, and then verify whether the equation ngfvl*) = HIEZU%)
1 2

holds. If the equation is valid, it means that the guess is correct, and then

the authorization information of the data user can be further recovered by
Try or Tre

H(wy) ™ H{wg)" . o :

Since the trapdoor construction in scheme [13,14,17-19] is similar to Cui

et al.’s scheme [5], authorization can be recovered using the above approach

proposed by Kiayias et al. [12].

B. The cryptanalysis proposed by Zhou et al. [25]

Kiayias et al. [12] pointed out that Cui et al. [5] scheme could recover
the user’s authorization under keyword guessing attacks. Later, Zhou et al.
[25] assumed that the attacker is an insider attacker (authorized user) and
took advantage of the fact that there is an intersection between their own
authorization and the attacked trapdoor to provide a more effective method for
keyword guessing attacks and authorization recovery. Unfortunately, apply-
ing the cryptanalysis method proposed by Zhou et al. to analyze both their
own proposed Fc-MKA-KSE scheme and the scheme in [21], it can be found
that there exist similar security issues.

Example 1. Cryptanalysis of Zhou et al.’s scheme [25]

Let # be an authorized user who has been compromised by an attack, and
let Sp be his authorized file set and kqq4+ be his private key. Let .27 be an
insider attacker, and let S4 be his authorization set. We also assume Sy #
Sp,SaNSp # 0, and S4 C Sp. To simplify the notation, we denote the
common files as F; = S 4N Sp, and we assume that F; contains the keywords
Wi, Wa, W3.

Similarly, we assume the authorized user % sends the searchable trapdoor
Try = (Tra = kg(;f*)vx , Tryo = u”) to the cloud server and receives the
search results that contain Fj, and we suppose that this process is intercepted
by the attacker .o7; . Here, u = ¢”' is the public key of the server, and v = g2
is the public key of the data owner, and x is a random number. Obviously,
there is w, € {w1, w2, ws}.

The attacker .7 can calculate a new trapdoor of other keyword w'’ as
follows according to T'r,.

1) Compute the following three groups of trapdoor items.

H(wg) H(wg)

Ty = (Trsa) 70D | (Trp) 700 )

Hwx)H(w3)  f(14) H(ws)

_ H(wq) 3T xT
_(kagg* v Hw)™ gy Hwi) )
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H(wy) H(wq)

Ty = (Trs1) 70 | (Tryp) F02))

% H(wy) . H(wy)

J— w2 4

- (kagg* UH(U2) 7uH(w2) )
H(ws) H(wg)

Triuwy = ((Tr) 70080, (Trag) 7000

H(wx)H(wa)  f(wq) H (wy)

_ H(wg) wa) T wa) T
= (kagg* v Hw3)™ gy Hws) )

Obviously, one of the three trapdoor items above is a valid trapdoor.

2) Initiate the search request to the cloud server using these three groups
of trapdoor items, respectively. If the search results of T ., contain
I, it means that the intercepted T'r, belongs to the keyword wy. Here,
kel 23.

3) The attacker ) can generate searchable trapdoor of other keyword
w’ by

Try = (g v™) 700, (u) 7 )

H(w") 45((5,)# Hw) *
= (kygge v o) 7).

Further, the attacker can use the new trapdoor 1'r,,» to perform ciphertext
search to obtain keyword.

Based on the above cryptanalysis, it can be concluded that both Zhou
et al.’s scheme [25] and Cui et al.’s scheme [5] suffer from the same attack by
internal malicious users.

Example 2. Cryptanalysis of Wang et al.’s scheme [21]

Assume that the attacker has obtained two trapdoors of the attacked target,
and obtains the keywords corresponding to them through the above attack
method. Without loss of generality, we may assume that the attacker has
two keyword/trapdoor pairs (w1, Ty,1 = DlDfl(wl), T2 = Dngl(wl)),
(wa, Tyy1 = DlDf ! (w2), Twy2 = Dng1 (w2)) for the same attacked target
2. Then, the attacker 7] can derive the aggregate key D1, Do, D3, D4 of
by the following steps.

T,,,1 (Hi(wi)—Hi(w2)) ™"

bl

1) Compute D3 =

Tw2 1

H _H 1
2) Compute Dy = ?f( 1(w1)=Hi(ws)) ™"
w2

3) Compute D = Tw11D3_H1(w1),D2 _ Tw12D4—H1(w1)'

>
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The attacker o7; can generate search trapdoor using the aggregate key
D1, Dy, D3, Dy, further the attacker can obtain the keyword of ciphertext by
searching.

3.1.2 The novel keyword guessing attack methods

In this section, we further investigate the security of the state-of-the-art KASE
schemes and put forward three new attack methods: (1) Keyword guessing
attack by modifying ciphertext; (2) Keyword guessing attack by constructing
verification equation.

A. To launch keyword guessing attack by modifying the intercepted
ciphertext

Assuming that the attacker <7 obtains any keyword w, and the corre-
sponding trapdoor 7'r, the attacker can first select a keyword w, from all
keyword set as the guessed value of the keyword w; that is contained in the
attacked ciphertext C; then, the attacker modifies the ciphertext C' to another
ciphertext C’ and uses the trapdoor T'r, to perform adjustment and search
algorithms to verify his guesses. The following is illustrated by cryptanalysis
of Kamimura et al.’s scheme [11].

1) The attacker .<7; intercepts a ciphertext C' = (cy,¢2,1,¢3,4,;) that %
e(H (w1),g)"!

ot _ til _
can access, where c1;; = g"l,cp = (g%g)™", 341 = T
e(g1,9n)"

and t; ; is a random number chosen for encryption.

2) The attacker .27 first guesses wy to be the contained keyword of C, then
modifies C'to Cl = (Cl,i,lv C2,i.l5 Cé,i,l = B(H(w*)H(wg)il, 0171'7[)63’1‘71).
Obviously, when w, = wy, C’ is a valid ciphertext of w..

3) Input trapdoor T'r,, the attacker .«/; executes the Adjust algorithm to
get the values T'r; and pub.

Tricy, .
4) 1 % = cg ;1 holds, the attacker can determine that the current

guessed value w, contains the ciphertext C'.

The above attack assumes that the attacker knows a trapdoor and its
corresponding keyword. However, in practice, when the ciphertext and the
trapdoor’s keyword are both unknown, the attacker can use a cross-pairing
method to guess both the ciphertext and the trapdoor’s keyword simultane-
ously. Suppose the attacker intercepts a ciphertext containing the keyword
w] and a trapdoor containing the keyword w3, he first chooses a keyword
w; from the keyword space as the guessed value for w7}, and then chooses
another keyword w9 from the keyword space as the guessed value for w3.
By modifying the ciphertext in the above way, and then he uses the search
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trapdoor for validation. Obviously, the attacker can let w; and ws traverse the
keyword space, and there will always be a case where the search verification
equation w1 = wj] and wg = wj holds. When the verification equation is
valid, it means that the guess is successful.

Similarly, the type of attack also exists in the literature [13-15,17,22].

B. To initiate Keyword guessing attack by constructing verification
equation.

In the literature [12, 18], there is another equation that can be used to guess
any ciphertext’s keyword with only the attacker <7 ’s authorization. Thus, the
keyword guessing attacks can be performed by any user with the attacker’s
authorization.

Example 1. Cryptanalysis of Lou et al.’s scheme [18]

1) The attacker (an authorized user) can obtain the authorization informa-
tion as below. d; = v/1%2, dy = g'1?2, d/1 =u 2, d/2 =y b, dlll = h~t2,
dy =h™1,dg = jesg, 1 ;» Where t, 12,y are the private key of data
owner, and {g; }ic[1,n]ujn-2,2n) 1S the public parameters.

2) Assume that the ciphertext CT,, = (C1, Ca, Cs, Cy, Cs,

Cs) = (e(g1,9n)%, 6%, (vgi)®, v (W h)™, T ° T5") is the attacked
target, where r, s1, 21 are random numbers, w is a keyword, and 77 =
gt Ty = g'2,v = g7 are the public key.

3) Construct the following equation

e(Cy,da) = e(dy, Gy Ve((d)) ", Cs)e((dy) ™", Ce)

e((d)) ", Co)e((dy) ", Cg)).

It is obvious that the above equation only involves d1, do, d/l, dy,dy,d,
and Cs,Cy,C5,Cg, but not contains ds and C3 related to search per-
mission control. In addition, any authorized user possesses a copy of
dy, da, d’l, ds, dll, d;. Hence, the attacker (an authorized user) can perform
a successful attack by finding a keyword that satisfies the above equation.

The correctness of the above equation can be guaranteed as follows.

(1) e(Ca,da) = e(v t1t2, C;l)e(uw,gtltzzl)e(h’gtlb‘zl)
(2) (w2, C5Y) = efdy, C)

D)
(3) 6( w tltgzl) — e(utgw’gt1zl—t151)e(ut1w’gt251)

w /L — W

= e((dy) ", Cs)el(dy) ", C)
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(4) e(h’gtlhzl) — e(ht27gt121*t131)6(ht1’gt231)
i —1 1 —1
=e((dy) ,Cs)e((dy) Cs)

Example 2. Cryptanalysis of Kiayias et al.’s scheme [12]
There is also the same issue as in Lou et al.’s [18], that is, their scheme also
has another equation that can guess the keywords of ciphertext. Let skp, =
(v, B,a1,b1,a2,by) to represent the private key of the data owner, and
/ by b
pk = (97917 eIy G425 - - -5 920, UV = 9771) = gﬁa hg}p h'(illa h()fl: hl}l,
hg%, h{%, hi%, hi%) be the public key, where g, ho1,ho2, h1,1,h12 € G.
The description is as follows.
1) The attacker (user ¢) can obtain the secret key as below.
/
diy = g}, dig = g*P",d; 3 = g*Pa
!
dig = g2ri2,d; 5 = g*Piz, d; g = g P11
/ /
di7 = g™, dig = g»P2, d;g = gP*Pie
; ; bip , asbop,
di,lO _ hgllblpzl h822172pz27 dz‘,ll _ h811 1P;1 h822 2Pi2
b1p; bap; b ; b :
di,l? — h(11711 1P 1h(11?2 20 2’ di,13 _ hf11711 1P 1h(11722 20;0
di1a = gf
/ !
where p;1, pi2, p;1, p;o are the random number.

2) Assuage that the ciphertext CTj, = (hdry1, . . ., hdry o) is the attacked
target,and the ciphertext CT}, allows users included in Si, (i ¢ Si) to
search and access.

by (b —
hdry,y = (hg'y (R71)")", hdryg = (hg'y (hy')Y)' 1,

ba (b -
hdry,s = (hg?z(h??z)w)m’ hdrya = (hofz(hfz)w)t 2,
th‘k75 = gt, hd?‘kﬁ = ('UHjeSkgn—f—l—j)t, /hd?"kj = K,

hdris = gt hdre = (Ve gni1—5)" -

hd’l“k710 = K/Mk
where t,t/,tl,tg are random numbers, w is a keyword, and K =

e(gnt1,9) K = e(gnt1,9)" .
3) Construct the following equation

e(dw, hd?“kyl)e(dig, hd?“ka)e(diyg, hdrk73)e(di74, thkA)
= e(d; 10, hdry 5)e(d; 12, hdry5)"
Obviously, the above equation only includes d;2,d; 4, dig,d;ig,di 12
and hdry 1, hdry o, hdry 3, hdry 4, hdry s, but not contains d; 14 and hdry, 6,
hdry, o related to search permission control. In addition, any authorized user
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has a copy of d; 2, d; 4,d; 6, d; g, d; 12. Therefore, the attacker (an authorized
user) can be achieved by guessing the keyword that makes the above equation
hold.

The correctness of the above equation can be guaranteed by the following
equations.

(1) e(dig, hdry1)e(dio, hdry2)
= e(g", (g (ATH)™) M )e(g™ ., (hgly (h31)™) ™)
= e(g™", (hg', (h7)™)")

(2) e(d;zg, hdryz)e(d;a, hdry )
= g (g (B55) )2 )elg™, (1)) ")
= e(g™"? (h (hLz) )")

(3) e(dino0, hdry, 5) (di2, hdry5)"

_ e(halblpzlha2b2l7127 ) (halblpnh@bwu,gt)

ha1b1l7z1 ) (hazbzpﬁ’ ) (halblpzlw, t)e(hil?;zpi2w7gt)

= e(
_ e(haﬂnpu halblpzlw )e(h@bzpﬁ ha2b2pi2w
(

.q")
= e(g™PH, (hgf1(h1,1) ))e(g™?2, (hizy(h%)™)")

3.2 The Cryptanalysis of Authorization Abuse

3.2.1 The existing authorization abuse attack methods

Wang et al. [21] also conducted a security analysis of the authorization mech-
anism in Cui et al.’s scheme [5]. They found that their scheme is vulnerable
to authorization abuse. That is, the data users can collude with each other to
obtain higher authorizations without involving the data owner.

Assuming that <7 is an attacker and has associated with multiple
authorized users. For a better description, it is assumed that there are
n compromised authorized users, and the corresponding authorized sub-
sets are {1},{2},...,{n} respectively. The following is illustrated by the
literature [17].

1) Firstly, the attacker .«7| collects the aggregate keys kqgg, = gn”, kagg, =
gy 1+ kagg, = g{. Here v is private key of data owner, and {g;}
(i =1,2,...,n) are the system parameters.

2) Then, the attacker can generate authorization keys k;g g = jes g, 1
= Ijcs/kagy, for new users of any subset ' C {1,2,...,n}.
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Since the authorization generation in schemes [11, 14, 15, 17,22, 25] is
similar to Cui et al.’s scheme [5], their authorization can be recovered using
the aforementioned approach proposed by Wang et al. [21], that is, that is, by
colluding to generate authorization with higher privileges.

3.2.2 The novel authorization abuse attack methods

In the reference [24], the attacker (an authorized user) can derive another
aggregate key via the aggregate key extracted by the data owner. For the sake
of simplicity, suppose the attacker has obtained the aggregate key of S = {1},
then, the aggregate key of S’ = {1, 2} can be obtained as follows.

1) The attacker obtains Kg by the algorithm FExtract, this is Kg =
BasisDel(A, Rg, T4, ss), where A is the public key and T4 is the
private key of the data owner, and satisfies AT4modq = 0,Rs =
G(H(1)).Let Fs = AG(H(1))~}, then FsKgmodg = 0 holds.

2) The attacker computes R = G(H(2)), and obtains the aggregate key
Kg = BasisDel(Fs, R, Kg, sg/). Obviously, FsR™'Kgmod q = 0
holds, that is, A(G(H (2))G(H(1))) ' Kgmod q = 0 holds. Thus, K
can also be regarded as obtaining the aggregate key through Eztract in
the original scheme.

Obviously, the authorization scope of K ¢ is lager than that of K.

4 Conclusion

In this paper, we have cryptanalyzed the existing KASE schemes and shown
that they have two types of security vulnerabilities, i.e., offline keyword
guessing attacks and authorization abuse. For the former attacks, we first
employ the known keyword guessing attack methods to cryptanalyze sev-
eral existing KASE schemes. Furthermore, we propose two novel keyword
guessing attack methods, namely (1) Keyword guessing attack by modifying
ciphertext and (2) Keyword guessing attack by constructing verification equa-
tion. Then, we provide the concrete instances of cryptanalysis for the novel
two new keywords guessing attack methods. For the latter attacks, we first
utilized the known authorization abuse attack methods to cryptanalyze several
existing KASE schemes. Furthermore, we develop a novel attack method in
which the attacker can independently upgrade their own authorization and
gain enhanced search privileges without colluding with multiple authorized
users. Then, we also present the concrete instances of cryptanalysis for the
novel authorization abuse attack method. We hope that our analysis can help
cryptography researchers to design more secure KASE schemes in the future.
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