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Abstract

Wireless mesh networks have recently presented a promising environment for
many researchers to develop large-scale wireless communication. Traffic in
WMNs often suffers from congestion due to heavy traffic load’s saturation
of certain routes. Therefore, this article proposes an efficient approach for
congestion awareness and load balancing in WMN:Ss, based on the Ant Colony
Optimization (ACO) approach. The proposed approach aims to raise the
performance of the WMN by distributing the traffic load between optimal
routes and avoiding severe traffic congestion. The proposed approach relies
on three basic mechanisms: detection of severe congestion within the ideal
paths used for data transmission, creation of ideal secondary paths with
updated pheromone values, and distribution of the traffic load (data packet
flow) between the primary and secondary ideal paths. According to the results
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of the NS2 simulator, the suggested approach increased the WMN through-
put by 14.8% when compared to the CACO approach and by 37% when
employing the WCETT approach. The results also showed that the proposed
approach achieved an average end-to-end delay closing of 0.0562, while
WCETT and CACO approaches achieved an average end-to-end delay close
to 0.1021 and 0.0976, respectively. The results indicated that the proposed
approach achieved a lower percentage of dropped packets by 6.97% and
0.99% compared to the WCETT and CACO approaches. Thus, the proposed
approach is effective in improving the performance of WMNS.

Keywords: WMNs, ACO, congestion, traffic load, NS2.

1 Introduction

The great development in wireless communications and the urgent need to
use broadband Internet in various rural and urban environments led to the
production of a promising technology that works as an infrastructure for
Internet communications called wireless mesh networks (WMNSs) [1]. WMNs
are widely adopted in wireless communications because they are character-
ized by self-configuration, self-adaptive, dynamic self-organization, ease of
implementation, and low cost [2]. Wireless mesh networks mostly connect
three types of devices: mesh routers, mesh gateways, and mesh clients, as
shown in Figure 1 [3]. Mesh routers with mesh gateways provide a direct con-
nection to the Internet and support as an infrastructure meshing (backbone)
to the mesh clients. WMN infrastructures can be based on different radio
technologies, but IEEE 802.11 radio technology is often used [4].
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Figure 1 Wireless mesh network architecture [3].
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Despite the many advantages of WMN:ss, they still need to improve their
performance, such as heavy traffic, interference with communication chan-
nels, and congestion. Congestion is one of the problems that cause significant
packet loss because it is caused each time the routing protocol chooses
the same paths to send data (routing protocols often use shorter paths) [5].
Many routing algorithms based on the Ant Colony Optimization (ACO)
approach have been developed to raise the performance of WMNs in terms
of data flow load balancing, interferences between multiple radio devices,
and communication channel diversity. ACO is a class of swarm intelligence
(SI) groups that are inspired by the idea of creating routing algorithms
based on observing the behavior of insects (such as wasps, aphids, bees, and
termites) in how they navigate and follow many paths from their nests to
food sources and vice versa. Each ant (insect) contains a chemical (called
a pheromone) used to communicate with the rest of the swarm members
when searching for food sources. When the insect (ant) releases the chemical
(pheromones) along the path back to the nest, allowing the rest of the swarm
members to follow the trail with the high pheromones. ACO is defined as
an artificial intelligence algorithm that relies on choosing the shortest paths
when routing and taking advantage of the behaviors of ants to find solutions
to discrete optimization problems. When ACO algorithms are used in the
field of wireless mesh networks, the focus should be not only on finding
the shortest path but choosing the optimal path with the least cost (less
traffic load, less delay, less interference (intra /inter) and effective channel
diversity) [6, 7, and 8]. This work proposes an effective congestion detection
and traffic redirection approach to equipoise the traffic load between optimal
routes and avoid network congestion. The suggested technique is based on
ant colony optimization (ACO) [9] mechanisms, exploiting intelligent ants to
perform simultaneous and probabilistic data routing, forwarding data in cases
of congestion by detecting ideal secondary paths, and distributing data flow
between primary and secondary ideal paths.

In the proposed approach, the congestion conditions in the paths used for
data transmission are detected by examining the buffers of the intermediate
nodes and comparing them to a certain threshold; if the ratios exceed the
threshold value, the torrent of new data packets will be redirected to an
ideal secondary path that is determined using intelligent ants. Simulation
results in Network Simulator version 2 show that the new approach increased
WMN throughput, reduced end to end delay time, and reduced the number
of dropped packet compared to other popular algorithms of the same family.
The structure of this work is as follows: Section 1 presents WMNSs. Section 2
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summarizes an overview of some relevant technologies. Section 3 states the
motivations for the work. Section 4 reviews an overview of the suggested
approach. Section 5 provides details of the suggested algorithm. Section 6
explains the evaluation of experiments. Section 7 outlines the conclusions
and future works.

2 Literature Survey

This section reviews the most important and common previous literature,
which adopted the optimal routing approach for ant colony optimization
(ACO) to overcome the routing problems. Table 1 illustrates the strengths
and weaknesses of some relevant previous work.

Table 1 Shows the properties of some related algorithms

Algorithm

Description

Weakness

Strength

Smart ant
(WMNs) [10]
(2011)

AntNet
(WMNGs) [11]
(2012)

Smart ant
(WMNSs) [12]
(2014)

AILCC
(WMNG) [13]
(2015)

— Designed to develop

rules for updating
pheromone tables.

Designed to
determine the best
routing routes
between origin and
target devices based
on the total
pheromone levels
along the routes.

Designed to avoid
congestion in
WMNs.

uses ant colony
optimization
(CACO)
mechanisms to
detect network
congestion.
Designed for
congestion control
and appropriate
bandwidth
utilization.

It did not take into
account the problem
of intra and
inter-flow
interference.

It is made to work
with just one radio
and one channel.

It has no mechanism
for dealing with
congestion after
using the perfect
path.

Not using intelligent
agents to choose the
ideal alternative
paths.

Its mechanisms are
integrated with the
DSR, a well-known
Ad-hoc protocol.

It has no mechanism
for dealing with
congestion after
using the perfect
path.

There is no packet
security.

It detects the routing
path with the lowest
traffic load, highest
bandwidth, and
lowest number of
hops.

ACO algorithm
mechanisms are
adopted to reduce
inter/intra
interference.

It has few
computational
complications.

Use of (CACO)
interference aware,
antmesh algorithm.
Strong against the
problem of dynamic
network routing.

An intelligent ant
approach is used to
control congestion
conditions to suit
appropriate
bandwidth
requirements.

(Continued)
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Algorithm Description Weakness Strength
EAOMDV-LB Designed for There is no method It reduced the
(WMNs) [14] congestion to guess the path end-to-end delay,

(2015)

Smart ant
(WSNs) [15]
(2019)

Ant colony
(WMNs) [16]
(2019)

CA-ACO
(WMNG) [17]
(2020)

ECA-HA
WSNs [18]
(2021)

Smart ant
WMNs [19]
(2021)

avoidance based on a
multi-path concept.
It has an interference
control mechanism.

Designed to choose
the lowest-cost
routing path.

Designed to improve
ant colony
algorithm.

It is based on an
optimizing
energy-saving
strategy.

A congestion-aware
multi-path routing
algorithm based on
the principle of
fortress ants.

It is an improvement
to the ACO
approach.

An effective model
to avoid congestion
in the ideal paths
Designed by
combining
resource-oriented
and traffic-oriented
optimization.

Designed for
efficient routing that
relies on ant colony
optimization.

quality of neighbors.
It is made to work
with just one radio
and one channel.

It is not applied to
WMNs.

Network congestion
is not considered.

It did not consider
the possibility of
congestion in the
alternative ideal
paths.

Each intelligent
agent stores a list of
visited devices.

It does not check if
the new sub-paths
are congested or if
there are
interferences
situations.

The number of
agents required to
discover the target.

Not appropriate for
WMNs.

It does not consider
computational
complexities,
interferences,
network topology
change, and network
expansion.

It uses a large
number of smart
agents, which
consumes more
energy and time.
Inter/intra
interferences.

increased the
network throughput,
and reduced the
traffic load.

Adaptation to
changing network
topologies.
Effective in
increasing network
throughput and
reducing energy
consumption.

It uses the ACO
algorithm’s
mechanisms to find
the shortest path.

It considers the
nodes’ traffic
congestion and
residual power to
extend the network’s
life.

It uses ACO
principles to find and
arrange ideal paths.
It increases the speed
of perfect routing
based on the
principle of elite
ants.

It uses ant colony
optimization and the
Huffman coding
approach.

It takes advantage of
ACQO’s approach to
finding side paths
and avoiding
congestion.

Rely on the
pheromone table to
find the perfect
paths.

It avoids the
congestion of the
ideal routing paths.
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3 Motivations

The motive for completing this work is the importance of WMNs as promis-
ing wireless communication networks for different applications such as
enterprise networks, wireless community and dynamic networks, building
automation, broadband home wired networks, etc. The importance of WMNs
lies in their many advantages, such as low cost, ease of installation, durability,
ease of support and maintenance, wide coverage, reliable service, and ade-
quate bandwidth. Therefore, WMNs allow anyone always to be connected to
the Internet anytime and anywhere. In addition to the possibility of integrating
WMNs with different wireless networks (such as wireless sensor networks,
cellular networks, etc.) through bridges and gateways. Since a lot of traffic
in WMNss is routed across mesh routers to access the Internet, most traffic
is either coming from network clients going to gateways or from gateways
going to clients. When many routers exploit the same optimal path to direct
traffic to the gateways, this leads to overload on the optimal path and thus
reduces network performance (The network throughput decreases, the packet
delivery fraction decreases, the number of lost packets increases, the power
consumption increases, etc.). Therefore, network congestion and load bal-
ancing have become the most important challenges affecting the quality of
services in mesh networks. From this point of view, the main motivation
for adapting to network congestion situations is to provide an efficient and
reliable data transfer rate. That motivated the development of an efficient
congestion detection and traffic redirection algorithm to balance the traffic
load between optimal routes and avoid network congestion. The suggested
approach mechanisms can help enhance the performance of the WMN by
avoiding routing the traffic flow through congested paths and distributing the
traffic load to other sub-optimal paths.

4 An Overview of the Proposed Model

In this part and subsequent subsections, we will explain the fine specifics of
the suggested approach, designed to increase the throughput and performance
of WMN’s through congestion avoidance and improved network load balanc-
ing. The proposed approach uses the principle of intelligent agents to discover
ideal data routing paths and secondary paths according to the ant colony
optimization (ACO) algorithm. The standard operations of the proposed
algorithm are designed and implemented according to the intelligent ants
routing algorithms described in [20, 21, and 22]. The proposed algorithm
generates intelligent ants as data packets that travel from the origin device
to the target device through different network paths to detect and choose
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the optimal routing paths. The proposed algorithm generates six types of
intelligent ants:

* Forward intelligent ants (FIAs) are the type that rushes from the source
node toward the target node and is responsible for detecting the different
paths.

* Backward intelligent ants (BIAs) are the type that bounces back from
the target node back to the source node and are responsible for updating
the routing tables of the nodes they pass through.

* Information intelligent ants (IIAs) in this class are responsible for
populating the link estimation table by collecting local link quality
information.

* Topical forward intelligent ants (TFIAs): They are the ants responsible
for discovering the ideal secondary paths (from the sender node to the
target node) when the number of data packets exceeds the queue limits
in the primary ideal path nodes (congestion situation occurs in the data
packets).

* Topical backward intelligent ants (TBIAs) are the type that bounces
back from the target device to the origin device via the new paths and
are responsible for updating the routing tables of the nodes in the ideal
secondary path.

* Topical information intelligent ants (TIIAs) this class is responsible for
populating the link estimation table by collecting local secondary links
quality information.

4.1 Data Tables

The proposed algorithm used three types of data tables in each node of
the network to perform ideal and secondary-ideal routing path selection
operations, as shown below:

1. Probabilistic data structure (pheromone table): This table includes the
probability values of neighboring nodes that will be selected as the next
hop nodes to reach the target. In other words, this data structure includes
pheromone track information to direct data from the source node to
the target node, passing through the specified intermediate nodes. In
addition, this data structure contains routing information (a list of nodes
that create the path) and the pheromone values [23, 24, and 25]. So, this
data structure includes the following information fields:

* Target-ID: Contains information indicating the address of the target
node.
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* Next-hop-ID: This field contains information about the address of
the next adjacent node used to reach the target node.

* Pheromone values field: This field contains the pheromone values
the respective node relies on to calculate the probabilities of neigh-
boring nodes to be elected as the next hop node to reach the target
node.

The probabilistic table at a given node N contains Ry rows (here
Ry = |S.Ny/|, (S.Ny refers to the set of nodes adjacent to the given
node)). Each row in the pheromone table has C columns (the columns
represent the total possible paths to the target node (all population
minus one)). Suppose Proy, 7 is the probabilites of transmitting a data
packets to target T across link L. The following relationship exhibits
to each column in the pheromone tables at device k. Therefore, the
following mathematical model can be formulated for each column in
the probability table at the given node N:

> Propr=1 VTe€[l..C] (1)
LeS.Ny

2. Delay data structure: In this table, the rate delay time is saved for every
trip between the origin device and the target device passing through the
intermediate devices. Therefore, this data structure will contain N entries
for each trip between the source and target node. The delay rates values
kept in this table are taken from the delay rates of M number of received
intelligent ants.

3. Link estimation table: This data structure contains information about
the strength and quality of the links between the respective node and
its neighboring nodes. The proposed algorithm exploits the information
intelligent ants (IIAs) to measure the strength levels of links between
nodes, taking into account the delay rate of sending data packets over
the given link.

4.2 Next-hop Selection Rule

The proposed algorithm used the pseudo-random next-hop transmission rule
to choose the optimal routing path that guarantees the improvement of WMN
throughput. Suppose the intelligent forward and (a) at a certain intermediate
node (n) selects the next hop node (&) in order to reach the specified target
node (7); the selection process can be formulated according to the following
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relations [26, 27, and 28]:

_ lare Mazxpes.n, {pha(t,h)} ifr<mrg @
B ra(t, h) Otherwise
ra(t, ) = —Pla(t?) 3)

ZieS,Nn pha(tv l)

Here, (r) represents a random number that ranges from zero to one, while
(ro) denotes a constant number that ranges from zero to one. Ph, (t,h)
represents the amount of pheromone on the link connecting node (n) to the
next hop (%) for reaching the target node (7). According to Model (2), which
refers to the state of (r < rg), the node with the highest pheromone rate
(compared to its neighbors) will be elected as the next hop node; otherwise,
the next hop (k) will be elected proportionally among the neighbors according
to the distribution probability of neighboring nodes 7,(¢, h), as indicated in
Model (3).

5 The Proposed Congestion Awareness and
Load-Balancing Algorithm

The proposed algorithm implements its basic operation based on the princi-
ples of the intelligent ants routing algorithms described in [20, 21, and 22].
According to the algorithms of intelligent ants, swarms of intelligent ants
(FIAs, BIAs, and IIAs) will use to choose the primary ideal routing path,
taking into account the intra and inter-flow interference in the communication
channels. After determining the ideal routing path, the proposed algorithm
will add three important operations for network congestion control: conges-
tion detection in the ideal primary path, secondary ideal path selection (when
a congestion condition is detected), data structure information update, and
traffic load distribution between the primary and secondary ideal paths. The
following flowchart (Figure 2) summarizes the three basic operations of the
proposed algorithm.

The following Algorithm 1 outlines, in general terms, the basic stages of
the proposed approach.

5.1 Congestion Detection Stage

In WMNSs, data packet congestion is caused by many connected devices and
the wide interlocking topology of the network [29]. WMN performance is
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> | Explore (Ideal Path =IP) |
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Update IP
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v

Send some data to SIP

Figure 2 Flow chart of the proposed system.

negatively affected when congestion occurs on the intermediate devices of the
routing path. In addition, the routing path bears a heavy load with congestion
situations, which increases the amount of loss packets; thus, the network’s
throughputs and service quality decrease [30]. Sometimes, congestion occurs
on the routing path because the routing protocol chooses the same ideal path
to send data more than once, and fewer alternative paths are used, which leads
to an increase in traffic load on the ideal path and an increase in dropped
data packets [31, 32]. In the proposed algorithm, when intelligent ants elect
the optimal path and data is exchanged, the congestion level of intermediate
nodes is measured based on two parameters (queue length and transmission
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Algorithm 1 Proposed algorithm

Step 1. Detection of the optimal initial routing path using smart ant swarms (FIAs, BIAs,
and IIAs), according to the mechanisms described in [20, 21, and 22].

Step 2. Update data structures with routing information (updating the pheromone table
values of the selected intermediate nodes).

Step 3. Routing data packets through the primary ideal routing route from the sender
device to the target device, passing through the intermediate devices.

Step 4. When a flow of data packets is transmitted along the ideal primary path, at
the same time, the congestion states of the intermediate nodes are checked periodically
depending on two parameters (queue length and transmission ratio).

Step 5. When a congestion situation is detected in the ideal path nodes, they flood the
network with congestion information until they reach the WMN (mesh routers) edge to
prepare for secondary ideal path detection.

Step 6. Detection of the secondary optimal initial routing path using smart ant swarms
(TFIAs, TBIAs, and TIIAs), according to the mechanisms described in [20, 21, and 22].
Step 7. Update the values of the data structures of the secondary ideal path nodes
according to the data structures of the primary optimal path. (Update the pheromone
table values of the ideal secondary path depending on the pheromone table values of the
ideal primary path to increase the probability that new nodes will choose for the next
hop).

Step 8. Route new arrival data packets along the secondary ideal routing route from the
origin device to the target device, passing through the intermediate devices.

Step 9. Detect congestion conditions in new nodes by comparing the ratio of parameters
(queue length and transmission rate) with a certain threshold value.

Step 10. If there is congestion in the nodes of the ideal secondary path, a new optimal
path will be selected by repeating steps 6, step 7, and step 8.

rate). Each intermediate node checks the congestion level periodically, so if
the percentage of the congestion level is higher than a certain threshold value,
it will broadcast messages declaring the congestion status until it reaches the
mesh routers. The level of congestion at the nodes of the routing path can be
measured mathematically as follows:

~ Qu.l,

Ciln = T.R,

“4)

Here, (C.L,) represents the congestion level at a given node (n). (Qu.l,,)
denotes the average length of the queue at a given node (n). (T'.R,,) refers
to the transmission rate at a particular node (n) in the routing path. So, if
(C.L,, > Th (Congestion level threshold)), the mesh router will report the
congestion condition; otherwise, the packet stream will continue to be sent
along the routing path.
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Figure 3 Flow chart of network congestion detection.

According to the previous one, the proposed algorithm will allow each
node to check the congestion level periodically, so if the average congestion
level is above or equal to the specified threshold, it will use the intelligent ants
swarm (TFIAs, TBIAs, and TIIAs) to discover the secondary ideal routing
path. After the ideal secondary path is determined, the pheromone table of
the new path will be updated according to the ideal primary path. Then the
received packets will be forwarded via the ideal secondary path. This method
will equipoise the traffic load of network and reduce the exchange of periodic
congestion information between nodes and their neighbors, conserving net-
work bandwidth. The following flowchart (Figure 3) summarizes the network
congestion detection.

The following Algorithm 2 describes the network congestion detection
and load balancing process.

5.2 Transmit Data to Secondary Ideal Routing Path

When there are congestion conditions in some nodes of the ideal path, the
suggested model will exploit the behavior of real ants described in [33, 34,
and 35] to create a mechanism that reduces the traffic load of data packets
when there is a load larger than the capacity of nodes in the ideal path.
Therefore, the mechanism adopted in the suggested approach is to balance
the flow of data packets between the ideal primary and secondary paths,
assuming that some nodes of the ideal primary path exceed the congestion
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Algorithm 2 Congestion detection algorithm

Step 1. Each node in the ideal primary path periodically checks the congestion level
(according to the ratio between the queue length and the transmission rate) using
information stored in the congestion level table.

Step 2. If the congestion level in all nodes is below a certain threshold, the packet traffic
will continue through the ideal main path; otherwise, go to the next step.

Step 3. Generate intelligent agent swarms (TFIAs, TBIAs, and TIIAs) to discover a
secondary ideal routing path.

Step 4. Update the data structures of the secondary ideal path nodes according to the data
structures of the primary ideal path nodes.

Step 5. Balance the traffic load between the chosen paths bypassing the flow of newly
received data packets over the new ideal secondary path.

Step 6. Repeat steps (step 1, step 2, step 3, step 4, and step 5) on the secondary ideal
routing path.

level threshold. The following flowchart (Figure 4) summarizes the process
of transmitting data over the secondary ideal routing path.
The following Algorithm 3 can achieve the last objective.

5.3 Update Probabilities Tables on Secondary Ideal Path

After the ideal secondary path is determined, the pheromone tables from the
intermediate nodes of the ideal primary path will be copied to update the
pheromone tables of the intermediate nodes of the ideal secondary path. Sub-
sequently, the pheromone tables of the ideal secondary path will be updated
by intelligent ants (TBIAs) after probabilities in secondary path nodes are
upgraded and downgraded in primary path nodes. The information is stored in
the routing table (R.T) like probability values are stored in the distance-vector
algorithm [24, 36]. Therefore, the routing table (R.T) of the target-neighbors
pair (T, N) stores the probability values (Pro,;) for the adjacent nodes to
determine the next hop (n) and reach the target node (¢) as follows:

Z Proy =1, t € [1, N], N, = {adjacent nodes(a)} 5)
neEN,

Now, to illustrate the process of updating the probabilities values
(pheromone values of the routing path nodes), we assume (Ph,, ;) represents
the pheromone value (stored in the pheromone table) of the next hop node (n)
to reach the target node (¢), within the ideal primary path. Whereas suppose
(Phyy, ¢) represents the pheromone value of the next hop node (m) to reach
the target node (¢) within the ideal secondary path. Therefore, in congestion
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Figure 4 Flowchart of sending data to the secondary ideal routing path.

situations, the pheromone values of intermediate nodes in the ideal secondary
path will be determined and updated according to the following mathematical
models:

th,t = Phn,t (6)
Phpy + AP
Pt =20 Rph @

Here, (APh) represents the amount of reinforcement that intelligent
ants will add (when they pass through the node) to the pheromone values,
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Algorithm 3 Transmit data to the secondary ideal routing path

Step 1. Detection of the secondary ideal routing path through the generation of intelligent
ant swarms (TFIAs, TBIAs, and TIIAs) in case of detecting congestion sites at the nodes
of the primary ideal routing path.

Step 2. Reduce the probabilities (pheromone values) of the nodes in the ideal primary path
to 30% (in the case of choosing an ideal secondary path) by matching the data structures
between the nodes of the primary and secondary ideal paths.

Step 3. Update the probabilities table (pheromone table) of all intermediate nodes of
the secondary route by copying the pheromone tables from the intermediate nodes of the
primary routing path.

Step 4. Determine the probabilities values of 50% between the primary and secondary
ideal routing paths after the two paths have the same values in the pheromone tables.
Step 5. After matching the pheromone values (probabilities) between the primary and
secondary routing paths, new incoming data packets can randomly choose which routing
path they will use to reach their destination.

Step 6. Since the secondary ideal routing path has a wider bandwidth and fewer data
packets passing through it, the probability of selecting the secondary ideal path nodes
will increase. In contrast, the probability of the ideal primary path will decrease.

which depend on how well the trip is to reach the target. The amount of
reinforcement added to the pheromone schedule of a given node can be
estimated according to the following mathematical model:

1 [ATTM}

APh = = 8
X Tm’pm ®)

2

Where (ATT', ;) denotes the average trip time to reach a specific target
node (n), defined in the delay table of the intermediate node (7). (Trip,, ) indi-
cates the trip time to reach the target node (n) and pass through the node (¢).
It should be noted that formulas ((6) and (7)) satisfy the mathematical models
((1) and (5)).

According to the previous mathematical models, the probability values
of the two ideal paths (primary and secondary) will equal 50%, so the data
packet will randomly choose the appropriate routing path. However, since
the bandwidth of the ideal secondary path is greater than that of the ideal
primary path, the probability of the ideal secondary path will increase while
the probability of the ideal primary path gradually decreases.

6 Simulation and Evaluation of Results

This part will evaluate the performance of our suggested ant-based intelli-
gent routing approach by presenting three important performance metrics
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Table 2 Network settings

Parameters Values
Simulation software NS2
Simulation environment size 1000 x 1000 m?
No. of simulation devices 12
Packet size 1000 Bytes
The bandwidth of the connection link 1 Mbps
Traffic kind CBR
Protocol agent TCP
Time of simulation experiments 300 Sec
Buffer capacity 10 — 50 packets
Transmitting range 250 m
Diffusion model Two-ray ground

computed from several experiments conducted using Network Simulator Ver-
sion 2 (NS2) software [37]. The proposed algorithm used intelligent agents
(ant swarms), represented by small fixed-size control packets, which travel
periodically on the network to discover the optimal paths and update the data
structures (pheromone and routing tables). The experimental results of the
proposed algorithm will be compared with the results of the famous algo-
rithms that use the intelligent ant-colony approach (WCETT [38] algorithm
and CACO [39] algorithm) to prove the effectiveness of the suggested algo-
rithm in increasing the performance of WMNSs. The performance experiments
of the three approach were carried out using the same WMN of (12) devices,
assuming that device (2) is the sender of data (source) and device (12) is the
receiver of the data (target). Table 2 lists all the network settings for WMN
with their values as follows:

The simulation experiments involved the use of (3) influential perfor-
mance measures to evaluate the performance of the presented approach by
comparing its performance to that of the ACETT and CACO algorithms, as
illustrated in the sub-sections below.

(1) Network throughput: It represents the total number of data packets
transmitted in real-time to the simulation that have successfully reached
the target node and acknowledged. The network throughput can be found
according to the following form [40]:

©))

Here (T.Nop) denotes the actual number of data packets that arrived
without fail on the target device. (S.7) denotes the actual simulation
time.
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Figure 5 Network throughput.

Figure 5 displays the network throughput of WMN when using the
proposed algorithm compared to the network throughput using the
WACTT and CACO algorithms. Comparing the results, we can easily
notice that the number of data successfully transmitted from device 2
to target device 12 when using the proposed algorithm is greater than
the number of packets sent using WACTT and CACO algorithms. When
the data packets start moving between the two nodes (2 and 12) at 2
minutes of the simulation time, we observe the stability of the network
throughput with the proposed algorithm. Where, at 1.30 minutes, there
is a congestion condition on the routing path (between node 7 and node
12), in this case, we note that the WACTT algorithm does not contain
any effective mechanism to avoid congestion of the routing path, while
the CACO algorithm will avoid the path (7-12) by directing data packets
away to an uncongested path. On the other hand, the proposed algorithm
solves the congestion problem by dividing the flow of data packets into
secondary ideal routing paths (7-5-9-12). Thus, it will avoid data packet
loss (due to congestion), leading to increased network throughput. The
outstanding performance of the proposed approach came as a result of
electing the ideal secondary path with the lowest cost (shortest distance)
to avoid the congestion problem in the ideal primary path. Table 3
outlines the gross throughput of the WMN when implementing the
suggested approach, WACTT and CACO algorithms.
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Table 3 WMN throughput per time
Algorithms  No. of Packets Received at the Target ~ Network Transmission Ratio (%)

Proposed 731 73.4%
CACO 689 63.8%
WACTT 300 30%

(2) End-to-end delay: This metric indicates the time wasted for data packets
to travel between the sending node and the target node, passing through
the intermediate nodes. This time includes the time consumed to send
control packets across the network to establish the appropriate routing
path. The average end-to-end delay (A.De) in wireless networks can be
calculated according to the following mathematical models [41]:

> TDe,
ADe=2=1"%
°~ "No.p,

Where (No.P,) denotes the actual number of packets that reached the
target device. (T'De,) denotes to the time actually used to pass each
received packets at the target device, and this metric is calculated based
on the following model:

(10)

TDey, = Tr, — Ts, (11D

Here, (T'r,) denotes the precise second the target device received the
data packet. (T's;) indicates to the time when the packet is sent from the
arigin device.

Figure 6 shows the rate of end-to-end delay time of packets transmitted
over network when using the proposed algorithm, that is much less than
the delay time for data packets when WCETT and CACO algorithms
are used. That means the proposed algorithm has better performance
towards reducing delivery time, which increases the quality of service of
WMN. The reason why the proposed algorithm has the lowest delay time
compared to WCETT and CACO algorithms can be explained according
to the following scenario:-

Using the WCETT algorithm, when the congestion of the routing path
(7-12) occurs at 1.30 minutes, all the data packets sent through the path
will wait continuously on the congested path to pass through and reach
the target. Whereas, with the CACO algorithm, the data packets will be
directed away from the congested path (7-12) (to the neighboring nodes
of node 7); thus, the data packets will take more delay time to reach the
target node. With the proposed algorithm, the congestion level will be
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Figure 6 Average end-to-end delay.

Table4 WMN end-to-end delay, per time
Algorithms  Average End-to-End Delay (Seconds)

Proposed 0.0562
WACTT 0.1021
CACO 0.0976

measured periodically, and before it reaches its peak, an ideal secondary
path will be detected, and new data packets will be routed through it, thus
reducing the delay time. Table 4 presents the average end-to-end delay
of the WMN when using the proposed WACTT and CACO algorithms
per time.

(3) Drop packets: Refers to the actual number of unsuccessful packets
exchanges through the network per time. The number of dropped data
packets (No. Dro,) in wireless networks can be calculated according to
the following model [42]:

No.Dro, = No.Tr, — No.Re, (12)

Where (No. 1)) represents the total data packets the source device sends
during the simulation time. (No.Re)) refers to the total data packets the target
device receives during the simulation time.

Figure 7 shows that the actual number of dropped data that did not swim-
mingly reach the target node when implementing the proposed algorithm is
very less than the total number of data packets when WCETT and CACO
algorithms are used. That mean the suggested approach achieved higher



804 F M. Salman et al.

w

Percentage of Dropped Data Packets (%)
N

-

WCETT CACO Proposed Approach

Figure 7 Percentage of dropped packets.

Table S Drop packets per time
Algorithms  Percentage of Dropped Packets (%)

Proposed 1.9%
WACTT 6.4%
CACO 3.1%

throughput than other algorithms. The proposed algorithm’s good perfor-
mance came from early avoidance of congestion situations across the routing
paths by selecting new ideal paths and continuously checking congestion
situations in new secondary ideal paths, thus reducing the number of dropped
data packets. Table 5 shows the packet loss percentage in WMN when using
the proposed WCETT and CACO algorithms per time.

7 Conclusions and Future Works

This work proposed an efficient routing algorithm for WMNSs, which detects
and avoids congestion situations in the primary ideal routing path by balanc-
ing a load of data packets with other secondary ideal paths. The proposed
algorithm is based on its basic operations on the mechanisms of Ant Colony
Optimization (ACO) algorithms. In general, the proposed algorithm relied in
its basic operations on three important techniques: detecting heavy conges-
tion within the ideal paths currently used for data transmission, creating ideal
secondary paths with updated pheromone values, and distributing the traffic
load (data packets) between the primary and secondary ideal paths. The NS2
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software is used as a simulator to prove the effectiveness of the suggested
approach for WMNs by evaluating its performance with that of WCETT and
CACO algorithms. Simulation experiments demonstrated that the suggested
approach has a good performance that improves throughput, end-to-end delay
rate, and packet loss rate of WMN compared to other approachs. The results
displayed that the suggested approach achieved a network throughput ratio
of 73.4%, while the WCETT and CACO algorithms achieved a network
throughput ratio of 30% and 63.8%, respectively. The experiment results also
showed that the proposed algorithm achieved an average end-to-end delay
close to 0.0562.

In contrast, WCETT and CACO algorithms achieved an average end-to-
end delay close to 0.1021 and 0.0976, respectively. Furthermore, the results
showed that the proposed algorithm achieved a lower percentage of dropped
packets by 6.97% and 0.99% compared to the WCETT and CACO algo-
rithms, respectively. That means the proposed algorithm achieved the best
performance by increasing network throughput, decreasing end-to-end delay,
and reducing the number of lost packet. The suggested algorithm’s good
performance is due to effective mechanisms to avoid network congestion
situations by detecting the secondary ideal paths, updating the pheromone
tables appropriately, and dividing the flow of data packets between the ideal
routing routes.

As a promising future work, we are looking forward to developing the
suggested approach by adding effective mechanisms to identify numerous
paths while considering multiple radios’ intra/inter flow interferences and
appropriate channel space utilization. We also plan to evaluate the perfor-
mance of our suggested approach with other well-known intelligent ant-based
routing algorithms according to other performance measurements. Other
plans to develop the proposed algorithm include adding mechanisms to raise
the security level to avoid potential network attacks that negatively affect
network performance.
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