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Abstract

The Internet of Things (IoT) is a global and comprehensive network that
monitors and controls the physical world by collecting, processing, and
analysing data derived from IoT devices. Globally, the IoT is emerging
as a trend bringing intelligence and automation to a variety of application
domains, presenting both opportunities and security challenges. It is used
in various fields, including medical care, smart grids, home automation,
smart cities, etc. As the number of devices connected to the IoT increases,
there is an increased risk of cyber-attacks, data breaches, and other mali-
cious activities. This means that it is essential to have secure protocols and
encryption methods in place to protect the data being exchanged. This paper
identifies and synthesizes security issues related to the IoT. Security threats
across different layers of the IoT architecture are discussed first, followed
by identifying prevalent security and privacy issues. A discussion is also
provided on security countermeasures.
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1 Introduction

In recent years, the advancement of various technology areas, such as
broadband internet access, wireless communications, embedded comput-
ing, and automated identification and tracking, has resulted in intelligent
items becoming part of our everyday lives. The Internet of Things (IoT)
refers to the integration of the Internet with real-world items present in
various areas, including environmental monitoring, smart homes, industrial
processes, and health monitoring [1]. Blockchain, humanitarian logistics,
cloud computing [2], machine learning [3–5], and artificial intelligence
[6, 7] are pivotal in the IoT ecosystem for boosting efficiency, security, and
innovation. Blockchain ensures secure and transparent transactions among
IoT devices [8], while humanitarian logistics utilizes IoT capabilities for
coordinated aid delivery during emergencies [9]. Cloud computing provides
scalable storage and computing resources for seamless connectivity and
analysis of IoT-generated data. Machine learning and artificial intelligence
enable intelligent decision-making, predictive analytics, and automation in
the IoT ecosystem, improving operational efficiency across a broad range
of sectors, such as healthcare, transportation, agriculture, and smart cities
[10–12]. In the upcoming years, it is expected to play a fundamental role in
the Information and Communications Technology (ICT) industry. By leverag-
ing the power of IoT technology, businesses can gain a competitive advantage
in the ICT industry, experiencing greater operational efficiency, enhanced
user experiences, and improved decision-making [13].

Although IoT offers better opportunities for connecting the advanced and
physical worlds, cybersecurity threats are also on the rise. There is a growing
concern that the digital threat is not limited to large business networks or
data, where organizations have tended to concentrate their cyber security
efforts. Programmers are also looking for ways to attack devices outside
conventional perimeters. Due to the precipitate growth in the number of
IoT devices and the wide range of capabilities, they can provide, there is an
increase in expected vulnerabilities [14]. As IoT devices become increasingly
common and accessible, they become attractive targets for malicious actors.
These devices often lack the same security level found in more traditional
computing systems, leaving them vulnerable to attack. Additionally, these
devices are often connected to large networks, making them potential entry
points for attackers [15].

Recognizing security risks and developing solutions in IoT-enabled envi-
ronments takes extra energy and time. Since all objects exchange information
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over the Internet, the IoT has exposed a number of security risks. There are
also concerns about end-user privacy. IoT development has been slowed for
a variety of reasons, mainly due to a lack of technological advancements
and the existence of a security challenge. In this way, with all its advanced
information exchange capabilities, the IoT is a flawed concept in terms of
security. Therefore, it is better to take appropriate steps in its initial phases,
i.e., creating security, before further development for widespread and effec-
tive acceptance. Security and privacy are key issues for IoT applications.
Following the growth of the IoT nationwide and its impact on people’s
lifestyles, the need for privacy and security has multiplied and made it a
major challenge [16]. This research has examined the application areas of
IoT Security in the first stage. These applications are categorized into 12
groups. In the second part, the aim is to identify the approaches adopted in
IoT security upgrades. The rest of the paper is organized in the following
manner. Section 2 presents a background of IoT and its security and privacy.
Section 3 contains a systematized taxonomy of IoT security applications. IoT
privacy and security solutions and challenges are highlighted in Sections 4
and 5, respectively. Finally, Section 6 brings this research to a conclusion.

2 Backgrounds

The IoT has evolved into an infrastructure that facilitates interconnection
between physical sensors, smartphones, and smart buildings. This electronic
device exchange information wirelessly or through wired channels. By har-
nessing the power of the IoT, businesses are able to gain valuable insights into
customer behavior and usage patterns, allowing them to make more informed
decisions about their operations.

2.1 IoT Architecture

IoT does not simply refer to an internet-connected device but is the tech-
nology that enables a system to sense, react, and respond to the world
without any human intervention. By leveraging sensors, actuators, and other
technologies, IoT can collect data, process it, and then take action based on
the conclusions. This, in turn, creates a feedback loop that continuously learns
and improves its response over time, allowing it to autonomously respond to
changes in its environment [17]. As shown in Figure 1, the IoT architec-
ture consists of several stages that work together to collect, transform, and
process data. The first stage involves collecting data from the environment
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Figure 1 Stages of IoT working.

and transforming it into usable information. Smartphones, equipped with
sensors, play a crucial role in this process. These sensors detect the earth’s
gravitational pull, allowing users to adjust the screen orientation based on the
device’s position.

By collecting and transforming data, smartphones provide users with
a seamless and intuitive experience, enabling them to interact with their
environment more efficiently. Actuators are devices that can generate data
by affecting physical reality. By incorporating actuators, smartphones have
become invaluable tools in our daily lives, empowering us to interact with the
world more efficiently, reliably, and intuitively. The second stage of the IoT
architecture involves an internet gateway. This system aggregates and con-
verts data received from sensors into a digital format. It enables machines to
intelligently analyze real-time data by using data acquisition devices. These
devices capture signals and environmental conditions, making them essential
in industrial, commercial, and scientific equipment. In the third stage, Edge
IoT, prepared data is transferred to the IT world at high speeds. This stage
facilitates quick data processing and offers additional flexibility. The data
is transferred to cloud platforms where further analysis and processing take
place. The fourth and final stage of the IoT architecture is the cloud and data
center. This is where the main processes occur. The data center and cloud
enhance the security and computational power of the IT system, enabling
robust data analysis and storage.

2.2 IoT Challenges

IoT devices use embedded sensors and actuators to collect, process, and
exchange data with other connected devices, allowing them to interact with
each other and the environment. This enables them to be used in a wide
range of applications, ranging from healthcare and home automation to
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Table 1 IoT-related challenges
IoT Challenges Advantages Restrictions
Scalability Adding new devices Network capacity
Big data Using big data analysis to gain

useful insights
High latency, redundancy, and
other benefits of data centralization

Security and
privacy

Enabling cutting-edge apps that
make use of sensitive data

Inspection of personal information

transport and industrial automation. As a result, accurate authentication and
classification techniques and sufficient solutions to ensure confidentiality and
integrity are required [18]. Despite several research efforts on IoT tech-
nology, the technological limitations stated in Table 1 remain. According
to Table 1, the nature of the IoT, the growth of IoT, privacy, and security
have grown in various fields. As the data collected by IoT devices becomes
more valuable, the demand for secure protocols for data sharing and storage
grows. IoT technology also allows for the development of new applications,
such as automated home systems and healthcare, which further increases
its use. Additionally, privacy and security concerns have become a major
issue, leading to an increased focus on developing secure protocols for data
sharing and storage. To ensure that data is kept safe from external threats,
network administrators must implement strong authentication and encryption
protocols. Additionally, they must guarantee that all devices connected to
the IoT network are securely updated with the latest firmware and security
patches to prevent malicious actors from exploiting known vulnerabilities.
In order to ensure network security, tools, and protocols should be readily
available, as well as, if possible, hardware and software installed [19].

2.3 Security in the IoT

The limitations and ubiquity of IoT networks make them susceptible to
diverse attacks. IoT networks are typically designed with limited processing
and storage capabilities, potentially making them vulnerable to manipulation
or disruption. Additionally, the sheer number of devices connected to these
networks creates a large attack surface for malicious actors to exploit. These
issues arise due to the specific characteristics of security and the way in which
it is implemented in IoT networks. Security concerns in the IoT mainly arise
from the following factors:

• IoT is a multifaceted paradigm encompassing a wide range of applica-
tions and requirements. A broad implementation of IoT illustrates the
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enormous complexity of such systems. As the number of connected
devices increases exponentially, it becomes increasingly difficult to
manage the data flow and interactions between them. This complexity
can cause a number of issues, such as the need for additional hardware
and software for security, the need for energy-efficient solutions, and the
need for scalability.

• The IoT technology is extremely diverse in terms of protocols, plat-
forms, and devices, consists mostly of limited resources, is built with
lossy connectivity, and is not standardized. The characteristics of these
IoT systems can be considered bottlenecks, preventing the implementa-
tion of effective and general security measures [19].

• IoT devices can be configured to automatically adapt to their environ-
ment. An effective IoT security solution that provides comprehensive
protection for each device is required in these situations. Moreover,
a security policy that is regularly updated and enforced should be
implemented to ensure the ongoing protection of these IoT devices.

• Since most IoT physical items are ubiquitous and physically accessible,
the implementation of IoT systems may enhance physical assaults. Mali-
cious actors could use the data gathered by IoT devices to gain access to
physical locations and assets, as well as to manipulate the environment
for their own gain. This could lead to real-world security risks, such as
the potential for physical harm.

2.4 A Taxonomy of Security in the IoT

IoT security has become a major concern in recent years. A corrupted
Internet-connected item poses a threat to the security of IoT devices and
threatens the entire Internet. As IoT comprises a variety of devices and equip-
ment, ranging from small advanced embedded chips to large high-end
servers, security issues must be addressed at several levels. IoT security
problems can be classified as follows.

• Issues with low-level security
• Issues with intermediate-level security
• Issues with high-level security

Security and privacy are critical aspects of IoT development. The dynamic
nature of IoT networks poses a variety of vulnerabilities for traditional
IoT security and privacy solutions, but emerging technologies address other
concerns. Table 2 illustrates these difficulties.
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Table 2 Current IoT security challenges
Layer Security Challenges

Perception Identifying the defective sensor node
The key management systems and cryptography algorithms that will be used
The data and the sender’s anonymity
Vulnerabilities in electronic gadgets

Network Communication with IPv6 nodes via IPSec is enabled.

Application Computer networks that can be configured

Table 3 Taxonomy of IoT security applications
Areas Studies

Banking system [20, 21]

Supply chain [22–28]

Smart home [29–38]

Agriculture [39–49]

Smart grid [50–57]

Smart cities [58–69]

Industry [70–72]

Education [73–78]

Military [79–88]

Business [89–94]

Transportation [95–110]

Healthcare [111–148]

3 Application of IoT Security

Security has been a constant concern for industries when it comes to IoT. This
study presents a survey of IoT security research and its application domains.
Publications are categorized according to application areas into 12 categories.
Table 3 summarizes the findings of this study.

3.1 IoT Security and Transportation

Smart transportation systems benefit from IoT to optimize transportation
resources and enhance traffic management. In the past few years, a wide range
of IoT-enabled smart transportation systems applications has been developed
at scale. Data collected from millions of vehicles are used to establish a
data-driven traffic network called the Internet of Vehicles (IoV). IoT drives
smart transportation to become increasingly embedded with Cyber-Physical
systems (CPSs), which are supported by sensor networks and open network
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technologies. Due to the decentralization, complexity, and heterogeneity
of IoT-based systems, CPS-embedded intelligent transportation presents a
number of issues relating to 5G network connectivity and cybersecurity. First,
owing to the real-time transport of IoT traffic and the need for quick responses
from smart applications, wireless network communication capacity and secu-
rity are of the utmost importance for IoT-enabled transportation systems. The
current IoT-based transportation systems suffer from high communication
costs and low bandwidth. In addition, embedded nodes do not necessarily
possess physical security and are susceptible to a variety of risks. Further,
device-to-device contacts enable IoT objects to exchange data independently.
Data generated by devices can improve the performance of a scheme by pro-
viding useful domain knowledge. However, the decentralization, complexity,
and heterogeneity of IoT-enabled transportation systems make swapping data
between them challenging. Third, transportation solutions powered by IoT
generate an enormous amount of data. The efficient utilization of these data
can facilitate the monitoring of physical traffic conditions and enhance the
efficiency of transportation systems. Due to data explosions within trans-
portation systems, conventional security procedures are not applicable in any
IoT environment because of the limited capabilities of nodes in terms of
memory and processing power. Cyber-insecurity issues caused by such data
explosions also pose a threat to system security because of the possibility that
data will leak or be breached.

3.2 IoT Security and Healthcare

The Internet of Medical Things (IoMT) encompasses various applications
that benefit the healthcare sector, including wearable medical devices, RFID
tags, and implantable medical devices. The advent of 5G telecommunication
networks and the implementation of IPv6 addresses play a vital role in
enabling and enhancing the capabilities of these medical devices, ultimately
contributing to the extension of human life expectancy. The deployment
of 5G networks offers several advantages for medical devices within the
IoMT ecosystem. One key benefit is the significantly increased data transfer
speeds and reduced latency, enabling real-time communication and faster
transmission of medical data. This is particularly important in healthcare
scenarios where instant response and timely access to patient information
are critical. The low latency of 5G allows medical devices to provide swift
and accurate feedback, enhancing healthcare services’ overall efficiency and
effectiveness.
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Furthermore, the high network capacity and reliability of 5G enable the
seamless connectivity of a vast number of medical devices simultaneously.
This is crucial in healthcare environments where numerous devices need to
communicate with each other and with central systems without experienc-
ing congestion or performance degradation. IPv6 addresses, with their vast
address space, are instrumental in accommodating the growing number of
medical devices in the IoMT landscape. The expanded address pool ensures
that each device can have a unique identifier, enabling efficient commu-
nication and management of these devices within the network. IPv6 also
provides built-in security features, such as IPsec, which can help protect the
transmission of sensitive medical data and mitigate security risks. However,
it is important to note that the utilization of IoMT devices introduces various
security challenges. The transmission of sensor data between IoT devices can
be vulnerable to security risks such as denial of power attacks, device cloning,
message tampering, hijacking, and eavesdropping. As IoMT devices often
have limitations in terms of processing power, memory, and battery capacity,
ensuring both interoperability and security becomes a critical concern.

To address these challenges, robust security measures, including encryp-
tion, authentication protocols, and secure data transmission methods, need to
be implemented. Additionally, comprehensive risk assessments and privacy
safeguards should be in place to protect patient’s sensitive information and
ensure regulatory compliance. In summary, the combination of 5G telecom-
munication networks and IPv6 addresses is pivotal in enabling medical
devices within the IoMT ecosystem. These technologies enhance data transfer
speeds, reduce latency, and provide the necessary scalability to accommodate
a growing number of devices. However, it is essential to address the security
challenges associated with IoMT to safeguard patient data and ensure the
reliable and secure operation of medical devices.

3.3 IoT Security and Business

Even though some early IoT investors have succeeded, most companies
are still pondering whether they should join the IoT since the ecosystem
is unstructured, innovations are immature, and objects are diverse. These
characteristics prevent an effective business model from being developed.
Due to these characteristics, a variety of proprietary platforms and proprietary
end-to-end IoT solutions are used, while the unstructured ecosystem creates
doubts for investors because the scenario is too chaotic. Interoperability
and security issues must be addressed thoroughly to achieve end-to-end IoT
security. A solid business model for IoT could be built using these solutions.
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3.4 IoT Security and Military

The growing trend of IoT in the military has become crucial for achieving
military objectives. However, it also brings with it new security challenges.
The increased connectivity and integration of IoT technologies within the
military landscape expand the attack surfaces across various devices and
systems. While in the past, cyber-attacks were primarily focused on PCs,
devices connected to the Internet, and smartphones, the emergence of IoT
devices has added another layer of security threats alongside the advantages
they offer. Furthermore, the military domain has become a prime target
for hackers. Regardless of the physical distance between networks, cyber-
attacks have become inevitable. Consequently, a strong argument exists for
prioritizing cyber-attack protection within military operations. Traditional
security solutions, such as firewalls and cryptographic devices, are no longer
sufficient to enhance the cybersecurity of existing systems. In some cases, it
may even be impossible to fix security vulnerabilities in a system, indicating
that cybersecurity was not adequately considered during the system’s initial
design.

Addressing this issue, the concept of security by design has been high-
lighted in the literature as a solution. This approach emphasizes incorporating
security measures from the very beginning of the system design process
rather than attempting to patch vulnerabilities as an afterthought. By adopting
security by design principles, military organizations can proactively integrate
robust security measures into their IoT deployments, mitigating risks and
protecting sensitive military information. In summary, the security impli-
cations cannot be ignored as IoT technologies find their way into military
applications. The increased attack surfaces, combined with hackers’ targeting
of the military domain, necessitate a shift towards a proactive approach
to cybersecurity. Implementing security by design principles and adopting
advanced security measures will be essential for safeguarding military sys-
tems and achieving military objectives in an increasingly connected and
vulnerable world.

3.5 IoT Security and Education

In recent years, the IoT has profoundly impacted educational institutions, rev-
olutionizing communication by enabling Internet-based connectivity between
physical objects, sensors, and controllers. This transformative platform
allows for measuring and analyzing various parameters within the educational
environment through integrating sensors, big data, wearable technologies,
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and cloud computing. While security has always been a critical consideration
in the field of education, the advent of IoT technology introduces new security
challenges. As communication and complexity increase within IoT-enabled
educational systems, so do security concerns. The interconnected nature
of IoT devices and the data they generate make educational institutions
vulnerable to cyberattacks.

Protecting the security of educational IoT systems is of utmost impor-
tance. Breaches in security can result in the compromise of sensitive student
and faculty data, disruption of critical educational services, and potential
privacy violations. It is crucial for educational institutions to proactively
address these security concerns and implement robust security measures.
Security solutions for educational IoT environments should include authenti-
cation mechanisms to ensure that only authorized individuals and devices can
access and interact with the system. Encryption protocols should be employed
to secure data transmission and storage, safeguarding sensitive information
from unauthorized access. Regular monitoring and vulnerability assessments
should be conducted to identify and address potential weaknesses in the sys-
tem. Additionally, educating students, faculty, and staff about cybersecurity
best practices can help create a culture of awareness and responsible usage
of IoT devices within educational settings. By prioritizing IoT security in
education, institutions can leverage the benefits of IoT technology while
mitigating the risks associated with cyber threats. A comprehensive approach
to security will protect the integrity and confidentiality of educational data
and ensure a safe and secure learning environment for students and educators
alike.

3.6 IoT Security and Industry

The Industrial IoT (IIoT) is a paradigm shift, primarily in the domain of
the manufacturing industry. In addition to improved operational efficiency
in the production process, embedded technologies provide smart object
identification mechanisms, intelligent automation capabilities, and around-
the-clock monitoring capabilities, making the concept highly attractive to
most industrial sectors. Moreover, it reduces worker intervention in hazardous
industrial environments. The IIoT can be used in factories, materials han-
dling, assembly lines, production processes, finalizing goods, and inbound
and outbound logistics. Currently, IoT technologies are the basis for the
growth of the IIoT phenomenon in many spheres, industrial, commercial, and
social.
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3.7 IoT Security and Smart Cities

With emerging network technologies such as fog computing and IoT, smart
cities can be built more efficiently, fostering urban business, industry, tourism,
and transportation management. Therefore, the development of a smart city
will greatly boost its vast development potential. Due to the widespread
implementation of smart systems, privacy, and security issues have become
major challenges that require effective countermeasures. However, smart
cities’ heterogeneity, scalability, and dynamic characteristics make it impossi-
ble to apply traditional cybersecurity protection strategies directly. The design
and implementation of new mechanisms and systems must be conscious of
security and privacy risks.

3.8 IoT Security and Smart Grid

The IoT plays an important role in smart grids by monitoring and managing
different parameters of power systems using the Internet. It automates the
work for easy organization. Additionally, it allows the collection, analysis,
and monitoring of a large amount of data from various sources, such as social
media, machines, etc. As smart appliances, such as smartphones and smart
watches, are becoming more common, IoT technology is becoming more
prevalent in wireless technology. IoT-connected devices continue to grow at
a rapid pace, posing many challenges in terms of security. Smart grids based
on IoT would potentially contain millions of nodes, making them the most
vulnerable to IoT-based cyberattacks.

3.9 IoT Security and Agriculture

Farmers can lower farming costs, improve irrigation efficiency, and enhance
crop yields by leveraging IoT technology. This is a technologically advanced
agricultural approach that combines agriculture and cutting-edge technolo-
gies. As IoT-based agriculture becomes more widely used, it may become
more vulnerable to adversaries, posing new security and privacy risks and
requiring enhanced communication security.

3.10 IoT Security and Smart Home

The smart home is a networked environment consisting of heterogeneous
electronic devices and appliances that provide smart services to individuals
on a ubiquitous basis. Application security levels determine the adoption
rate of IoT devices in the smart home. In a smart home, IoT-enabled
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applications must be designed with robust security mechanisms to ensure
their users’ privacy. IoT solutions include multiple elements: embedded
devices, user interfaces, cloud computing for data processing, device con-
trol, etc. Implementing security and privacy features presents a functionality
challenge.

3.11 IoT Security and Supply Chain

The rapidly evolving IoT ecosystem poses a growing threat to the supply
chain. Various industries use IoT to secure their supply chains by tracking
assets, raw materials, and supplies. Nevertheless, the security of the IoT
supply chain is not generally addressed. In contrast to traditional systems, the
IoT does not come from a single manufacturer or supplier. Rather, it consists
of many interconnected components manufactured, designed, and operated
by different entities around the world.

3.12 IoT Security and Banking System

Nowadays, banking and other financial systems face various security con-
cerns around the globe. Security systems in banks are monitored and
controlled only by banking authorities. Regarding banks, each locker owner
lacks knowledge of what is happening with his/her valuable assets or lockers.
Banks rarely compensate for lost items in safe deposit boxes when valuables
are stolen or burglarized.

4 IoT Privacy and Security Solutions

4.1 LoRaWAN Security

The LOWPAN network, also known as 6LoWPAN (IPv6 over Low-Power
Wireless Personal Area Network), is a wireless network protocol specifically
designed for low-power devices with limited processing capabilities. It aims
to enable communication between such devices and the Internet by leveraging
IPv6 addressing and routing mechanisms. Despite being well designed, many
researchers have raised security concerns about the LoRaWAN network.
Despite having basic security properties, it is vulnerable to the following
threats. Its join procedure is vulnerable, which is exploitable by replay
attacks. The protocol also lacks end-to-end security because the application
session key is established via the core network. The LoRaWAN network
server can easily track the traffic between the two parties. The third issue is



826 Y. Lu

that network and application session keys cannot guarantee perfect forward
secrecy since they are based on long-term shared keys. The long-term key of
a device can also be exposed when it is broken or compromised. This allows
past session keys and encrypted data to be retrieved. A successful LoRaWAN
network settlement is clearly hampered by the security flaws described above.
To protect LOWPAN networks, only approved users should be able to access
records, data integrity must be maintained, and malicious intruders must be
prevented. An intrusion detection system is required to track traffic on both
sides. LOWPAN’s packet fragmentation framework is vulnerable due to its
lack of encryption at the 6LoWPAN layer, optimal semiannual effort on
fracture connections, and limited system memory.

4.2 Security in RPL

The IPv6 Routing Protocol for LLN (RPL) is designed to route IPv6 traffic in
low-power networks over 6LoRaWPANs that experience high or inconsistent
packet loss. In low-power networks deployed over 6LoWPANs with high or
inconsistent packet loss mounts [102]. To protect RPL messages, a security
field is added to the ICMPv6 message header. The information provided
in this area indicates the security level and encryption algorithm used to
encrypt messages. Data authentication, semantic security, replay protection,
and key management are all supported by Low Data Rate (LDR). The RPL
attacks include selective transmission, sinkhole, Sybil, hello-inundations,
hyperspace, black hole, and denial of service.

4.3 Identity Tracking

The term identity tracking refers to the capability of a malicious entity to
associate a device’s address with a specific user’s identity and physically track
that user. A regular change of private addresses can tackle this thread.

4.4 Zigbee Security

Authentication is one of the key challenges in Zigbee security. In the case
of the addition of a device to the network, distinguishing it from malicious
devices is challenging. With Zigbee 3.0, this problem is solved by introducing
a new join mechanism called installation code. A Zigbee installation code,
known as an install code, consists of 18 bytes. The code is also stored inside
the device. Smartphone applications can be used to scan the code and send it
to the coordinator. Through the AES-MMO algorithm, a link key is derived
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from the installation code as a pre-configured secret. The coordinator uses
the link key during the join procedure to encrypt the initial transport key
message. Decrypting the transport key message and joining the network is
only possible for devices with the code.

4.5 RFID Security

Authentication and privacy are fundamental concerns in RFID security. RFID
tags and readers can be authenticated through a secure protocol. The tagged
product is considered authentic if the RFID reader and the RFID tag convince
the RFID reader that both possess secret information. The untraceability of
tags is one of the most important properties of tag anonymity, as it ensures
the privacy of RFID tags or the mobility of their users. One of the efficient
ways to accomplish this attribute is to encode the original identity of the tag
using a cryptographic primitive, for example, a one-way collision-resistant
hash function.

4.6 Ensure Device Authentication

Authentication is another method to strengthen the security level of IoT
devices, preventing unauthorized access to data. In this regard, an attacker
must obtain certain information in order to compromise a device. Therefore,
this method of user authentication is a better option for IoT devices.

4.7 Secure the Network

Endpoint security serves as the first line of defense for each system connected
to the IoT network. Anti-malware and antivirus software are crucial compo-
nents of endpoint security, protecting various forms of malicious software,
including viruses, worms, and trojans. These tools continuously monitor the
system for any signs of malware and actively work to detect, quarantine,
and eliminate threats, preventing potential damage or unauthorized access.
In addition to anti-malware and antivirus solutions, intrusion prevention
systems (IPS) play a vital role in safeguarding the system. IPS monitors
network traffic in real-time, analyzing and identifying suspicious or mali-
cious activities. By using predefined rules and heuristics, IPS can block
or mitigate threats, such as unauthorized access attempts, network-based
attacks, or abnormal behavior patterns. This proactive defense mechanism
adds an extra layer of security to the system, reducing the risk of successful
cyberattacks.
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4.8 Use Public Key Infrastructure

Public key infrastructure is the most trustworthy method used by many
companies. Using this process, digital data can be created, managed, and
distributed on IoT devices. The PKI ensures data protection from both ends,
i.e., from the user and from the sender, as the data is encrypted and then
decrypted at the user’s end. To prevent the changing of data and cyberattacks,
secret keys are used to transfer or communicate.

4.9 Use IoT Security Analytics

In order to detect security flaws in IoT devices through analytics, we can
apply security analytics. Analytics is useful for identifying loopholes in appli-
cations or IoT devices. IoT security can be provided through the collection of
data from multiple sources. Performing security analytics monitoring on IoT
devices from the IoT gateway alone can also reduce malicious and normal
behaviors in IoT devices. This will assist security experts in recognizing this
anomaly in the data that could harm IoT devices.

5 IoT Privacy and Security Challenges

As more IoT-related actions are carried out, a growing number of security
holes will emerge. As more devices and services become connected to the
internet, the opportunities for malicious actors to exploit these connections
increase. This can lead to the theft of personal information, the hijacking
of connected devices, and other security threats. Extended risk can result
in restrictions and missed opportunities for improving security. In order to
achieve IoT security, the following challenges must be addressed.

• User privacy: Actions must be taken to secure client information (both
for outside and internal clients). IoT devices provided by managers
are utilized by many professionals. An organization’s reputation will
suffer when private information is compromised, which is why this is
one of the best IoT security challenges that should not be overlooked.
Passwords set by default on several IoT devices are weak. Although it is
recommended that passwords be modified, few IT managers adhere to
this basic recommendation.

• Infrequent updates: IT experts use programming updates to make sure
that PCs and cell phones are as secure as possible. Some IoT devices
may not receive the same amount of programming updates as other
advances. This is because the programming updates require specific
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knowledge of the device and its architecture, which may not be avail-
able to the experts. Additionally, these updates may not be released as
frequently as other devices due to the potentially limited market size of
the device.

• Inability to predict threats: The security community must be proac-
tive in order to prevent IoT security breaches before they occur.
Nonetheless, a couple of attempts may not be sufficient to establish a
solid organizational structure that would screen activities and provide
information about potential threats. To ensure proper security proto-
cols, organizations need to employ a multi-layered approach, which
includes education and awareness training for employees, as well as
risk assessments, vulnerability scans, and regular monitoring of systems
and networks. Additionally, organizations should develop processes to
respond to any potential security incidents in a timely manner.

• Phishing attacks: Phishing has become a major security issue across all
organizational advancements, and IoT devices are the latest vector for
attack. Although phishing is one of the most widely perceived forms
of security threat, many organizations fail to adequately train their
employees regarding the latest phishing threats, regardless of the fact
that this is one of the most widely recognized forms of security threat.

• Botnets aimed at cryptocurrency: There is heated mining competition,
and hackers are using this as a chance to cash in on the crypto craze,
while some blockchain resists hacking, the main problem does not lie in
blockchain but not app development, which is running on itself. There is
a method called social engineering, which is used to extract credentials.
Open-source money is digital currency aside from many others, which
are mined with IoT devices; so many hackers have diverted the IP and
video cameras to mine crypto.

• Malware and ransomware: Since the number of IoT-connected devices
is increasing, malware and ransomware are being used to exploit them.
Ransomware uses encryption in order to lock users out of their devices.
There is a fusion between malware and ransomware that creates a com-
pletely new type of attack and its hybridization. Ransomware attacks can
interfere with traffic flow, disable devices, or steal data from users.

6 Conclusion

Currently, the technological age has had a wide-ranging impact on all behav-
iors and lives, and this impact has drawn the attention of the general public
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and companies to this issue. For more than a decade, the concept of IoT
has been formed. Information technology business has created a new vision
encompassing all technological, social, and economic ideas. Integrating tech-
nology and communication strategy are essential factors in the widespread
use of IoT. With the fast expansion of IoT, these networks generate large
amounts of data every day, making data the most important source of informa-
tion today. Ensuring the security and privacy of IoT services and applications
is a significant factor in building trust in users and using the IoT platform.
Considering the above, this paper presented a thorough overview of different
security and privacy solutions, along with outlining key challenges.
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