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Abstract

Quantum Key Distribution (QKD) provides unconditional peer-to-peer secu-
rity based on the principles of quantum physics. By utilizing relay nodes,
the security of QKD can be extended over longer distances. However, the
introduction of relay nodes brings both security and communication success
rates issues. To tackle those issues we propose an enhanced multi-path
scheme. The key features of our proposal are as follows: 1. By taking the
reliability of relay nodes as one of the algorithm inputs,making the scheme
more suitable for partially trusted QKD (PTQKD) networks. 2. By using
Multi-Segment Multi-Path approach increases the difficulty for attackers to
obtain complete key information and improves the security of PTQKD. 3. The
adaptive routing algorithm generates a sufficient number of diverse paths
based on node contribution rate, key freshness, and reliability. We conducted
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a theoretical analysis of the algorithm,and simulation results on PTQKD
demonstrate that our method outperforms traditional QKD methods in terms
of security and transmission success rate. This advancement has the potential
to enhance the adoption of QKD networks.

Keywords: QKD network, QKD security, segment based routing, multi-path
routing.

1 Related Background

1.1 General Security System

When a secure system is designed for the transmission of data information,
its main purpose is to ensure that even if an attacker steals the encrypted
data, they cannot decipher the useful original information. In 1976, Shannon
proposed a general model for secure systems [20], as shown in Figure 1.
In this model, the sender includes two sources: the message source and
the key source. The key source generates specific keys and transmits them
to the receiver through a secure channel (referred to as a courier). The
message source generates the data information (plaintext) to be transmitted,
which is converted into ciphertext using the key through an encryption
algorithm. The ciphertext is then sent to the receiver through an insecure
channel, such as radio waves. The receiver uses the same key to decrypt the
ciphertext back into plaintext. Even if an attacker intercepts the ciphertext
on the insecure channel, they cannot recover the plaintext from it because
they do not have the decryption key. Therefore, the security of the key
is crucial for cryptographic systems. Consequently, securely distributing
keys between the sender and receiver has become a focus of research in
cryptography.

Figure 1 Schematic diagram of a general security system.
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1.2 Quantum Key Distribution Technology

The first quantum key distribution (QKD) protocol, known as the BB84
protocol [1], was proposed by Bennett and Brassard in 1984. The security
of this protocol relies on the Heisenberg uncertainty principle and the no-
cloning principle. In 1989, the protocol was successfully implemented in
an experiment, achieving a communication distance of 32 km [3]. Sub-
sequently, in 1991, A. Ekert proposed the first entanglement-based QKD
protocol, known as the E91 protocol [15]. Additionally, in 1992, Bennett
introduced the B92 protocol, which is a two-state protocol. In 2000, Bennett
and colleagues discovered the vulnerability of QKD protocols using weak
coherent light sources to photon number splitting attacks [2]. To address
this issue, in 2003, Wong-Yong Hwang proposed a decoy-state protocol that
can withstand photon number splitting attacks [4]. Furthermore, in 2005,
Professor Wang Xiangbin from China discussed the security and optimal
secure key generation rate of QKD protocols based on decoy states [10].
In 2006, Pan Jianwei’s group in China successfully conducted a quantum
communication experiment based on decoy states, achieving a transmission
distance of 100 km [23]. In the same year, a similar experiment was con-
ducted in the United States, achieving a communication distance of up to
107 km [17]. In 2002, Grangier et al. proposed the GG02 protocol based on
continuous variables, which has been proven to be information-theoretically
secure [18]. In 2012, the measurement-device-independent (MDI) QKD pro-
tocol was first proposed, offering practicality and immunity to attacks on all
detectors [9]. In 2014, the round-robin differential phase shift (RRDPS) QKD
protocol was introduced, and its security was demonstrated without relying
on detecting channel disturbances [5, 11–13, 21]. In 2015, Wang Xiangbin
and colleagues from China proposed a measurement-device-independent
QKD protocol based on four different intensities of decoy states [25]. Cur-
rently, QKD protocols are primarily categorized into three types based on
the physical resources used: single-photon-based, entanglement-based, and
continuous-variable-based protocols [14], as shown in Figure 2.

Figure 3 shows a QKD link using the one-time pad (OTP) encryption
protocol. Between Alice and Bob, a sufficiently long symmetric encryption
key is established through quantum entanglement mechanisms. Then, at the
source, the message is encrypted by performing bitwise XOR operations
with the shared key, ensuring secure transmission from Alice to Bob. The
encrypted information is then transmitted through a classical channel. Upon
receiving the encrypted message, Bob securely decrypts it by performing
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Figure 2 QKD main protocol types.

Figure 3 Schematic diagram of a point-to-point QKD link.

XOR operations. While basic QKD schemes have excellent security prop-
erties, they are limited by strict distance constraints and require the use of
quantum relays for remote communication through entanglement swapping
mechanisms [14]. Eavesdroppers may attempt to intercept information trans-
mitted through traditional channels. Unfortunately, due to the challenges in
creating short-term quantum memories, quantum relays have so far been
unable to be constructed in a scalable and cost-effective manner. Therefore,
current QKD networks employ a combination of quantum and classical
links for key distribution. This approach has the advantage of providing the
inherent security advantages of QKD, under the assumption that all relay
nodes are completely reliable. We refer to this type of network as a trusted
relay network.
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Figure 4 Schematic diagram of multi-node QKD link relay.

Table 1 The probability distributions of r for different periods of n Probability
Networks Nodes Relay Type
DARPA Quantum Network [8] 10 trusted relay
SECOQC Quantum Network [16] 6 trusted relay
Tokyo Quantum Network [19] 6 trusted relay
Space-Ground Quantum Network [7, 19] 32 trusted relay

Such trusted relay networks greatly expand the scope of quantum cryp-
tography and reduce the cost of large-scale interconnection. Table 1 shows
the current status of operational QKD networks, while Figure 4 illustrates the
workflow of a QKD network with multiple relay nodes. Each data packet is
encrypted and decrypted sequentially by trusted nodes at each intermediate
hop along its path. The messages transmitted over each link are encrypted to
prevent eavesdropping. However, they also have a critical vulnerability: the
relay nodes must be completely trusted.

Maintaining complete trustworthiness of these relay nodes comes with
high costs and may not be guaranteed. If these nodes are not entirely trusted,
there is a potential risk of information leakage. Risks and benefits coexist,
and for QKD networks to scale up, cost reduction becomes crucial, which
means there is a high probability of allowing nodes with certain leakage
risks to exist. Our goal is to mitigate these risks. Previous research has
proposed a multipath QKD scheme. In a partially trusted relay QKD network,
distributing a global key through a single path may lead to key leakage under
eavesdropper attacks. As shown in Figure 5, Alice distributes keys through
two disjoint paths, resulting in two separate keys. Bob then reconstructs the
final global key through XOR operations. The global key remains secure
unless the eavesdropper obtains keys from all paths. It’s important to note
that the multipath QKD scheme requires no common intermediate nodes, as
the compromise of a common node could lead to complete key leakage [24].

However, in practical network topologies, the number of disjoint paths
required for the multipath key distribution method is limited. Furthermore,
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Figure 5 Schematic diagram of partially trusted relay QKD.

taking inspiration from the protection of core routers in Internet Service
Provider (ISP) backbone networks, we can select certain relay nodes and
provide them with enhanced protection to make them highly trusted. By
segmenting the network multiple times through these protected nodes, we can
achieve a higher level of trust [22]. Considering the impact of key freshness
on system confidentiality, we evaluate the key generation time within these
different segments to determine their security probability. Based on this
security probability, we select the paths with the highest security level. Our
main work is summarized as follows:

(1) By protecting certain nodes along the paths and making them highly
trusted, we enhance the security of partially trusted QKD net-
works. Through multiple segmentations using these nodes, we achieve
improved security.

(2) We employ an adaptive routing algorithm that considers the contribution
of the relay nodes in the multiple paths, the freshness of the keys, and
the reliability of the nodes. This algorithm generates different secu-
rity probabilities based on these factors. By comparing these security
probabilities, we can generate different paths.

(3) To evaluate the performance of the proposed QKD algorithm, we con-
ducted extensive simulations in various scenarios. The results demon-
strate that this method offers significantly better security compared to
traditional multipath approaches.

The remaining sections of the paper are organized as follows: In Sec-
tion 2: Network Model Design. This section presents the network model
designed for the study. In Section 3: Multiple Segmentation of Paths. Here,
the specific details of the multiple segmentation of paths are described. In
Section 4: Simulation and Analysis Results. In this section, the simulation
and analysis results are presented. In Section 5: Conclusion and Future
Directions. The paper concludes with a summary of the work and provides
insights into future directions for research.
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2 Introduction to Network Models

2.1 Segmented Topology

As shown in Figure 6, our structure consists of multiple segments and trusted
relays between segments. Similar to multi-path QKD key distribution, our
multi-segment QKD network first divides the key k1 into k2, k3, and k4.
These three keys can be reassembled into the original key k1 through XOR
operations. K2, k3, and k4 are then routed through different quantum relay
routers for transfer. At this point, if an eavesdropper wants to obtain our key
information, they would need to intercept all three paths of the keys simul-
taneously, similar to multi-path key distribution. When the keys reach the
trusted relays between segments, the keys are reassembled. After reassembly,
the keys are further divided into k5 and k6 and transmitted through untrusted
relays. Finally, they reach the destination node. Compared to traditional
multi-path QKD, the underlying logic of this approach’s security lies in
the fact that if an eavesdropper obtains one segment of the key, they only
have access to that specific segment, rather than a segment in the global
context. This significantly enhances the security of QKD. Furthermore, multi-
path key distribution requires the absence of common relay nodes. This is
because the security of the entire QKD network would be compromised if a
relay node, particularly a common one, is susceptible to information leakage.
However, this issue is mitigated in our multi-segment QKD network as we
have trusted relay nodes at our disposal. With these trusted nodes, we can
accomplish path crossing without concerns about the aforementioned security
problem. Figure 6 includes several details that have not been mentioned,
such as how to select routes when there are multiple paths. Our approach
involves selecting routes based on the contribution rate of the relay nodes
and the freshness of the keys, which will be described in detail in the third
section.

2.2 Program Design and Implementation

In terms of the implementation of the QKD network, we have developed the
SIMQN Quantum Network Layer Simulator [6], which was released earlier
this year. The simulator allows users to focus on the design and development
of the network layer without needing to delve too much into the details of
the quantum layer. With this simulator, we have various tools available that
assist in generating network topologies and greatly aid in the development
and design of the QKD network.
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Figure 6 Schematic diagram of multiple segments based partially trusted relay QKD link.

Figure 7 Schematic diagram of multiple segments based partially trusted relay QKD link.

As shown in Figure 7, the entire network consists of nodes and events.
Each node can be envisioned as a desktop computer capable of installing
various modules. For each relay node except the last one (as the destination
node does not need to forward data), we install a transmitting app that
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supports the BB84 protocol, and for all nodes except the first one, we install a
receiving app that supports the BB84 protocol. If we examine the source code
of these BB84 apps, we will find components for transmitting and receiving
quantum bits as well as classical bits. This is because the BB84 protocol
requires support from classical networks.

In our QKD network, it starts with the source node initiating a key
transmission request, and the program performs routing planning based on
this request. After the planning stage, multiple paths are established through
BB84 forwarding requests. When a relay router receives a data packet, it
examines the routing information and forwards the packet to the next hop.
Once the packet reaches a trusted node in the multi-segment network, a key
recombination is performed. The key is then further split and forwarded until
it reaches the final destination node.

3 Multi-Segment Based Multi-path Routing Algorithm

In this section, we will provide a detailed description of the specific
implementation of the route selection for multi-path routing discussed in
Section 2. A partially trusted QKD network refers to a network composed
of a combination of trusted and untrusted nodes, where users initiate secure
communication requests and the nodes are responsible for transmitting secure
keys. Previous research has confirmed that the freshness of the keys and the
contribution rate of the nodes have a significant impact on the success rate of
key exchange and the remaining key quantity.

In a partially trusted QKD network, it is not possible to guarantee that all
nodes are secure and trustworthy, and the security of the network cannot be
guaranteed with 100 certainty. Therefore, we introduce the concept of node
reliability. Our goal is to design excellent algorithms that can maximize the
security of the network.

By considering the reliability of the nodes and employing robust algo-
rithms, we aim to minimize the risk of key compromise in the network.
The selection of routes in the multi-path QKD network is based on evalu-
ating the contribution rate of the relay nodes and the freshness of the keys.
These factors are used to calculate the security probability of each path, and
based on these probabilities, the routes with the highest security level are
chosen.

The algorithm takes into account the trade-off between security and
resource utilization. It aims to select paths that have both high security
and efficient resource utilization. This approach allows us to enhance the
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security of the QKD network while optimizing the utilization of network
resources.

In the next section, we will provide a detailed explanation of the algo-
rithm used for route selection in the Multi-Segment based Multi-path QKD
network, including the considerations of node reliability, contribution rate,
key freshness, and security probability calculation.

3.1 Link Cost Function

Due to the variation in the remaining key quantity of each quantum link as
keys are generated and consumed, it is important to consider the adequacy
of the remaining key quantity and the success rate of route selection before
performing routing. When selecting routes, priority is given to links with a
sufficiently large remaining key quantity, while the path length is considered
secondary. Therefore, the key aspect lies in dynamically calculating the
variation in the remaining key quantity of the links.

In a quantum communication network, to ensure an adequate key quantity
for the selected links, this paper adopts the contribution rate λei,j of nodes to
the links to reflect the dynamic variation of the remaining key quantity. The
link with the highest contribution rate is given priority, which corresponds
to the link with the greatest increase in remaining key quantity after a key
exchange, ensuring a balanced key quantity in each link. The contribution
rate of a node to a link can be represented as Equation (1) shows:

λei,j =
Gei,j

Cei,j

(1)

In the above formula, λei,j represents the contribution rate of the node to
the route selection,λGei,j

represents the key generation quantity of the quan-
tum link within time t, and λCei,j

represents the key consumption quantity
of the quantum link within time t. When λei,j > 1 , it indicates that the
key generation quantity of the quantum link exceeds the key consumption
quantity after the key exchange, resulting in an increase in the remaining
key quantity. When λei,j < 1, it indicates that the key generation quantity
of the quantum link is less than the key consumption quantity, resulting in a
decrease in the remaining key quantity.

In a quantum communication network, in addition to considering the
contribution rate of nodes, the freshness of keys in the key pool should also
be taken into account. Since the key quantity is dynamic, route selection must
consider the current key quantity of each link.
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This paper calculates freshness using the maximum capacity of the key
pool and the remaining key quantity,as Equation (2) shows:

θei,j =
min{Sνi , Sνj} −Rei,j

min{Sνi , Sνj}
(2)

The above equation indicates that the smaller the value of θei,j , the larger
the remaining key quantity, implying a relatively higher key generation rate
and higher key freshness. Conversely, the larger the remaining key quantity,
the larger the value of θei,j , indicating a relatively lower key generation rate
and lower key freshness. Therefore, the quantity of remaining keys directly
affects the key freshness, which refers to the number of newly generated keys
and their availability.

To accurately select an optimal load-balanced multi-path route, this paper
takes into account both the contribution rate of nodes and the freshness of
keys. It designs a link cost function that comprehensively reflects the dynamic
variation of the remaining key quantity, as Equation (3) shows:

costei,j =
min

{
Svi , Svj

}
θeij + α

(
eλei,j + α

)
∗ (1/R) (3)

In the above formula, λei,j represents whether the link λei,j was selected
in the previous route selection, initialized as 0, and set to 1 if selected. This
ensures that each link has an equal chance of being selected, avoiding the
repetition of selecting previously chosen links. R represents the security level
of the node, which is a number between 0 and 1. However, since a larger cost
value generally indicates higher expenses, we take the reciprocal.

The overall link cost function for the entire path can be represented as
Equation (4) shows:

cos tpath(a,b)(t) =
∑

ei,j∈path(a,b)

min
{
Sνi , Sνj

}
θei,j + α

(
eλαi,j+α

)
∗ (1/R)

(4)

3.2 Multi-segment Multi-path Routing Algorithm Based on
Partially Trusted Relay

Unlike single-path routing algorithms, in multi-path routing algorithms, if
the key is eavesdropped during transmission, a new secure path needs to be
found. However, in multi-path routing algorithms, information is transmitted



204 C. Liu et al.

through multiple paths, and a new path is only needed if the key is eaves-
dropped on every path. This increases the difficulty for attackers to eavesdrop,
ensuring the security of network transmission. Our segmented multi-path
approach goes a step further than traditional multi-path approaches, as even
if an attacker obtains one key, it is only a key for that segment, not the global
key. Unlike classical multi-path routing algorithms in traditional networks,
information in quantum secure transmission is encrypted using “one-time-
pad” with quantum keys. Therefore, the dynamic change of quantum keys in
the link becomes a key factor in route selection. In quantum secure transmis-
sion, the remaining key quantity, freshness, and node reliability on each link
are important considerations for transmission security. The above algorithm,
combined with multiple segmented routing strategies, can provide higher
security than ordinary randomly selected routes. There are two reasons: 1. We
chose a safer path through Dijkstra. 2. By multiple segmentation, the number
of key transmission paths is increased, and attackers need to attack more paths
to obtain complete key information.

This paper proposes a multi-segment multi-path routing algorithm aimed
at improving the success rate of key exchange and ensuring the security
of information transmission. This algorithm considers factors other than
path hop count, such as the remaining key quantity in the link, the key
generation quantity of each routing node, and the key consumption required
for transmission, as metrics. The weight of each link is calculated through
a link cost function, and the optimal path is computed using a Dijkstra
algorithm based on heap optimization. The traditional dijkstra algorithm
has a time and spatial complexity of O(n2),and after heap optimization
(implemented with priority queues), the time complexity can reach O(nlogn).
The algorithm first calculates the optimal path, then deletes the links on that
path and continues to compute suboptimal paths. Finally, when the total
number of paths is less than the required number, the algorithm analyzes
whether the remaining key quantity on each link of each path is sufficient.
If it is insufficient, the total number of paths is set to zero, and a new
route selection is performed. If it is sufficient, a new route selection is not
necessary. Through this process, multiple optimal paths from the source to
the specified destination can be obtained. This multi-path routing algorithm
comprehensively considers multiple factors to improve the success rate of key
exchange and ensure the security of information transmission. After reaching
a reliable node in each intermediate of the multi-path, we need to recalculate
the QKD routing information. The code for each segmented algorithm is as
follows:
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Algorithm 1 Each segmented algorithm
1: Input:The number of multipaths, the amount of remaining keys for each link, the amount

of key generation, the total amount of global keys, and the reliability of different nodes.
2: Output:Details of the n optimal paths.
3: query each quantum link ei,j in G.
4: pn ← p/n
5: if Rei,j < pn :
6: delete link ei,j
7: w ← 1/cost
8: d← 0
9: while d < n do
10: Add the points connected to the source node to the heap and adjust the heap.
11: Select the top element (u) with the minimum weight from the heap, remove it from the

heap, and adjust the heap.
12: while v is adjacent to u and is not visited and dist[u]+cost[e] < dist[v] do
13: if v in the heap
14: Update dist[u] and adjust the position of v on the heap
15: else
16: Add v to the heap, and update the heap
17: end if
18: end while
19: if u ==destination
20: d← d+ 1
21: output optimal path
22: Delete each link of the optimal path in G, and update G
23: else
24: repeat 9 and 10
25: end if
26: end while
27: if d < n
28: query each quantum link ei,j in G
29: pn ← p/d
30: if Rei,j < pn
31: n← d
32: continue from 3 execute
33: end if
34: end if

4 Performance Evaluation and Analysis

To validate the performance of our proposed algorithm, we conducted
numerical simulations and compared it with existing random path algorithm
(RP), traditional multi-path algorithm (TMR), and segment-based flexible
key reconstruction algorithm (SMR) under various scenarios. We used the
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SIMQN simulation platform, and for constructing the network topology,
we utilized the Waxman-Salama model built into SIMQN, with a selected
number of 100 nodes.

We set the initial key quantity in the key pool to 600 kb and the key
generation rate to 15 kb/s, which is comparable to the rate of key generation
in existing backbone networks per second. Each key pool had a capacity of
10 M. Throughout all the experiments, we assumed that the required key
quantity for communication between two users was 768 Kb. In the case of
selecting 3 paths, each relay node on the path had a minimum key quantity
of 256 Kb. In the case of selecting 2 paths, each relay node on the path had a
minimum key quantity of 384 Kb. While maintaining generality, we assumed
that the security probability of each untrusted relay node was the same.

Next, we evaluated and discussed the influence of different numbers of
trusted relay nodes, and different security probabilities of untrusted relays
on the security and key exchange success rate during the key distribution
process.

Through these tests, we gained in-depth insights into the performance of
our proposed algorithm in different scenarios and conducted a comprehensive
analysis of security, resource consumption, and distribution efficiency.

Before beginning and comparing with other QKD routing algorithms, we
first validate the impact of three factors—key freshness, security of untrusted
relay nodes, and the number of trusted relay nodes—on our multi-segment
routing experimental results. As shown in Figure 8(a), if we don’t consider
the security of untrusted relay nodes, the end-to-end security is significantly
affected. This is related to the previously mentioned link cost calculation
formula. Similarly, neglecting key freshness, which can lead to key expi-
ration, impacts the success rate of QKD, aligning with the conclusions in
Figure 8(b). Figure 8(c) and Figure 8(d) demonstrate that increasing the
number of trusted relay nodes enhances overall security.

4.1 Impact of Security Probability of Untrusted Relay on
Performance

In our initial simulation, we examined the influence of the security probability
of untrusted relay nodes on key distribution security, key consumption, and
efficiency. We conducted 10,000 simulation experiments, and as shown in
Figure 9, the end-to-end security probability increases as the security prob-
ability of untrusted relays increases. The values obtained by our proposed



A Multi-Path QKD Algorithm with Multiple Segments 207

Figure 8 The impact of partially trusted node security on end-to-end security.

Figure 9 The impact of partially trusted node security on end-to-end security.
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Figure 10 Average transmission success rate for 10,000 experiments.

Multi-Segment Multi-Path (MSMP) algorithm are close to those of the
Segment-Based Flexible Key Reconstruction (SMR) algorithm.

Furthermore, in terms of resource consumption, our routing algorithm,
which can find more balanced paths, results in lower key consumption for
segment-based multi-path routing. As a result, and as shown in Figure 10
our key exchange success rate is higher, similar to the Traditional Multi-Path
(TMR) algorithm, but our algorithm demonstrates better stability compared
to TMR.

4.2 Impact of Number of Trusted Relays on Performance

We conducted simulations to evaluate the impact of different numbers of
trusted relay nodes on system performance. As shown in Figure 11, the end-
to-end security probability increases as the number of trusted relay nodes
increases. However, even with the increase in trusted relay nodes, the security
level achieved by the MSMP algorithm is comparable to that of the SMR
algorithm.

In terms of resource consumption, our proposed routing algorithm takes
into account load balancing, which allows for more efficient key consumption
and higher key exchange success rates. As shown in Figure 12 by considering
load balancing, our algorithm optimizes the key consumption, leading to
improved overall system performance.
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Figure 11 The impact of number of trusted relays on end-to-end security.

Figure 12 Average transmission success rate for 10,000 experiments.

5 Discussion and Conclusion

In this paper, we have studied potential eavesdropping attacks in partially
trusted relay-based quantum key distribution (QKD) networks and analyzed
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the issues that may arise during the key distribution process. To overcome
the limitations of existing work and address these security concerns, we have
designed a multi-segment multi-path key distribution method that leverages
trusted relay nodes within the paths to maximize the security of the key
distribution process. Additionally, we have incorporated the contribution
rate of relay nodes in multiple paths and the freshness of keys to enhance
the load balancing of the QKD network. Extensive simulation results have
demonstrated that our method outperforms traditional multi-path key distri-
bution methods in terms of security, resource consumption, and distribution
efficiency.

In the future, we plan to further investigate the impact of the number and
placement of trusted relay nodes in the network, as well as the length of keys
transmitted in each session, and provide possible solutions.

As quantum information technology continues to advance, we envision
the establishment of a quantum internet, enabling quantum computing and
quantum communication. As an important application in the quantum inter-
net, quantum key distribution provides unconditional security for classical
networks. However, attacks against relay nodes and low key distribution
success rates greatly affect the availability of remote QKD. Our simulation
results demonstrate that our proposed method can effectively enhance the
security and success rate of key distribution, providing assistance for the
construction of large-scale quantum networks in the future.
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