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Abstract

To continuously and effectively control the potential risk factors of digital
libraries, further improve the quality of digital library usage, ensure the
smooth operation and information security of digital libraries, a security and
risk factor control model for digital libraries based on the Plan-Do-Check-
Action is constructed. A digital library security and risk identification model
based on improved support vector machines is constructed. Based on the
obtained risk identification results, a Plan-Do-Check-Action management
model is implemented for information security in digital libraries. The R2L.
dataset in the network attack dataset is used for training and testing model
performance. Then the proposed method is applied to two different digital
libraries. The average accuracy of the risk identification model proposed in
the research is 96.46%. The risk error of each level is maintained within
0.4%, which is within an acceptable range. The proposed method has a
high recognition effect. It can be used to identify common security and risk
issues encountered in digital libraries, and improve the information security
performance.
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1 Introduction

Internet technology has effectively promoted the transformation of various
resources towards digitization. Digital libraries (DL) are one of the important
derivative development fields. The digital library has effectively achieved
resource sharing. It can achieve the maximum utilization of limited resources,
while breaking the limitations of traditional libraries in time and location, and
enhancing the core competitiveness of libraries [1, 2]. However, as libraries
move towards digitization, many security issues and risk factors inevitably
arise, such as virus infections, illegal intrusions, human error operations,
and software and hardware failures. The existing methods identify poten-
tial risks that may exist in DL through each independent detection when
controlling their risk factors. They cannot continuously identify and control
potential risks in DL. The efficiency and quality of risk control need to be
improved [3]. In existing research on DL, most of them focus on the service
efficiency and usage of digital resources. The overall continuity management
of DL and the risks and security issues they face are rarely mentioned.
Therefore, to continuously and effectively control the potential risk factors
of DL, reduce security failures and risk factors, and timely solve existing
security problems, the security and risk factors need to be controlled and
identified. Among them, the Plan Do Check Action cycle management model
(PDCA) is an effective tool that can be used for planning, implementing,
verifying, and improving measures. Both high-level strategic processes and
simple homework activities can effectively play a role. Therefore, the PDCA
cycle management model has been widely applied in many fields [4, 5].
In the research, PDCA is applied to information security and risk control
management in DL. However, to better leverage the PDCA model, the first
step is to construct an improved support vector machine based digital library
security and risk control identification model. On the basis of identifying the
risk issues faced by DL, a management method based on the PDCA cycle
model is constructed. It is expected to achieve effective identification and
control of digital library security and risk factors, ensure higher security, and
improve service quality.

The contributions of the research are as follows. Firstly, the study analyses
the potential risk factors faced by DL and constructs information security and
risk indicators for DL. Secondly, a potential risk control management model
for DL based on PDCA cycle management mode is constructed, achieving
continuous identification and control of potential risk factors in DL.
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The research consists of four parts. The first section summarizes the
research on PDCA cycle management mode and DL. The second section
first constructs a digital library risk identification model based on improved
SVM. On this basis, a digital library security and risk factor control man-
agement model based on the PDCA cycle is constructed. The third section
conducts experimental analysis on the performance of the digital library risk
identification model and the PDCA risk management model. The fourth part
summarizes the research.

2 Related Works
2.1 Overview of PDCA Cycle Management Methods

The PDCA cycle management model has been widely applied in areas such
as product quality, information security, human resources, and healthcare.
Numerous scholars have conducted in-depth research on it. Xue explored the
application value of PDCA model in the safety management of radiology
nursing. A retrospective analysis is conducted on 320 patients. Then the
quality of patient care, management scores, nursing satisfaction, and inci-
dence of adverse events are recorded and compared. The results show that
the application of PDCA management in radiation department nursing safety
management can effectively improve nursing quality. It indicates that PDCA
management has great application value in future radiology management [6].
For this study, the PDCA cycle management model is applied to the manage-
ment of patient clinical care to improve nursing outcomes. Sally et al. used the
PDCA management method to manage the mental health of the population in
a certain area. Researchers and community advisory committees have created
processes and charts to reveal individual, environmental, political, and proce-
dural factors that contribute to poor mental health outcomes. This experiment
successfully demonstrates how to use the PDCA cycle to reveal the potential
causes of adverse health outcomes [7]. For this study, the author applies the
PDCA circular management model to the health management of the regional
population, which effectively revealed potential risk factors in the population.
Jie et al. applied PDCA to the management of hyperglycemic patients. The
blood glucose levels of 1003 critically ill patients are used as experimental
subjects for PDAC cycle management. According to the PDCA management
method, solutions to potential causes are regulated and implemented. The
results show that the PDCA can develop a reasonable insulin infusion plan for
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critically ill patients and reduce the incidence of hyperglycemia [8]. For this
study, the author applies the PDCA cycle management model to the clinical
care of patients with hyperglycemia, reducing the risk of disease occurrence.
Amaral Vitéria P et al. implemented internal logistics upgrades in the auto-
motive industry based on the PDCA cycle management method. According
to the PDCA cycle stage, the process is analyzed. This circular management
system can integrate inventory management systems and improve quality
management [9]. Antoaneta et al. proposed a food safety management model
based on the PDCA cycle. After analyzing various aspects of food safety
management, a model for risk analysis and assessment at the operational
and organizational levels is proposed. The results show that the model can
effectively meet the regulatory requirements of food safety management [10].
In the above research, scholars apply the PDCA circular management model
to the disease care, public health, logistics, and food regulation, respectively,
to manage and control potential risks faced by relevant objects, proving the
feasibility of using the PDCA management model for risk control in this
study.

2.2 Overview of Security Management in Digital Libraries

With the development of information technology, various digital resources
have been widely used. The information and resources based on DL have
effectively expanded the storage capacity of library resources and provided
richer resources. Many scholars have conducted research on it. Elizarov
et al. discussed the digital technology development in scientific activities.
The concept of metadata factory in digital science libraries is introduced as
an element of the scientific digital platform ecosystem. This method solves
multiple tasks related to the construction of Lobachevsky-DML metadata
factory and the formation of electronic collections [11]. For this study, the
author discusses the role of digital technology in the construction of DL. Kaba
A et al. tested the return on investment (ROI) of academic libraries in Arab
countries. This method can effectively measure the ROI of academic libraries.
According to the findings, it provides support for the effective utilization of
digital library resources in Arab countries [12]. For this study, the author
explores the effective utilization value of digital library resources. Azam
N et al. evaluated the usability and information architecture of the Iranian
National DL website. An exploratory hybrid method is adopted to collect
relevant data. The results show that only 30% of initiating users and 10% of
expert users are satisfied with the website. With the increasing development
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of information technology, the importance of this research for better service
provision is increasing [13]. For this study, the resource collection methods
in digital libraries have been analyzed. Samaneh et al. explored relevant
literature on personalized digital library services. The Systematic review
method is applied to obtain different types of personalized indicators in the
library context. A total of 103 indicators are extracted for different types
of personalization. Among these indicators, 90 are considered important by
experts. This result is effective for developing personalized digital library
services [14]. For this study, the author discusses the service characteristics of
DL. Xie I et al. investigated the cognitive differences among key stakeholders
in evaluating the accessibility and usability guidelines for digital libraries
(DLAUG). BVI users and developers have significant differences in the
relevance, clarity, and usefulness of DLAUG [15]. In the above research,
the author conducted in-depth discussions on the construction, application,
and service characteristics of digital libraries. Few studies have conducted
sufficient research on risk control in DL.

In summary, the resources and information of DL have been widely
developed and utilized. Many scholars have also studied from various per-
spectives. However, from the above research, most of the existing research
on DL is focused on the service efficiency and usage of digital resources.
There is little mention for the overall management of DL and the risks
and security issues. It is necessary to study the information security and
risk control of DL. Therefore, a digital library risk identification model
based on improved SVM is first constructed. Based on the advantages of the
PDCA cycle management model, a management model for DL information
security and risk control based on PDCA is constructed. It is expected that
this method can effectively identify various potential security issues and
risk factors faced by digital libraries. The advantages of the PDCA cycle
management model can be better utilized to reduce information security and
risk issues in DL.

3 Information Security and Risk Control Model
Construction for DL Based on PDCA

The potential risk factors of information security and risk identification
faced by libraries are analysed. Then, an information security and risk
identification model based on the improved SVM model is constructed.
Finally, a DL information security and risk control model based on PDCA is
constructed.
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3.1 Risk Factors Analysis in Digital Libraries

The risk factors of libraries are the threats it faces and various security inci-
dents caused by their vulnerability. The risk elements of information security
in DL include assets, threats, and vulnerabilities. Among them, assets are all
the resources possessed by DL that can bring social and economic benefits to
DL, including confidentiality, availability, and integrity [16]. The influencing
factors of assets are shown in formula (1).

A= A(A1, Ac, Ay, W) (1

In formula (1), A; stands for the confidentiality of the asset. Ax stands
for the integrity of the asset. Ay represents the asset value in availability.
W represents the importance of confidentiality, integrity, and availability to
asset value. The threat mainly refers to various system damages suffered by
DL. The impact factors of the threat are shown in formula (2).

T =T(Tu,Ta) =TTy, L(T1, Te, Ty, W)) 2

In formula (2), T is the frequency of threat occurrence. 14 represents
the loss caused by the threat to the asset. 17, T and Ty respectively
represent the losses caused to the confidentiality, integrity, and availability of
assets after the threat occurs. Vulnerabilities are easily exploited by threats
in DL. The influencing factors are extensive, including the organizational
management structure, personnel, procedures, and defects in the assets of
DL [17]. The influencing factors of vulnerability are shown in formula (3).

V=V (V1,Vo,Vr) 3)

In formula (3), V; and s represent the vulnerability assignments of
DL obtained through background checks and tool scans, respectively. Vg
represents the vulnerability assignment obtained from statistical analysis.
Table 1 depicts the information security and risk indicators of the constructed
DL [18].

From Table 1, DL faces numerous security and risk factors. Although they
are generally divided into assets, threats, and vulnerabilities, there is a close
connection between the three. If there is a problem in one of the links, it will
have a direct or indirect impact on other factors. In addition, each secondary
indicator contains multiple tertiary indicators, namely the specific risks and
security issues faced by DL [19]. The Analytic Hierarchy Process is applied
to calculate the weight of indicators. The specific calculation process is as fol-
lows. Firstly, the corresponding judgment matrix is constructed. M;(i = 1,2,
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Table 1 Common risk factor indicators for digital libraries

Primary Indicator Secondary Indicators Indicator Code
Property Electronic resources X1
Data document X
Physical assets X3
Software assets X4
Service X5
Various maintenance personnel Xs
Threatens System X7
Environment Xs
Nature X
External personnel X0
Vulnerability Physical environment X1
Network structure Xi2
Systems software X13
Database software X4
Application Middleware Xis
Application system X6
Technical management X7
Organizational management Xi1s
3,...,n) represents a judgment matrix of n element. The judgment matrix

obtained from the indicator scoring results is shown in formula (4).

mi1 ... mlj
M=1... ... ... 4

mi1 e mij
In formula (4), mi; > 1, my; = 1/my;(i # j), and m; = 1(@ = j).
Then the corresponding weight vector is calculated. The maximum charac-

teristic value is represented as Ap,x. The product of each row element is R;.
The n-th root of R; is w;. After normalization, w; is shown in formula (5).

&)

The obtained weight vector is depicted in formula (6).

w = (w1, Wy, W3, ..., W) 6)
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The obtained weight vector can be used to calculate the weight value
of each risk factor. Therefore, the likelihood of the risk factor occurring is
judged.

3.2 Construction of Digital Library Risk Identification Model
Based on Improved SVM

Based on the risk factors analysis in DL mentioned above, to better implement
the PDCA management model for library information security and risk
control, a risk identification model for DL is constructed. Support Vector
Machine (SVM) has unique advantages in generalized linear classification
for data [20]. The classification goal is to find a Hyperplane that can segment
samples to the maximum extent by learning samples. The basic working
principle is shown in Figure 1.

Figure 1 presents two sample points. The purple triangle stands for a
positive sample. The red triangle stands for a negative sample. SVM expects
to find a straight line. w represents the slope of the line. b represents the
intercept of the line, which maximizes the distance d between the two support
vectors and the line. The larger the distance d, the smaller the impact of
sample disturbance on classification accuracy. The generalization ability is
also stronger. In practical applications of support vector machine data clas-
sification, data samples with completely linear separability are rarely found.
For the vast majority of samples that cannot be completely linearly separable,
the implementation process is shown in Figure 2.

wix+b=0

\4

Figure 1 Basic principle of SVM.
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Figure 2 The classification process of nonlinear samples.

The split Hyperplane is expressed as (7).
f(z) =wd(z)+0b (7

In formula (7), = represents the sample point. ®(x) stands for the vector
after x is mapped to the new feature space. The original solving equation can
be transformed into formula (8).

1
min§]|w||2 st yi(wl ®(z;) +b) >1 (8)

In the existing experience of applying SVM to information security and
risk control, the kernel functions of SVM are mostly designed based on
human experience. As a result, SVM has problems such as low parameter
accuracy and low accuracy in risk identification. Meanwhile, the correlation
between manually set parameters and sample data features is weak, making it
difficult to better learn the features of the sample data. Therefore, in response
to the above issues, the PSO is introduced to improve SVM. PSO is one of the
most popular metaheuristic algorithms, derived from simulating the evolution
of bird flight and foraging processes [21]. In the standard PSO process, the
speed of each particle is shown in formula (9).

vi(t +1) = w - vi(t) + c1r1(pi(t) — 2i(t)) + cara(pg — z:(t))  (9)

In formula (9), w stands for the inertia weight. c¢; and cy represent
learning factors. 71 and r are random numbers within [0, 1]. x;(t) represents
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the position of the i-th particle during the ¢-th iteration. v;(t) represents the
velocity at this time. p;(t) represents the individual optimal value at this time.
pg represents the global optimal value. Formula (10) is applied to update
the position.

$i(t+1) :xi(t)—i-vi(t—kl) (10)

In formula (10), x;(¢) represents the position of the i-th particle during
the ¢-th iteration. F stands for the latest velocity. In response to the insuf-
ficient search ability of PSO algorithm, genetic algorithm (GA) is used to
optimize it. The particle update module is introduced into the standard PSO.
The essence is to use the crossover and mutation operations in the GA to
locally update the particle positions. Then, the fitness of the particles is
recalculated. The fitness values before and after are compared. Better fitness
values are used for module updates on particles. The process of improved
PSO algorithm based on GA is shown in Figure 3.

After improving PSO using GA algorithm, the search and development
capabilities of PSO algorithm can be effectively improved. The risk detection
and identification framework of SVM optimization model based on improved
PSO algorithm is shown in Figure 4.

In Figure 4, the SVM algorithm optimized by the PSO algorithm is
used as the data training subject. The data consists of training set and
a testing set. The training dataset used in the study is Remote to Local
(R2L), which involves unauthorized remote users illegally obtaining user
privileges on the local host. The R2L dataset comes from the DARPA dataset,
which is the standard dataset in the field of network intrusion detection to
date. This dataset includes three datasets, DARPA 1998, DARPA 1999, and
DARPA 2000.

3.3 The Implementation Process of PDCA Security Management
in DL

After the construction of the SVM risk detection and identification algorithm
based on the improved PSO algorithm, the study combines the actual situation
of digital library information security and risk control. The PDCA manage-
ment mode is adopted to comprehensively manage and control the security
and risk of DL based on the GA-PSO-SVM digital library risk identification
model. The PDCA model is derived from the national information security
standards. It is applicable to the entire process of the information security
system. Therefore, a PDCA DL information security and risk control model
based on GA-PSO-SVM risk identification is established.
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Figure 3 Improved PSO algorithm flowchart.

The information security and risk control of DL is a continuous process.
The entire information security service will not stop working just there is
a problem in a certain link. Therefore, the DL information security man-
agement based on the PDCA model has formed a complete cycle model.
A problem is solved, the information security and risk management model
will discover new unresolved issues, thereby achieving continuous improve-
ment of the model in DL. The DL information security and risk control model
based on PDCA is shown in Figure 5.

In the implementation process of Figure 5, Plan is the starting point of the
PDCA cycle. It is also the initial step of the DL information security man-
agement system. At this stage, the necessary resource system for information
security in DL is constructed. The scope of information security management
is determined. The overall information security and risks in DL are identified
and appropriate processing plans are developed.
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Figure 4 Optimizing risk detection algorithms for SVM models.
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Figure 5 PDCA circular management mode of digital library.

Next is the operation of the information security management system
(Do stage), which is the implementation stage of PDCA cycle management.
During the implementation process, various resources, including librarians,
funds, and various facilities and equipment, should be reasonably allocated
to ensure the orderly operation of this stage. At the same time, corresponding
acceptable levels and solutions should be set for relevant risk issues.

The third stage is to monitor and review the information security sys-
tem (Check stage). Managers can regularly review the effectiveness of
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information security management systems and audit execution procedures
through rapid detection and identification. Unreasonable and imperfect parts
are promptly improved to ensure that the risks of DL are acceptable.

Finally, there is the Act stage. This stage is to improve the information
security management system, which is the summary part of the PDCA
cycle [22]. After the three stages of planning, implementation, and inspec-
tion, a relevant conclusion is drawn on the implementation of the entire
PDCA cycle. The system is judged whether to continue execution, improve
execution, or terminate the loop. The circular management model based on
risk identification can effectively improve the information security and risk
control in DL, and enhance the security performance and risk prevention
control capabilities.

4 Performance Analysis of DL Information Security and
Risk Control Model Based on PDCA

4.1 Weighting Analysis of Risk Factors in Digital Libraries

To better validate the performance of the proposed digital library information
security identification model, corresponding experiments are designed to
verify the performance. Firstly, the weight values of security and risk factors
faced by DL are analysed. The weight analysis results of common risk
factor indicators are shown in Table 2. The indicators include three primary
indicators and 18 secondary indicators. The average weight of the elec-
tronic resources, system software, and technical management reaches 0.08.
The information security and risks of DL account for a significant proportion
in these three aspects, which have a significant impact on the information
security of DL. In addition, the weight of physical assets and network
structure also reaches 0.07. This indicates that improving the information
security of DL mainly starts from aspects such as resource management and
system maintenance. The risk prevention capability of the system has been
continuously strengthened to enhance the information security of DL and
reduce the various risk accidents.

4.2 Performance Analysis of Digital Library Risk Identification
Model Based on Improved SVM

To verify the availability of the designed digital library security and risk
identification method, experiments are designed. Firstly, the model is trained
and tested using data from the R2L dataset. 8000 software samples are
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Table 2 Comparison of risk factor weights

Primary Indicator Secondary Indicators Indicator Code  Weight
Property Electronic resources X4 0.08
Data document X 0.06
Physical assets X3 0.07
Software assets Xa 0.06
Service X5 0.06
Various maintenance personnel Xe 0.05
Threatens System X7 0.06
Environment X3 0.03
Nature Xo 0.05
External personnel X10 0.06
Vulnerability Physical environment X1 0.05
Network structure Xi2 0.07
Systems software X3 0.08
Database software X4 0.05
Application Middleware Xis 0.04
Application system X6 0.05
Technical management X7 0.08
Organizational management Xis 0.03

selected from the R2L dataset and divide them into training and testing
sets in a 7:3 ratio. The whale optimization algorithm (WOA), PSO and the
improved PSO (GA-PSO) proposed by the research are used to optimize
the SVM. The experimental parameters for the PSO algorithm are set as
follows. The number of iterations is set to 500. The population size is set
to 5. The weight value is 0.7. The learning factor is 2. The experimental
parameters of the GA algorithm are set as follows. The population size is
set to 50, the number of generations is set to 500, the crossover probability is
0.5, and the mutation probability is 0.0001. The parameter settings for SVM
are as follows. The learning rate is 0.01. The optimization range for SVM
kernel function parameters C and gamma is (0.01, 200). The results are shown
in Figure 6. The convergence of IPSO-SVM algorithm, DBN algorithm,
GA-BPNN, and SVM is shown in Figure 6(a). The GA-PSO-SVM algorithm
has iterated 260 times to reach the optimal fitness value of 63. Figure 6(b)
shows the training errors during the training process after optimizing the four
algorithms. GA-PSO-SVM has the fastest convergence rate and the highest
precision. The error remains below 0.05. Based on the above results, among
the commonly used optimization schemes, the GA-PSO algorithm proposed
in the study has the best optimization effect.
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Figure 6 Optimization performance analysis of several algorithms.
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Figure 7 F1 value of four models.

Commonly used risk identification models include Deep belief networks
(DBN), GA optimized BPNN models (GA-BPNN), Multilayer Perceptron
(MLP), SVM, and the proposed GA-PSO-SVM. The performance of the
above recognition algorithms is verified. The results obtained are depicted
in Figure 7. In Figure 7(a), on the training set, the F1 of the GA-PSO-SVM
reaches 0.931, which is 0.061, 0.071, 0.63 and 0.068 higher than the DBN,
GA-BPNN, MLP and SVM. In Figure 7(b), the F1 of the GA-PSO-SVM
reaches 0.985, significantly higher than other methods. This indicates that
the proposed method has better performance. When conducting fault iden-
tification, this method has more advantages. It can more accurately identify
various different faults and potential risk factors.

The accuracy of the obtained risk identification model is analyzed.
The results are depicted in Figure 8. In Figure 8, in multiple experiments,
the accuracy of the GA-PSO-SVM method is higher than other methods,
with an average accuracy of 96.46%. The average accuracy of DBN and
GA-BPNN is 90.85% and 89.37%. In the identification of risk factors in DL,
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the methods proposed in the study have better accuracy. It can meet more
needs for identifying faults and risk factors.

4.3 The Application Effect Analysis of PDCA Based DL
Information Security and Risk Control Model

The sample data in UNSW-NBI1S5 is selected to validate the performance
of the proposed method in the study. This dataset is about intrusion detec-
tion. This dataset has nine types of attacks, namely, DoS, Fuzzers, Analy-
sis, Backdoors, Exploits, Generic, Reconnaissance, Shellcode and Worms.
The number of records in the training set is 175,341 records and the testing
set is 82,332 records from the different types, attack and normal. In this
dataset, 14000 and 6000 pieces of data were randomly selected in a 7:3
ratio for experiments. The experimental datasets used include DoS, Fuzzers,
Analysis, Backdoors, Exploits and Worms. Specifically, DoS: A malicious
attempt to make a server or a network resource unavailable to users, usually
by temporarily interrupting or suspending the services of a host connected to
the Internet. Fuzzers: It attempts to cause a program or network suspended by
feeding it the randomly generated data. Analysis: It contains different attacks
of port scan, spam and html files penetrations. Backdoors: A technique in
which a system security mechanism is bypassed stealthily to access a com-
puter or its data. Exploits: The attacker knows of a security problem within
an operating system or a piece of software and leverages that knowledge
by exploiting the vulnerability. Worms: Attacker replicates itself in order
to spread to other computers. Often, it uses a computer network to spread
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itself, relying on security failures on the target computer to access it. The
application effectiveness of the proposed method is evaluated based on the
detection rate (DR), false detection rate (FDR), and missed detection rate
(MDR) of different algorithms. DR refers to the percentage of correctly
detected quantities in the total number of tests. MDR refers to the percent-
age of qualified products detected as unqualified compared to the actual
number of qualified products. The FDR refers to the percentage of non-
conformities not detected during testing compared to the actual number of
non-conformities. The DR, FDR, and MDR of different methods are shown
in Figure 9. In different datasets, the DR, FDR, and MDR of the proposed
method are higher than other comparative methods. Taking the results from
the Dos dataset as an example, the detection rate, FDR, and MDR of GA-
PSO-SVM are 81.56%, 10.11%, and 19.85%, respectively. This numerical
result is significantly superior to other comparison methods. This indicates
that the proposed method has better adaptability, which has good performance
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Figure 9 The detection performance comparison of risk identification models in different

attack scenario.
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Table 3 Risk intrusion detection time for attack scenario

Time(s)
Models Dos  Fuzzers Analysis Backdoors Exploits
DBN 11.34 3.49 15.99 5.61 11.57
GA-BPNN 6.52 1.08 8.87 2.03 7.72
GA-PSO-SVM 3.76 0.42 3.95 1.24 2.63

in different experimental datasets. This method can have significant effects in
practical use, meeting different risk identification and control needs of DL.

The risk identification and detection time of the proposed method in
different risk intrusion datasets are statistically analyzed. The efficiency
improvement is mainly reflected in the improvement of hardware and soft-
ware processing speed. The algorithm is optimized to reduce runtime. When
evaluating performance, it is necessary to consider the usage background of
the algorithm, such as power consumption, and throughput. Therefore, when
the algorithm has good performance, the efficiency is also high. However,
when the algorithm efficiency is good, the performance may not necessarily
be optimal. Table 3 depicts the results. From Table 3, the time cost of
the PIPSO-SVM risk identification model proposed in the research is the
smallest in different risk intrusion datasets. Specifically, in the Dos dataset,
the time overhead of DBN, GA-BPNN, and GA-PSO-SVM is 11.34 s, 6.52 s,
and 3.76 s, respectively. In the Probe dataset, the time overhead of DBN,
GA-BPNN, and GA-PSO-SVM is 15.99 s, 8.87 s, and 3.95 s, respectively.
Based on the detection rate results shown in Figure 9, this indicates that the
model proposed in the research has better efficiency and performance, with
significantly lower time consumption than other commonly used methods.

To verify the feasibility and actual evaluation effect of the risk assessment
method, two DL A and B are selected as the research objects for analysis.
Through statistical analysis, A Library has a total of 3245 asset, threat, and
vulnerability related items. B Library has a total of 2736 asset, threat, and
vulnerability related items. The IPSO-SVM model is used to identify the risk
value. The experiment is repeated 5 times. The results obtained are depicted
in Table 4. The risk error of each level is maintained within 0.4%. After
communicating with the relevant digital library management personnel, the
scope is within an acceptable range. This indicates that the proposed method
is more in line with the actual needs. The proposed method is feasible, which
can play the role in risk identification and control in practical use, providing
effective support for the safe and stable operation of DL.
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Table 4 Risk level distribution

Risk Level No Low Medium High
Recognition Actual Recognition Actual Recognition Actual Recognition Actual
/ Result Result Result Result Result Result Result Result
A Number 78 80 604 615 1540 1536 1023 1014
Ratio 2.4% 2.5% 18.6% 19.0% 47.4% 47.3% 31.6% 31.2%
B Number 149 153 482 475 899 908 1206 1200
Ratio 5.4% 5.7% 17.6% 17.3% 32.9% 33.1% 44.1% 43.9%

5 Conclusion

The information security and risk control of DL can effectively improve their
resource utilization efficiency, ensuring the security of user information and
digital library resources. However, existing research on information security
and risk control in DL is relatively insufficient. Therefore, to continuously
and effectively control the potential risk factors of DL, further improve the
quality of digital library usage, ensure the smooth operation and information
security of DL, a digital library security and risk identification model based
on improved SVM is constructed. It is expected to achieve effective identi-
fication and control of digital library security and risk factors, ensure higher
security, and improve service quality. Based on the risk identification results
obtained, a DL information security and risk control model based on PDCA is
constructed to achieve effective control of digital library information security.
According to the findings, the F1 value of the improved SVM risk identifica-
tion model reaches 0.931, which is 0.061, 0.071, 0.63 and 0.068 higher than
the DBN, GA-BPNN, MLP and SVM, respectively. In the Dos dataset, the
time overhead of DBN, GA-BPNN, and GA-PSO-SVM is 11.34 s, 6.52 s,
and 3.76 s, respectively. The average accuracy of GA-PSO-SVM is 96.46%.
The average accuracy of DBN and GA-BPNN is 90.85% and 89.37%, respec-
tively. Finally, the collected digital library risk data is evaluated. The risk error
for each level is maintained within 0.4%, which is in line with actual needs.
Form the result, it is of great significance. The construction method can play
an effective role in the security and risk control of DL. It has feasibility in
practical applications, which can improve the security of digital library use.
Based on safer and more effective digital library management methods, it can
effectively ensure the security and experience during the use, maximizing the
role in knowledge transfer and learning. The goals proposed in the study have
been achieved to a certain extent. However, information security and risks are
constantly changing and evolving. Therefore, further optimization is needed
in the future. There are still shortcomings in the research. The risk factors and
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security issues faced by DL go far beyond the aspects covered in research.
Therefore, in subsequent research, the types of information security that may
exist in DL can be further studied. In addition, the study only analyzes the
application effectiveness of information security faced by DL. In the future,
in-depth analysis can be conducted on the performance of DL in controlling
physical risks. In future research, experimental data can be further improved
and expanded to further optimize model performance.
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