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Abstract

The emergence of mobile medical social networks has provided great conve-
nience for patients to communicate with each other about their medical con-
ditions, promoting efficient and high-quality communication and exchange
among patients. However, at the same time, it has also raised issues of
confidentiality and privacy of patient data. In response to this issue, this article
proposes a cloud-based attribute-based signature encryption scheme that can
effectively protect the privacy of patient data. The patient encrypts their medi-
cal information and uploads it to the cloud server. When the data user wants to
access the patient’s information, the cloud server helps the data user partially
decrypt and verify the integrity of the data, which to some extent reduces
the computational workload of the data user. Meanwhile, under the random
oracle model, it has been proven that the scheme satisfies the unforgeability
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under selective message attacks, indistinguishability under selective cipher
text attacks, and attribute privacy security. Theoretical analysis and numerical
simulation experiments show that this scheme has higher efficiency than
existing schemes in the signing and decryption stages.

Keywords: Attribute base signature, cloud server, medical social network,
cloud assisted verification.

1 Introduction

With the rapid development of medical information technology, the concept
of smart medical [1] came into being. The mobile medical social network
platform collects health information from patients in real time by using the
wireless sensing device. Patients with the same symptoms become a social
group, exchanging their health information, physical health status and sharing
their experiences with each other. Compared with the traditional medical
model, the mobile medical social network has a stronger correlation and
interaction, which is more conducive to the real-time collection of patient
data, and can provide more timely treatment. As cloud computing contin-
ues to evolve, mobile health care has gained widespread adoption and is
becoming increasingly diversified in its applications. A growing number of
medical institutions are leveraging mobile medical social network platforms
to securely upload patients’ data to the cloud for efficient storage. This
trend reflects the transformative power of technology in healthcare delivery
and underscores the importance of cloud-based solutions in modern medical
practice. Cloud-based storage systems have more advantages than traditional
storage systems, allowing patients to maintain data through easier service.

The attribute-based cryptography system can better guarantee the privacy
and security of patient data. Compared with the traditional identity-based
cryptography system, it realizes one-to-many fine-grained access control and
improves the efficiency of the data sender. Sahai et al. In recent years, the
idea of attribute-based encryption has been widely used in the environment
of cloud computing. Pi, et al proposes a three-layer system model of “cloud-
fog-end”, applies the attribute-based encryption algorithm to fog computing,
and supports attribute cancellation and outsourcing computing, which further
realizes the privacy protection of data users.

The computational cost and communication cost of the traditional
“encryption before signature” idea are high. In view of this problem,
Peng, et al. puts forward the concept and scheme of signature for the



Attribute Based Signature Encryption Scheme Based on Cloud Computing 519

first time, while ensuring the confidentiality and non-forgery of messages.
In recent years, many scholars have done a lot of research on the attribute
base signature, which has improved its computing efficiency. Based on the
attribute base encryption algorithm, the attribute base encryption algorithm
has realized data outsourcing decryption and supports attribute cancellation,
and ensures the integrity and confidentiality of messages. Cheng, et al. [2]
proposes an attribute-based online\offline encryption scheme in the domain
network, and outsources most of the encryption operations to the cloud
server, which reduces the computing burden of data users. Literature uses the
attribute base signature mechanism to protect the privacy of patient informa-
tion. In order to further improve the availability of medical social network,
literature proposes a traceable attribute base signature scheme, which can
track the identity information of users who publish malicious information.
Zheng, et al. [3] proposes a property base signature scheme to support data
integrity verification, Cheng, et al. [4] supports access policy update, and
literature implements fine-grained access control to ensure the privacy of
data, the integrity of query results and non-forgery. Liu, et al. [5] introduces
fog nodes on the basis of cloud computing, proposes a cloud-assisted attribute
base scheme, forming a 3-layer model of “cloud-edge-end”, and outsources
more data operations to fog nodes, which further improves the efficiency of
the algorithm.

This paper puts forward a signature based on signature scheme, combin-
ing cloud computing and attribute base signature technology, further improve
the data fine grained access control, cloud server because of its powerful
computing and storage capacity, provides a good platform for data storage.

2 Attribute Based Signature Encryption Scheme for
Medical Social Networks

2.1 Medical Social Networks

Medical social network is a social network platform with professionals
and patients in the medical field as the main participants. It combines the
functions of medical information and social interaction, and aims to provide
more convenient and personalized medical services and health management
methods. Medical social network is not only a platform for information
exchange, but also a platform that can promote doctor-patient interaction and
provide personalized medical advice.

Medical social network is a bridge between professionals and patients in
the medical field, making it easier for them to communicate and interact.
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It can provide personalized medical services, providing targeted medical
advice and services according to the users’ personal information and health
needs [6]. Medical social networks also feature convenience and immediacy,
where users can access medical information and interact anytime and any-
where. The network security of the medical system is also the consideration
of this article. The modelling and implementation of the security attacks
give an actual view of the network which can be useful in further investi-
gating secure mechanisms to reduce the degradation of the performance in
WSN(Wireless Sensor Network) due to an attack [7].

The development status of medical social network shows that it has
become an important part of the development of medical informatization.
Many medical institutions and patients, doctors, nurses, pharmacists and
other medical professionals at home and abroad have begun to use medical
social networks to communicate and obtain medical information. Medical
social networks are gradually realizing intelligent and personalized services
and management [8], providing people with more efficient and convenient
medical and health services.

However, the development of medical social networks also faces some
challenges and problems. One of the most prominent is the information secu-
rity and privacy protection issues [9]. Given the sensitive nature of personal
information and health data on medical social networks, it is imperative to
implement robust measures to safeguard users’ privacy and information secu-
rity. Furthermore, medical social networks must continually enhance their
service quality and management standards to better cater to user needs and
enhance their overall satisfaction. Medical social networks represent a pivotal
mode of medical information delivery, essential for meeting the evolving
demands of today’s healthcare landscape. It can provide more convenient and
more personalized medical services and health management methods, and
promote the interaction and communication between doctors and patients.
However, with the continuous development of medical social networks, it
is still necessary to continue to strengthen information security and privacy
protection to ensure that they can better serve people’s health [10]. Figure 1
shows medical social network design.

2.2 Attribute Base Cryptography

Attribute-based cryptography is a cryptography system based on mathe-
matical problems, which enables the authorization and access control of
users by classifying and verifying the user attributes. The principle of
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Figure 1 Medical social network design.

attribute-based cryptography is mainly based on public key cryptography
and identity-based cryptography. It takes the user’s attributes as the key of
encryption and decryption, and determines whether the user has the right
to access specific resources through the verification of the attributes. The
advantage of attribute-based cryptography lies in its security and flexibil-
ity. Since attribute-based cryptography is not based on the user’s identity
information, but is based on the user’s attributes, it can better protect the
user’s privacy and security. Moreover, attribute-based cryptography enables
flexible access control strategies, and a variety of complex access control
modes through the combination and verification of user attributes. In the field
of data security, attribute-based cryptography is widely used in access control,
data encryption, digital signature and other fields. When it comes to access
control, attribute-based cryptography offers a remarkable solution: it enables
attribute-based access control, ensuring that only authorized individuals gain
access to specific resources by verifying their attributes. This cutting-edge
technology revolutionizes the way we manage and protect sensitive infor-
mation, paving the way for a more secure and efficient future. In terms
of data encryption, attribute-based cryptography can associate data with a
user’s attributes, and only users with specific attributes can decrypt and view
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the data [11]. Attribute-based cryptography is a technique with important
application value. It enables a more flexible and secure approach to access
control and data protection through the classification and verification of user
attributes. In medical social networks, attribute-based cryptography can be
applied to the encryption, decryption, digital signature and other aspects of
data to protect users’ information security and privacy. The Virginia code is a
multi-table password based on the Caesar code. The password algorithm was
first invented by Giowan Batista Belaso [12], but was mistakenly invented by
the French Bryce de Virginia, so the name is called the Virginia code. The
formula is given as (1) and (2):

C = (P +K)mod26 (1)

P = (C −K)mod26 (2)

Where, K is the key with a variable length. This formula can implement
variable length keys, improving security.

2.3 Property Base Signature Density Scheme Based on Cloud
Computing

Network security is of utmost importance in the healthcare system, A simple
way for attackers to bypass security measures, even if the fire-wall is enabled.
Therefore, a well-thought-out security strategy should not be neglected [13].
In the cloud computing environment, the signature encryption scheme based
on attribute-based cryptography is a security mechanism that can guarantee
both data confidentiality and availability. Most of the existing attribute base
signature schemes based on cloud computing adopt the combination of public
key encryption and symmetric encryption, taking the user’s attributes as the
encryption key [14], and realizing the data access control and encryption and
decryption through the verification of the attributes. The existing cloud-based
scheme has the following advantages: high security: due to the combination
of public key encryption and symmetrical encryption, the confidentiality and
integrity of data can be guaranteed, and effectively prevent malicious attacks
and tampering; strong flexibility: through the combination and verification
of user attributes, a variety of complex access control strategies can be
realized to meet the needs of different scenarios [15]; high availability:
users can access encrypted data through the cloud anytime and anywhere
without downloading and decryption, improving the convenience of data
use. Existing cloud-based attribute-based signature schemes also have the
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following disadvantages: key management is complex: due to the combina-
tion of public key encryption and symmetric encryption, Making the key
management relatively complicated, Need to achieve the key generation,
distribution, update and a series of operations, Increase the difficulty and cost
of management; High performance overhead [16]: due to the need for public
key encryption and decryption operations, The performance overhead of the
scheme can be substantial, potentially compromising data utilization effi-
ciency. Its scope of application is constrained: current cloud-based solutions
are primarily tailored for cloud storage and other specific scenarios, limiting
their adaptability to other application scenarios. To enhance its broader util-
ity, further advancements are needed to improve its adaptability to diverse
environments and use cases. This paper adopts the attribute-based encryption
algorithm, takes the user attribute as the encryption key, and realizes the
data access control and encryption decryption through the verification of the
attribute. This encryption method can effectively protect users’ privacy and
security, while implementing flexible access control strategy. Introduce the
advantages of cloud computing platform to achieve efficient key management
and data storage. By utilizing the virtualization technology and distributed
storage technology of cloud computing platform, the automatic key genera-
tion, distribution and update operations can be realized, and the security and
availability of data storage can be improved [17]. Combined with the charac-
teristics of medical social network, personalized medical services and health
management are realized. By combining attribute-based encryption algo-
rithms with medical social networks, targeted medical advice and services
can be provided according to users’ personal information and health needs,
promoting the interaction and communication between doctors and patients.
Cloud computing platforms provide flexible and scalable computing and
storage resources, enabling attribute-based signature schemes to handle large-
scale datasets and complex encryption and decryption operations. Through
cloud computing, data owners can store encrypted data and access policies in
the cloud, without having to manage and maintain complex encryption and
decryption systems by themselves. Cloud servers use advanced encryption
technology to encrypt, store and transmit data, ensuring that data cannot
be decrypted even if it is stolen. Cloud servers adopt strict data access
control and identity authentication mechanisms. Only authorized users can
access the data stored in the cloud, and each visit requires authentication
and permission checks. This mechanism can effectively prevent unauthorized
access and data leakage. When a receiver attempts to access the encrypted
data, the cloud server first verifies that the receiver’s identity and attributes
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meet the requirements of the access policy. If the requirements are met, the
cloud server will decrypt the encrypted data with the corresponding key and
return the decrypted data to the receiver. The whole decryption process is
conducted in the cloud, and the recipient does not need to understand the
specific decryption algorithm and key management details.

3 Design of Attribute Base Signature Density Scheme
Based on Cloud Computing

3.1 System Architecture

The overall architecture of the cloud-based attribute scheme includes three
parts: client, cloud and medical social network.

The user side is an interface for users to operate and interact with each
other, including user identity authentication, attribute setting, data encryption
and decryption and other functions. Users can authenticate their identity
through the client side, upload their own attribute information, and can
encrypt or decrypt their own data.

The cloud is a core part of the cloud computing platform, responsible for
processing and storing user data, and providing various cloud services. In the
attribute base scheme based on cloud computing, the cloud mainly includes
key management module, data encryption and decryption module, data stor-
age module and other parts. The key management module is responsible
for generating, distributing and updating the user’s key, the data encryption
and decryption module is responsible for the encryption and decryption
operations of the data, and the data storage module is responsible for storing
and managing the user’s data.

The medical social network terminal is a platform connecting profession-
als and patients in the medical field, including user registration and login,
information release, communication and interaction and other functions.
In the attribute base signature scheme based on cloud computing, the medical
social network end needs to interact and communicate with the cloud to
ensure the security and privacy of data.

By connecting and interacting with the client, cloud and medical social
network end, the scheme realizes data encryption, decryption, access control
and other functions, while ensuring the security and privacy of data. This
architecture enables the classification and verification of user attributes,
enabling more flexible and secure access control and data protection.

In applications where provability is essential, randomness sources (if
involved) must also be provably random; otherwise, the whole chain of proofs
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collapses [18]. In the attribute base signature scheme based on cloud comput-
ing, the cloud, as the core part, needs to have high-performance computing
and storage capacity to meet the data processing and storage needs of a large
number of users. At the same time, the cloud also needs to provide efficient
key management and access control mechanism to protect users’ data security
and privacy. The client side needs to provide a friendly interface and operation
mode, so that users can easily carry out identity authentication, attribute
setting, data encryption and decryption and other operations. In addition, the
client side also needs to have a certain data security protection mechanism to
prevent user data leakage and tampering.

The medical social network side needs to provide a variety of medical
information and communication and interaction functions to meet the needs
of users. At the same time, the medical social network terminal also needs to
have a certain data security protection mechanism to prevent the leakage and
tampering of user data. In addition, the medical social network also requires
efficient communication and data interaction with the cloud to ensure data
security and privacy.

Web pages are also essential software in healthcare systems, SPDY will
manage the HTTP traffic with the help of appropriately predefined goals
to reduce web page load latency and also enhance the web security [19].
The overall architecture of the cloud-based attribute scheme includes three
parts: client, cloud and medical social network. This architecture can realize
data security and privacy protection, while providing efficient access control
and data protection mechanisms. By connecting and interacting with the
three parts of each other, flexible and efficient data processing and storage
methods can be realized to meet the requirements of different scenarios.
Patient privacy protection is required when considering applying cloud-based
attribute-based signature schemes in medical social networks. Medical data
is extremely sensitive and must ensure that only authorized entities can verify
or use relevant data to protect patient privacy. Efficient data-sharing schemes
should support the efficient and safe sharing of patient medical records
among healthcare institutions. Figure 2 shows medical social network system
architecture.

3.2 Key Management

In the attribute base signature scheme based on cloud computing, the pro-
cesses of key generation, distribution and update are crucial to ensure the
security and correctness of the key. The process includes key generation, key
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Figure 2 Medical social network system architecture.

distribution, and key update. Encryption algorithm is shown in (3).

E(P,K,A1, A2, . . . , An) = C (3)

Represents the encryption algorithm E for plain text P , key K, and
attribute A1, A2, . . . , An Encrypt to generate the cipher text C. The decryp-
tion algorithm is shown in (4)

AttributeBasedDecryptionn(C,U,K,A1, A2, . . . , An) = P (4)

Represents the cipher text C, user U , key K, and attribute A using
an attribute-based decryption algorithm1, A2, . . . , An, and restore the plain
text P .

Key generation is an important link in the attribute base signature secret
scheme. It generates the encryption and decrypted key based on the user’s
attribute information. First of all, users need to submit their own attribute
information on the user side, including the user’s basic information, medical
information, etc. The public key is used to encrypt the data, and the private
key is used to decrypt the data. In order to ensure the security of the key,
the generated key needs to be carried out in a secure environment, and the
security means such as the random number generator need to be used to
ensure the randomness and unpredictability of the key [20]. Once the key
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is generated, it is essential to distribute the public key to the intended user
to enable data encryption using this key. To ensure secure and accurate
distribution, it is advisable to employ a secure key distribution protocol, such
as the Diffie-Hellman key exchange protocol. These protocols guarantee that
only the intended recipient acquires the distribution key, mitigating the risk
of malicious attacks and data tampering. Furthermore, to guarantee secure
and accurate updates to the key, an appropriate secure key update protocol
should be adopted. One example is the Attribute-Based Key Update Protocol,
which ensures that only the authorized user can perform key updates, thus
preventing malicious attacks and data tampering. In medical social networks,
users’ keys can be updated regularly according to their condition changes and
other conditions to ensure the security and availability of data [21].

In order to ensure the security and correctness of the key, encrypted stor-
age, secure transmission, access control, audit log, and backup and recovery
measures are also needed. Key export function. The recovery action formula
is shown in (5). ∣∣∣∣∣∣Ei − Ei

∑
j

|VK |

∣∣∣∣∣∣ ≤ ε (5)

In formula (5), K is chosen randomly selected from {0, 1}, and the output
of this function or any part of the key should not leak information about other
generated bits.

Encrypted storage means that both the client and the cloud need to encrypt
the key storage to prevent the key from being maliciously attacked and
tampered with. Symmetrical encryption algorithm or asymmetric encryp-
tion algorithm can be used to encrypt the key storage, such as AES-256
encryption algorithm. Secure transmissible need for secure data transmission
between the client side and the cloud to prevent the data from being mali-
ciously attacked and tampered with. Secure communication protocols such
as SSL/TLS protocol can be adopted to ensure the security and correctness
of data transmission. Access control is the medical social network side needs
to set strict access control policies, only authorized users to access specific
data. Policies such as role-based access control (RBAC) can be adopted to set
different access control policies according to their roles and permissions to
ensure the security and availability of data. Audit log is to ensure the security
and correctness of key generation, distribution and update, so a complete
audit log is required. The audit log records the time, operator, operation
content and other information of each operation for the follow-up security
audit and tracking. To ensure the security and availability of the key, the key
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Figure 3 Key encrypted storage diagram.

needs to be backed up and tested regularly. Keys can be backed up using
tape, cloud storage, and regular recovery tests can be conducted to ensure
the integrity and availability of the backup. Ensuring that the cloud server
itself will not be a potential source of patient data leakage requires a series
of security measures to implement strict access control strategies that allow
only authorized people to access the cloud server. This includes the use of
strong passwords, multi-factor authentication, and fine-grained permission
control. All sensitive patient data should be encrypted during transmission
and storage. Use advanced encryption algorithms and key management strate-
gies to ensure that even if the data is stolen, it cannot be easily decrypted.
The process of key generation, distribution and updating in the attribute base
signature secret scheme based on cloud computing needs to take various
means to ensure its security and correctness. Including encrypted storage,
secure transmission, access control, audit log, backup and recovery, and other
measures to ensure the security and correctness of the key. Figure 3 shows key
encrypted storage diagram [22].

3.3 Signing and Density Algorithm

In the attribute base encryption scheme based on cloud computing, we have
implemented the process of plain text generation, encryption, and decryption.
Specifically, plain text generation mainly refers to the information that needs
to be encrypted into plain text form; encryption refers to the plain text using
the user’s public key to generate cipher text; decryption refers to the crypto
text using the user’s private key to restore the plain text information [23].
This news can include the user’s medical information, the doctor’s diagnostic
report, the drug list and other sensitive information. Then, this information
needs to be hashed in a function to generate a message summary to ensure
the integrity and tamp ability of the information. The Varangian difference
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formula can be defined as shown in (6).

L(x) =

k∑
j=0

yjlj(x) (6)

Among them, lj(x) is the interpolation basis function, which can be
obtained from known (k + 1) coordinate points. During the encryption
process, users can use their own public key to encrypt the plain text operation.
Specifically, users can process the plain text with the hash function, generate
the message summary, and then use their own public key to encrypt the mes-
sage summary. This enables the cipher text to be generated, and only the
users with the corresponding private key can decrypt it. During the decryp-
tion process, the user can use his private key to decrypt the ciphertext. To
decrypt the cipher text and retrieve the message summary, users can employ
their private key. Subsequently, they can employ the same hash function to
process the message summary and reconstruct the original plain text infor-
mation [24]. This approach allows for the decryption process to be realized,
thereby facilitating access to the original sensitive information. In order to
ensure the security and correctness of the attribute base signature algorithm,
we adopted the secure cryptographic algorithm and protocol. For example, we
use asymmetric encryption algorithms such as RSA to encrypt and decrypt
the message summary, and we use cryptographic algorithms such as hash
function to ensure the integrity and tamability of information. In addition, we
have adopted security protocols such as attribute-based encryption protocol
and key negotiation protocol to enhance the security and correctness of the
update process. In addition, we have adopted RBAC strategies to enhance
the security of the data. In medical social networks, different access control
policies can be set according to the user’s roles and permissions to ensure the
security and availability of data. For example, only a physician can access
patient sensitive information, while the average user can only access their
own non-sensitive information. User decrypts data user runs decrypt (CT,
oskGID ) algorithm, first calculate the (7) formula:

R =
C0

(e(g, g)s/z)z
=

C0

e(g, g)s
(7)

After that, calculate (8) and (9):

Ksym = H2(R) (8)

MSG = Decryptsym(Ksym ,CT sym) (9)
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Formula (10), the output of the calculation algorithm

s = H1(R,MSG) (10)

Determine if equation CT ′ = e(g, g)s/z holds. If not, the algorithm
terminates and outputs. Otherwise, the data user will receive the correct
plaintext.

The attribute-based encryption scheme based on cloud computing, the
attribute-based encryption algorithm is adopted to realize the process of
plain text generation, encryption, decryption and so on. We adopt secure
cryptography algorithm and protocol to ensure the security and correctness
of attribute base signature algorithm, and adopt role-based access control
strategy to ensure the access control and security of data. These measures
can effectively protect users’ privacy and security, and achieve more flexible
and secure access control and data protection methods. To ensure the security
and privacy of patient data, encryption technology can be adopted to encrypt
the transmission and storage of data, which can effectively prevent the data
from being illegally obtained or stolen. Access control to implement strict
access control measures, authentication and authorization management of
people who access patient data, ensuring that only authorized people have
access to patient data. Figure 4 shows attribute based signature encryption
scheme based on cloud computing.

4 Experiments and Analysis

4.1 The Experimental Environment

In order to experiment the cloud-based attribute base signature scheme, the
following hardware and software environments are used.

The hardware environment includes 1 experimental server configured
with CPU 2.5 GHz, 8 GB memory, and 200 GB hard disk, running the Linux
operating system. Several clients are configured with CPU 2.0 GHz, 4 GB
memory, 100 GB hard drive, running Windows or Linux operating systems.

The software environment includes the Linux operating system with a
version of Ubuntu 18.04. MySQL database, used to store user information,
key information, medical information [25]. Eclipse, IntelliJ IDEA and other
Java development tools for developing programs based on attribute base
signature algorithms. Java language for writing programs based on attribute
base signature algorithms. Wireshark And other network analysis tools, used
to analyze the security of network transmission data.
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Figure 4 Attribute based signature encryption scheme based on cloud computing.

To establish a functional server environment, we have installed the Linux
operating system and configured the network DNS. Subsequently, we have
installed the MySQL database and established the necessary database tables
for user information, key information, and medical information. These
comprehensive measures enable us to lay the foundation for a robust and
secure data management system. At the same time, install the Java virtual
machine and use the Java development tools to develop programs based
on the attribute base signature density algorithm. Install the Windows or
Linux operating system on the client, configure the network, DNS, etc. [26].
Then install Java virtual machine and use Java development tools to develop
client programs, realizing user identity authentication, attribute setting, data
encryption and decryption and other functions. Since, for the case of covert
timing channels, DAT detectors automatically consider flows with less than
10 packets as overt flows (i.e., they are too short to contain a covert timing
channel), all flows with less than 10 packets were removed from the overt
dataset [27]. At the same time, network analysis tools such as Wireshark can
be used to analyze the security of network transmission data.
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4.2 Experimental Process

The experimental process of attribute scheme based on cloud computing
includes data collection, data processing, encryption process, decryption
process, data storage and access control and performance evaluation.

In the experiment, we need to collect some medical data as plain text
information. These data can include sensitive information such as patient
medical records, examination reports, and drug lists. To ensure the authen-
ticity and integrity of the data, we used real medical data as the source of
experimental data. At the same time, in order to ensure the privacy of the
data, we follow the relevant privacy protection regulations when collecting
the data [28].

The raw medical data collected needs to be preprocessed and formatted
for encryption and decryption operations [29]. Specifically, we need to clean
the original data, weight removal, format conversion and other operations
to ensure the accuracy and consistency of the data. At the same time, we
also need to classify and label the data for the subsequent encryption and
decryption operations [30].

During the encryption stage, it is essential to employ the attribute-based
signature secret algorithm to transform the plain text information into cipher
text information. To achieve this, a pair of public keys and a private key must
be generated using the user’s attribute information. This step is fundamen-
tal in ensuring the secure transformation of data and establishing a secure
communication channel. Then, we use the public key to encrypt the plain
text information and generate the cipher text information. In this process,
we adopt an attribute-based encryption algorithm to use the user’s attribute
information for encryption and decryption operations; At the same time, in
order to ensure the security of encryption, we use a secure cryptography algo-
rithm and protocol. Secret distribution: the distributor chooses a satisfaction
a0 = k − 1 term polynomial of S, the formula is shown in (11).

f(x) = c0 + c1x+ · · ·+ ck−1x
k−1(mod p) (11)

Among (11), c1, . . . , ck − 1 ∈ RGP
. Then, calculate the secret sharing

share {Si = f(i)}i ∈ [1, N ], and then send Si to the corresponding Pi
through the secret channel.

Secret reconstruction to more than k participants PREP (|PRE | < k)
collaboration to reconstruct the secret values, the formula is shown in (12).

S =
∑

Pi∈PRE

Si

∏
Qi,j∈PRE , i̸=j j

j−i

(12)
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In the decryption stage, we need to transform the covertex informa-
tion into plain text information with the algorithm. In the experiment, the
encrypted data should be stored in the database, and the access control
policies should be set up to protect the data privacy and security. We adopted
a role-based access control strategy, setting different access control policies
according to the user roles and permissions, and only users with appropri-
ate permissions can access the corresponding data. At the same time, the
secure database access protocol and the encrypted storage mode are used
to ensure the security and privacy of the data. To evaluate the performance
and efficiency of the cloud-based signature schemes, we performed extensive
experimental testing. We use the real dataset for encryption and decryption
operations, recording the time and resource consumption of each step. The
performance of different algorithms and protocols is also compared to select
the best scheme for practical application. Meanwhile, we also compared
the performance of different algorithms and protocols in order to select the
optimal solution for practical application. Main secret generation: Each Pi

independently selects a sub secret Si ∈R ZP , and the main key formula is
shown in (13).

S =
n∑

i=1

Si (13)

Main shared share generation: After receiving the {Si,j}j=[1,n] sub share
Pi, calculate its main shared share as shown in (14).

si =
n∑

i=1

Si,j (14)

The experimental process of the attribute base scheme based on cloud
computing includes data collection, processing, encryption, decryption and
other steps. During the experiment, we adopted real medical data as the
source of experimental data, and adopted secure cryptography algorithms and
protocols to ensure the security and correctness of encryption and decryption.
Finally, we conducted a performance evaluation and comparative analysis of
the scheme in order to select the optimal scheme for practical application.
The new scheme employs efficient encryption and access control technolo-
gies to increase efficiency, but may require more computational resources.
In terms of costs, cost-effective technologies and strategies can protect data
while reducing overall costs. However, due to the need to adopt advanced
encryption technology and access control strategies, our scheme may require
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Figure 5 Data access frequency chart.

high investment costs in the initial implementation stage. Figure 5 displayed
the frequency and duration of data access by different users in medical social
networks.

4.3 Experimental Analysis

We adopted the cloud-based attribute base scheme to encrypt and decrypt
medical data. We present an experimental analysis of the encryption and
decryption performance, security analysis, and access control performance.

In the experiment, we used real datasets for encryption and decryption
operations, and recorded the time consumption and resource consumption
of each step. The experimental findings demonstrate that the attribute-based
signature encryption scheme, when implemented in a cloud computing
environment, exhibits remarkable encryption and decryption capabilities.
This observation highlights the potential of this approach for efficient and
secure data management in modern computing environments. Specifically,
the encryption and decryption operations have a low time complexity. At the
same time, the consumption of computing resources and storage resources
is relatively small, and it can realize the efficient encryption and decryption
processing on the ordinary computer server. Figure 6 shows safety analysis
diagram.

The attribute base encryption scheme based on cloud computing adopts
the secure cryptography algorithm and protocol to ensure the security
and correctness of encryption and decryption. In the experiment, we use
asymmetric encryption algorithm such as RSA to encrypt and decrypt the



Attribute Based Signature Encryption Scheme Based on Cloud Computing 535

 
Figure 6 Safety analysis diagram.

 
Figure 7 Time and resource consumption situation.

message summary, and use cryptographic algorithm such as hash function
to ensure the integrity and tamability of information. At the same time,
we also adopt security protocols such as attribute-based encryption protocol
and key negotiation protocol to ensure the security and correctness of the
key distribution and update process. The experimental results show that the
attribute base signature density scheme based on cloud computing has high
security and can effectively protect users’ privacy and security.

The attribute base signature encryption scheme based on cloud computing
has high encryption and decryption performance, security and access control
performance. These experimental results prove the effectiveness and superi-
ority of the designed signature schemes, and provide strong support for the
promotion and application of the attribute base signature scheme based on
cloud computing in practical application. Figure 7 shows time and resource
consumption situation.
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5 Conclusions

The cloud computing-based attribute base signature scheme studied in this
paper has the advantages of high security, high flexibility, superior perfor-
mance and strong scalability. Support for setting different access control
policies according to user roles and permissions, enabling more flexible and
secure access control and data protection. With high encryption and decryp-
tion performance. The encrypted and decrypted data can be processed
with remarkable efficiency, achieving swift completion of encryption and
decryption operations. This attribute enables seamless scaling to handle
large-scale data processing, supporting high volumes of concurrent requests
while ensuring efficient data storage and retrieval. This paper has a good
application prospect. The attribute base signature scheme based on cloud
computing is suitable for data protection and privacy protection in medical
care, finance, government and other fields. For example, in the medical field,
the program can be used to protect sensitive information such as patient
records, examination reports, drug lists, ensuring the confidentiality and
integrity of the data. In the financial sector, the scheme can be used to
protect customers’ account information, transaction information and other
sensitive data, and to prevent unauthorized access and data leakage. In the
government field, the program can be used to protect confidential information
within government agencies. Considering technology developments and the
evolution of attack methods, it is recommended to continuously monitor and
update security strategies, introduce new technologies, enhance data backup
and recovery, and staff training. Also, work with third party audits and
focus on privacy enhancement technologies to ensure the robustness of the
solution. The signature scheme based on cloud computing has high security
and performance advantages, which can meet the needs of data protection
and privacy protection in different fields, and has a wide range of application
prospects.
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