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Abstract

To improve the security of wireless sensor networks, the experiment proposes
a network security improvement method based on multi-objective ant colony
optimization and single-path secure routing protocol. First, LEAP is used
to improve the single-path secure routing algorithm to enhance the security
of data during transmission; then, a multi-objective ant colony optimization
algorithm is introduced to find the optimal network parameter path. The
detection accuracy shows that when the time reaches 62.23 ms, the method
proposed in the study has a maximum detection accuracy of 99.89%; at
this time, the detection accuracy of the other three schemes is significantly
less than 95.00%. When the system running time is 57.41 ms, the detection
accuracy of wormhole attacks by this method begins to reach a stable state,
and the detection accuracy has been infinitely close to 100% in the future.
This method is applied to the Internet of Vehicles and the Enterprise Office
Network respectively. When the number of intrusion nodes is 1,780 and 2,000
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respectively, external intrusion can damage the key space and steal secrets.
The above results show that the proposed method can not only improve
network security and ensure energy efficiency, but also optimize network
performance.

Keywords: Wireless sensors, network security, single path secure routing,
key pre-distribution.

1 Introduction

Wireless Sensor Networks (WSN) are composed of numerous sensor nodes
that can sense the environment, process data and transmit wirelessly, ulti-
mately forming a self-organized multi-hop network [1]. In WSN, routing
technology plays a crucial role, which ensures that data transmission from
source to destination can follow established protocols and paths. However,
since the transmission of the network relies heavily on the transmission of
wireless signals and lacks physical protection measures, the WSN network is
very vulnerable to attacks [2]. During the attack, the attacker may destroy the
routing process, cause network failures, or even issue false instructions, pos-
ing a serious threat to network security. In practical applications, the security
of critical infrastructure such as chemical facilities and power systems is fre-
quently compromised by malicious incidents, which not only poses a threat to
public safety, but also poses a challenge to the security of national assets. At
the same time, WSN plays an important role in many fields such as military,
environmental monitoring, and health monitoring. With the development of
technology, WSN has become more and more widely used. However, network
security issues have also increased. Especially during the data transmission
process, the effectiveness of the secure routing algorithm is directly related
to the security of the entire network. and stability [3]. At the same time, due
to limited energy supply, computing power and storage resources, as well
as an open communication environment, WSN faces serious security threats.
Traditional secure routing algorithms often face problems such as high com-
putational complexity, poor adaptability, and vulnerability to attacks, which
limits the application of WSN in some key areas. Some scholars believe
that Ant Colony Optimization (ACO) is a path selection mechanism that can
effectively solve complex optimization problems [4]. In WSN, this algorithm
is often used to find the optimal data transmission path, thereby improving the
security and efficiency of the network. At the same time, by combining the
single-path secure routing algorithm, the security and reliability during data
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transmission are further ensured [5]. In view of this, the experiment proposes
a new WSN network security improvement technology that integrates an
improved multi-ant colony target optimization algorithm and a single-path
secure routing algorithm. It is expected that through intelligent path selection
and optimization algorithms, WSN can improve its performance in the face
of different security threats. robustness and adaptive capabilities.

The study includes four parts. The first part summarizes the current
research status of wireless sensors both domestically and internationally.
The second part is the combination and design of single path secure routing
and multi-objective ant colony optimization algorithm. The third part is an
actual performance analysis of the design scheme. The fourth part is a results
summary and specific future prospects.

The innovation of the article can be divided into two points. First, starting
from the aspects of WSN network security and energy efficiency, we focused
on the routing protocol issues. The comprehensive trust value is calculated
and used as the heuristic factor of the ant colony algorithm. Various factors
and energy are added to the pheromone update to obtain an energy-saving
and efficient secure routing algorithm. Second, an ant colony secure routing
algorithm is constructed based on the node trusted secure routing protocol
and combined with multi-objective optimization. Utilize the concept of multi-
target to achieve multi-target ant colony secure routing to reduce energy
consumption.

2 Related Works

Scholars have conducted extensive research on exploring the security
enhancement of WSN. These studies mainly focus on developing efficient
and reliable routing algorithms to ensure secure transmission of data in
insecure environments. Raja Basha proposed a feasible security aware routing
scheme to cope with external attacks on the network during WSN operation.
This scheme introduced the optimal trust inference model of conditional
tug of war optimization algorithm to calculate numerical values. The results
showed that the trust factor introduced in this scheme helped the system iden-
tify network attacks and block foreign intrusions [6]. Yuan E and Wang L, two
scholars, proposed a digital signature technology based on identity encryp-
tion and elliptic curve cryptography to improve the security performance of
WSN. During the process, a dual encryption method was used to protect the
privacy of network locations. The results showed that the constructed scheme
occupied less key storage space and consumed less energy to protect the



1088 Xiaoyan Luo

specific location information of nodes [7]. Kumar CP and Selvakumar R,
two scholars, constructed a decentralized erasure code from the optimal code
and introduced a key pre-distribution protocol to reduce the number of nodes
required for reconstructing data from internal faulty nodes in WSN. The
results showed that the scheme ensured efficient communication capabilities
between nodes in the network during operation [8]. Prakash G and other
researchers proposed an energy source based resource key distribution algo-
rithm to improve communication services between vehicular organizational
networks. This protocol generated a throughput of up to 86% and significantly
reduced the probability of routing delay by 13%, ultimately enhancing the
lifespan of WSN [9]. Ramesh S and Yaashuwanth C, two scholars, proposed
a secure routing framework based on improved lightweight trust decision-
making to improve the resolution and security of image sensors during
transmission. This protocol was widely used in forming groups, exchanging
trust values between master nodes, member nodes, and base stations. Com-
pared to traditional network security models, this model had higher reliability
and occupies less memory [10].

On the other hand, scholars also conducted extensive research on WSN’s
application. Ahlawat P and Dave M, two scholars, proposed a WSN design
method based on secure mixed key pre-distribution to effectively address
the problem of network node capture attacks. This method combined the
robustness and threshold resistance polynomial schemes of multiple differ-
ent methods to address network vulnerabilities with fewer nodes. It was
found that the constructed method effectively defended against attacks on
network nodes. Compared to other schemes, the scheme constructed by the
research institute reduced the probability of key leakage, and had lower
communication and storage costs [11]. Xiong P and Su Q, two scholars,
proposed a random key pre-distribution scheme with an improved hash chain
to improve the connection and survival capabilities of network security.
The results showed that the constructed scheme was highly effective and
had a certain degree of scalability [12]. Mitchell CJ proposed a polynomial
based group key pre-distribution scheme to address node computation in
WSN and improve sensor storage capacity. The proposed scheme enabled
WSN to construct shared keys between networks without any communication
overhead. It was found that the security proof of the constructed scheme was
not very strict, but it was able to correctly analyze the issues involved in the
pre-distribution scheme [13]. To effectively reduce the probability of secu-
rity vulnerabilities in WSN and improve the security of data transmission,
researchers such as Rajasoundaran S proposed a watchdog network product.
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The superiority of the proposed technology was verified through performance
testing and application effects [14]. Krishnapriya M’s team proposed a rank-
based energy-saving key management protocol to limit energy utilization.
This protocol can quickly transmit sensor data to the base station to achieve
effective control of the base station. The results showed that this scheme
effectively reduced the probability of nodes being attacked and successfully
intercepted foreign intrusions with minimal power consumption, throughput,
and packet loss rate [15].

Overall, a large number of scholars have conducted extensive research on
WSN related routing protocols and achieved good results. However, there is
still relatively little research on combining multi-objective ant colonies with
single path secure routing protocols to enhance WSN security. To address this
issue, this study will integrate the two to control network security, exploring
how to further optimize the energy efficiency and data processing capabilities
of the network while ensuring security. This will open up new avenues for the
development and application of WSN, especially in critical application areas
that require high security and reliability.

3 Improved WSN Network Security Enhancement
Technology

This part mainly adopts an improved single path secure routing protocol,
which aims to enhance the robustness and adaptability of WSN in the face of
different security threats through intelligent path selection and optimization
algorithms. Then, an improved multi-ant colony algorithm is introduced for
path selection process optimization, thereby improving the efficiency and
security of routing. Through this research, it is expected to provide more
reliable and effective technical solutions for the security and stable operation
of WSN.

3.1 WSN Security Technology Based on Single Path Secure
Routing Protocol

The nodes of WSN have the characteristics of high capacity, wide distribu-
tion, and strong deployment ability, thus showing great research potential
in various application scenarios such as smart city construction, battlefield
environment monitoring, and object detection. However, due to the fact
that WSN is often deployed in harsh and complex environments, develop-
ing routing algorithms suitable for these special scenarios has become the
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Figure 1 Specific structural model of WSN.

key to improving the transmission efficiency of WSN. In WSN, all nodes
communicate and interact through a multi hop, self-organizing distributed
mode [16]. These systems include low-cost sensor nodes, base stations, and
task management nodes distributed in monitoring areas, equipped with wire-
less communication and sensing functions, as well as information processing
capabilities. The detailed structural model of WSN can refer to Figure 1.

Compared with traditional networks, WSN is more susceptible to attacks
from intruders due to its completely open wireless communication channel
and typically operating in harsh environments, making it a challenge to estab-
lish a secure routing mechanism for WSN. In view of this, an improved secure
routing protocol for single path WSN is proposed in the experiment, which
is based on the key management mechanism in the Localized Encryption and
Authentication Protocol (LEAP) [17]. LEAP creates 5 different types of keys
for each different node in WSN, including initial keys, individual node keys,
paired keys, cluster keys, and group keys. Figure 2 shows the steps required
to add a new node to WSN in LEAP.

In Figure 2, it can be observed that adding a new node to the WSN
requires a total of 4 steps. After this process, the node will establish paired
shared keys with adjacent neighbors. After the initial key is eliminated, the
node will not be able to establish paired keys with any nodes between the
already eliminated initial keys. Meanwhile, due to the time required for
attackers to invade nodes, all nodes can ensure the elimination of the initial
key between intrusions. Without knowing the initial key, attackers are also
unable to establish paired keys with any node other than the neighbors of the
compromised node. Through this process, routing protocols can effectively
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Figure 2 The specific process of adding new nodes to WSN.

?

?

Damaged node

Auxiliary monitoring node

Base 
station

Start node

Figure 3 The data packet bypasses the damaged node and continues to be forwarded along
a single path.

evade attacks within a certain range. The LEAP protocol can ensure that
WSN is not attacked by replay routing information and selectively forwards
attacks, with good security. In WSN, nodes can listen to the communication
of neighboring nodes through wireless channels, but they cannot effectively
monitor all malicious node attacks in the network. To address this issue, a
secure single path routing protocol based on Neighbor Watch System (NWS)
has been proposed. In this protocol, system packets will bypass damaged
nodes and start forwarding nodes along a single path secure route. The
specific process is shown in Figure 3.

3.2 Design of WSN Secure Routing Scheme Using
Multi-objective Ant Colony Optimization Algorithm

Due to WSN being often deployed in unattended areas, sensor nodes are vul-
nerable to attacks. Additionally, using a single path secure routing protocol
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can only improve network security to a certain extent, but it inevitably leads to
a decrease in other metrics. Therefore, while strengthening network security,
it is also necessary to consider the energy consumption of sensors. However,
the objective optimization method cannot fully meet these requirements.
Therefore, a multi-objective ant colony optimization secure routing protocol
using single path secure routing protocol is proposed [18]. This protocol
adopts an improved D-S theory to evaluate node trust, and optimizes the
objective functions of path average energy and trust value. At the same time,
network constraints and node behavior are used as constraints, and these two
optimization objectives are integrated into the ant colony routing algorithm
to effectively avoid malicious nodes and improve network security.

Multi-objective optimization is about finding a set of non-inferior solu-
tions that can comprehensively consider all objectives. The specific model of
this type of multi-objective combination is shown in Equation (1).

min y = f(x) = (f1(x), f2(x), . . . , fn(x)) (n = 1, 2, . . . , N)

s.t. (x) ≤ 0 (i = 1, 2, . . . , p)

hj(x) = 0 (j = 1, 2, . . . , q)

(1)

In Equation (1), x = (x1, x2, . . . , xm) represents the decision variables
on the m dimension. y = (y1, y2, . . . , ym) represents the objective vector on
the n dimension. gi(x) and hj(x) represent the constraints of the i-th and
j-th inequalities, respectively. f(x) represents the objective function. fn(x)
represents the n-th objective function.

In the routing problem of WSN, improving network security usually
means higher energy consumption. To solve this problem, a multi-objective
optimization strategy is introduced on the basis of existing single objective
ant colony optimization algorithms, and node residual energy and trust value
are designed to determine the optimal routing path. A Security routing
protocol using objective ant colony optimization (SRMOACO) is obtained,
the corresponding mathematical model is shown in Equation (2).

Max f(t) = (f1(t), f2(t))

s.t.


Ei(t) ≥ 0

RP i,j(t),TP i,j(t) > 0

0 ≤ t ≤ tmax

(2)

In Equation (2), RP i,j(t) and TP i,j(t) respectively represent the total
energy of data packets received and forwarded by the node i. Ei(t) represents
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the remaining energy of a node i over time t. N represents the number of
path nodes. tmax represents the maximum simulation time. f1(t) and f2(t)
represent the average remaining energy and trust value, respectively. The first
objective function f1 is set based on the node energy value. Equation (3)
shows an energy model that takes into account the sending and receiving
states of data packets.

Ej(t) = Ej(t− 1)−RPi,j(t) ∗ ER − TPi,j(t) ∗ ET − Ee(t) (3)

In Equation (3), ER and ET respectively represent the energy consumed
by receiving and forwarding a data packet. Ee(t) represents the other energy
consumption.

When the routing path length is N , the expression of f1 of the node is
shown in Equation (4).

f1(t) =
N∑
j=1

Ej(t)/N (4)

Then the second f2 is set with the trust value of network nodes. The trust
value Tj(t) is obtained using D-S theory, and the calculation of f2 is shown
in Equation (5).

f2(t) =
N∑
j=1

Tj(t)/N (5)

In Equation (5), Tj(t) represents the value Fj(t) of the node trust evalua-
tion function obtained through the D-S evidence theory comprehensive trust
model. The D-S evidence theory comprehensive trust evaluation model is
shown in Figure 4.

In order to highlight each objective, the experimental result f1 will take
into account the remaining energy, and the corresponding calculation of
heuristic information ηi,j(t) is shown in Equation (6).

ηi,j(t) = Ej(t)/C (6)

Similarly, the calculation of heuristic information ηi,j(t) corresponding
to the objective function f2 taking into account node trust values is shown in
Equation (7).

η′i,j(t) = Tj(t) (7)

Combining Equations (6) and (7), it can be seen that in the ant colony
algorithm, when each ant constructs a feasible routing path, it will select
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Figure 4 D-S evidence theory comprehensive trust evaluation model.

the next node based on the value of the heuristic function. In this way,
the heuristic information provides a priority for each path that the ant may
choose, so that the ant tends to choose those paths with higher heuristic
values and starts to calculate local pheromones to improve the convergence
speed of the algorithm. The calculation of pheromone updates is shown in
Equation (8).

∆τni,j(t+ 1) = (1− ρ)τni,j(t) + ρ∆τni,j(t), ∀(i, j) ∈ T, n = 1, 2 (8)

In Equation (8), ρ represents the volatility coefficient, with a value
range of (0,1). T represents the feasible solution path for local pheromone
updates. ∆τni,j(t) represents the initial pheromone value of the n optimization
objective (n = 1, 2). In order to promote the updating of pheromones,
different targets update different pheromone values, and the expression of
local pheromone updates is shown in Equation (9).

∆τ1i,j(t) =
1

(f1/C)

∆τ2i,j(t) =
1

(f2)

(9)

Then the global information degree is updated, and the update rules are
shown in Equation (10).

τni,j(t+ 1) = (1− ρ)τni,j(t) + ρ∆τni,j(t), ∀(i, j) ∈ T g (10)

In Equation (10), ∆τni,j(t) represents the increment of global pheromones.
T g represents the non dominated solution path for global pheromone updates.
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The expression of the increment of global pheromones is shown in Equa-
tion (11).

∆τni,j(t) =
1

Bdnk
(11)

In Equation (11), Bdnk represents the number of node hops passed by
the backward ant k. The Pareto optimal solution is usually composed of
a set of solutions consisting of numerous non-inferior solutions. With the
limited storage space of WSN nodes, the increase in external archives of
non dominated solutions will affect the algorithm efficiency. Therefore, an
improved crowding distance strategy is introduced in the experiment to
preprocess the external solution set, ensuring that the non inferior solution
set is as close and uniformly distributed as possible at the Pareto front [19].
The process of improving the congestion distance strategy is shown in
Figure 5.

The crowding distance calculation for obtaining the optimal solution r
through the crowding distance method is shown in Equation (12).

disr =

2∑
n=1

(f r+1
n , f r−1

n )/(fmax
n − fmin

n ), 1 < r < l (12)

In Equation (12), l represents the number of solutions. fn represent the
goal. disr represents the optimal solution. f r

n represents the value of r on
the objective n. The specific process of obtaining an improved secure routing
algorithm is shown in Figure 6.
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Figure 6 The specific process of improving the multi-target ant colony secure routing
algorithm.

4 Performance Analysis of WSN Security Model

The reliability and effectiveness of the WSN security system (IMACO-
SSP) constructed by the research institute were verified through experiments.
Firstly, WSN based on lightweight key distribution scheme (IPK), WSN
path selection and security system based on BAT and firefly algorithm
(BAT-FA) were selected Comparison of performance testing between WSN
spatial storage system based on Combined Design of Key Pre-distribution
Scheme (CD-KPD) and IMACO-SSP scheme [20–22]. Before starting the
experiment, the environment and parameters were first set for the simulation
experiment, as shown below.

Table 1 Experimental parameters
Parameter Variables Parameter Selection
Modeling Platform SIMULINK
simulation software Matlab
System PC side memory 36G
Data storage Sheepdog
Simulation experimental environment MRDS
Operating system Microsoft Windows 10
CPU model i7-9800X
Data regression analysis platform SPSS, Excel
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Figure 7 Comparison of detection accuracy of different schemes against node attacks.

In order to compare the accuracy of four methods for detecting different
types of intrusion methods, the experiment first compared the detection
accuracy of replay attack and Wormholes wormhole attack as the research
object. The specific results are shown in Figure 7.

Figure 7 compares the detection accuracy of different schemes under
different attacks. It can be observed that over time, the detection accuracy
of different schemes for attacks showed a significant increase. Figure 7(a)
compares the accuracy of replay attack detection among different schemes.
When the time reached 62.23 ms, the IMACO-SSP scheme had a maximum
detection accuracy of 99.89%. At this time, the detection accuracy of the other
three schemes was significantly less than 95.00%. When the time reached
70.12 ms, the detection accuracy of the CD-KPD scheme began to reach its
maximum, with a value of 94.79%. Figure 7(b) shows the accuracy compar-
ison of different schemes for detecting wormhole attacks. When the running
time of the system was 57.41 ms, the detection accuracy of the IMACO-SSP
scheme for wormhole attacks began to reach a stable state, and the detection
accuracy in the future reaches 99.99%, continuously approaching 100%
infinitely. This indicates that under the IMACO-SSP scheme, the system
accurately detected the source of the attack and reduced the risk of being
attacked. This is mainly because the multi-objective ant colony algorithm
in the IMACO-SSP solution can not only pay attention to the security of
WSN routing, but also take into account the energy consumption efficiency
of network transmission, reducing data loss and other problems caused by
the wireless sensing process. false positives and false negatives, ultimately
improving detection accuracy. Then, the experiment set up a damaged node
with malicious packet loss in the set simulation environment, and operated
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within a 500 m × 500 m area, 300 sensor nodes were randomly and uniformly
deployed, each with a constant transmission range of 30 m, corresponding to
an average of 10 neighboring nodes. Additionally, the base station and source
node were located at two opposite corners of the entire area, with the points
located at (50, 50) and (450, 450). There were 18 jumps between two points.
The damaged nodes were distributed inside the square area, with a distance of
150 m to 350 m from the side of the target area. During the entire simulation
process, damaged nodes maliciously discarded data packets. The comparison
of transmission power and number of forwarding nodes for different schemes
is shown in Figure 8.

Figure 8(a) shows a comparison of transmission success rates for dif-
ferent schemes. It can be observed that when a damaged node maliciously
discarded data packets, the transmission success rates of the four schemes
were consistently decreasing. The transmission success rate of the IMACO-
SSP scheme decreased slower than other schemes, and when the number of
damaged nodes was 25, the transmission success rate remained stable at 80%.
The transmission success rate of other schemes was constantly changing and
not in a stable state. Figure 8(b) Comparison of successful forwarding node
numbers for different schemes. As damaged nodes increased, forwarding
nodes for all four schemes began to increase. However, forwarding nodes in
the IMACO-SSP scheme were significantly more than other schemes. From
this, the IMACO-SSP scheme performed better in terms of energy efficiency
than other protocols. It had strong resistance ability and can maintain a
high forwarding success rate. Next, the simulation time was set to 1000s
(represented by the X-axis) and the energy consumption was compared under
different schemes in Figure 9.
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Figure 9(a) shows the energy consumption comparison of a key node in
the system for different schemes. It can be observed that the energy consump-
tion of the IMACO-SSP scheme was significantly lower than that of the other
three schemes. This is because the IMACO-SSP scheme had directionality in
packet forwarding, and found the critical node with fewer hops compared to
the other three schemes, thus consuming less energy. Figure 9(b) shows the
relationship between the remaining energy of a key node and its operating
time. Over time, the average node capacity of the IMACO-SSP scheme was
consistently higher than the other three schemes. Compared with other mod-
els, in the process of constructing the best optimization path, the IMACO-SSP
solution can select the optimal path for network transmission signals through
the ACO algorithm and perform WSN dynamic energy consumption man-
agement to ensure data transmission security while maintaining At the same
time, the overall energy consumption of the system is reduced and energy
consumption is kept to a minimum. Finally, the four schemes were applied
to the factory workshop networking and enterprise office networking systems
of a listed company, and the security performance of the four schemes under
attack was analyzed. The specific results are shown in Figure 10.

Figure 10(a) shows the security performance comparison of different
schemes in workshop networking. As invaded nodes increased, the ability
of different schemes to destroy keys also increased. Under the IMACO-
SSP scheme, when there were more than 1780 invaded nodes, the intruder
caused damage to the key space and steal the key. In addition, during
the operation of the other three schemes, when the number of invaded
nodes was less than 1500, foreign intrusions began to cause damage to
the system key. Figure 10(b) shows the security performance comparison
of different schemes in office networking. Under the IMACO-SSP scheme,
foreign intrusion required at least 2000 network nodes to steal system secrets.
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Figure 11 Life cycle of WSN under different solutions.

By comparison, it can be seen that compared to the other three schemes, the
IMACO-SSP scheme had a more significant advantage in terms of security.
Under the IMACO-SSP scheme, attackers needed to attack massive nodes
to disrupt the key space. The IMACO-SSP solution reduces system energy
consumption by reducing unnecessary data forwarding and optimizing com-
munication between nodes. WSN systems are generally found in factory floor
networking and enterprise office networking systems, and the IMACO-SSP
solution is highly flexible and scalable and can be applied to a variety of
different wireless sensor network scenarios to maximize energy efficiency.
When four schemes were applied to two local area networks, the survival
cycle of WSN was analyzed, and the specific results are shown in Figure 11.
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Figure 11 reflects the specific situation of the number of node deaths in
each round. It can be observed that when using the IMACO-SSP scheme,
CD-KPD scheme, BAT-FA scheme, and IPK scheme, the number of WSN
dead nodes gradually increased. At the beginning, the IMACO-SSP scheme
had the same number of rounds as the other three schemes when the first
node died. When the scheme reached 50 rounds, the number of dead nodes in
the IMACO-SSP scheme, factory workshop networking, and enterprise office
networking was 74 and 71, respectively. At this point, dead nodes in the other
three schemes were significantly greater than 70. By comparison, the number
of dead nodes in IMACO-SSP scheme was always the smallest, indicating
that the IMACO-SSP scheme significantly improved the balance of network
energy consumption and had a significant effect.

5 Conclusion

In order to improve the security of WSN, a single path secure routing
protocol using multi-objective ant colony optimization algorithm is proposed
in the experiment. During the process, the security of data transmission is
further enhanced by implementing a single path secure routing protocol.
A multi-objective ant colony optimization algorithm is introduced to adjust
the algorithm parameters, so that the algorithm can simultaneously consider
the energy efficiency and path safety. When the system was subjected to
two types of attacks, replay attack and Wormholes wormhole attack, the
detection accuracy of the IMACO-SSP scheme was 99.89% and 99.99%
respectively when the detection time was 62.23 ms and 57.41 ms, respec-
tively. As damaged nodes increased, forwarding nodes for all four schemes
began to increase. However, forwarding nodes in the IMACO-SSP scheme
was significantly more than other schemes. When searching for a key point in
the system, the energy consumption of the IMACO-SSP scheme was always
lower than the other three algorithms. Applying the IMACO-SSP scheme to
the vehicle networking and enterprise office networking, when there were
1780 and 2000 intrusion nodes respectively, foreign intrusions caused dam-
age to the key space and steal secrets. When the IMACO-SSP scheme ran
for 50 rounds, the number of dead nodes in the factory workshop network
and enterprise office network was 74 and 71, respectively. The number of
dead nodes in the other three schemes was significantly greater than 70. The
above results indicate that the IMACO-SSP scheme can significantly improve
the balance of network energy consumption while maintaining high energy
efficiency, and significantly affects the availability and reliability of WSN
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in resource limited environments. But the experimental simulations are all
small-scale WSNs, and in practical applications, the network size may be
larger. Therefore, in future research, the feasibility and security of the scheme
should be considered when applied to larger networks.
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