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Abstract

In order to improve the security of smart grid optical communication network,
this paper combines intelligent cloud computing technology to build a secu-
rity system of optical communication network of power grid. In the aspect
of improving communication security performance, multi-user access is real-
ized by non-orthogonal power domain segmentation, and different users use
different powers to add and superimpose the same spectrum resources, so
as to increase spectrum utilization. At the sending end, this paper improves
the safe channel capacity of users by means of pre-coding and artificial
noise, and realizes the safe transmission of information. In terms of trans-
mission stability, the cloud computing platform is used as a data processing
platform, and multiple nodes are processed synchronously through optical
communication state identification, which can more effectively improve the
speed of optical communication state identification data. In order to test
the performance of the power grid information dispatching model designed
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in this paper in optimizing power grid configuration and improving power
grid load, simulation experiments are carried out. Through the experimental
analysis, we can see that the communication method proposed in this paper
can accurately identify the intrusion factors, and can effectively improve the
security of smart grid optical communication network.

Keywords: Cloud computing, smart grid, optical communication, network
security.

1 Introduction

The research on cross domain secure communication in smart grids has
always been a hot topic in smart grid research. The main research con-
tent involved includes a series of cutting-edge technologies such as smart
grid information security technology, distributed security access control
technology, multi-agent technology, etc.

Wireless communication network is an essential link for smart grid to
achieve high-level management and control. However, due to the strong
dependence of smart grid on communication network and the broadcast
characteristics of wireless communication, the wireless communication infor-
mation of power grid is easy to be monitored and stolen by malicious
eavesdroppers, which brings new threats to the security system of smart grid.
For example, in smart meters in smart grid, eavesdroppers can analyze users’
electricity consumption behavior by eavesdropping on the data transmitted
by smart meters, or affect the timely update of real-time electricity prices in
the grid, thus threatening the stable operation of smart grid.

Confidentiality of power data. Communication confidentiality protects
power data from unauthorized users. A set of authorized restricted informa-
tion cannot be accessed by unauthorized users to protect personal privacy
and proprietary information. Even if unauthorized users steal power data,
they cannot decrypt the information. If the electricity consumption data
and electricity fees of power users are obtained by unauthorized users, the
confidentiality of the data is compromised [1]. Power data authentication
and integrity. Integrity means that in a smart grid, authorized user devices
can access and save information, while preventing unauthorized users from
damaging or even tampering with information. If the data transmitted during
the communication process of the smart grid is tampered with by attackers,
it may lead to incorrect understanding and decision-making behavior of the
power grid control center regarding the operation status of the power grid,
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affecting the security of the power grid operation [2]. Electricity user certi-
fication. Power user authentication can authenticate the legitimate identities
of both parties, confirming that they are legitimate users engaged in two-
way wireless communication. Privacy protection for power users. Privacy
protection is an important security requirement in the practical application
and commercialization of smart grid wireless communication. For example,
attackers engage in activities that disrupt the stable and safe operation of
the smart grid by obtaining information such as device settings and user
usage habits [3]. Communication availability. Availability refers to the timely
and reliable acquisition of information by authorized personnel within the
allowed time. If interference devices are used to interfere with the data upload
of smart meters, it will damage the availability of the smart grid system.
If the communication availability in the smart grid is compromised, such
as hackers attacking the distributed services of the smart grid, interrupting
communication between the control center and user equipment, causing
power users to be unable to obtain the implementation and operation status
of the grid, affecting their electricity consumption decisions [4].

The smart grid closely interacts information, communication, and elec-
tricity, improving the efficiency, reliability, and sustainability of electricity,
but also leading to the unpredictability and vulnerability of power system
failures. Especially the strong coupling between the information layer and
the physical layer has introduced security issues to the smart grid [5]. The
three core elements of information security in the smart grid security system
are availability, integrity, and confidentiality. In the context of the physical
layer security of smart grid wireless communication, the meaning of these
three elements is: availability. Availability refers to the timely and reli-
able acquisition of information by authorized personnel within the allowed
time [6]. If interference devices are used to interfere with the data upload
of smart meters, it will damage the availability of the smart grid system.
If the communication availability in the smart grid is compromised, such
as hackers attacking the distributed services of the smart grid, interrupting
communication between the control center and user equipment, causing
power users to be unable to obtain the implementation and operation status
of the grid, affecting their electricity consumption decisions [7]. Integrity.
Integrity means that in a smart grid, authorized user devices can access and
save information, while preventing unauthorized users from damaging or
even tampering with information. If the data transmitted during the commu-
nication process of the smart grid is tampered with by attackers, it may lead
to incorrect understanding and decision-making behavior of the power grid
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control center regarding the operation status of the power grid, affecting the
safety of the power grid operation. Confidentiality. Confidentiality refers to a
set of authorized restricted information that cannot be accessed by unautho-
rized users, protecting personal privacy and proprietary information. If the
electricity consumption data and electricity fees of power users are obtained
by unauthorized users, the confidentiality of the data is compromised. For
example, attackers engage in activities that disrupt the stable and safe oper-
ation of the smart grid by obtaining information such as device settings and
user usage habits related to the smart grid. The information transmission in
smart grids includes two objectives: timeliness and security, which requires
system design to have the ability to strike a balance between communication
efficiency and information security. Existing research has conducted in-depth
research on the communication security issues of smart grids from different
perspectives [8]. Reference [9] summarizes the potential security risks faced
by smart grids and corresponding security measures from the perspectives
of equipment, networking, and anomaly detection. Reference [10] analyzed
the data security issues in intelligent networks and will conduct information
security research from five stages: data generation, collection, transmission,
storage, and processing. Currently, research on the security of wireless com-
munication in smart grids is mainly focused on the design of wired computer
networks, that is, the security design of the network layer and above, based on
the complete and accurate transmission of information at the physical layer.

Visible Light Communication (VLC) refers to the use of intensity mod-
ulation to load information into the radiation of incoherent LEDs (light
emitting diodes) used for illumination. The modulated light signal is received
by an optical receiver and converted into optoelectronic signals, which are
then directly detected and demodulated to provide wireless communication
services while meeting the lighting function [11]. Compared to traditional RF
(Radio Frequency) communication technology, VLC has unlicensed 400 THz
visible light spectrum resources and effective frequency and spatial multi-
plexing technology, which can provide broadband and high communication
rate communication services, effectively alleviating the problem of wireless
spectrum resource scarcity and data flow surge. At the same time, VLC sys-
tems can efficiently expand high-density VLC access nodes based on existing
popular LED lighting equipment systems, effectively reusing the energy
required for lighting, and providing dense communication service connec-
tions [12]. Moreover, compared to the wavelengths within the traditional RF
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frequency band, visible light can provide a safer and more reliable commu-
nication link for information exchange due to its ultra-short wavelengths of
380 nm–780 nm and weak propagation and diffraction capabilities.

Compared to traditional RF communication systems, VLC systems have
their unique characteristics, with the most obvious being the use of intensity
modulation and direct modulation for optical signal transmission in VLC
systems, which eliminates multipath fading in VLC channels [13]. Specif-
ically, the path attenuation of traditional RF communication is inversely
proportional to the second power of distance, while the path loss of opti-
cal transmission channels is inversely proportional to the fourth power of
distance. Therefore, the attenuation in the visible light band is more severe,
making it more suitable for short distance communication scenarios. There-
fore, channel modeling and estimation methods applied to traditional RF
communication cannot be directly applied to VLC systems. Therefore, it is
necessary to design effective channel modeling and estimation schemes based
on the propagation characteristics and channel characteristics of VLC, pro-
viding accurate channel state information for VLC physical layer design. Due
to the similarities between visible and infrared light bands in the transmission
channels of wireless optical communication, and the academic community’s
research on channel modeling in the infrared light band is relatively mature.
Therefore, the channel modeling research of indoor VLC systems heavily
relies on various research results of infrared light waves, and on this basis,
appropriate adjustments and further improvements are made [14].

The method proposed in reference [15] has become a new development
trend in studying multi input and multi output VLC systems composed
of VLC channel mode multiple light sources, which can greatly improve
spectral efficiency and reliability. Due to the mutual interference between
multiple light sources and the complexity of channel models, there has been
limited research on channel modeling and estimation for multi light source
VLC systems so far. Reference [16] further studied the optimal parameter
design by introducing a new universal three-dimensional geometric model
and derived analytical expressions for the channel matrix eigenvalues of pure
LoS links. In response to the high coherence of the multi input multi output
VLC system channels, reference [17] achieved a highly incoherent multi
input multi output channel matrix by adjusting the directional angle of the
photoelectric receiver. A visible light multi-channel model has been proposed
to evaluate the multipath dispersion characteristics of indoor multi input multi
output VLC systems.
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The key to joint simulation of power information physics systems lies
in studying the interaction mechanism and mutual influence between the two,
and achieving deep coupling between power physics systems and information
communication systems. But the power system is a time continuous system,
and its simulation is often driven by discrete time, while the communi-
cation system is a discrete system, and its simulation is often driven by
discrete events. The essential differences in operating mechanisms lead to
very complex data exchange and synchronization between the two [18].

At present, scholars at home and abroad have proposed a large number of
joint simulation methods for power information physical systems. According
to the platform structure and implementation methods, these schemes can
be divided into: simultaneous simulation, non real-time joint simulation, and
real-time joint simulation. For the study of VLC channels, predecessors have
achieved fruitful research results, which can provide a certain theoretical
basis and technical support for this article. However, in the context of balanc-
ing the application requirements of lighting and communication integration
with complex visible light scenes, how to achieve high simulation accuracy
and low computational complexity in VLC channel modeling is an urgent
problem to be solved.

The research purpose of this article is as follows: Improve the stability
of the power grid: Connect multiple power supply equipment, timely ensure
the normal operation of the power grid through the detection and alarm
of line faults, and improve the reliability and stability of the power grid.
Improving power quality: Real time monitoring of the operation of power
grid equipment, controlling the power load of equipment, and improving the
quality and efficiency of power transmission Reduce power consumption:
Optimized the power grid structure and power configuration, maximizing the
reduction of power consumption in the power grid Reduce maintenance costs:
By real-time monitoring of power lines and equipment, system faults can be
accurately detected and timely located to reduce maintenance costs.

With the introduction of the concept of interoperability, the demand
for cross domain interoperability of substations in the power system is
becoming increasingly high. In the process of implementing cross domain
interoperability, it will inevitably affect the traditional communication model
structure between intelligent substations, which also brings new security
issues. This also makes it more important to study a new cross domain
security communication service model for digital substations.

The innovation of this article lies in proposing new solutions to ensure the
security of NOMA VLC systems. In addition, the peak shaving phenomenon
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in VLC systems can worsen the BER performance of NOMA users. For this
issue, this article proposes a signal preprocessing scheme to reduce signal
peaks and improve BER performance.

In order to improve the security of smart grid optical communication
network, this paper combined with intelligent cloud computing technology
to build a network security system of power grid optical communication, so
as to eliminate potential safety hazards in power grid communication and
improve the scientific development of smart grid.

2 System Model

NOMA achieves multi-user access through non orthogonal power domain
segmentation. The basic principle of NOMA is that different users use dif-
ferent powers to add and stack on the same spectrum resources, in order
to increase the utilization of the spectrum. Utilize SIC technology at the
receiving end to eliminate interference between different users and achieve
correct demodulation.

2.1 Security Model of Visible Light Communication System with
Non-orthogonal Multiple Access

NOMA (non-orthogonal multiple access) realizes multi-user access through
non-orthogonal power domain partition. The basic principle of NOMA is that
different users use different power to add and superimpose the same spectrum
resources, so as to increase the utilization rate of spectrum. At the receiving
end, SIC technology is used to eliminate the interference between different
users and realize correct demodulation.

The core idea in NOMA is to use overlay encoding on the sending side,
as shown in Figure 1. Superposition Coding (SC) is considered as one of
the basic building blocks of the envisaged coding scheme to achieve scalar
Gaussian broadcast channel capacity.

At the transmitting end, different transmission powers are allocated to K
users according to the channel state information of users. Usually, the sender
first sorts the users according to the channel performance difference of each
user, that is, according to the size of the channel performance difference.
Among them, users with poor channel conditions will be allocated higher
transmission power, while users with better channel conditions will be allo-
cated smaller transmission power. If the transmission signals of K users
are assumed to be s1, . . . , sk, the signals superimposed through the power



612 Z. Li et al.

       

 
(a) User 1 signal               (b) User 2 signa l          (c) Superimposed signal 

Figure 1 Overlay coding under two NOMA users.

domain are:

x =

K∑
i=1

√
Pisi (1)

Among them, Pi represents the transmission power allocated to the i-th
user, and satisfies

∑K
i=1 Pi = P , indicating the total transmission power of

the system. The superimposed signal is added with a DC component to drive
the LED, which is then sent to the free space by the LED.

The visible light signal emitted from LED radiates outward with LED as
the center. In this process, the visible light signal will reach the receiving end
through direct light, first-order reflection, second-order reflection and other
multiple reflections. The indoor propagation path of visible light signal is
shown in Figure 2, including Line of Sight (LoS) and Non Line of Sight
(NLoS). In LoS channel, the visible light signal reaches the receiver directly
without any obstacles, and its energy loss is small. The energy of the received
signal is only determined by the distance between the light source and the
receiving end. In NLoS channel, visible light signal will arrive at the receiver
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Figure 2 Transmission model of indoor visible light channel.

through first-order or multi-order reflection, and its energy loss is large,
and the received signal is easily affected by multipath effect, resulting in
intersymbol interference. However, due to the complex propagation path of
light, the proportion of first-order reflection and multi-order reflection in the
total impulse response of the channel is low, and the power reaching the
receiving end is small, which can be ignored. Therefore, only LoS channel is
considered in this paper. If the indoor LED light source is assumed to conform
to Lambert radiation model, the channel gain of direct link can be expressed
as [19]:

h =


ηRT

2π
(m+ 1) cosm ϕ

ARX

d2
cosψ |ψ| ≤ ψFOV

0 others

(2)

In the above formula, η and R represent the electro-optic conversion
efficiency of LED and the photoelectric conversion efficiency of PD, respec-
tively. R represents the gain of the transimpedance amplifier. d represents
the distance between the transmitting end and the receiving end, and m
represents the Lambert radiation order, which can be obtained by the formula
m = −ln2/ln(cosϕ 1

2
). Among them, ϕ and ψ represent the radiation angle

of the transmitting end and the incident angle of the receiving end receiver,
respectively, and ϕ 1

2
represents half of the opening angle of the transmitting

end. ARX represents the gain function of the optical concentrator, and its
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formula is as follows:

ARX =


n2

sin2(ψFOV )
APD |ψ| ≤ ψFOV

0 others

(3)

Among them, n represents the reflectivity, ψFOV represents the angle of
view of the photodetector, and APD represents the physical area of the signal
received by the photodetector. At the receiving end, the signal received by
user i can be expressed as:

yi = hix+ ni = hi

K∑
i=1

√
P isi + ni (4)

Among them, hi represents the channel gain u of user i, and ni is additive
white Gaussian noise with 0 mean and variance σ2.

SIC detects multiple access interference from other user information step
by step in a certain detection sequence, eliminates it in turn, and finally
demodulates its own useful signal, as shown in Figure 3.

The detection order is determined according to the channel gain of the
user. Among them, users with poor channel quality will be allocated larger
transmission power at the sending end, and will be demodulated first at the
receiving end. In this paper, we assume that the user channel gain satisfies
|h1| ≤ |h2| ≤ · · · ≤ |hk|, that is, the demodulation order of the user is
User1 → User2 → · · ·UserK. If it is assumed that the k-th receiver needs
to demodulate the k-th user signal, the receiver first demodulates the signal
of the user j(j < k) according to the demodulation sequence, and eliminates

Figure 3 Principle of SIC receiver.
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it from the received signal to obtain yk = hk
∑K

i=k Si. After that, the signals
of other users i > k are regarded as noise, and the signals of the user k
are demodulated, then the Signal Noise Radio (SNR) of the k-th signal is
expressed as [20]:

SNRk =
(hk

√
Pk)

2∑K
i=k+1(hk

√
Pi)2 + σ2

, k ∈ [1,K] (5)

Among them, σ2 is the noise power. Next, taking two users as examples,
the steps of SIC detection signal are introduced in detail.

(1) Signal detection of edge signal (U1): The signal received by U1 is:

y1 = h1(
√
P1s1 +

√
P2s2) + n1 (6)

Step 1: Minimum Mean Squared Error (MMSE) algorithm is used to detect:

x = wMMSEy1 = wMMSE (h1(
√
P1s1 +

√
P2s2) + n1) (7)

Among them, wMMSE = (hH1 h1 + σ2I)−1hH1 is the detection matrix.

Step 2: The estimated signal is normalized:

s1 =
x√
P1

(8)

(2) Signal detection of near-end user (U2): The signal received by U2 is:

y2 = h2(
√
P1s1 +

√
P2s2) + n2 (9)

Thereafter, the SIC is used to detect the signal:

Step 1: A strong NOMA user signal U1 is estimated, and ŝ1 = ⟨wMMSEy1⟩√
P1

where ⟨·⟩ represents a signal that has not been demodulated and channel
decoded.

Step 2: The interference signal f
⌢
s 1 is demodulated, decoded and re-encoded,

modulated into s̃1, thereby reconstructing the interference signal;

Step 3: The U2 received signal eliminates the interference signal and
normalizes the energy of the remaining received signal:

s̃2 =
y2 − h2

√
P1s̃1√

P2
(10)
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Step 4: MMSE detection is carried out on the U2 signal, and the estimated
signal of U2 is:

⌢
s 2= (hH2 h2 + σ2I)

−1hH2 s̃2 (11)

Step 5:
⌢
s 2 is demodulated and channel decoded to recover the desired U1

signal. SIC receiver has low implementation complexity and excellent per-
formance compared with traditional signal receivers. However, its complexity
is proportional to the cubic of the number of users in the system. When the
number of users is large, the decoding complexity will increase dramatically,
which can not guarantee the correctness of decoding.

Physical layer security performance index is a quantitative expression
to measure the security of communication system from the perspective of
information theory. For different eavesdropping scenarios, security perfor-
mance index often has different expression forms, so physical layer security
performance should be analyzed according to the channel conditions of
eavesdroppers and legitimate receivers.

(1) The security capacity is obtained through the eavesdropping channel
model, and the proposed eavesdropping channel model is shown in Figure 4:

Among them, Wn, Xn, Yn and Zn respectively represent message
symbols, transmission symbols, legal reception symbols and eavesdropping
symbols. In this model, the eavesdropper’s eavesdropping mode is considered
as passive eavesdropping, and the legal channel and eavesdropping channel
are assumed to be discrete channels. The eavesdropper’s uncertainty of the
received symbol is defined as the Equivocation Rate, which is expressed as:

Rn
e =

1

n
H(Wn|Zn) (12)

Among them, H(·) is the entropy function, and 0 ≤ Rn
e ≤ 1

nH(Wn).
The greater the suspicion rate of eavesdroppers, the smaller the amount of
information obtained, and the higher the safety performance of the system.

Figure 4 Wyner eavesdropping channel model.



Application of Intelligent Cloud Computing Technology 617

When Rn
e gets the maximum value, H(Wn|Zn) = 0, that is, the sends of

the receiving symbol of the eavesdropper and the sending symbol of the
source node are completely independent. The amount of information received
by the eavesdropper is 0, and any useful information of the sending end
cannot be obtained. The system reaches a complete confidential state. The
reachable security rate is defined as if there is a coding scheme such that
Rn

e is reachable in the fully secure state, then the information rate at this
time is the reachable security rate, and its maximum value is the security
capacity. Secure capacity is one of the commonly used physical layer security
metrics, which is to meet the coding efficiency when the legitimate receiver
can recover the information sent by the sender and these messages are useless
at the eavesdropper, that is, the secure channel capacity can be expressed as
the difference between the legitimate channel capacity and the eavesdropper
channel capacity. Security capacity can be expressed as:

Cs = [Cb − Ce]
+ (13)

Among them, Cb and Ce are the channel capacity of legal channels and
eavesdropping channels, respectively. [x]+ ≜ max{x, 0} ergodic channel
secrecy capacity and channel status are closely related. If the channel status
is relatively stable, the system will have a stable security performance.
Ergodic secrecy capacity is proposed as a physical layer security performance
index under random channels. It is defined as the maximum safe capacity
of the transmitted signal after sufficient channel implementation, and its
expression is:

Cs =

∫ ∞

0

∫ ∞

γe
[log2(1 + γb)− log2(1 + γb)]

+f(γb)f(γe)dγbγe (14)

Among them, γb and γe represent the instantaneous SNR of the legal and
eavesdroppers, and f(γb) and f(γe) represent the corresponding distribution
functions.

(3) Security outage probability: For delay-sensitive services, such as voice
and video calls, the traversal security energy index cannot be used to measure
their security performance. Therefore, a security outage probability index
based on probability theory is proposed, which can better reflect the security
of delay-limited systems. The security outage probability is defined as the
probability that the security capacity Cs is less than the target security rate
Rs, and its expression is:

Ps = Pr{Cs ≤ Rs} (15)
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The basic eavesdropping model of NOMAVLC system consists of a
sender, two legitimate NOMA users and a malicious eavesdropper. In this
model, the sender sends private information to legitimate NOMA users, and
the eavesdropper’s goal is to intercept the information transmitted between
the sender and legitimate users. Based on this eavesdropping model, the
physical layer security performance of NOMAVLC system is introduced
below. In the NOMAVLC eavesdropping model, we assume that the user’s
channel gain satisfies |h1| ≤ |h2|, and the user signals s1 and s2 satisfy
the mean value of 0 and the variance of ε, and s1 and s2 are statistically
independent. Considering the material limitation and safety of light emitting
devices, VLC system should be harmless to human eyes and skin while
communicating, and the amplitude of transmitted signal should be limited to
|si| ≤ A, i = 1, 2. Among them, A is the maximum signal amplitude allowed
by LED. Therefore, the received signal of the user can be expressed as:

y1 = h1(
√
P1s1 +

√
P2s2) + n1 (16)

y2 = h2(
√
P1s1 +

√
P2s2) + n2 (17)

In the above formula, n1 and n2 represent additive white Gaussian noise
at user 1 and user 2, respectively, and satisfy independent and identical
distribution n1 ∼ CN(0, σ2), n2 ∼ CN(0, σ2). The signal received by the
eavesdropper can be expressed as:

ye = he(
√
P1s1 +

√
P2s2) + ne (18)

Among them, ne ∼ CN (0, σ2). When the channel gain h1 of NONA
user 1 is smaller than the channel gain he of eavesdropping user, the security
performance of legitimate user link is seriously degraded, and its security
capacity is 0. Conversely, when |h1| > |he|, the secure channel capacity of
User 1 can be expressed as:

Cs1 = max
f(s1)

(I(s1, y1)− I(s1, ye))

= max
f(s1)

(Ih(y1)− Ih(y1|s1)− Ih(ye) + Ih(ye|s1))

= max
f(s1)

(
Ih(h1

√
P1s1 +

√
P2s2 + n1)− Ih(h1

√
P2s2 + n1)

−Ih(he
√
P1s1 +

√
P2s2 + ne) + Ih(he

√
P2s2 + ne)

)
(19)

Among them, I(·) and h(·) represent mutual information and entropy
operators respectively. However, due to the particularity of the transmitted
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signals s1 and s2, it is difficult to obtain an analytical solution of the
above-mentioned secure capacity expression. According to the distribution
characteristics of different input signals, formula (19) can be scaled by using
methods such as entropy power inequality and dual solution, and the original
problem can be transformed into an inequality problem that is easy to solve,
thus obtaining the upper and lower bounds of safe capacity. The lower limit
of safe capacity can be obtained by solving the lower limit of the first and
fourth terms and the upper limit of the second and third terms of formula
(19). Based on this idea, the lower limit expression of safe capacity obtained
by using entropy power inequality is:

Cs ≥ max
f(s1)



1

2
log(e2Ih(h1

√
P1s1) + e2Ih(h1

√
P2s2) + e2Ih(n1))

−1

2
log 2πevar(h1

√
P2s2 + n1)

−1

2
log 2πevar(he

√
P1s1 + ne)

+
1

2
log(e2Ih(h1

√
P2s2) + e2Ih(n1))


(20)

Among them, var(·) represents the variance operator. At the sending end,
we can improve the safe channel capacity of users by means of pre-coding
and artificial noise, and realize the safe transmission of information.

2.2 Algorithm Model

The downlink NOMA VLC (Non orthogonal multiple access VisibleLight-
Communication) system model of colluding eavesdroppers is shown in
Figure 5.

In the downlink NOMAVLC system shown in Figure 5, the system
includes N senders, K legitimate receivers (Bobs), and U eavesdroppers
(Eves). The system employs a pre-coding scheme in which the pre-coding
matrix is assumed to be W = [w1, . . . , wk] ∈ RN×K , and the transmitted
signal can be expressed as:

x =

K∑
k=1

wksk =Ws (21)

Among them, wk = [w1k, w2k, . . . , wNk]
T and s = [s1, . . . , sk]

T are
signal transmission vectors, sk, k ∈ 1, 2, . . . ,K satisfy a mean value of 0 and
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Figure 5 Downlink NOMA VLC system model of collusive eavesdropper.

a variance of ε, and {sk}k ∈ κ is independent of each other and identically
distributed. At the same time, in order to ensure that the LED can work in the
linear region, the signal amplitude should be limited to |sk| ≤ As, and As is
the maximum signal amplitude allowed by LED.

If the legal channel matrix of Bobs is assumed to be HB = [hB,1 . . .,
hB,K ] and satisfies ∥hB,1∥2 ≤ ∥hB,2∥2 ≤ · · · ≤ ∥hB,k∥2, the received signal
of the k-th legal user can be expressed as:

yB,k = hTB,kx+ nB = hTB,kWs+ nB (22)

Among them, nB is additive white Gaussian noise with mean value of 0
and variance of σ2. Similarly, if the eavesdropping channel matrix of Eves is
assumed to be HE = [hE,1 . . . , hE,U ], the received signal of eavesdropper
u may be expressed as yE,u = hTE,ux + nE . The collusion of eavesdroppers
is reflected in the fact that multiple eavesdroppers can jointly detect signals.
In this paper, we assume that multiple eavesdroppers use Maximum Ratio
Combining (MRC) technology to jointly detect signals in order to obtain the
best signal quality. Therefore, the output signal of joint detection by colluding
eavesdroppers can be expressed as:

yE =

U∑
u=1

ruyE,u = rT (HT
Ex+ nE) = rT (HT

ExWs + nE) (23)
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Among them, r = [r1, . . . , rU ]
T is the weight vector under MRC.

In NOMA system, SIC is used to demodulate the received signal of users.
According to SIC principle, a user will demodulate and reject the user’s
signal in sequence according to the demodulation order until this user signal
is demodulated. In this paper, it is assumed that the demodulation order of
user signals is Bob1 → Bob2 → · · · → Bobk. It is worth noting that
the demodulation order of user signals is related to channel gain and pre-
coding matrix. Therefore, in order to ensure the demodulation order of the
user signal, {wk}k ∈ κ should satisfy:{

|hTB,kWi+1|2 ≤ |hTB,kWi|2, i ∈ κ1

|hTB,kWj |2 ≤ |hTB,kWk|2, j ∈ κ2
,∀k (24)

Among them, κ1 = {1, 2, . . . , k−1}, κ2 = {k+1, k+2, . . . ,K}. However,
when users use SIC technology, once the demodulation of a certain user goes
wrong, it will lead to error propagation, which will make all the subsequent
signal demodulation go wrong. In order to avoid this situation, it is necessary
to limit the Signal To Interference Plus Noise Ratio (SINR) of the demod-
ulated signal. In this paper, it is assumed that the SIC technique without
error propagation can be realized when the SINR of the signal satisfies the
following condition

SINRl
k =

ε|hTB,kWl|2∑K
i=l+1 ε|hTB,kWl|2 + σ2

≥ γth, 1 ≤ l ≤ k ≤ K (25)

Among them, SINRl
k represents the signal-to-interference ratio of signal

sl when demodulated at Bobk , and γth is the threshold of SINR.

3 Construction and Testing of Model

Because the distribution communication network is mostly built with the
primary line of distribution network or rebuilt with the pipeline and overhead
resources of the existing primary line, the topology structure of distribution
communication network scheme should be suitable for the primary grid
structure of distribution network.

The realization modes of distribution automation include remote cen-
tralized and local distributed. Moreover, the system structure consists of
distribution automation system master station, distribution automation system
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Figure 6 Typical structure of distribution automation system.

substation (optional), distribution automation terminal (FA) and communi-
cation network. It mainly realizes the collection and control of equipment
information such as switch station, ring network cabinet, box-type substa-
tion, switch on column and transformer on column. A typical distribution
automation system structure is shown in Figure 6.

Cloud computing platform mainly divides a large task into several small
fragments, and processes them in turn according to different fragments, thus
saving the time for comprehensive processing of large tasks and reducing
the difficulty of processing. The working principle is shown in Figure 7.
In the cloud computing platform, multiple nodes are processed synchronously
through optical communication state identification, which can more effec-
tively improve the speed of optical communication state identification data.
The steps of identifying features are as follows: (1) With the help of special
tools, the optical communication status signals are collected. (2) Wavelet
transform is selected to decompose the optical communication state sig-
nal in a multi-scale way, and the obtained signal is expressed in different
amplitudes. (3) Data energy characteristics are unified.

The distribution automation system realizes the full coverage of data
acquisition and monitoring of distribution lines and equipment (Figure 8),
and further improves the efficiency and accuracy of distribution network
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Figure 7 Schematic diagram of working principle of cloud computing platform.

Figure 8 Communication network topology diagram of distribution automation system.

fault handling. Terminals are divided into “two remote” terminals and “three
remote” terminals. Among them, the “three remote” terminals upload teleme-
try, remote communication and remote control information to the distribution
automation master station. The “two remote” terminal uploads telemetry and
remote communication information to the distribution automation master
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station. Moreover, the distribution automation master station is set up in each
city company, and the optical communication network provides a channel
for the information transmission of the “three remote” terminals. Distribution
communication network generally adopts EPON mode, which collects the
distribution automation service information of each terminal to the substation,
and then provides the transmission channel to the municipal company by the
backbone communication network. The information of “two remote” termi-
nals is generally transmitted by wireless public network, so its bandwidth is
not listed in this paper.

A virtual private IP network from the distribution master station to each
substation is constructed through the core, switch and convergence switch
carried on SDH (Synchronous Digital Hierarchy) network in the master
station and substation, and the designed bandwidth from each substation
to the master station is not less than 10M, and the private port is used for
transmitting distribution automation information. The network architecture is
shown in Figure 9.

The experimental simulation system in this article is mainly developed
based on JADE and Java platforms. The JADE platform mainly provides an
Agent design environment. During the design process, the simulation system
in this article is designed as a plugin, through which the application system

Figure 9 Construction scheme of communication network from distribution master station
to substation.
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Table 1 Setting of simulation parameters
Parameter Parameter Value Unit
Operating frequency of smart grid 20 MHz
Channel bandwidth of cloud computing 20 MHz
Subcarrier number 25 Number
Sampling interval of power grid information flow 0.5 MHz
Autocorrelation matching period 3.2 µs
Protection interval of overload in power grid 1 µs
Carrier frequency 5.5 kHz
Modulation mode of optical communication 4 QAM
Modulation mode of optical communication 25 Mbits/s

can build a secure communication environment between Agents. SAISCF is
designed using the multi-agent framework in JADE, and its data model and
communication protocol design comply with the standard IEC61850.

In order to test the performance of the power grid information dispatch-
ing model designed in this paper in optimizing power grid configuration
and improving power grid load, simulation experiments are carried out.
The simulation parameters are set as shown in Table 1.

According to the above simulation environment and parameter settings,
simulation analysis of smart grid information dispatching model under cloud
computing and optical communication is carried out. Figure 10 shows the
sampled time domain waveform of power grid information transmission.
The multipath component information recombination method is used to
reconstruct the information feature space of smart grid under optical com-
munication network, and the impulse response of power grid information
transmission is calculated. The results are shown in Figure 2.

From the above analysis, it can be seen that when the method proposed
in this paper is used for smart grid information dispatching under optical
communication network, it has wide broadband impulse response, which
shows that it can improve the load capacity of power grid transmission
dispatching.

On this basis, the method proposed in this paper is used to test the network
security of smart grid. The carrier frequency of grid intrusion is 12kHz, the
duration of network fluctuation intrusion is 12s, and the intrusion data comes
from KDDCup2015 virus database in Web network. The channel model of
optical communication network transmission is divided into two groups:
channel model 1 and channel model 2. The simulation experiment is set to
18s, and the data sampling time domain waveform and intrusion detection
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Figure 10 Time domain waveform used in power grid information transmission.
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Figure 11 Impulse response calculation of power grid information.

results of power grid optical communication channel under virus invasion are
shown in Figure 12(a) and 12(b) below, respectively.

Through the above analysis, it can be seen that in the complex data ripple
of power grid optical communication channel (Figure 12a), the communi-
cation method proposed in this paper can accurately identify the intrusion
factors and obtain the intrusion detection graph shown in Figure 12(b).
Therefore, using this method for smart grid optical communication net-
work intrusion detection in cloud computing environment can effectively
detect intrusion data, and implement filtering processing, which improves the
security of smart grid optical communication network.
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(a) Data sampling time domain waveform of power network optical communication 
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Figure 12 Optical communication network security test of smart grid.

Due to experimental conditions and time constraints, there are still some
areas that need to be improved or further in-depth research in this study,
which will be left for further study in the future In the study of error rate
performance in this article, only the case where both users use 4-QAM has
been considered, and in practice, there may be situations where multiple users
use higher-order modulation methods for access. Therefore, studying how
to further improve the reliability of transmission in this situation will have
important practical significance.
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4 Conclusion

In smart grid visible light communication, signals are exposed to the air and
are easily intercepted by eavesdroppers. Traditional encryption algorithms
achieve confidentiality by improving the computational complexity of eaves-
droppers. If the eavesdropper’s computing power is limited, the encryption
algorithm of encryption key will play a certain role in secrecy. However,
in the future, the emergence of quantum computers with powerful parallel
computing capabilities makes the traditional key scheme no longer reliable.
At the same time, without the limitation of eavesdropper’s computing power,
optical communication security technology based on channel characteristics
has become a solution to ensure secure communication. Based on this, this
paper combines intelligent cloud computing technology to build the network
security system of power grid optical communication. In order to test the
performance of the power grid information dispatching model designed in
this paper in optimizing power grid configuration and improving power grid
load, simulation experiments are carried out. Through the analysis of the
experimental results, we can see that in the complex data ripple of optical
communication channel, the communication method proposed in this paper
can identify the intrusion factors accurately, and get the intrusion detec-
tion graph to identify the attack factors. Therefore, the method proposed
in this paper can effectively improve the security of smart grid optical
communication network
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