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Abstract

The Internet of Things (IoT) has transformed interactions with the world
around us. This technology encompasses a network of connected physical
devices often vulnerable to attack. Recently, with billions of devices con-
nected, protecting sensitive data and preventing cyber-attacks are becoming
more and more paramount. In this paper, a new technique is proposed to
enable the administrator to be aware of the various vulnerabilities threatening
his system and to choose the most appropriate remediation method based
on his cost constraints. This solution adapts to the specific needs of IoT
networks. The approach, AGA-POSG, consists of transforming an IoT net-
work security problem into a finite two-player Partially Observable Stochastic
Game (POSG) and extracting the best strategies by Analysing an Attack
Graph (AGA). To obtain a good solution, the game is presented in normal
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form, and the method of eliminating dominated strategies is used to determine
the best defense strategies. Efficient security measures were implemented to
eliminate or mitigate identified attack paths with costs incurred in the attack
graph to the target for each of the two players.

Keywords: Internet of Things, vulnerability, attack graph, game theory,
partially observable stochastic game.

1 Introduction

New challenges to the ubiquitous computing age are brought by the IoT. The
accessibility of everything in all places has profited the malicious. As never
before, being connected is identical to being defenseless. Discovering the
good equilibrium between protecting mechanisms and intelligent objects, is
problematic at best. Ensuring security within IoT is difficult especially since
attackers are becoming increasingly sophisticated and developing complex
attacks which are represented in the literature by attacks graph. An attack
graph determines all the privileges and access controls acquired by the
attacker by exploiting existing vulnerabilities in a network and listing the
possible attack paths that damage the security of computer networks. Most
researchers have concentrated on generating attack graphs [1-4], but only a
few have given attention to their analysis. Attack graph analysis is crucial for
computer security, as it helps reveal vulnerabilities that could compromise
the system. Therefore, the analysis of attack graphs helps to understand
possible attack scenarios and identify the protective measures to be put in
place to prevent or mitigate security risks. The current security solutions are
mainly the result of manual analyses and ad-hoc approaches. Unfortunately,
these solutions are no longer adequate, because any security attack can have
considerable consequences. Therefore, there is a need for formal modeling of
attackers and defenders. However, the dynamic and uncertain nature of IoT
requires a specific formal modelization to obtain an effective analysis. In this
paper, an innovative analysis method based on POSG (Partially Observable
Stochastic Game) was developed. This method allows defenders to take the
uncertainty into account and model the different possibilities of attacker
actions and the corresponding outcomes. To propose an optimal defense
strategy against malicious attacks, the security problem was transformed into
a partially observable finite two-player, non-cooperative, zero-sum stochastic
game. This game was represented in normal form, allowing the utilization of
game theory resolution methods, particularly the elimination of dominated
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strategies. Using this approach, the costs of the different possible paths in the
attack graph to the target were calculated. The cost is intricately correlated
with the extent to which vulnerabilities are eliminated through reconfigu-
ration of network security. Our approach provides the administrator with a
range of costs that can determine which vulnerability to eliminate for his
network at the lowest possible expense. The numbers or values associated
with these costs are related to the degree of vulnerability risk. For this,
paths with low costs were identified, and appropriate security measures were
taken to eliminate or reduce them. The applicability of this approach was
demonstrated through an evaluation of an example of an attack graph in the
IoT context. The results showed that the method reduces vulnerabilities in an
IoT environment.
The main contribution of this article is to design the following.

* The transforming of IoT network security problem into a finite two-
player stochastic partially observable game (POSG).

* The use of eliminating dominated strategies to determine the best
defense strategies in the 10T context.

* The association of costs to attack paths. These costs enable the adminis-
trator to reinforce the IoT network efficiently.

The remainder of this paper is organized as follows. Section 2 reviews
related works. Section 3 presents the Background. Section 4 introduces the
approach, which transforms an IoT network security problem into a stochastic
partially observable game to extract the best strategies for analyzing an
attack graph. The technique is illustrated through the case study depicted in
Section 5. Section 6 expresses conclusions and some perspectives for future
research.

2 Related Work

The analysis of attack graphs is not a new idea, according to authors Patil [5],
security analysis is a difficult task for most security administrators. The
authors discussed the value of using attack graphs to identify potential net-
work attacks. Analysis can be completed successfully using attack graphs,
this enables the administrators to thoroughly evaluate the attack graphs to
identify the areas of their system that are weak. However, the authors did not
take IoT network constraints into account. Few studies were devoted to the
analysis of attack graphs by game theory. The first work dates from 2005, Wei
Lye and Wing [6] presented a method of game theory for the analysis of the
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security of computer networks. A multiple Nash equilibrium is calculated
to know more about the attacker’s attack strategies. Other works [7, 8]
have been carried out since then, but without taking 10T constraints into
account. The IoT systems can spawn a very large number of devices which
makes their analysis difficult, this specificity makes previous works of game
theory on attack graph analysis not adaptable. Since 2019 the analysis of
attack graphs in IoT networks has been the subject of some work. Anwar
et al. [9] presented a game-theoretic method for cyber deception to protect
vital nodes of computer networks. This approach is to insert honeypots to
trick the attacker and identify vulnerabilities in the attack graph used in the
military domain of IoBT (Internet of Battlefield Things). This approach is
promising except that it depends on the existence of honeypots in the IoT
Network. In the same year, Yagit et al. [10] examined IoT vulnerabilities
and introduced a greedy algorithm, utilizing attack graphs for security. The
algorithm targeted key vulnerabilities for removal, considering their impact
and cost [13] within budget constraints. Nevertheless, the approach posed
challenges in decision-making, overall optimization, and adapting to evolving
threats. In 2022, Ma et al. [14] presented a method for evaluating the security
of IoT devices based on attack graphs. The authors used Hidden Markov
Modeling (HMM) to model the relationship between device states after
obtaining the association relationship between device nodes. This method
helps to better understand the complexity of the relationships between IoT
devices. However, the authors didn’t suggest the vulnerabilities hardening.
In the same year, Almazrouei and Magalingam [11] presented a penetration
testing model comprising two key algorithms. The first algorithm generates
attack paths for IoT devices using data from the network topology, node
database, and vulnerabilities, thereby identifying sets of vulnerabilities and
potential access points. Using the Common Vulnerability Scoring System
(CVSS) [12], the security level of each device is assessed, while the second
algorithm determines critical attack paths and essential nodes. However, this
approach does not formally model the game theory.

Through these previous works, we recognize that the use of game theory
for the analysis of attack graphs in IoT networks requires more work to
have purely formal solutions. For this, the proposed approach involves trans-
forming an IoT network security problem into a finite two-player Partially
Observable Stochastic Game (POSG) and extracting the best strategies for
each player. To achieve an optimal solution, the game is presented in normal
form, and the method of eliminating dominated strategies is employed to
determine the best defense and attack strategies. This method simplifies the
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problem by removing strategies that are inferior to others. Afterwards, the
cost associated with each attack path is calculated to solve the attack graph
analysis problem. This approach enables the evaluation of various attack
paths and the hardening of an IoT network.

3 Preliminaries

In this section, three concepts related to the approach are outlined: POSG,
elimination of dominated strategies, and Nash equilibrium.

3.1 Partially Observable Stochastic Game (POSG)

POSG between two players is a mathematical model used in game theory to
model situations where several players interact in an uncertain and partially
observable environment. A POSG is defined as a tuple of (N, S, A, O, P,
R) [9]:
Where;

* N:is the set of players.

 S:1is a finite set of all possible states.

* A: is the action space of the game.

* O: is a finite set of observations.

» P = [p; ;] is a set of Markov state transition and observation probabili-
ties. Pr(s;,0 | si,a1,az) is the probability of transition to state s; and
observation o from state s; under the joint action (a1, az).

e R=R1, Ry, where R1+Ro = 0. Ry : Sx A — Risthe reward function
for the defender and R is the reward function for the attacker.

3.2 Elimination of Dominated Strategies

In any game, one player’s strategy “strictly/weakly” dominates another
strategy if it is strictly/weakly superior, no matter what the other players do:

* A strategy is strictly dominated for player ¢, if there is another strategy
that is strictly better than any of the other players’ strategies.

* A strategy is weakly dominated for player ¢, if there is another strategy
that is at least as good whatever the strategies of the other players, and
strictly better than at least one combination of strategies.

3.3 Nash Equilibrium

Nash equilibrium is a very important concept in game theory. It is a situation
in which neither player wishes to modify his behavior given the behavior of
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the other, i.e. a situation in which neither player has any interest in deviating
(alone) from the situation obtained.

4 Our Approach

Based on POSG, the approach presented here proposes a computer security
model designed adapted to IoT networks. The proposed game takes place
between two entities, the attacker and the administrator, which makes it a
two-player game. Within the context of an IoT network, an intruder seeks
to infiltrate the network to disrupt certain functionalities and cause as much
damage as possible to satisfy its own needs. Such disruption manifests
through a series of attacks. Conversely, the network administrator, for his
part, tries to minimize losses and maximize gains by reacting to the attacks
launched by the intruder. The administrator’s objective is therefore to protect
the network by taking measures to counter the attacks and reduce the potential
damage.

The main steps of this approach are summarized in Figure 1.

The game includes:

* Uncertainty is an inherent feature of IoT environments. Defenders often
have only partial information about attackers’ actions and intentions, and
the outcomes of actions may be subject to random factors.

» Non-cooperation due to the contradiction between the two players, one
attacking and the other defending.

* Two players because there are two individuals, an IoT network adminis-
trator, and an attacker.

loT Network

Modeling
O =y
Administrator i
Attacker
Transform Isolate Host Elimination of
POSG Overflowing —_—
| (02,02 dominated Strategies
il Attacks Graph
Game in normal form Analysis

Figure 1 Proposed approach.
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* Zero-sum, because the gains of one player represent the losses of the
other.
* The game is finite because the strategies of the two players are finite.

After the step of game modeling, the game is represented in a normal
form to apply Algorithm 1, enabling the elimination of dominated strategies.
The principle of this algorithm is to simplify a game by gradually eliminating
strategies that are dominated by others. Initially, each player retains all of
their strategies. Then, non-dominated strategies are identified, meaning those
not strictly dominated by others. At each iteration, dominated strategies are
eliminated until no significant changes occur between iterations, indicating a
stable state where no player can improve their outcome by changing strategy.
This reflects a Nash equilibrium where no strategy is strictly dominated.

Algorithm 1 Algorithm of iterated elimination of dominated strategies
Step 1: A? = A;;
Step 2: A} = {non-dominated strategies}, set of non-dominated strategies.
for K = 1to oo do
Step K +1: AXT! =5, € AF By € AF Vai, fi(yi,a—i) > fi(wi, 2_3)
end for
Step oo : A° =, AF.

During the elimination step, the objective is to identify all paths contain-
ing vulnerabilities that need to be removed. To do this, the cost associated
with each path is calculated, in order to determine which path can be elim-
inated, based on its minimum cost that allows to the administrator to select
the most effective network reinforcement. The cost assessment is carried out
by the formulas 1 that begin with the identification of the security risk, noted
SR.

SR is calculated by the formula defined by Feng chen et al. [15]:

1 1
SR:KXW+(1—W);li (1)

where:

: number of attack paths.
: attack path distance i.

: different vulnerabilities making up the attack paths.

== =~ 3

: attacker knowledge resistance probability.
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To calculate the cost of each path, the formula 2 is defined:

n

Cost(path;) = 2 D x i—}; (2)
j=1

Where:

n : number of vulnerabilities composing a given path.

D : sum of the degrees of vulnerabilities composing the paths.
SR : security risk.
Nb : number of different vulnerabilities present in the paths.

5 Case Study

The Table 1 represents the devices of case study, their identifier, the level
of risk associated with each vulnerability of a device, and the name of their
vulnerabilities according to NVD(National Vulnerability Database) [16] and
CVE(Common Vulnerabilities and Exposures) [17].

Figure 2 presents an example of an IoT network. The Figure shows an
IoT network consisting of a firewall and a router that separates subnetwork 1
from subnetwork 2. Subnetwork 1 contains a surveillance camera, a sensor 1
and a tablet. Subnetwork 2 contains a printer, a telephone and a sensor 2. We
assume that the intruder’s aim is to access the sensitive information on the
tablet.

5.1 Game Modelling

The model is defined as follows:

5.1.1 The players
The set of players is N = { Attacker; Administrator}.

5.1.2 The actions
The set of actions (strategies) A = A; X Ao, where A; represents the
attacker’s strategies and As represents the administrator’s strategies.

The intruder’s actions are:
Ay= {Buffer Overflow, Cross-Site Scripting (XSS), SQL Injection, Autho-
rization Problem, Elevation of Privilege, Denial of Service (DoS)}
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Table 1 Features, vulnerabilities, and risk levels of the example

1047

Device CVE-ID Name Of.ﬂ.le Level of risk Type of e
vulnerability vulnerability
IP Camera CVE-2017-10796 TP—L¥nk NC 250. ' low authorization
V1) security vulnerability problem
Iss Black Ice
sensor 1 Defender,Black ice Buffer
CVE-2002-0237 Agent, Real Secure high
(V3) overflow
Serve Sensor
Buffer Overflow.
Vectra Networks Cognito
sensor 2 Brain and Sensor before cross-site
(V2) CVE-2018-14890 4.2 contains a cross-site low scripting (XSS)
scripting (XSS)
Router D-Link DIR-850L . cross-site
V4) CVE-2017-14415 REV A XSS, medium scripting (XSS)
Tablet CVE-2018-18784 | 22cms 8.3 5QL medium SQL
(V5) injection. Injection
Cyber Ark Viewfinity
Printer elevation of privilege . elevation
(V6) CVE-2002-0237 via the "add a high of privilege
printer ”
. Vulnerability of
Phone CVE-2022-47480 | “Hssing medium denial of service
V7) authorization . .
service DoS
-\ﬂatker
Phone
S 1
Tablet @ —» J Printer @
= Router Firewall
G Sensor 2
@ Sensor 1 D
Camera Phone
Subnet 1 Subnet 2

Figure 2 An example of an IoT network.
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The administrator’s actions are:
Ay = {Generate Alarm, IP Blocking, Isolate Host, Kill Process, No defense}

5.1.3 The states

A set “S” describes the state of the system for each strategy played by either
the attacker or the administrator. In our case, for each strategy played by both
players, the possible states are:

S = {s1,52, S3, S4, S5, S6,57, Sg }, where:

 s1:initial state.

* so: attacker succeeds in exploiting the authorisation vulnerability on the
camera.

* s3: attacker succeeds in exploiting the XSS vulnerability on sensor 2.

* s4: attacker succeeds in exploiting the buffer overflow vulnerability on
sensor 1.

* s5: attacker successfully exploited the XSS vulnerability on the router.

* sg: attacker succeeds in performing an SQL injection on the tablet.

* s7: attacker succeeds in elevating privilege on the printer.

* sg: attacker succeeds in carrying out a DoS attack on the telephone.

5.1.4 The observations
In initial time t = 0, O = O x Oy = 0.

At time ¢, when the attacker succeeds in an attack, Oy becomes an empty
set and O; becomes a set containing the element “successful attack”. On
the other hand, in the case where the attack is detected, this implies that
01 becomes an empty set and Oy becomes a set containing “attack attempt
detected”.

5.1.5 Probabilities of transition
The probability of transition can depend on several factors, such as the
current state, the actions taken, the information available such as the existing
vulnerabilities in each device. In our case, we were interested in the level of
risk of each vulnerability listed in Table 1. Figure 3 presents the different state
transitions.

Two examples of transition probabilities are given below:

1. T(s1, Authorisation Problem, No defense,O1, O3, s3)= 0.2
This means that the probability of going from state s; to state sy if there
is no defense against the authorisation problem is 0.2.
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Figure 3 Graph of transitional states.

2. T(s1, Authorisation problem, Isolate Host, O1,02,s1)= 0.8
This means that the probability of remaining in state s; after isolat-
ing the host in response to the authorisation problem is 0.8 (for any
administrator action except No defense).

5.1.6 Reward function
According to Anwar et al. [9] the reward function is defined in formula 3.

Ry (S, at, a2) = Q1{I(a1)="access to a device” — T {Is(a1)#“access to a device”

— Ci(s,a1) + Ca(s, a2) 3)
Where:
* «q: Coefficient of reward for the attacker when access to a device is
successful.

* 71: Penalty coefficient for the attacker when access to a device is failed.

* I(condition): Indicator function that returns 1 if the condition is true and
0 otherwise.

* ap: Attacker action (player 1).

* ay: Action of the administrator (player 2).

* (C1(s,ap): Cost associated with the attacker’s action (player 1).

* (y(s, ay): Cost associated with the administrator’s action (player 2).

For this case study R; represents the attacker’s reward function and Ry is
the administrator’s reward function. With: Ryj= —Ra.
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Table 2 Table of attack strategies
(State, Attack strategies) Costs
(s, Buffer Overflow) 10
(s, Cross-Site Scripting (XSS))
(s, SQL Injection )
(s, Authorisation Problem)
(s, Elevation of Privilege)
(s, Denial of Service (DoS))

| 00| O\ O L

Table 3 Table of defense strategies

(State, defense strategies) | Costs
(s,Generate Alarm) 8
(s,IP Blocking) 5
(s,Isolate Host) 10
(s,Kill Process) 4
(s,No defense) 0

Tables 2 and 3 present the opportunity costs associated with the actions s.
These costs reflect the true cost of a decision, taking into account the available
actions.

To calculate R, the values given in formula 3 are substituted for each
combination of state (s) and action (al, a2). Here is the calculation of R; for
Buffer Overflow and Denial of Service (DoS) as an example; for the other
attacks, the same principle is applied.

Buffer Overflow:

Ry (s, Buffer Overflow, Generate Alarm) = 0.8 x0 —0.2%x1+10—-8 = 1.8
Ry (s, Buffer Overflow, IP Block) = 0.8 x0 —0.2x 1+ 10 — 5 = 4.8

R (s, Buffer Overflow, Isolate Host) = 0.8 x 0 — 0.2x 1+ 10 — 10 = —0.2
R (s, Buffer Overflow, Kill Process) = 0.8 x0—0.2x1+4+10—4=5.8

R (s, Buffer Overflow, No defense) =0.8 « 1 — 0.2+ 0+ 10 — 0 = 10.8

Denial of Service (DoS):

R (s, Denial of Service (DoS), Generate Alarm) = 0.8%0—0.2x1+7—-8 =
—-1.2

Ry (s, DoS, IP Blocking) = 0.8« 0 —-02%x1+7—-5=1.8

Ry (s, DoS, Isolate Host) = 0.8 x0 —0.2x1+7—10 = —3.2

Ry (s, DoS, Kill Process) = 0.8« 0—0.2%x1+7—4=-2.8

Ri(s, DoS, No defense) = 0.8 x1 —0.2x04+7—-0=7.8
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Table 4 Normal form of the game

Attacke Administrator
e Generate Alarm | IP Blocking | Isolate Host | Kill Process No defense
Buffer Overflow (1.8,-1.8) (4.8,-4.8) (-0.2,0.2) (5.8,-5.8) (10.8, -10.8)
Cross-Site
Scripting (XSS) (-32,32) (-0.2,0.2) (-5.2,5.2) (0.8,-0.8) (5.8,-5.8)
SQLInjection | (08,-0.8) | (38,38 [ (12,12) | (4848 | ©O8.-98)
Authorization
Problem (22,22 (08,-08) | (-42,42) | (18,-1.8) | (6.8,-6.8)
Elevation
of Privilege (-02,0.2) (28,-28) | (22,22) | (33,-38) | (88,-83)
Denial of Service
(DoS) (12,12 (1.8,-1.8) (-32,3.2) (2.8,-2.8) (7.8,-7.8)

5.2 Normal form game representation

Once the strategies of each player and the associated costs are known, the
corresponding of the game in normal form is represented in Table 4:

5.3 Attack graph analysis

For the analysis phase, Algorithm 1 is applied to the example. Upon com-
pletion of the iterative process of eliminating dominated strategies, the set
of non-dominated strategies is obtained. The game results within this set
HZJ\; 1 X;° correspond to equilibria in non-dominated strategies.

5.3.1 Running of the iterated elimination algorithm for
dominated strategies

By applying Algorithm 1, nine steps were obtained. To avoid overwhelming

the article with tables, the course of the iterative elimination process of

the dominated strategies for steps 1 and 9 has been briefly explained. The

sequences of steps are represented in Figure 4.

Step 1:

AY = {Buffer Overflow, Cross-Site Scripting (XSS), SQL Injection,
Authorization Problem, Elevation of Privilege, Denial of Service (DoS)}

Ag = {Generate Alarm, IP Blocking, Isolate Host, Kill Process, No defense }

Let’s focus on the Kill Process and No defense columns from Table 4:

— If player 1 (attacker) plays Buffer Overflow, player 2 (administrator) has
the choice between a gain of (-5.8) and a gain of (-10.8).

— If player 1 plays XSS, player 2 has the choice between a gain of (-0.8)
and a gain of (-5.8).
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@ ® @ @
Administrator
Attacker
Generatgd Alarm | IP Blogking | Isolate Host | Kill Process No dpfence
Buffer Overflow (1.8, t1.8) (4.8, 14.8) (-0.2, 0.2) (5.8, -5.8) (10.8) -10.8)
Cross-Site
4 =32 2 {02 2) {-5:2 2) { ) { )
Scripting (XSS)
g SOL Injeet 0.8, 10.8) (3.8 138 1.2 1.9) O 0 0.8
= Authorization
=] (-2:2;12:2) AL sy (=242) (T .8y {6 6.8)
Problem
7 Elevation
{-0.Z,[0.2) (2.8, {Z5) (2.2 232) (38 [38) (B.8[-5.8)
of Privilege
& | Denial of Service
(-1.2,]1.2) (1.8, 11.8) (-3.2, 3.2) (2.8, F2.8) (7.8) -7.8)
(DoS)

Figure 4 Normal form of the game after the iterative elimination of dominated strategies.

Table 5 Normal form obtained after elimination of the strategy No defense

Attacker Administrator
Generate Alarm | IP Blocking | Isolate Host | Kill Process
Buffer Overflow (1.8,-1.8) (4.8, -4.8) (-0.2,0.2) (5.8,-5.8)
Cross-Site
Scripting (XSS) (-3.2,3.2) (-0.2,0.2) (-5.2,5.2) (0.8, -0.8)
SQL Injection (0.8, -0.8) (3.8,-3.8) (-1.2,1.2) (4.8, -4.8)
Authorization Problem (-2.2,2.2) (0.8, -0.8) (-4.2,4.2) (1.8,-1.8)
Elevation of Privilege (-0.2,0.2) (2.8,-2.8) (-2.2,2.2) (3.8,-3.8)
Denial of Service (DoS) (-1.2,1.2) (1.8, -1.8) (-3.2,3.2) (2.8, -2.8)

— If Player 1 plays SQL Injection, Player 2 has the choice between a win
of (-4.8) and a win of (-9.8).

— If Player 1 plays Authorization Problem, Player 2 has the choice
between a win of (-1.8) and a win of (-6.8).

— If Player 1 plays Elevation of Privilege, Player 2 has the choice between
a gain of (-3.8) and a gain of (-8.8).

— If Player 1 plays DoS, Player 2 has the choice between a win of (-2.8)
and a win of (-7.8).

— Since (—5.8) > (—10.8), (—0.8) > (-5.8), (—4.8) > (—9.8),
(—1.8) > (—6.8), (—3.8) > (—8.8) and (—2.8) > (—7.8), then the
column No defense can be removed, resulting in Table 5:

Step 9:
A% = {Buffer Overflow}
AS = {Generate Alarm, Isolate Host}
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Table 6 Normal form obtained after elimination of the strategy Generate Alarm
Administrator
Isolate Host

Buffer Overflow (-0.2,0.2)

Attacker

Attacker
Surveillance camera

/‘/ i ‘\

Sensor 2 Sensor 1 ‘ Router

Tablet | | Printer }7

Phone

Figure 5  Attack graph corresponding to the studied network topology.

Focusing on the Generate Alarm and Isolate Host columns of the Table 5.

— If player 1 (attacker) plays Buffer Overflow player 2 (administrator) has
the choice between a gain of (-1.8) and a gain of (0.2).

— Since (—1.8) > (0.2), the column Generate Alarm can be deleted. This
results in Table 6:

The results affirm the existence of a Nash equilibrium in this game. This
equilibrium is defined by the strategic profile (Buffer Overflow, Isolate Host)
=(-0.2,0.2).

5.4 Cost of Paths

Figure 5 represents the attack graph which analyzed.

The rectangles of the Figure 5 represent the devices of the topology
represented by Figure 2 and the circles represent the vulnerabilities associated
with each device that the intruder uses as attack strategies.
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Table 7 Table of degrees of each vulnerability

Vulnerability Number of linked arcs

Authorization Problem (V1)
Cross-Site Scripting (XSS) (V2)
Cross-Site Scripting (XSS) (V4)

SQL Injection (V5)
Elevation of Privilege (V6)
Denial of Service (DoS) (V7)

WA a|w|—

Multiple attack paths are present, and attention is directed towards the
paths leading to the target “tablet”. Following the order of elimination of the
dominated strategies, the following paths were obtained:

Path; = {V4, tablet}

Pathy = {V1, IP camera, V4, tablet}

Paths = {V6, tablet}

Pathy = {V6, printer, V4, tablet}

Path; = {V5, tablet}

Pathg = {V4, router, V5, tablet}

Path; = {V1, IP camera, V4, router, V5, tablet}
Pathg = {V1, IP camera, V2, sensor2, V5, tablet}
Pathg = {V1, IP camera, V2, sensor2, V6, tablet}

The security risk SR is calculated from the formula defined in 1:

1 11 1 1 1 1 1 1 1

with:l1 =1, le=2;l3=114=2,l5=1;lg=2; Il =3; lg=3; lg =
33 m=9; k=6; w=0.5.

Table 7 presents the degree of each vulnerability :
Applying formula 2, yields:

4) % 2.

Path; = M = 1.89
1+4) x 2.83

Pathy = (JF)GX —2.36
4) % 2.

Pathy — (D X283 _ | o9
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Pathy = (44_4)(;(283 =3.77
Path; = M =1.89

Pathg = M;M)) =3.77
Pathy — (1+4+él) x 2.83 _ 495
Pathg — (1+3 —i—gl) x 2.83 _ a3
Pathy — (1+3 +g1) x 2.83 _ g

1055

Among the different paths to process, the most appropriate in this example
are Path;, Paths, and Paths. Following the path costs, the decision is made
to delete the first path (Path;). As a result, the V4 vulnerability will be

eliminated, and the updated graph became as showing in the Figure 6.

Following the path costs the second path to be removed is (Paths), the
vulnerability V6 will be discarded or patched, and the updated graph is shown

in Figure 7.
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Figure 6 Attack graph after removal of V4.
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Figure 7 Attack graph after V6 deletion.

Following the path costs, another path to be removed is (Paths), the
vulnerability V5 will be discarded or patched, and the updated graph is shown
in Figure 8.

5.5 Evaluation

After analyzing the attack graph and removing the vulnerabilities present in
paths 1, 3, and 5, an informed decision can be made about which vulnera-
bilities to address. Referring to Table 1 (Existence of vulnerabilities in the
device), it is observed that V4 and V5 present a medium risk level, while
V6 presents a high-risk level. It is preferable to remove the V4 vulnerability
rather than the V5 and V6 vulnerabilities because it appears in several paths.
By removing V4, the potential risk on multiple paths can be reduced, resulting
in a more significant impact on the overall security of the IoT network. For
the remaining vulnerabilities, namely V5 and V6, implementing security
measures is recommended. For V5, limiting database privileges by only
granting necessary privileges to database users is recommended. Avoiding
the use of an account with administrative privileges for day-to-day operations
can reduce the risk of SQL injection exploitation. In order to strengthen the
security of V6, setting up monitoring and auditing mechanisms to detect
abnormal activities is recommended. This can be achieved by monitoring
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Figure 8 Attack graph after V5 removal.

printer event logs and using intrusion detection solutions. Furthermore, keep-
ing the printer’s firewall up to date by regularly installing the latest versions
provided by the manufacturer is essential. These firewall updates often con-
tain critical security fixes. By implementing these adaptive security measures,
the security of this IoT network is strengthened by addressing the potential
risks associated with V5 and V6, while removing the V4 vulnerability for a
more global impact.

6 Conclusion

In this paper, an innovative formal technique suitable for the analysis of
attack graphs within IoT networks is introduced. The method involves a
transformation process that converts a security problem in an IoT network
into a finite two-player Partially Observable Stochastic Game (POSG), ulti-
mately yielding optimized strategies for the two players involved. To obtain
robust solutions, the game is represented in the normal form, and the iterative
elimination of dominated strategies is employed to identify the most effective
defense and attack strategies. Subsequently, all attack paths to the target
are defined, and the associated costs are calculated, thus solving the com-
plex challenge of analyzing attack graphs. This comprehensive framework
enables the assessment of numerous feasible pathways thoroughly. For future
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work, a repetitive non-cooperative game between two players is envisioned,
and the integration of machine learning could create sophisticated coping
mechanisms evolving with emerging IoT threat trends.
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