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Abstract

The socialization and informatization of social life and enterprises have
brought about explosive growth in network traffic. Enterprises and operators
need to timely understand the operation status of network traffic and dis-
cover whether there are malicious traffic such as worms and DDOS in the
traffic in a short period of time. This has brought unprecedented security
challenges to individuals, enterprises, and countries. This article proposes
an intelligent analysis and dynamic security detection framework, and intro-
duces its principles, implementation methods, and applications in network
traffic anomaly detection. A dynamic security strategy incorporating intru-
sion detection systems for enhanced vigilance and protection. This article
proposes a dynamic security architecture design based on micro services
and deep learning. Through the method proposed in this article, 100% of
known malware attacks have been successfully identified and prevented, with
a significant improvement in recognition rate compared to the previous 80%.
This means that our system can more effectively protect users from potential
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threats. The accuracy of traffic anomaly detection has reached 99.9%, the
page loading speed has increased by 30%, and user satisfaction has also
increased to 90%. The research results will provide useful references for
research and practice in related fields.

Keywords: Big data, intelligent analysis, dynamic security, potential threats.

1 Introduction

With the development of the Internet, network technology is widely used in
daily life, and many public places have set up mobile WiFi access points to
provide convenient conditions for people to obtain information. When people
use network services, sensitive data such as personal information and bank
accounts are stored on the network, and the transmission of important data
brings security risks, resulting in prominent network security issues.

Faced with the current massive data volume of network equipment oper-
ation and maintenance tasks, traditional methods require manual completion
based on experience. Engineers need to constantly monitor the hardware, per-
formance status, and other parameters of network devices to grasp the current
operational status of the network system, in order to evaluate the quality
of network services. However, the accuracy of manual operations depends
on experience and has poor stability. Therefore, accurate fault warning of
network service equipment is an essential task in operation and maintenance
management. For network traffic prediction and anomaly detection, there
have been many research achievements both domestically and internationally,
such as time series analysis, wavelet analysis, fitting, neural networks, etc.
As proposed in reference [1], an ARMA network traffic anomaly detection
algorithm with adaptive thresholds is proposed. This algorithm uses a moving
average model to predict network traffic, uses the central limit theorem to
determine the dynamic threshold interval, and determines whether the net-
work traffic error falls within the threshold interval as a criterion for detecting
whether the detection point is abnormal. Reference [2] combines the tradi-
tional ARIMA prediction model with the BP neural network model for accu-
rate wireless network traffic prediction, and uses particle swarm optimization
algorithm to optimize the BP neural network prediction model to solve
problems such as local minimum trapping and low training convergence rate.

In contrast to conventional network devices, big data applications pos-
sess a superior scale and degree of automation, resulting in more intricate
challenges pertaining to management and maintenance of network devices
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within the big data ecosystem. How to effectively achieve network traffic
monitoring has become a hot research direction in related fields. After
detecting anomalies, it is necessary to issue preset alarm notifications and
download logs for statistical analysis and judgment. Usually, the IP address
of the abnormal request is added to the firewall’s blacklist and the port number
is changed.

Abnormal network traffic detection technology refers to the automatic
identification of traffic events by applying computer vision technology.
In deep learning based anomaly network traffic detection technology, convo-
lutional neural networks are first used to extract image features from anomaly
network traffic [3, 4]. Then, a recursive neural network is used to process the
extracted feature sequence and ultimately output the traffic accident detection
results. In addition, methods such as deep transfer learning and multitasking
learning can be combined to improve the accuracy of abnormal network
traffic detection.

This article will delve into the intelligent analysis and dynamic security
research of network traffic anomalies in the context of big data. Explored
dynamic security strategies based on honeypot technology and intrusion
detection systems, as well as dynamic security architecture design based on
microservices and deep learning. We will explore the development direction
of intelligent analysis of abnormal network traffic and dynamic security
research in the future. Through this study, we hope to provide useful refer-
ences and inspiration for research and practice in related fields, promote the
development of network traffic anomaly analysis technology, and improve
network security and stability.

2 Big Data and Network Traffic Base

2.1 Concept and Characteristics of Big Data

Big data refers to a data collection with huge amount, wide variety and fast
processing speed. It has several important features:

(1) Grand scale: The amount of big data is usually measured in TB, PB and
even EB, far beyond the range of traditional data processing capabilities.
The emergence of big data is mainly due to the popularity of internet
applications, sensor technology, and mobile terminals, resulting in a very
fast speed of data generation [5, 6].

(2) Fast processing speed: Big data usually needs to be processed quickly in
a short time to meet the needs of real-time analysis. This requires the use
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of high-performance computational techniques and algorithms to enable
rapid data processing and analysis [7].

(3) Low value density: While big data has great potential, really valuable
information may be a small fraction of it [8, 9].

2.2 Basic Concept of Network Traffic

The abnormal detection of traffic accidents plays a crucial role in safe cities.
Abnormal traffic conditions can greatly reduce traffic efficiency, so it is
necessary to detect and monitor them. If any abnormalities occur, alarm and
rescue should be given to quickly eliminate the inconvenience caused by
the incident and restore normal traffic. The traditional methods for detecting
traffic anomalies mainly include electromagnetic induction loop coil and
wave type, both of which are based on the frequency changes of reflected
waves when vehicles pass by to detect vehicle information. However, the use
of both magnetic and wave detection methods cannot provide comprehensive
traffic information, thus having significant limitations.

Video based traffic anomaly detection is the application of visual sen-
sors such as cameras and computer vision theory, relying on traffic flow
information (such as optical flow) and tracking individual vehicles to detect
anomalies, such as using object tracking methods to identify abnormal behav-
ior. However, the obtained vehicle trajectory often contains some noise due to
occlusion issues. There are difficulties in defining abnormal traffic behavior
in actual scenarios, as well as the inability to obtain prior information about
anomalies. Additionally, there are factors such as changes in camera per-
spective, high-density traffic flow, target occlusion, weather conditions (such
as snowfall), changes in lighting (such as day and night), low resolution of
collected data, and scarcity of real-world scene data. Therefore, designing a
robust anomaly detection system faces significant challenges. Figure 1 shows
aby detection and invasion prediction design.

2.3 Classification and Characteristics of Network Traffic
Anomaly

Common classification methods include classification based on the source of
abnormality, abnormal performance, and causes of abnormality [10, 11].
According to the abnormal reasons, abnormal network traffic can be
divided into technical abnormalities and human abnormalities. Technical
abnormality refers to abnormal traffic caused by network equipment failure
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Figure 2 Modeling and analysis of network traffic based on statistical methods.

and software defects; human abnormality refers to abnormal traffic caused by
network attacks and malicious behaviors.

The characteristics of network traffic abnormality are varied, and the
common characteristics include traffic peak [12], traffic distribution, package
size and protocol type [13]. These features can be used to monitor and analyze
the state of network traffic, to find abnormal situations in time and take
corresponding measures.

2.4 Review and Limitations of Existing Studies

Statistics-based methods use statistical principles to model and analyze the
network traffic, and detect anomalies by comparing the differences between
the actual traffic and the model-predicted traffic [14, 15]. Figure 2 shows
modeling and analysis of network traffic based on statistical methods.
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Pattern recognition-oriented approaches facilitate the classification and
identification of network traffic characteristics through the utilization of a
classifier, thereby enabling efficient traffic analysis and management. Com-
mon classifiers include decision tree, Bayesian classifiers, support vector
machines and neural networks, etc. Such methods have certain detection
effects in facing known attack patterns, but have limited detection power for
unknown attack patterns and variant attacks [16].

Deep learning can automatically extract effective features, and has pow-
erful nonlinear modeling capabilities, which can better cope with complex
network traffic patterns. First, most studies have focused on detecting known
attack patterns, with limited detection power for both unknown and variant
attacks. Secondly, the existing methods often only focus on the detection
of traffic anomalies, but ignore the in-depth analysis and traceability of
abnormal causes [17]. Finally, existing methods have performance bottle-
necks in handling large-scale network traffic, making it difficult to cope with
high-speed changing network environments.

Although the existing studies have achieved some results, there are still
some limitations and challenges [18]. Future research needs to further explore
more effective methods and technologies, improve the accuracy and real-
time performance of network traffic anomaly detection, and provide more
reliable support for network security. The development of these technologies
will bring new opportunities and challenges for network traffic anomaly
detection [19].

3 Intelligent Analysis Method for Network Traffic
Abnormality

3.1 Machine Learning Based Traffic Anomaly Detection Method

Machine learning-based traffic anomaly detection method is an effective
means for discovering abnormal behavior in network traffic. By learning
from historical traffic data using machine learning algorithms, these meth-
ods are able to automatically identify abnormal patterns without requiring
pre-defined rules or thresholds. The anomaly detection formula is shown

in (1)
_ D (@i — ) (yi — )
Vi (@i — )2 x /30 (yi — 1)?
These algorithms, by learning the characteristics of normal and abnor-
mal traffic, build the classifier and judge whether the traffic is abnormal

p (D
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Figure 3 Flow chart of traffic anomaly detection based on machine learning.

based on the output of the classifier [20]. Unsupervised learning is based on
label-free training data, through clustering, anomaly detection, etc. Common
unsupervised learning algorithms include K-mean clustering, self-organizing
mapping, and local abnormality factor analysis. These algorithms identify
abnormal patterns by dividing traffic data into normal and abnormal clusters,
or based on the statistical characteristics of traffic. Figure 3 shows flow chart
of traffic anomaly detection based on machine learning.

The mean value is the sum of all data point values divided by the number
of data points, expressed by mathematical expressions as shown in (2).

Zi:l T (2)

n

'LL:

Traffic anomaly detection methods based on machine learning have cer-
tain advantages. First, they are able to automatically learn and recognize
abnormal patterns without having to manually define rules or thresholds.
This gives them some adaptability and flexibility to cope with unknown
attack patterns and variant attacks. Secondly, machine learning algorithms
usually have strong feature extraction and classification capabilities, which
can better handle high-dimensional network traffic data. In addition, machine
learning-based traffic anomaly detection methods can also be combined with
other technologies, such as deep learning, honeypot technology [21]. How-
ever, there are some limitations to machine learning-based traffic anomaly
detection methods [22]. First, they require large amounts of annotated data
for training, which may be difficult to obtain in some cases. Second, for
unknown attack patterns and variant attacks, machine learning algorithms
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may not identify them effectively, because they usually rely on the gen-
eralization ability of the training data. Moreover, machine learning-based
traffic anomaly detection methods may face problems with high-dimensional
feature selection, overfitting, and performance optimization. The probability
of successfully capturing abnormalities is related to the number of times each
packet is checked and the inspection mechanism, expressed by mathematical
expressions as shown in (3).

pzl—e_k (3)

Machine learning-based traffic abnormality detection method is a promis-
ing technology to automatically identify abnormal behaviors in network
traffic. Future studies need to further explore the more effective algorithms
and techniques, combined with other technical means for comprehensive
analysis and processing [23]. The abnormal duration ratio is the ratio of the
abnormal duration to the total duration, as expressed by the mathematical
expression as shown in (4).

At

b= Z?:l ti

4

3.2 Traffic Anomaly Detection Method Based on Deep Learning

Traffic accident detection technology refers to the automatic detection of traf-
fic accidents using computer vision technology. In deep learning based traffic
accident detection technology, convolutional neural networks are first used
to extract image features from traffic scenes. Afterwards, a recurrent neural
network is used to process the extracted feature sequence and ultimately
output the traffic accident detection results. In addition, methods such as deep
transfer learning and multitasking learning can be combined to improve the
accuracy of traffic accident detection. The feature selection formula is shown
in (5).

S=Y wix f(x;) (5)
i=1

The CNN model demonstrated superior performance in image and
sequence data processing, effectively extracting the time-series features of
network traffic [24]. RNN model is suitable for processing data with temporal
dependence and can dynamically model network traffic. During the training
process. During the training process, the normal flow data is used as the
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training samples, and the abnormal flow data is used to verify and test the
performance of the model [25]. By comparing the difference between actual
and normal flow, abnormal flow can be detected. The cluster analysis formula

is shown in (6)
k
T=Y">" llw—mil? 6)

i=1 zeC;

Deep learning-based traffic anomaly detection methods have many advan-
tages. First, deep learning is able to automatically extract the features of
network traffic, avoiding the complexity and subjectivity of manual fea-
ture selection. Secondly, deep learning has powerful nonlinear modeling
capabilities, which can better deal with complex network traffic patterns
and attack patterns. Moreover, deep learning can be trained using a large
amount of data,. However, there are some limitations in deep learning-based
traffic anomaly detection methods. First, deep learning models require a large
amount of annotated data and computational resources for training, which
may lead to increased training time and cost. Second, deep learning models
may face problems such as overfitting, performance optimization, and param-
eter tuning [26]. Moreover, for unknown attack patterns and variant attacks,
deep learning models may not be effectively identified because they depend
on the generalization ability of the training data. The SVM classification
and the random forest classification are shown in the Equations (7) and (8),
respectively.

f(z) = sign (Z yioi K (x;,x) + b) (7)
=1

Nc = Gz
f(z) = argmaxcﬁ + ; N (8)

The traffic anomaly detection method based on deep learning is an
advanced technical means, which can automatically learn and identify the
abnormal behavior in the network traffic. However, future studies need to fur-
ther explore more effective deep learning models and techniques, combined
with other technical means for comprehensive analysis and processing [27].

Traffic anomaly detection method based on ensemble learning is a method
to improve traffic anomaly detection performance using the integration strat-
egy. The method leverages multiple learners to improve the accuracy of the



832 G. Yunhong and T. Guoping

overall classification. The Bayesian classification is shown in the formula (9).

P(e)P(z]c)

(©))
Integration learning-based traffic abnormality detection methods can
adopt different integration strategies, such as Bagging, Boosting, Stacking,
etc. Bagging Methods By introducing the resampling technology to sample
the original data with put back, build multiple subsamples, and train multiple
base classifiers. These base classifiers have equal weight in the vote, and
the final classification result is determined by the majority vote. Boosting
By combining multiple weak classifiers into a strong classifier, we train the
classifiers one by one and adjust their weights, and the final classification
results are determined by weighted voting. Stacking The method is to take the
output of multiple base classifiers as input to train another level of classifier,
and the final classification result is determined by the top-level classifier.

Ensemble learning-based traffic anomaly detection methods exhibit sev-
eral merits. First, ensemble learning can improve the stability and robustness
of the model and reduce the risk of overfitting of an individual learner.
However, traffic abnormality detection methods based on ensemble learning
also have some limitations. First, ensemble learning requires more compu-
tational resources and time for training because of training multiple base
classifiers. Second, choosing the appropriate integration strategy and base
classifier type is key, and different methods may be applicable to different
datasets and scenarios. Moreover, for unknown attack patterns and variant
attacks, ensemble learning methods may not be effectively identified because
they depend on the generalization ability of the training data.

The traffic anomaly detection method based on integrated learning is an
effective technical method. However, future studies need to further explore
the more effective integration strategies and base classifier types, combined
with other technical means for comprehensive analysis and processing.

4 Dynamic Security Strategy for Abnormal Network Traffic

4.1 Flow Analysis and Defense Strategy Based on Honeypot
Technology

To test the performance of the big data abnormal load detection application
in cloud computing fiber optic networks, MATLAB was used to design a load
detection algorithm for big data abnormal load detection in cloud computing
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fiber optic networks. The data sample length was 1024, the network trans-
mission channel equalizer order was 24, and the iteration step was 0.01.
Using time-frequency analysis to extract statistical features of abnormal loads
for big data abnormal load detection, overlapping interference is effectively
suppressed. Employing diverse approaches towards load anomaly detection,
the accuracy of detection improves as the interference signal-to-noise ratio
increases. So the designed method can effectively detect abnormal loads in
big data and reduce the output bit error rate compared to traditional methods.

Traffic analysis and defense strategy based on honeypot technology is
a kind of active means of security protection. By simulating one or more
vulnerable systems, attackers are induced to attack them, so as to realize the
analysis and defense of network traffic. Traffic analysis and defense strategy
based on honeypot technology can monitor network traffic in real time, iden-
tify and capture abnormal traffic and malicious attacks, and provide valuable
information for defense and counterattack. The formula of the technical flow
statistics is shown in (10).

oo
X(f) = / z(t)e 2dt (10)
—0o0

Flow analysis and defense strategies based on honey tank technology
usually include honey tank deployment, flow capture, exception detection and
response disposal. Honey pot deployment is a key step to select the appropri-
ate system and environment, configure and adjust the honey pot parameters
to ensure that it can truly simulate the target system. Traffic capture is the
process of collecting network traffic in real time, which requires filtering and
screening to ensure that the data related to the honeypot is captured. Anomaly
detection is the core link, by analyzing the captured network traffic data,
to identify and detect abnormal behavior and malicious attacks. Response
disposal is the process of responding and disposing to abnormal behaviors
and malicious attacks, which can take corresponding defensive measures or
counterattack. Figure 4 shows flow anomaly detection diagram.

First, the honeypot technology mimics one or more vulnerable systems,
which requires some resources and time for deployment and maintenance.
Second, the honeypot technology may be recognized or bypassed by attack-
ers, resulting in its inability to effectively monitor and capture abnormal
traffic and malicious attacks. Figure 5 shows distribution diagram of the flow
source.

According to the flow source distribution map, in the past six months,
we have recorded a total network traffic of 100 TB and an average monthly
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Figure 5 Distribution diagram of the flow source.

traffic of 16.7 TB. The flow peak occurred in March, reaching 22TB, while
the lowest point occurring in January was 12 TB. The average flow rate
was 5 Gbps versus 2 Gbps for non-working hours. Traffic analysis and
defense strategy based on honeypot technology is a proactive means of
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security protection, which can monitor network traffic in real time, identify
and capture abnormal behavior and malicious attacks, and provide valu-
able information for defense and counterattack. However, future studies are
needed to further explore more effective honeypot techniques and defense
strategies, combined with other technical means for comprehensive analysis
and treatment. The future research also needs to constantly update and
improve the honeypot technology and defense strategies to deal with new
challenges and threats.

4.2 Dynamic Security Strategy Based on Intrusion Detection
System

Dynamic security strategy, based on the intrusion detection system, has
become an indispensable part of the contemporary network security field.
It effectively detects and addresses potential security threats by monitoring
and analyzing network traffic in real time. As cybersecurity threats continue
to evolve, dynamic security strategies based on intrusion detection systems
will continue to play their important role, providing a solid barrier to the pro-
tection of critical information and assets. The intrusion Detection Accuracy
Index (IDPAI) and the Dynamic Security Strategy Adjustment Index (DSAI)
formulas are shown in (11) and (12).

N
1 TP + TN,
IDPAT = — > " w; - : - 11
N £ (TP,-JrTNiJrFPmLFNZ-) (11

M
_1 3 Aj = P

The dynamic security strategy based on intrusion detection system
includes several key links such as data acquisition, abnormal detection,
alarm generation and response disposal. Data acquisition is the basis of
the whole strategy and requires the collection of raw data on network traf-
fic for subsequent analysis and processing. Anomaly detection is the core
link. By analyzing network traffic data, identifying and classifying abnormal
behaviors to determine whether there is a potential attack. If an abnormal
behavior is detected, the alarm generating module will immediately generate
the alarm information and notify the administrator or security personnel for
further processing. Response disposal is the timely response and process-
ing of alarm information, including isolating the affected systems, fixing
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Figure 6 Dynamic safety protection renderings.

vulnerabilities, clearing malware software, etc. Figure 6 shows dynamic
safety protection rendering.

According to the dynamic security protection map, user visits peaked
between 7 PM and 9 PM, with an average of 10,000 visits per hour. With
10 users who frequently access sensitive data or perform high-risk opera-
tions, their behavior accounts for 5% of the total behavior, requiring further
monitoring and management. Dynamic security strategy based on intrusion
detection system has many advantages [28]. First, this strategy can monitor
and analyze network traffic in real time. Secondly, through the abnormal
detection technology, this strategy can identify and classify abnormal behav-
iors, judge whether there are potential attacks, and improve the accuracy
and effectiveness of defense. In addition, the policy also supports alarm
generation and response disposal functions, which can timely notify admin-
istrators or security personnel to handle security incidents, reducing potential
losses and risks. However, some limitations are associated to dynamic secu-
rity strategies based on intrusion detection systems [29]. First, the strategy
requires significant investment of resources and time for deployment and
maintenance due of real-time monitoring and analysis of network traffic.
Second, anomaly detection technology needs to be constantly updated and
upgraded to cope with new attack patterns and variant attacks [30]. Moreover,
the strategy may not effectively identify and defend against unknown attack
patterns and variant attacks. Figure 7 shows network security situation chart.

Future studies should strive to develop more robust anomaly detection
methods and defense strategies, integrating various technical approaches
for comprehensive analysis and management. At the same time, with the
continuous evolution and evolution of network security threats, the future
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research also needs to constantly update and improve the intrusion detection
systems and dynamic security strategies to cope with new challenges and
threats.

5 Summary and Outlook

In the later creation and use, the security issues of the network system should
be fully considered. Through the analysis of computer network information
security construction in the context of big data, it can be found that it is
inevitable to have network security issues in the context of big data. It is
very important to build the computer network information security, and the
strict control of access rights is a necessary means. The dynamic security
monitoring method proposed in this article successfully prevented 100000
attack attempts and 98% of malware infections. The false alarm rate of the
method in this article is very low, with only 500 normal behaviors mistakenly
marked as malicious behaviors. This method can effectively ensure the secu-
rity of computer network information and further promote the development
of information technology.

Fundings: This work was supported by the “Intelligent matching algorithm
empowers innovative demonstration team in education — No. 23KJCXTDO03”.
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