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Abstract

Accurately evaluating and forecasting the state of computer network security
has become essential due to the rise in network threats. The study proposed a
model to build a systematic computer network security situation assessment
index system by combining the optimized BiLSTM (Bidirectional Long
Short-Term Memory) and the least squares support vector machine. This
model addresses the issues of low accuracy and lack of prediction ability with
current assessment methods. And validate the model performance through
a complex and dynamic dataset of 200 samples, the research results show
that the least squares support vector machine model shows higher evaluation
accuracy, with an average evaluation accuracy of 96.12%. The model com-
bining the least squares support vector machine and the optimized BiLSTM
is more consistent with the real situation value, with an average absolute error
of about 0.05. The outcomes of the simulation indicate that the least squares
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support vector machine has a high degree of fitting and clearly illustrates its
better scenario assessment performance. The research model’s prediction of
computer network security situation shows overall high results. The research
results provide decision-makers with more accurate and timely intelligence
support, helping them respond quickly and reduce potential security risks.

Keywords: LSSVM (Least Squares Support Vector Machines), optimized
BiLSTM, computer network, security posture, indicator system.

1 Introduction

In today’s digital age, computer networks have become an indispensable
infrastructure for information sharing and communication. The topic of
network security (NS) scenario evaluation is vital because as network appli-
cations get more complicated and numerous, so do the dangers to NS [1].
In order to assist decision-makers in implementing the necessary defensive
measures, security posture assessment entails real-time monitoring, analysis,
and prediction of the likelihood and impact of cybersecurity incidents. A
variety of machine learning (ML) methods have been extensively employed
in NS scenario analysis in recent years. These algorithms can extract valuable
information from massive data and help security experts quickly identify
and respond to security threats [2]. Least Squares Support Vector Machine
(LSSVM) is used to evaluate NS situation due to its advantages in handling
small sample, nonlinear and high- dimensional data problems. However, a
single ML algorithm may be difficult to handle the sequential and dynamic
characteristics of network security situation assessment (NSSA) [3]. With
the development of deep learning technology, Bidirectional Long Short-Term
Memory Network (BiLSTM) has become an effective tool for processing
time series data, especially showing significant capabilities in capturing the
before and after dependencies of data [4]. By using the BiLSTM network
model, researchers can better understand and predict security events and
situation changes in complex networks. This research aims to integrate the
LSSVM algorithm and the optimized BiLSTM network model to build an
advanced computer NSSA framework. This is also the innovation of this
research. Combining the LSSVM and the optimized BiLSTM network model
can build an efficient computer NSSA and prediction framework.

The contribution of the research lies in three aspects. Firstly, an advanced
network security situation framework and evaluation index system were
constructed, providing a more refined index management level for computer
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network security management. Secondly, the application of LSSVM and
BiLSTM algorithms has effectively analyzed the prediction model to improve
its accuracy and efficiency. Finally, the framework and prediction model of
network security situation can provide a good technical reference for Internet
data protection.

There are four primary sections to this research. A review of the existing
literature on NS and intelligent algorithms is included in the first section. The
study methodology, which comprises the development of the computer NSSA
index system, computer NSSA based on LSSVM, and computer NS scenario
prediction based on optimized BiLSTM network algorithm, is covered in
the second section. The outcome analysis, which primarily does simulation
analysis on the study methodology, makes up the third section. The research
findings and limitations are outlined in the conclusion, which is the fourth
section.

2 Related Works

NS research is crucial to protecting critical information infrastructure and
user data from increasingly complex network threats. To solve the security
difficulties of future 5G network services, Yu and colleagues suggested a
novel immunology-based NS architecture. This architecture is based on main-
taining a balance between security and availability, and improves defense
capabilities through community cooperation and active adaptation strategies
to effectively respond to network threats [5]. Corallo et al. proposed an impact
assessment method to identify key assets and assess the business impact of
potential network attacks (NAs). The approach, which covered manufacturing
cells based on networked computer numerical control machine tools and
3D printers, was carried out as a case study in an aerospace component
manufacturing company. The findings indicate that this approach can help
businesses define important data in smart manufacturing settings and evaluate
and separate the effects of NS breaches on their operations [6]. Scholars like
Zhang created a weight-based integrated ML algorithm to detect anomalous
signals in the vehicle controller LAN bus network in order to address the high
security and high reliability difficulties in 6G vehicle networks. Experimental
results show that this method performs well in improving accuracy and reduc-
ing false alarm rates, and significantly enhances the security of the in-vehicle
network [7]. In order to solve the security problem in video transmission,
Zhao designed a new dot multiplication algorithm based on scalable video
coding and applied it to the sliding window. The outcomes revealed that
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the algorithm significantly reduces the amount of calculation and storage
requirements while improving efficiency, and is suitable for devices with
limited memory such as smart cards. In addition, the research also improves
the encryption algorithm and provides a comprehensive analysis of scalable
video coding technology [8]. Shu proposed a new QoS framework based on
SDN and NFV, which can implement network slicing of different network
resource allocation algorithms. Simulation tests show that this framework
can schedule resources for different NS types according to QoS requirements
to ensure users’ E2E QoS [9]. Schieber B et al. proposed to address the
scheduling problem of energy demand by utilizing time-dependent tasks and
energy harvesting, and maximizing the weights of their scheduling tasks
to achieve maximum throughput for real-time tasks [10]. In addition, in
international relations, Dezfuli S M K P’s analysis of international targeted
killings is that the mixed and asymmetric threats of international terrorism are
in the process of normalization, and the transformation of concepts such as
national sovereignty and the existence of inclusive standards in international
relations can promote the ability of state relations to respond to non military
threats [11].

With the development of intelligent algorithms, different scholars widely
use algorithms such as SVM and BiLSTM to deal with different prediction
and evaluation problems. Researchers like Zheng K created a quantitative
assessment technique based on support vector machines (SVMs), which
enables continuous and quantitative risk assessment by simulating interaction
forces, in order to increase the accuracy of ship collision risk assessment. The
results of a simulation experiment demonstrate that this new approach can
more precisely estimate the risks of a ship accident and is more effective than
the conventional approach [12]. Sareen et al. suggested a weight optimization
neural network model based on the modified sine and cosine algorithm to
improve the stability prediction and lower the costs of offshore and coastal
buildings. Using grid search, the model automatically determines the optimal
configuration for long short-term memory, ordinary recurrent neural net-
works, and gated recurrent networks. According to experimental findings, the
optimized model outperforms the baseline model in terms of mean absolute
error (MAE), root mean square error, and mean square error [13]. Huang and
other scholars proposed a hybrid model that combines sparse autoencoders
and BiLSTMs to solve the problem of wastewater flow prediction caused by
excessive rainfall in domestic sewage systems. Through data preprocessing,
feature dimensionality reduction, and time series prediction (TSP), the model
performed superiorly in experiments on real-world hydrological time series
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datasets, thus validating its ability to accurately predict Effectiveness in terms
of wastewater flow rate [14]. Abbasihafshejani et al. proposed a role-based
approach to detect and punish selfish nodes in blockchain networks regarding
security issues, demonstrating that this method can reduce selfish behavior
and improve algorithm throughput [15]. Abolfathi M et al. proposed using
multi-path routing and deception as defense methods to enhance randomiza-
tion strategies for network traffic security issues, and employed zero sum
games; To demonstrate the optimal defense strategy and the accuracy of
reducing attack behavior [16]. Hamdia K M et al. proposed an optimized
maximum likelihood structure considering supervised learning process for
machine learning model design and performance issues, and used genetic
algorithm to perform inference analysis on the model system to demonstrate
the high prediction accuracy of robot learning methods [17].

It can be seen from the above research that advanced algorithms play
a very good role and importance in improving NS situation awareness and
response capabilities. In view of this, this study combines LSSVM and
optimized BiLSTM network algorithms to evaluate the computer network
security situation (CNSS).

3 Computer NSSA and Prediction by Integrating LSSVM
and Optimized BiLSTM Network Algorithm

For computer NSSA and prediction, the research first constructs a com-
prehensive computer NSSA index system, and proposes an assessment and
prediction model that integrates LSSVM and optimized BiLSTM. The NS
strategy’s ability to promptly respond to possible attacks is successfully
improved by first using LSSVM to do real-time security situation assessment,
followed by the optimized BiLSTM being utilized to predict the future
security scenario.

3.1 Construction of Computer NSSA Index System

Computer NSSA is a key link in NS, aiming to accurately understand and
predict NS conditions. Computer NSSA is a key task, involving comprehen-
sive analysis and prediction of computer NS conditions [18, 19]. In the initial
stage of situation assessment, network-related data needs to be collected from
various data sources and pre-processed to filter out key information that
reflects the NS status. This process is called situation element extraction.
Effective extraction is based on selecting appropriate indicators, that is,
establishing a comprehensive indicator system.
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Table 1 Index System for Computer NSSA

Target Layer Primary Indicators Secondary Indicators

Computer NSSA Vulnerability Number and level of network vulnerabilities

Number and level of critical device vulnerabilities

Number of security devices within the subnet

Threatening Number and level of alarms

TCP protocol packet ratio

UDP protocol packet ratio

Historical frequency of security incidents within a
subnet

Subnet bandwidth usage rate

Growth rate of subnet inflow

The proportion of data packets with a size of = 64
bytes

>The proportion of 1518 bytes of data packets

Stability Subnet traffic change rate

The rate of change in the distribution ratio of
different protocol packets within a subnet

The rate of change in the distribution ratio of
packets of different sizes within a subnet

When constructing the indicator system, specific principles need to be
followed to ensure the accuracy and practicality of the assessment [20].
Network administrators can obtain a thorough and precise picture of the state
of NS through such an evaluation, which enables them to make informed
decisions when developing security plans and countermeasures. Based on the
aforementioned concepts, Table 1 displays the construction of a computer-
ized NSSA index system with 3 first-level indications and 14 second-level
indicators.

In Table 1, the first-level indicators of the computer NSSA index system
are vulnerability, threat, and stability. Vulnerability refers to the potential risk
a network faces due to its internal security flaws, which is typically related
to the network’s hardware and software configuration. A network with a high
vulnerability is more open to attack. The network threat indicator calculates
the current attack damage level that the network is exposed to. The network’s
security standing deteriorates with increasing threat levels. The stability of
a network focuses on the persistence of its condition and is often associated
with the rate of change. A lower rate of change means that the network state
is more stable.
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Figure 1 NSSA process.

3.2 Computer NSSA Based on LSSVM

After constructing a complete computer NSSA index system, this system
can be used to conduct in-depth analysis of network behaviors and events
and assess NS risks. Through real-time monitoring and analysis of key
indicators such as intrusion detection data, system vulnerabilities, network
traffic anomalies and other factors, the current security level of the network
can be comprehensively measured, and potential security threats can be
discovered and responded to in a timely manner, thus providing data support
for NS decisions. Effectively improve the security protection capabilities of
the overall network. In Figure 1, the NSSA procedure is displayed.

Pattern matching identifies threats by matching known attack patterns.
ML algorithms play an important role, such as SVM algorithm and Vari-
ous neural networks [21]. SVM is a popular ML technique that improves
generalization capabilities based on a structural risk minimization strategy,
which is different from empirical risk minimization. SVM is dedicated to
solving small sample size and nonlinear problems by constructing an optimal
decision boundary, that is, a hyperplane, to achieve effective classification
of data sets. Consider a mathematical model, which consists of a sample set
labeled as positive or negative, in the form of S = {(xi, yi)ni=1|xi ∈ RN , yi ∈
{−1, 1}}, where i = 1, 2, . . . , l each sample xi is sample data and yi its
corresponding sample type [22, 23]. Equation (1) illustrates how to solve a
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particular objective function and meet a set of constraints in order to produce
the ideal classification hyperplane.min

1

2
∥w∥2

s.t. yi(wxi + b) ≥ 1
(1)

In formula (1), b and w are respectively the bias vector and the weight
vector. When slack variables are added ξi ≥ 0, i = 1, 2 . . . n, formula (2) is
obtained. 

min
1

2
∥w∥2 + c

n∑
i=1

ξi(ξi ≥ 0)

s.t.

{
yi(wxi + b) ≥ 1− ξi
c ≥ 0

, (i = 1, 2, . . . , n)

(2)

In formula (2), c represents the penalty factor. In order to alleviate
potential conflicts in the performance evaluation criteria of the algorithm, the
penalty factor can be adjusted for optimization. Equation (3) illustrates how
the SVM classification task can be represented as a quadratic optimization
problem. 

maxW (a) =
n∑

i=1

ai −
1

2

n∑
i,j=1

aiajyiyjK(xixj)

s.t.
n∑

i=1

aiyi(0 ≤ ai ≤ c, i = 1, 2, . . . , n)

(3)

In formula (3), K(xixj) is a kernel function and satisfies the conditions
K(xixj) = ⟨φT (xi) · φ(xj)⟩. Among them, ⟨·⟩ represents the inner product
operation, and the prediction category of the data sample can be calculated
through the decision function, and f(x) the expression is as shown in
formula (4).

f(x) = sign

(
n∑

i=1

aiyi⟨φT (xi) · φ(xj)⟩+ b

)

= sign

(
n∑

i=1

aiyi⟨K(xixj)⟩+ b

)
(4)
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In Support Vector Machines (SVM), the Radial Basis Function (RBF)
can be employed as the kernel function to efficiently represent the nonlinear
features in the data. Expression (5) defines the RBF kernel, which has good
nonlinear approximation properties.

K(xixj) = exp(−∥xi − xj∥2/2g2) (5)

In formula (5), g it represents the kernel parameters that affect SVM
classification performance. The SVM algorithm is a ML method widely used
for classification and regression tasks, and LSSVM is an improved version of
the SVM algorithm. LSSVM simplifies the optimization problem that needs
to be solved by replacing the hinge loss function (LF) used in standard SVM
with a least squares LF. LSSVM has advantages in processing small samples,
nonlinear and high-dimensional data. The original data is subjected to early
feature extraction using LSSVM with the goal of reducing the dimensionality
of the data while maintaining meaningful information. LSSVM uses the
least squares method to transform the original optimization problem into a
system of linear equations, which is easier to solve and faster to calculate
than the quadratic optimization problem of traditional SVM. Different from
the inequality constraints usually adopted by SVM, LSSVM uses equality
constraints, which makes the solution process simpler.

Lagrange multiplier solving is made easier with LSSVM since equality
constraints take the place of SVM’s inequality constraints. Formula (6) illus-
trates how the classification problem of LSSVM is defined as a quadratic
programming problem.min

w,b,e
J(w, e) =

1

2
wTw +

1

2
γ

N∑
k=1

e2k

s.t. yk[b+ wTφ(xk)] = 1− ek, k = 1, 2, . . . , N

(6)

The equality constraint in LSSVM introduces an error variable e, and
a regular term containing the error variable is added to the original func-
tion. Subsequently, through the Lagrange multiplier method, the problem
is transformed into α the maximum value problem to be solved, and this
transformation can be expressed by formula (7).

L(w, b, e, α) = J(w, e)−
N∑
k=1

αk{b+ ek − 1 + wTφ(xk)} (7)

Then, the derivatives of w, b, ek, αk are taken in sequence, and assuming
that the derivative is 0, the α sum b is solved to obtain the classification
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Figure 2 Process of computer NSSA based on LSSVM.

expression of LSSVM, as shown in Equation (8).

y(x) = sign

[
N∑
k=1

αkykK(x, xk) + b

]
(8)

Through the accurately constructed LSSVM classification model, the
research can effectively assess the security posture of computer networks.
An accurate and efficient evaluation of the state of NS can be obtained
by utilizing the classification expression of LSSVM in conjunction with
integrated deep learning technology. Figure 2 depicts the computerized NSSA
procedure based on LSSVM.

3.3 CNSS Prediction Based on LSSVM and Optimized BiLSTM
Network Algorithm

The prediction of NS situation is the key to the perception of NS environ-
ment. It provides decision-making assistance to network administrators by
estimating NS status in the future. NAs often show certain patterns in time,
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and BiLSTM neural networks perform well in processing time series data.
BiLSTM can comprehensively utilize historical and future information for
learning, which makes up for the limitations of traditional LSTM networks.
BiLSTM is composed of two LSTM layers, one is responsible for processing
positive sequence time data, and the other is responsible for processing
reverse sequence data. This structure makes it more efficient in TSP.

Due to its superior time series data processing capabilities, BiLSTM
is extensively utilized in numerous domains, including speech recognition,
language translation, and sentiment analysis. However, as the complexity of
data sequences increases, a single BiLSTM structure often cannot meet the
growing processing needs [24, 25]. Recently, the academic community has
made significant progress in neural network research. Especially in some
specific application fields, neural networks have shown better prediction
capabilities than traditional ML methods. Based on these developments, this
study proposes an improved BiLSTM model for CNSS prediction. With a
dual-layer BiLSTM, a dropout layer, and a dense layer, the model seeks
to increase prediction efficiency and accuracy. The network structure of
BiLSTM is shown in Figure 3.

Since LSSVM has reduced the data dimension while retaining key infor-
mation, this will help the BiLSTM network learn and extract features more
efficiently. In order to shorten manual debugging time and stimulate the best
performance of the model, the study uses Bayesian optimization technology
to finely adjust the hyperparameters. Additionally, to avoid the problem of
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slow model learning or overfitting, the Xavier weight initialization method
and Dropout technique are used to improve the model learning efficiency
and its expressiveness on unknown data. Bayesian optimization is a global
optimization method that relies on Bayes’ theorem. It gradually increases
sampling points to better fit the posterior probability of the objective function,
and adjusts hyperparameters accordingly. Its process starts from Gaussian
process regression to obtain the posterior distribution, and then relies on the
acquisition function to select new sample points. Following the selection of
sample points, the new parameter combination is used to update the posterior
distribution. This process is repeated until the maximum number of iterations
is reached or convergence takes place. Therefore, the LSSVM method that
preserves key information can quickly adapt to the feature extraction of
the model and enhance its performance together with Bayesian optimization
methods.

Weight initialization is a crucial technology in machine learning (ML)
that influences the network’s convergence pace as well as the solution’s qual-
ity and ability to adapt to new challenges. Choosing an appropriate weight
initialization strategy can more effectively solve complex nonlinear problems
while controlling computational complexity [26]. The Xavier initialization
weight is related to the output and input nodes of the layer of the neural
network. The specific initialization formula is shown in Equation (9).

W ∼ Uniform

(
−

√
6√

fan in + fanout

,

√
6√

fan in + fanout

)
(9)

In formula (9), fan in and fanout respectively denote the input nodes and
the output nodes of a certain layer in the neural network, which Uniform are
uniformly random values.

Neural networks can be effectively kept from overfitting with the use of
dropout technology. This method is frequently applied in the field of deep
learning to lower the possibility of overfitting during training. Its primary
purpose is to increase the model’s capacity for generalization on unknown
data, particularly in cases where the original model was prone to overfitting
[27, 28]. The core mechanism of Dropout is to randomly discard a portion of
neurons during the training process. This randomness reduces the interdepen-
dence between neurons and forces the network to learn more robust feature
representations. In short, Dropout enhances the generalization performance
of the entire network by creating the effect of multiple sub-models. Figure 4
depicts the CNSS prediction procedure based on an optimized BiLSTM.
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Figure 4 CNSS prediction process based on optimizing BiLSTM.

4 Computer NSSA and Prediction Analysis Integrating
LSSVM and Optimized BiLSTM Network Algorithm

Initially, the effectiveness of the situation assessment and prediction tech-
niques was compared, confirming the superiority of LSSVM-BiLSTM,
before the computer NSSA and prediction were analyzed. After that, sim-
ulation analysis was used to confirm the research method’s efficacy in NSSA
and prediction.

4.1 Security Situation Assessment and Predictive Performance
Analysis

Collect network traffic data, log files, intrusion detection system alerts, etc.,
clean the data, and extract features such as traffic size, packet frequency,
protocol type, etc. The data sample set consists of 200 samples. The study
used 5-fold cross validation to select parameters, extracted experimental
samples, and used 80% as the training set and 20% as the testing set. At
the same time, the setting of the number of nodes in the network structure
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Table 2 Experimental environment
Environment Name Content Unit/version
Hardware
environment

CPU Execute program instructions and process
data

GHz

GPU A processor for graphics processing and
image calculations

GB

RAM Temporary storage of running programs
and data

GB

Software
environment

Python High-level programming language Python 3.8

TensorFlow Building and training deep learning
models

TensorFlow 2.0

Keras Open source neural network library Keras 2.3.0

layers of the model can provide better reference for model performance. In
order to prevent excessive feature extraction of the model, which may affect
detection accuracy, the number of layers of the model is set to three, and
multiple algorithms are selected to verify the training performance of the
model. Table 2 displays the particular experimental setting.

In the experiment, the CNSS level was divided into 5 levels from low
to high, marked 1–5 in sequence. Using Sequential Minimal Optimization –
Support Vector Machine (SMO-SVM), which is a potent tool that optimizes
the SVM training process and is widely used in various ML applications like
image recognition, text classification, bioinformatics, and handwriting recog-
nition, you can compare the evaluation performance of LSSVM with SVM
and, to further increase comparability, add SMO-SVM to the comparison.
First, compare the evaluation results of the three algorithms of SVM, SMO-
SVM, and LSSVM, and select samples No. 1–10 for evaluation. The results
are shown in Figure 5.

In Figure 5, the three models show different accuracy when assessing the
CNSS. The SVM model had evaluation errors in samples 1, 3, 4, 7, and 10,
and these samples were misestimated to level 2 respectively. The SMO-SVM
model has errors in the evaluation of samples 2, 4, 6, and 9, and these sample
errors are estimated to be levels 2, 1, 3, and 3 respectively. In contrast, the
LSSVM model shows higher estimation accuracy, only misestimating sample
4 as level 2. After 50 iterations of the experiment, the average evaluation
accuracy of the three algorithms was determined using statistical methods.
The results are shown in Figure 6.

Figure 6(a), (b) and (c) show the average evaluation accuracy of LSSVM,
SMO-SVM, and SVM respectively. In Figure 6, the average evaluation
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Figure 5 Evaluation results of SVM, SMO-SVM, and LSSVM algorithms.

accuracy rates of the three algorithms LSSVM, SMO-SVM, and SVM
are 96.12%, 81.57%, and 74.15% respectively. That is, LSSVM has better
assessment accuracy than SVM and SMO-SVM in computer NSSA.

Next, the CNSS prediction performance of Integrating LSSVM and Opti-
mizing BiLSTM (LSSVM-BiLSTM) is analyzed. To improve the research’s
comparability, the improved BiLSTM is contrasted with both BiLSTM and
SSA-LSTM. Among them, the Adaptive Whale Optimization Algorithm –
Long Short-Term Memory (SSA-LSTM) is suitable for complex and dynam-
ically changing data sets, and has strong global search capabilities and time-
series data processing capabilities. The network situation prediction results
of optimized BiLSTM, BiLSTM, and SSA-LSTM for sample No. 1–10 are
shown in Figure 7.

As can be seen from Figure 7, the findings illustrate that the LSSVM-
BiLSTM model is consistent with the true situation value on some sam-
ples, but the prediction accuracy is not high in most cases. The prediction
performance of BiLSTM and SSA-LSTM has been improved compared to
BiLSTM, especially on some key samples, the prediction is more accurate.
However, these models still have limited predictive capabilities in the face of
severe fluctuations in true situation values. In contrast, the LSSVM-BiLSTM
model outperforms the other two models in overall prediction effect, showing
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Figure 6 Average evaluation accuracy of three algorithms.

better adaptability and accuracy. The experiment was repeated 50 times to
compare the MAE of the three algorithms. The results are shown in Figure 8.

As can be seen from Figure 8, the MAE differences between the three
algorithms of LSSVM-BiLSTM and BiLSTM and SSA-LSTM are obvious.
As the experiments increases, the MAE of BiLSTM and SSA-LSTM both
show an upward trend, while the average absolute error of LSSVM-BiLSTM
tends to be stable during the experiment, with smaller fluctuations, and the
average MAE is about 0.05. The average MAE of BiLSTM and SSA-LSTM
are 0.65 and 0.31 respectively. It can be seen that, relatively speaking, the
prediction error value of LSSVM-BiLSTM is smaller and is more suitable
for predicting the CNSS.

4.2 Simulation Analysis

After verifying the computer network situation assessment and prediction
performance of LSSVM-BiLSTM, it was applied to different windows for
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simulation analysis. Studies were carried out using window values of 4 and
6, correspondingly. The scenario value of the upcoming time period was
predicted using the data from the previous three time periods when the
window value was 4, and the previous five time periods when the window
value was 6. information for forecasting. Use Mean Squared Error (MSE),
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Figure 9 Evaluation results under two different windows.
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Figure 10 Prediction results under two different windows.

MAE, Root Mean Squared Error (RMSE)-fitting coefficient (Coefficient of
Determination, R 2) as evaluation indicators, analyze samples No. 20–30 of
the validation set, and the evaluation results under the two windows are shown
in Figure 9.

The computer NSSA MSE, MAE, RMSE, and R 2 of the LSSVM-
BiLSTM are displayed in Figures 9(a) and 9(b) for window values of 4 and 6,
respectively. Figure 9 illustrates that the LSSVM-BiLSTM R 2 values under
both windows range from [0.92, 1.0]. The closer the 1.0 value is to 1, the
more closely the model fits the data. At the same time, the MSE, MAE, and
RMSE values of LSSVM-BiLSTM under the two windows are all low, close
to 0.35, 0.16, and 0.07 respectively, which comprehensively demonstrates
the superior situation assessment results of LSSVM-BiLSTM. The prediction
results under the two windows are shown in Figure 10.
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Table 3 Performance comparison results of different algorithms in HCR

Algorithms Convergence Scalability/% Running Time/s Accuracy/%

Random Forest 76.23% 34 s 81.46%

Decision tree 79.54% 33 s 80.91%

XGBoost 80.63% 29 s 83.16%

Deep neural network 86.27% 15 s 90.52%

Support Vector Machine 85.42% 10 s 89.77%

Stacking 89.15% 6 s 88.74%

LSSVM-BiLSTM 93.48% 3 s 94.35%

The LSSVM-BiLSTM’s MSE, MAE, RMSE, and R 2 in the window
values of 4 and 6, respectively. Figure 10 illustrates that the LSSVM-BiLSTM
prediction of CNSS yields better overall results. The average R 2 is 0.92
and 0.93, the average RMSE is 0.21 and 0.22, and the average MAE and
MSE under the two windows are 0.04 and 0.08, respectively. Overall, as the
window of the LSSVM BiLSTM model increases, its computational com-
plexity also increases, while the overall evaluation metrics remain relatively
unchanged. The LSSVM-BiLSTM prediction results have a lower error value
and a better fitting degree than the actual scenario value when the window
value is fixed.

To further validate the performance of the proposed model, a large-scale
network simulation platform, the Heetian Cyber Range (HCR), was selected
for the study. Its environment is close to the real network environment, with
rich and clear situations, and compared with other advanced algorithms, as
shown in Table 3.

From Table 3, it can be concluded that in the HCR environment, the scal-
ability and efficiency of random forests and decision trees are relatively low,
with values of 76.23% and 79.54%, respectively. The accuracy of deep neural
networks and support vector machines are 90.52% and 89.77%, respectively,
but the LSSVM BiLSTM method proposed in the study has a scalability of
93.48% and an accuracy of up to 94.35%. Therefore, it proves the superiority
of the model proposed by the research institute.

5 Conclusion

In the face of complex and ever-changing NS threats, research is commit-
ted to developing a more accurate and forward-looking computer NSSA
tool to enhance network defense capabilities and prevent potential attacks
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in advance. First, a comprehensive computer NSSA index system is con-
structed, LSSVM is used to conduct real-time security situation assessment,
and then LSSVM-BiLSTM is used to predict the future security situation.
The outcomes revealed that as the number of experiments increases, the
MAE of LSSVM-BiLSTM and SSA-LSTM both show an upward trend,
while the average absolute error of LSSVM-BiLSTM tends to be stable
during the experiment, with smaller fluctuations and an average The MAE
is about 0.05. The average MAE of BiLSTM and SSA-LSTM are 0.65 and
0.31 respectively. The simulation outcomes revealed that the R 2 value of
LSSVM under both windows is between [0.92, 1.0]. The average MAE of
LSSVM-BiLSTM under the two windows are 0.04 and 0.08 respectively.
The research results confirm the effectiveness of the method, showing a more
prominent ability in detecting new and mutated NAs. In addition to increasing
computer NSSA’s accuracy, the integration of LSSVM and the optimized
BiLSTM network algorithm strengthens the model’s capacity to manage
intricate nonlinear issues and long-term information dependence, offering
strong technical support for computer NS protection. This study still has
some shortcomings, the network security situation assessment method lacks
authenticity and real-time verification in practical application networks, and
fails to comprehensively analyze the diversity of NS threats. In addition, the
dual layer BiLSTM network structure is not sufficient to use more complex
and changing environments, and its structure needs further optimization. At
the same time, the combination of LSSVM method with different network
models in the process of dimensionality reduction of data features can easily
lead to data loss. Further research is needed in the data processing of LSSVM.
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