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Abstract

Industrial wireless communication technology is the key to promoting the
development of factory intelligence and automation. However, wireless net-
work data security has hindered the development of industrial intelligence.
Therefore, to solve the security issues of industrial wireless networks, a
network data secure transmission technology based on the national secu-
rity algorithm is proposed based on industrial wireless network standard
protocols. Firstly, to address the vulnerability of network node identity
authentication to attacks, the national security algorithm is used to construct
a node authentication model. Secondly, a data security transmission model
is constructed based on the improved national security algorithm, which
can securely transmit industrial wireless networks by encrypting network
application layer data. In network node identity authentication, when the step
size was 50, the identity authentication average accuracy of the research mode
reached over 98.95%, which was better than other models. When the step size
was 50, the average accuracy of identity authentication in the research model
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was over 98.95%, showing the best performance among similar models. In
the attack test of illegal client C, when the interaction history data was within
500, the node identity authentication was higher than 99.56%. However,
when the interaction history data exceeded 500, the overall performance
of the research model was still the best. In the comparison of node code
storage and content usage overhead, when the code quantity was 15000,
the storage overhead of the research model was 87356 bytes, with more
node code storage and lower memory usage. The overall performance of the
research model is better. From this, the research method performs the best in
both identity recognition accuracy and security in network data security. The
research content will provide technical support for the security management
and data transmission of industrial wireless technology.

Keywords: National security algorithm, hash encryption algorithm, identity
authentication, WIA-PA, data security.

1 Introduction

Industrial wireless technology plays an important role in modern industrial
automation, but it still faces many communication security issues. Industrial
wireless networks require a large number of communication devices during
deployment. The transmission and interaction of data information are highly
susceptible to external interference [1]. In addition, special architectural
features also mean that the integrity and security of information are difficult
to effectively ensure [2]. Ensuring the effectiveness and security of commu-
nication data and avoiding sensitive data from being violated is currently a
challenge in the application of industrial wireless technology. At present,
China has developed a Wireless Networks for Industrial Automation Pro-
cess Automation (WIA-PA). The WIA-PA network standard technology has
low power consumption, high stability, and security, reaching the advanced
level around the world. However, the WIA-PA network still faces network
communication data security issues during use. Especially in cutting-edge
manufacturing processes, if WIA-PA network communication data is hacked
or tampered with, it will affect the safe operation of the entire factory.
However, based on China’s independently controllable WIA-PA network
standard technology, there are still data security issues, such as external and
internal malicious node attacks, and sending false information to the network.
At present, common security technologies include encryption algorithms
and key management, such as international block cipher algorithm, hash
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encryption algorithm, etc. However, these technologies still face difficulties
in large-scale data transmission and identity access recognition, making
data vulnerable to theft [3]. Therefore, to ensure the security of WIA-PA
network data, a WIA-PA network data secure transmission technology based
on the national security algorithm is proposed. The study uses Hash-based
Message Authentication Code-SM3 (HMAC-SM3) and Information Secu-
rity Technology-SM4 Block Cipher Algorithm (SM4) to rigorously encrypt
communication node authentication. At the same time, an improved SM4
algorithm is used to encrypt end-to-end application layer data. There are
two innovations. Firstly, it analyzes the node identity authentication end
and adopts multiple key encryption to ensure the communication security
at the network node end. Secondly, considering the security of data trans-
mission at the application layer, authentication and encryption are performed
at the application layer to ensure the integrity and validity of information.
The research technology will provide important technical references for the
deployment and information management of enterprises in industrial automa-
tion, thereby promoting the development of traditional industry towards
intelligent manufacturing industries. (1) Therefore, in order to address the
security issues of industrial wireless network data, this study proposes
a network data security transmission technology that combines national
encryption algorithms to meet the data security requirements of China’s
industrial wireless networks. (2) Secondly, the study aims to reconstruct the
identity authentication model by combining national encryption algorithms
and hash encryption algorithms to ensure the security of data transmission.
(3) Finally, in order to address end-to-end data security issues, application
layer data encryption is constructed to further improve the security and
stability of data transmission, ensuring industrial network security.

2 Related Works

In modern industrial manufacturing, efficient and secure wireless communi-
cation technology is crucial for industrial development. Domestic and foreign
scholars have conducted extensive research on the application of industrial
WIA-PA wireless technology. Ji Z et al. designed a visualization management
software for the WIA-PA network to improve its reliability. Firstly, the design
requirements and functions of visual management software were analyzed.
Then, the software was designed using the decoupled network topology lay-
out algorithm. In addition, the heuristic algorithm was introduced to improve
the tension exclusion model and enhance the network topology layout effect.
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Experimental analysis was conducted on the research technology, which
showed excellent performance in 100 devices [4]. Ademaj F et al. proposed
a routing protocol technique to improve the latency of WIA-PA networks.
The power consumption between wireless sensor and actuator nodes was ana-
lyzed, while minimizing end-to-end latency to achieve reliability. In addition,
the study introduced a time-division multiple access scheme that improved
energy efficiency by avoiding conflicts and reduces network latency and data
round-trip time. Finally, the technology was applied to specific scenarios,
which had good application effects [5]. Perwej Y et al. focused on the privacy
and security of industrial WIA-PA networks. To improve the effectiveness
of network data transmission and ensure the healthy development of the
medical industry, the security of medical network data was explored. Data
transmission security was systematically analyzed, taking into account the
development needs and challenges of the medical industry. Related research
was conducted to address the secure data transmission in communication
networks [6].

In addition, with the increasingly serious communication security issues
in recent years, strengthening communication data security is crucial. The
national security algorithm has important application value in the field of
communication data security. Jiang Y et al. conducted research on network
data security. The communication data security issue has become increas-
ingly severe. To solve the security issues of communication data transmission,
a data privacy protection technology was proposed, which used the national
security algorithm to authenticate and encrypt large data files. Then, the
national security algorithm symmetric cryptography was used to encrypt
genomic data. The experiment showed that this technology had good data
privacy protection performance and met the requirements of data encryp-
tion [7]. In addition, Shao T et al. analyzed the side channel security of
block cipher algorithms. To ensure the security of communication channels,
a novel group symmetric encryption technology was proposed. This tech-
nology successfully reduced the algebraic order of the decomposed S-box
from 7 to 2 by performing two tower field decompositions in a group
symmetric cipher box, thereby improving the resistance of the scheme [8].
Xiangliang M A et al. used models such as recursive neural networks
and multi-layer perceptrons to recover block cipher software and hardware
information keys to improve the security of network transmission data. In
addition, multiple algorithms were combined to recover the correct key of
SM4 software. Through specific experimental testing, this technology had
good data processing capabilities and application effects, which was also
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suitable for attack scenarios implemented through key encryption [9]. Finally,
according to Wang R et al.’s research on communication data encryption
technology, the conflict-based attack performed better in white box SM4
implementation than previously published attacks, while reducing known
time complexity. This technology improved the practical application effect
of white box cryptography and data encryption technology [10]. Larijani
et al. conducted research on various intrusion techniques and combined
them with improved teaching and learning optimization algorithms, improved
JAYA algorithms, and support vector machines. Finally, the improved JAYA
algorithm was used to optimize the parameters of the support vector machine.
The improved method showed excellent performance compared with similar
techniques and provided support for data security [11]. Abolfathi M et al. con-
ducted research on current network privacy technologies in order to improve
data security. A fingerprint total model for super learners based on machine
learning and adversarial thinking principles was proposed in the research,
which used multiple classification models for recognition and analysis to
ensure data security. The results showed that this technology had good anti-
attack capabilities, which was more accurate than similar technologies [12].
Dezfuli S M K P et al. conducted research on data information security in the
context of assassination to analyze the characteristics of international control
organizations. The normative transformation of concepts such as national
sovereignty and exclusivity standards in international relations was indexed,
thereby providing technical support for information security and military
operations [13].

In summary, in recent years, industrial wireless communication technol-
ogy has been widely applied and developed. The data security of indus-
trial wireless communication technology has received widespread attention.
Ensuring the effectiveness and security of communication data is crucial.
Therefore, the above research has conducted in-depth research on privacy
protection of network data and related encryption technologies. However,
there is currently limited research on data security for industrial WIA-PA
wireless technology. Therefore, the security of WIA-PA data transmission is
analyzed. Based on advanced national security algorithms, secure industrial
communication data transmission is achieved, providing important technical
support for industrial intelligent manufacturing and communication data
security.

The study consists of four chapters. The first section discusses the latest
security technologies and data transmission technologies related to industrial
networks. The second section analyzes and models industrial network data
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security technology based on national security algorithms. The third section
verifies and analyzes the proposed technology, and compares its effectiveness
with similar technologies. The last section summarizes and analyzes the
entire technology.

3 Construction of Network Data Security Encryption
Model Based on National Security Algorithm

This section analyzes the security transmission issues of WIA-PA network
data. A node authentication model is constructed to address the node access
security. At the same time, a data security transmission model is constructed
to address the security of application layer data transmission.

3.1 Construction of Node Authentication Model Based on
WIA-PA Network

In recent years, the transformation of information and communication tech-
nology has accelerated the development of traditional industrial manufactur-
ing towards automation and intelligence. Among them, industrial wireless
technology is the key to industrial intelligence construction, which needs to
ensure that the network has efficient bandwidth and transmission stability,
while meeting network security requirements. Therefore, based on industrial
WIA-PA network security, a WIA-PA network data security transmission
model is constructed to ensure the security of industrial wireless networks.
The WIA-PA network model is shown in Figure 1.

According to Figure 1, the industrial WIA-PA network mainly includes
handheld devices, network routers, gateways, field devices, and other devices.
Among them, the research uses handheld devices to obtain node long
addresses, and uses field devices to detect or collect relevant network data.
The network router is responsible for finding a suitable path for the message
to be “routed”, that is, forwarded to the appropriate direction. The gateway
is responsible for data transmission and conversion, completing the industrial
network data transmission. As an industrial open network, WIA-PA can be
exploited by hackers to tamper with data and instructions without authoriza-
tion, causing serious impacts on network security. Starting from network node
identity authentication, a WIA-PA network node authentication model is con-
structed based on the national security algorithm HMAC-SM3 and SM4 to
ensure the security of network node access. Compared with commonly used
international block cipher algorithms, the research algorithm adopts rigorous
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Figure 1 WIA-PA network structure diagram.

cryptographic principles and complex computational methods. It can resist
various traditional and modern cryptographic attack methods and has higher
security. At the same time, it is developed based on specific scenarios in China
and has stronger adaptability. The entire network node authentication model
construction process is shown in Figure 2.

Figure 2 shows the authentication process of security algorithms and hash
encryption algorithms. Firstly, a handheld device is used to generate the key,
followed by the SM4 encryption to generate the challenge frame. Next, the
study uses HMAC-SM3 and hash encryption to calculate message codes for
nodes, etc., and completes the identity authentication process through time
and key. In the specific execution, system initialization needs to be completed
in the offline state of the gateway first. In order to ensure that the offline
initialization is attacked, this study uses a shared initial key between both
parties to ensure data security. At the same time, even if the gateway is offline,
it should be ensured that the communication between the handheld device
and the gateway is encrypted. Finally, The integrity of critical data is verified
mainly through national encryption algorithms to ensure offline security.
After the WIA-PA network handheld device is connected to the network, the
identity identification of all nodes is divided through the gateway. The set of
node identity identifiers is shown in Equation (1).

NNode = {Node1,Node2,Node3, . . . ,Nodei} 1 ≤ i ≤ n (1)
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Figure 2 Network node authentication model flowchart.

In Equation (1), Nodei identifies the identity of the i-th node. n identifies
the deployment volume of nodes. Before the node enters the network, a
handheld device is used to obtain the 64-bit node long address for WIA-
PA networks. An initial key KJ i shared by both parties is created at the
node. The KJ i information is written to the network node under the handheld
device. Then, an isolation strategy is used to deploy the gateway and nodes,
thereby preventing hackers from stealing Nodei information and initial key
KJ i from the WIA-PA node and gateway. The above operation initializes
the system [14]. In the authentication process of WIA-PA network nodes,
the node obtains a random number Ri through a random generator. In the
authentication process of WIA-PA network nodes, nodes obtain random num-
bers through a random generator. The main function of the random generator
is to ensure the uniqueness of identity data in node identity recognition. It
randomly generates unique identity recognition information for each node.
The random generator is generated by the network system random generator
module. The national security algorithm SM4 is used to encrypt the random
number Ri and Nodei identification and obtain a challenge frame, as shown
in Equation (2).

Ci = SM4KJ i(Nodei||Ri) (2)
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In Equation (2), Ci represents the challenge frame. Next, the national
security algorithm HMAC-SM3 calculates the message code for the ran-
dom number Ri, Nodei identifier, and system timestamp T1, as shown in
Equation (3).

TAG = HMAC − SM3KJ i(Nodei∥Ri∥T1) (3)

In the calculation of message codes, the HMAC-SM3 algorithm also uses
the initial key KJ i. Based on this, the identity request message is obtained,
as shown in Equation (4).

QTAG = Ci∥TAG∥T1 (4)

The calculated QTAG is sent to the system gateway. When the system
receives the identity authentication message QTAG transmitted by the WIA-
PA node, the current state time TG is obtained and verified, as shown in
Equation (5).

|TG − T1| ≤ ∆T (5)

In Equation (5), ∆T represents the maximum data transmission delay of
the current system. If the verification does not meet the system requirements,
it indicates that the node identity authentication has failed. If the verification
is successful, the gateway will decrypt the challenge frame Ci and obtain
the system node security information. Whether the Nodei information in
the node is reasonable is determined. If the verification is reasonable, the
corresponding security parameters are stored, as shown in Equation (6).

Ni = R′
i (6)

In Equation (6), Ni represents the safety parameter of authentication Ri.
Next, the national security algorithm SM3 is used to calculate the summary
value, as shown in Equation (7).

TAG ′ = HMAC − SM3KJ i(Nodei∥R′
i∥T1) (7)

When the requirement TAG ′ = TAG is met, it indicates that the node has
passed security authentication. Otherwise, the network authentication request
for the node fails. After confirming the information of the WIA-PA network
nodes, the system gateway randomly generates a random number ri again.
The random number ri at this moment is stored by the system as a security
parameter ni. Next, parameters ni and Ni are used as keys to obtain the input
summary value HMAC − SM3KJ i(Ni ∥ni) of HMAC-SM3. The last 16
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bytes of the summary value are selected as the data transmission key Ks.
SM4 is used to obtain the response frame, as shown in Equation (8) [15].

E = SM4K Ji(R
′
i∥Ks∥ri) (8)

According to Equation (8), the new random number R′
i, random number

ri, and key Ks are obtained. The HMAC-SM3 is used again to obtain the
message authentication code, as shown in Equation (9).

MAC = HMAC − SM3KJi(R
′
i∥Ks∥ri) (9)

After obtaining the message authentication code, the key generates a
response message and transmits the information to the node. After obtaining
the authentication, the current time Tg of the system is obtained. Based on the
response message information, weather the verification message authentica-
tion code MAC is consistent with the message authentication code MAC ′

generated by the HMAC-SM3 is verified. If it is the same, the response
message passes the verification. After the response message is passed, the
node randomly generates a new random number r′i through the key T2.
The confirmation message is obtained through SM4 encryption, as shown
in Equation (10).

Ack = SM4KS
(r′i) (10)

The received confirmation message is transmitted to the gateway and a
new system current time T2 is obtained. When |T2 − Tg| ≤ ∆T satisfies,
it indicates successful key verification. When r′i = ri satisfies, the entire
WIA-PA network completes node security authentication. Based on the above
method, the identity authentication is set up between the WIA-PA node and
the gateway. When the key between the two is authenticated, the WIA-PA
node can prove its Internet security.

3.2 Data Security Transmission Model Based on SM4-CRT

In WIA-PA network security management, Internet identity authentication
is established between network nodes and gateways. In addition, secure
encryption is applied at both the sending and receiving ends of the data to
ensure the integrity and security of the application layer data in the WIA-PA
network [16]. In this regard, the next research focuses on the application layer
data encryption of WIA-PA networks, which utilizes gateways and nodes
to obtain shared keys, and uses algorithms such as SM4 to achieve end-to-
end data security authentication. Among them, the WIA-PA application layer
security package format and control field format are shown in Table 1.
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Table 1 Application layer security package format and control field format
Application

Data Link Control Package
Security Header Parameter Field Format Parameter
Package control 1 byte Position: 0–1 Package type
Serial number 1 byte Position: 2 Security
Package length 1 byte Position: 3 Confirm
Data link payload Parameter Position: 4–5 Transmission mode
Safety control 1 byte Position: 6–7 Hold
Load Variable length – –
Application layer
authentication code Ministry
of Internal affairs and
Communications (MIC)

0/4 bytes – –

According to Table 1, the session layer key Ks and the application layer
payload together form the authentication code MIC. According to the control
field, setting the field to 1 results in a secure operation. Different control fields
implement different security measures to ensure data transmission security.
Based on the shared key Ks obtained through bidirectional authentication
between the gateway and nodes, the sender constructs a security header
according to the system security mechanism. The SM4 algorithm encryp-
tion process and the Cipher Block Chaining-Message Authentication Code
(CBC-MAC) achieves secure communication data processing, ensuring data
integrity and security while reducing node consumption [17]. In data integrity
analysis, the first step is to construct an application layer authentication
data string B0∥B1∥ · · · ∥Bt. Then, it is used as an input value for the SM4
encryption process.

Firstly, the identification byte Flag of the authentication data block B0

is constructed, which includes the Reserved byte of 0. In the research, the
application layer serves as an additional part of the authentication data.
The additional field Adata is set to 1 [18]. Meanwhile, for the two 3-bit
identification fields M ′ and L′. The value of M ′ is determined by the output
authentication field length M , as shown in Equation (11).

M ′ = (M − 2)/2 (11)

For L′, it is mainly determined by the plain-text data length byte L, with
the value of L− 1. Based on the identification byte Flag and the key authen-
tication process parameters Ni and ni, a 13 bytes Nonce = Ni ∥ni can be
obtained. A 128-bit length authentication data block B0 can be constructed,
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expressed as Equation (12).

B0 = Flag∥Nonce∥len(m) (12)

In Equation (12), len(m) represents the plain-text effective byte length
value. A 128-bit authentication data string B1∥ · · · ∥Bt can be constructed
using plain-text data strings and additional authentication data strings.
The data block B1 consists of additional authentication data a and the
additional authentication data length len(a). The plain-text data string Ba+1

is composed of plain-text data m and plain-text data length len(m) [19].
In the system, the payload of the WIA-PA application layer is plain-text
data m. To ensure that the length of m is 128-bit, 0 is added at the end.
After constructing the authentication data string B0∥B1∥ · · · ∥Bt, the SM4
algorithm is used for complete CBC-MAC data calculation, as shown in
Figure 3.

According to the process in Figure 3, the 128-bit initial vector block X0

is 0, namely X0 = 0128. The SM4 encryption process is completed using the
XOR result of key Ks and authentications X0 and B0. The input vector is
obtained, as shown in Equation (13).

Xi+1 = SM4(Ks,Xi ⊕Bi)i = 0, . . . , t (13)

In Equation (13), ⊕ represents the exclusive OR symbol. The final cipher-
text block X1∥ · · · ∥Xt+1 and message verification code MIC are obtained
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through SM4 encryption operation. MIC is obtained by truncating M bytes
from the leftmost side of the cipher-text block Xi+1 [20]. After completing
the data integrity analysis, the next step is to conduct a data security analysis.
Firstly, the vector block Ai is constructed. Ai is used as the input value
for application layer data encryption. Its construction identifier byte is Flag .
By identifying byte Flag and the key authentication process parameters Ni

and ni, 13 bytes Nonce = Ni ∥ni can be obtained. At the same time, the
calculator Counter i with 2 bytes can be obtained [21]. The calculation of
vector block Ai is shown in Equation (14) [22].

Ai = Flag∥Nonce∥Counter i, i = 0, 1, 2, . . . , i < len(m) (14)

The effective plain-text data m and the plain-text data length len(m) are
used to construct the plain-text data string M1| · · · |Mi. The plain-text data
m is used as the application layer payload, ensuring that the data block is
128-bit by adding 0 at the end [23]. Next, the SM4 algorithm is used to
perform CountTeR mode (CTR) calculations on M1| · · · |Mi [24]. The entire
data security encryption calculation process is shown in Figure 4.

According to Figure 4, a 128-bit grouping vector block is constructed
using Ai. The key and SM4 algorithm are used to encrypt Ks. The plain-text
block and the key result are XOR computed to obtain the cipher-text block,
as shown in Equation (15).

Ci = SM4(Ks,Ai)⊕Mi, i = 1, . . . , t (15)

According to the MIC obtained from data integrity calculation, the same
data is securely encrypted. The encrypted MIC ′ is shown in Equation (16).

MIC ′ = SM4(Ks,A0)⊕MIC (16)
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The encrypted MIC ′ can effectively prevent verification messages from
being intercepted or tampered with by hackers, thereby ensuring the security
of the authentication code MIC [25]. Finally, based on the SM4-CRT, secure
cipher-text blocks are output to achieve secure transmission of WIA-PA
application layer data.

4 Algorithm Performance Testing

To verify the application effectiveness of the proposed WIA-PA network
data security transmission technology, experimental testing is conducted on
the Windows 11 64-bit platform. The simulation analysis is completed on
the Visual Studio 2018 platform. Meanwhile. During the experiment, the
SmartRF Packet sniffer tool is used to visually monitor the network WIA-PA
communication protocol. Based on this tool, data content such as WIA-PA
network beacon frames, data frames, and confirmation frames are obtained.
The communication data parameters for the experimental section are shown
in Table 1.

During the experiment, the widely used Advanced Encryption Standard
(AES) algorithm and Triple DES (3DES) are introduced for experimental
comparison. The 3DES data encryption algorithm only supports 56-bit key
encryption and decryption, which does not meet the node authentication
requirements in the study. Therefore, only the research model and AES model
to compare the accuracy of identity authentication, as shown in Figure 5.

Figure 5 shows the results of the WIA-PA network node identity authenti-
cation test. The interaction step size refers to the number of times information
is exchanged between nodes during the authentication process. The longer
interaction steps indicate that the authentication process is more complex and
time-consuming, and the communication overhead is also higher. Four types
of clients are selected for node identity authentication in the experiment,
namely legitimate client, illegal client a, illegal client b, and illegal client
c. 1000 different lengths of interaction history data are generated between

Table 2 Communication data for the experimental section
Data Type Numerical Value Data Size (GB)
Text data 14852 18.2
Video data 23542 52.6
Image data 75643 48.6
Table data 15682 16.2
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Figure 5 Identity authentication accuracy testing results.

four types of clients and WIA-PA network servers. Figures 5(a) and 5(b)
respectively show the identity authentication results of the AES model and
the research model. According to the results, as the step size increased,
the accuracy of node identity authentication in both models significantly
improved. When the step size reached 50, the average accuracy of identity
authentication in the research model was over 98.95%, while the AES model
was only 84.65%. Furthermore, further analysis revealed that after reaching a
step size of 50, the three types of illegal clients were almost unable to obtain
authentication in both models. The increase in step size does not affect the
authentication effect of legitimate clients. Based on this result, the research
technology of industrial wireless network authentication process has signif-
icant advantages. Compared with the AES model, the research model has
higher accuracy and stronger security in the identity authentication process,
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which is of great significance for network node identity security recognition.
In addition, at lower interaction step sizes, illegal client c exhibits strong
aggressiveness in both models, resulting in lower authentication. Therefore,
the aggressiveness of illegal client c is tested, as shown in Figure 6.

Figures 6(a) and 6(b) show the testing results of the AES model and
the research model, respectively. According to the result, as the amount of
historical interaction data increased, it actually enhanced the aggressiveness
of the model. When the interaction history data were within 500, the research
model had excellent defense ability, with an identity authentication accuracy
of over 99.56%. The AES model only had a high defense capability within
the range of 50 interaction historical data. The identity authentication signif-
icantly decreased after 200 interaction historical data. Furthermore, further
analysis revealed that both models had better attack defense ability when
the interaction step size was 50. However, compared with the AES model,
the attack and defense performance of the research model improved by
21.35%, indicating better attack defense performance. From the test results,
illegal clients in industrial wireless networks have a significant impact on the
security of network data, especially with an increase in historical interaction
data. The attacks on identity authentication process data will also increase,
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further increasing the data security risks of industrial networks. However,
in actual testing, the overall impact of the research model is significantly
lower compared with the AES model. The comprehensive anti-attack perfor-
mance of the research model is better. Therefore, when industrial networks
are attacked, the research model has higher security. Next, the end-to-end
communication latency is compared, as shown in Figure 7.

Figure 7(a) shows the comparison results of data transmission delay at the
sending end. From the results, as the data length increased, the data calcula-
tion delay of the model continued to expand. When the input length was 18
bytes, the delay of 3DES, AES, and research model was 289.5 µs, 145.6 µs
and 98.6 µs, respectively. The 3DES model had the highest delay and the
research model has the lowest delay. Figure 7(b) shows the comparison
results of data transmission delay at the receiving end. The research model
still had the lowest latency, while the overall latency of the 3DES model
was relatively high. When the input length was 16 bytes, the delay of 3DES,
AES, and research model was 206.5 µs, 106.5 µs and 90.2 µs, respectively.
Overall, the national security algorithm has been optimized and designed for
the Chinese industrial network scenario. In addition, the SM4 algorithm uses
a 128-bit key, which is equivalent to AES-128. Compared with 3DES (which
uses three 56-bit or 168-bit keys), it is simpler and more efficient in key
management, significantly reducing overhead and improving communication
efficiency. The research model has the lowest network communication delay
and better data transmission performance. In addition, the data transmis-
sion energy consumption of different models is compared, as shown in
Figure 8.
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Figure 8 Comparison of end-to-end communication energy consumption.

Figure 8(a) shows the energy consumption during the node identity
authentication process. The system energy consumption was highest during
the data transmission load stage. The energy consumption of 3DES was
147.2 µJ, AES was 137.6 µJ, and the research model was 107.5 µJ. Dur-
ing the load receiving phase, the energy consumption of 3DES, AES, and
the research model was 71.5 µJ, 58.6 µJ and 41.2 µJ, respectively. The
research model had lower energy consumption. Figure 8 shows the energy
consumption during end-to-end data secure transmission. From the data
results, the 3DES model had the highest overall energy consumption. The
data transmission energy consumption during the sending, transferring, and
receiving loads was 38.6 µJ, 34.9 µJ and 29.8 µJ, respectively. The research
model had the lowest energy consumption. The energy consumption during
sending, transferring, and receiving loads was 15.2 µJ, 12.5 µJ and 12.6 µJ,
respectively. Overall, the proposed algorithm is optimized in terms of key
length, number of encryption rounds, etc., resulting in a significant reduction
in encryption overhead. In addition, the national encryption algorithm adopts
a round key generation method, which further reduces the computational load
and exhibits excellent energy consumption performance. The research model
for node identity authentication and communication data transmission has
excellent energy consumption performance. Next, the Keil C51 software is
used to compile the system protocol stack in the experiment. The obtained
storage space and system running memory usage overhead are shown in
Figure 9.

Figure 9(a) shows the code storage overhead of WIA-PA gateway nodes.
From the results, as the number of codes increased, the storage overhead
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Figure 10 Comparison of encryption and decryption performance.

continued to expand. When the code quantity was 15,000, the storage capac-
ity of 3DES, AES, and research model was 39936 bytes, 78235 bytes, and
87356 bytes, respectively. The storage quantity of research model was higher.
Figure 9(b) shows the results of node code occupancy cost. The overall
memory usage of the 3DES model was high. The memory usage cost of the
research model was similar to the AES model. Under the same storage cost,
the memory cost of the research model was lower, and the overall effect was
better. Finally, the encryption and decryption performance of different models
are compared, with a maximum plain-text size of 1250 bytes and a key length
of 128-bit, as shown in Figure 10.

Figures 10(a) and 10(b) show the comparison results of encryption and
decryption performance, respectively. According to the curve results, as
the data increased, both the encryption and decryption time of the model
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Table 3 Attack testing of illegal client c under large-scale data

Historical Interaction Data 3DES AES Research Model

500 0.901 0.94 0.995

1000 0.854 0.901 0.975

2000 0.804 0.886 0.954

3000 0.764 0.834 0.935

4000 0.545 0.645 0.815

5000 0.535 0.597 0.756

6000 0.521 0.564 0.684

7000 0.514 0.526 0.675

8000 0.510 0.519 0.654

continued to increase. The encryption stage took less time compared with the
decryption stage. In encryption, when the data size was 1000 bytes, the time
consumption for 3DES, AES, and research model was 498.6 ms, 335.5 ms,
and 224.5 ms, respectively. In terms of decryption time, for the same data size
of 1000 bytes, 3DES, AES, and research model took 2318.3 ms, 1568.6 ms,
and 523.6 ms, respectively. The research model has excellent performance
in both encryption and decryption processes, with the shortest encryption
and decryption time. In addition, a larger scale industrial wireless network is
selected for technical deployment to test the application effectiveness of the
research model. Among them, in larger scale industrial wireless networks,
there are 75265 text data with a size of 102.2G. There are 89234 video
resources with a size of 325.2G. The image data have 235562, with a size
of 286.2G. The table data has 65845 entries, with a size of 210.3G. Next, the
exchange step size is set to 100. The effectiveness of identifying illegal client
c attacks under large-scale historical interaction data is compared. The test is
shown in Table 3.

According to the results in Table 3, when the historical interaction
data were low, the aggressiveness of illegal client c was weak. When the
historical interaction data were 500, the identity authentication accuracy
for all three models was above 0.90. As the historical interaction data
increased, the total number of illegal clients gradually increased, resulting in a
decrease in identity authentication for all three models. However, overall, the
research model had stronger defense against external attacks. For example,
when the historical interaction data were 2000, the identity authentication
accuracy of the research model was 0.954. When the historical interaction
data were 3000, the identity authentication accuracy was 0.935, which was
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significantly better than similar technologies. This indicates that this tech-
nology also has excellent performance effects in larger industrial wireless
network deployments.

5 Conclusion

To solve the data security in industrial wireless technology communication,
a data security transmission technology based on WIA-PA network was
proposed. Firstly, considering the vulnerability of WIA-PA network nodes to
hacker attacks, the national security SM4 algorithm and HMAC-SM3 algo-
rithm were used to encrypt the authentication between nodes and gateways,
ensuring the security of node authentication through the uniqueness of the
key. To ensure the effectiveness of network data transmission, a network data
security transmission model was constructed based on the SM4 algorithm.
The SM4 algorithm was used to authenticate and encrypt network application
layer data to ensure the security of data transmission. The node identity
authentication effects of different models were compared. When the step size
reached 50, the average accuracy of identity authentication was over 98.95%,
while the AES model was only 84.65%. According to the attack defense
ability of different models under illegal client c, the model had excellent
attack defense performance when the interaction history data were within
500, with a node authentication accuracy of over 99.56%, which was better
than the AES model. In the comparison of data transmission delay at the
sending end, when the input length was 18 bytes, the research model delay
was 98.6 µs, while 3DES and AES were 289.5 µs and 145.6 µs, respectively.
The overall performance of the research model was better. In addition, the
data energy consumption during communication transmission and reception,
as well as the node storage and memory usage overhead, were compared. The
research model showed excellent performance. Although research technology
has excellent application effects in the field of industrial Internet of Things
security, in wireless networks with dynamic and mobile nodes, the frequent
joining and leaving of nodes, constant changes in location, and frequent
changes in network topology pose significant challenges to data transmission
security. In the future, authentication and encryption mechanisms suitable for
dynamic and mobile node environments can be developed, such as location-
based authentication, dynamic key management, etc. In addition, in order to
improve the overall security of industrial networks, network security tech-
nology can be integrated into the system to further enhance network system
security.
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