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Abstract

This mechanism mainly saves the induction information in the distributed
cloud storage node, and saves the message summary of the induction infor-
mation in the block chain node, and then the corresponding relationship
between the cloud storage node and the block chain node is saved in the
induction information management machine. When the user reads the data,
the identity authentication is first completed at the induction information
management machine, and the induction information is obtained through
the key, and finally the data verification is completed at the block chain
node. The main advantages of this mechanism are: using block chain to store
intelligent sensing information, and using chain storage to reduce the cost of
storage, thus enhancing the scalability of block chain storage. This mecha-
nism uses new hash chains to transmit inductive information, thus improving
the security of transmission. Through this study proposes an access control
strategy for intelligent sensing information. In this way, the user with the
key can quickly complete the work certificate and complete the access, while
the illegal intruder who does not hold the key cannot calculate the work
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certificate of the next block based on the existing block, so he cannot access
the intelligence. Under the network topology set in this paper, the model with
step 2 is significantly better than step 1 and 3, with 18.30% and 75.01%
reduction on MAPE and 15.66% and 87.79% reduction on RMSE. Through
hidden Markov, the security situation of the information system under the
time series is determined. Through SSIPN, the security event is not used
as a single situation assessment index, but the network topology and node
vulnerability are included in the assessment scope to enhance the correlation
between the security event and each node in the information system. Based
on SSIPN, the weight allocation algorithm of the corresponding nodes is
proposed, which accurately reflects the impact of the level of the nodes on the
network on the overall situation, and realizes the security situation assessment
of the overall network.

Keywords: Intelligent sensing, block chain, access control, data storage,
network security.

1 Introduction

Therefore, the Internet of Things can be applied to many intelligent, secure
fields, and is an indispensable part, the Internet of Things has been expanding
vigorously. Smart can use its connected sensors to personalize its service to
users [1, 2]. However, as more and more devices and sensors are connected
to intelligence, intelligent systems become more and more complex, and
the security of intelligent systems becomes unnegligible at the same time
[3, 4]. First of all, intelligent devices have the problems of weak certification
ability and low certification performance. Illegal attackers can easily fake user
identity and control user devices [5]. Secondly, the smart devices are not safe
enough to protect the user’s induction data. In addition, data transmission
between smart devices has security risks [6]. When the smart device is in an
untrusted network, the data transmission of the smart device may be replaced
[7, 8]. The traditional intelligent sensing information storage scheme saves all
the data in the server cluster, and there are many problems. If you continue
to use traditional data storage solutions, it will reduce the efficiency of data
access and greatly increase hardware and maintenance costs. On the other
hand, when the database cluster fails or is attacked, the sensing information
in the intelligence will face the risk of loss [9].

The traditional access control strategy is centralized, by the organization
with the server cluster to verify and authorize the identity of users. This way
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has the disadvantage of low scalability, and easy to cause a single point of
failure, easy to lead to the paralysis of the whole system. In addition, there
are a large number of privacy information such as user keys and passwords
in the traditional access control strategy, if the network attack, will seriously
affect the security of access control [10, 11]. Therefore, in order to solve the
possible problems in the above intelligence, this paper proposes a safe storage
mechanism and access control strategy. The secure storage mechanism solves
the problem of low storage capacity of smart devices by keeping the private
data of users at the bottom of the chain, and saves the digital summary of the
private data in the block chain, so as to improve the efficiency and security of
the storage [12]. The access control policy enables the users with the key to
quickly complete the access control, and makes the users without the key to
complete the creation of the block within a limited time, which is lower than
the multiple security attacks [13].

In the Internet of Things field, distributed storage technology is gradually
becoming popular. Using distributed technologies such as block chain, com-
bined with edge computing, the storage of its widespread use in transactions
involving cryptocurrencies such as Bitcoin. The storage of private data is the
most concerned issue for users [14, 15]. Aiming at the problem of private
images in cloud storage [16]. A medical data management system that uses
smart contracts provided by Ethereum to ensure ownership and data integrity
of medical data. Normally, smart contracts automatically execute agreements
[17, 18]. In medical treatment, Internet of things and these emerging block
chain applications, chain data should be closer to the user, but the existing
scheme is difficult to be data in the vicinity of the user and data transmission,
in order to cope with these problems, put forward the user as the center
of the chain storage scheme, the scheme according to the location of the
cache under the chain storage, make the chain data more close to the user,
and according to the location and other attributes to determine the user’s
access rights [19, 20]. Dynamic solutions used by researchers or research
partners. In this scheme, the block chain stores the opinions of each research
partner.

2 Situation Assessment Technology

2.1 Deep Learning

Intelligence is the control system of smart home, which can control and
manage various sensors. After completing the authentication, users can easily
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operate or monitor smart home appliances through the control center. As
shown in Equations (1) and (2).

Ai,j = P (Sj |Si), I ≤ i, j ≤ N (1)

Bi,j = P (Oi|Sj), I ≤ i ≤ M, I ≤ j ≤ N (2)

Sensors refer to the controlled units in intelligence, including various
temperature and humidity sensors, lights, air conditioners, and intelligent
switches. Intelligent gateway is the responsibility for information exchange,
as shown in Equations (3) and (4), including data transmission between
sensors and communication between sensors and server. The server is respon-
sible for business logic, data storage and other functions, including processing
inductive information data, providing service interfaces, etc.

St = f(U ·Xt−l +W · St−l) (3)

ft = σ(Wxfxt +Whfht−l +Wcf ∗ ct−l + bf ) (4)

Intelligence is the use of intelligent sensing devices or physical devices
to achieve interconnection, while the traditional intelligent sensing devices
through the wireless network to obtain data, easy to be malicious attacks or
cause data leakage. As shown in Equations (5) and (6), therefore, the security
requirements of intelligence can be divided into three layers of models, and
the encryption algorithm is the key to determine the security of encryption.

it = σ(Wxixt +Whiht−l +Wcf ∗ ct−l + bi) (5)

ct = ft ∗ ct−l + it ∗ tanh(Wxcxt +Whcht−l + bc) (6)

The two classical symmetric encryption algorithms being used today are
DES and AES, as shown in Equations (7) and (8), these two symmetric
encryption algorithms are an indispensable part of the field of encryption
communication. However, the same key in encryption and decryption also
becomes a security defect of the symmetric encryption algorithm, because
once the key is stolen, the secret text information of the key holder will
be easily cracked. Asymmetric encryption algorithm refers to the encryption
algorithm using different keys to encrypt and decrypt.

ot = σ(Wxoxt +Wh0ht−l +Wc0 ∗ ct−l + bo) (7)

ht = ot ∗ tanh(ct) (8)
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Because of its higher security, the asymmetric encryption algorithm
can be well used in the field of identity authentication. The main feature
of symmetric encryption algorithm is to use the same key for encryption
and decryption. Based on this feature, symmetric encryption algorithm has
efficient encryption speed, as shown in Equations (9) and (10), and often it
only needs a relatively small amount of calculation to complete encryption
and decryption. However, precisely because of this characteristic, the key
maintenance cost of the symmetric encryption algorithm is relatively high,
which must ensure that the key is not stolen by illegal users. Since this
paper mainly involves asymmetric encryption, only a simple introduction to
symmetric encryption algorithm.

price = pricep + priceν ∗Num ∗ Ratio (9)∫
cscxdx = ln|cscx − ctgx |+ C (10)

2.2 Situation Awareness of Network Security

When the device Y needs to transmit encrypted information to device X,
it can encrypt the information to be transmitted with the public key of
device X and send it to device X, while device X can decrypt the encrypted
information sent by the device Y through the saved private key. Asymmetric
encryption sacrifices the efficiency of encryption and decryption, increases
the computational amount and complexity, but at the same time has higher
security and practicality than symmetric encryption algorithm. As shown in
Equations (11) and (12), RSA algorithm and ECC are the two most classical
encryption algorithms. RSA is one of the most widely used asymmetric
encryption algorithms today.

Situation(t) =
n∑
i=l

(
bi,k ∗ γi ∗

(
L∑
i=l

I(t−i)

))
(11)

I(t) = (pricep + priceν ∗Num ∗ Ratio) ∗ situation ∗ level (12)

Compared with other asymmetric encryption algorithms, ECC algorithm
has higher security and higher efficiency, so ECC algorithm is widely used
in different security fields. As shown in Equations (13) and (14), the PoS
algorithm gives equivalent interest based on the amount of money you have
and the time you have. The more money you hold, the longer you keep it,
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the more money you gain. PoS is often used for the consensus mechanism of
Ethereum.

I(t+i) = (priceν ∗Num ∗ Ratio) ∗ p ∗ situation ∗ level (13)

Situationnetwork = logB
∑
nodk

ωnodk ∗BInode (14)

That is to say, when the more currency the node holds, the larger the
equity, the greater the probability of obtaining accounting rights. As shown in
Equations (15), (16), the advantage of the PoS algorithm is that it consumes
less resources and does not need to spend a lot of time to calculate useless
hash values, thus greatly reducing the time spent on the consensus. The
disadvantage is that the bookkeeping qualification often falls on the node
of holding more money, and can not be completely decentralized. The DPoS
algorithm is different from the competition mode between the PoW algorithm
and the PoS algorithm, and its miners cooperate with each other to generate
blocks.

x =
l

n

n∑
i=l

xi (15)

SD =

√∑n
i=l (xi − x)2

n− l
(16)

There are supernodes in the DPoS algorithm, which are elected by equity
holders by voting, and can be generated by completing the responsibility of
generating blocks. As shown in Equations (17) and (18), these supernodes
are not fixed, and when the supernodes do not fulfill their responsibilities or
commit malicious behavior, it will be replaced. The core of DPoS algorithm
is the node to run for the block qualification. The more votes the node gets,
the easier it is to get the block qualification, which makes the system partially
centralized, and thus improves the speed of consensus.

x =
x− x

SD
(17)

x̃ =
x− xmin

xmax − xmin
(18)

The advantages of DPoS algorithm are its higher efficiency and lower
operating cost compared with PoS algorithm. The disadvantage is that the
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algorithm uses a partially decentralized architecture, as shown in Equa-
tions (19) and (20), which is easy to monopolize the accounting rights. PBFT
algorithm, because in a distributed system, some nodes may be subjected
to network attacks and produce malicious behavior, these nodes may affect
the stability of the system operation. Distributed systems using the PBFT
algorithm can still work properly. Because the PBFT algorithm can solve the
problem of data inconsistency in distributed systems such as block chain, and
can improve the fault tolerance of the whole system.

RMSE =

√√√√ 1

n

n∑
i=1

(predict i − actual i)
2 (19)

PoW j = Gj =

{
HCNm, j = l

hk(hk(s)|Gj+l|), l > j ≥ l
(20)

3 Network Security Situation Assessment Technology
Based on HMMs SIPN

3.1 Evaluation of the Model Design

This strategy mainly consists of the following four algorithms: the message
transmission algorithm based on the new hash chain. In this algorithm, the
induction information management machine divides the induction informa-
tion [21, 22]. Secondly, the induction information management machine uses
the seed value and each induction information fragment to build the original
hash chain. When the element of each hash chain is built, the induction
information management opportunity transfers the hash chain element and
the encrypted induction information fragment to the cloud storage node
[23, 24]. The cloud storage node will use the same seed value and the
decryption value to build the verification hash chain. Subsequently, the cloud
storage node will judge whether the induction information is tampered with
by comparing the verification hash chain between the hash chain and the orig-
inal hash chain provided by the induction information management machine.
Induction information storage algorithm [25, 26]. Then the induction infor-
mation management machine obtains the induction information from the
induction sensor. Figure 1 is a diagram of the adaptive security protection
algorithm. Subsequently, the induction information management machine
saves the message summary of the induction information in the block chain
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Figure 1 Adaptive security protection algorithm diagram.

storage node. Secondly, the induction information management machine
encrypts and transmits the induction information to the cloud storage node.
The cloud storage node establishes the induction information database and
saves the induction information [27, 28]. Finally, the induction information
management machine holds the mapping of the induction information store.
Induction information reading algorithm. The user device first completes the
identity authentication in the induction information management machine,
which obtains the induction information from the cloud storage node accord-
ing to the sensing information mapping stored by the user [29, 30]. After
the cloud storage node accepts the request, they verify the correctness of
the induction information from the block chain storage node. And transmit
the induction information to the induction information management machine.
Induction information validation algorithm.

In this algorithm, after receiving the induction information, the induction
information management machine initiates the verification to the correspond-
ing block chain storage node according to the mapping. The block chain
storage node verifies the integrity of the induction information after judging
the user’s signature, and finally returns the verification result. The receiver
will also verify the hash chain using the fragments of the received induction
information. Once the raw hash chain cannot synchronize with the validation
hash chain, the recipient drops the packet and ignores these invalid messages.
Therefore, the present mechanism can resist a replay attack. Table 1 for the
quantitative results of the sample elements, and in the strategy, induction
information management machine, block chain storage nodes, because the
induction information is transmitted after divided into multiple segments. As
a result, several of the fragments are stolen at the same time. However, in this
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Table 1 Sample element quantification results
Normal Sample Attack Sample 1 Attack Sample 2

Class Normal Port Sweep Sql Attack
Difficulty Level / 12 18
Protocol Tcp Udp Icmp
Flag Sf S1 S2
Number Of Hotindictors 0 11 6
Type Of Actiyation 0 0.3 0.5
Defense Ability of Destination 0 0.1 0.75
Attack Ratio / 0.6 0.8

mechanism, the combination order of the induction information fragments is
the same as the construction order of the novel hash chain. Since the hash
chain is a one-way function, when the illegal user steals the original hash
chain IHNi and IHNj and the induction information fragments SIi and SIj,
he cannot push back the previous element, so the combined order of the
fragments cannot be known. In addition, it is difficult for illegal users to steal
all the inductive information fragments at the same time, so this mechanism
can resist theft attacks.

3.2 Nodes Weight Assignment Based on SSIPN

In this mechanism, the induction information is stored in the cloud storage
node in the form of ciphertext. Without the private key of the cloud storage
node cannot be decrypted to obtain the induction information, and the private
key will not circulate in the system. At the same time, the induction infor-
mation is stored in the block chain storage node in the form of a message
summary, and the attacker cannot push the induction information backwards
through the message summary. In the induction information manager, only
the corresponding relationship between the cloud storage node and the block
chain storage node is saved, and the attacker cannot obtain useful privacy
information. Therefore, the storage of inductive information has a very high
privacy. At the same time, the transmission of the induction information
is based on the new hash chain, and the unidirectional nature of the new
hash chain ensures the privacy of the induction information. Figure 2 shows
the anomaly detection algorithm diagram. The access process of the access
control strategy based on intelligent sensing information. This section builds
a model of the access control strategy.

Access control of intelligent sensing information building algorithm, the
accessed edge node EN is saved in the database DBCN. Figure 3 is the
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Figure 2 Anomaly detection algorithm.

Figure 3 Training diagram of the deep learning model.

deep learning model training diagram, The model mainly includes objects
including users to be visited, user identity sensor, cloud node, edge node,
and block chain node. The identity sensor will then be transmitted to the
block chain node after the registered user identity is encrypted, and create
blocks at the block chain node. After completing the establishment stage of
the system, the identity sensor will sense the user to be accessed, and encrypt
the identity information of the user to be accessed to the cloud node and the
block chain node. Subsequently, the block chain node will solve the proof of
work according to the identity information of the user to be visited, and verify
the solved proof of work to ensure the legitimacy of the user to be visited.
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The blocks are illegally inserted, other block chain nodes can verify the
blocks that are newly inserted. When other block chain nodes fail to correctly
verify the block, the block is discarded. Forged transactions are generated.
First of all, because the key to transaction generation is to the characteristics
of the hash chain, the new transactions cannot be pushed back through the
existing transactions. It is difficult for the attacker to obtain all the keys at the
same time. Using the longest block chain rather than the local block chain
for authentication. Therefore, even if the attacker removes the blocks in the
local block chain, an impact on the authentication process cannot be achieved,
unless the attacker can delete the blocks in all the nodes.

4 Quality Assessment of Network Safety Body Based on
Intelligent Induction and Deep Learning

All the transaction information can be verified with the previous transaction
information. In this way, the block chain node can judge whether the current
block chain is tampered with. block chain node is illegally closed. If the
block chain node in the domain is closed, the block chain node is unable
to respond. Figure 4 shows the evaluation diagram of malware propagation.
Denial of service attack is an illegal attacker malicious occupation of system
resources makes users cannot complete access control normally. However,
in this policy, the user’s access control is realized, which can be directly
authenticated according to the block, without requiring the permission of the
block chain node. Therefore, when the block chain node is attacked by Dos,
the other nodes only need to search for the blocks they need to complete the
verification.

A replay attack is achieved by using novel hash chains. During the
verification process, each password used is completely different. Rather than

Figure 4 Evaluation diagram of malware propagation.
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Table 2 Quantitative table of severity assessment
Grade Cvss Score Interval
None 0.0
Low 0.1–3.9
Medium 4.0–6.9
High 7.0–8.9
Critical 9.0–10.0

Figure 5 Evaluation diagram of the user behavior pattern.

returning as the verification value for the next access control. Table 2 is the
severity rating quantitative table. After receiving the solution, the block chain
determines that the solution cannot complete the verification of the solution.
The next step is always based on existing attack results, after calculating the
reward function, select a node to launch the next attack, While the proposed
scalable security event propagation network spreads the effects of attacks, for
each diffused node, the situation influence is calculated at the corresponding
moment, Computing idea closer to the real situation and situation, and retains
the random characteristics of the attack.

The limited polynomial time is the evaluation diagram of user behavior
mode. Figure 5 is Evaluation diagram of the user behavior pattern. A fake
attack is an illegal attacker forging fake data so that an intelligent sens-
ing device misjudges its identity. A password attack is an illegal attacker
who completes access control by guessing the user’s password. A central
node to ensure that each star node can access each other, when the central
node is affected by attack events, it is easy, to the information system the
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whole network collapse, so in the information network topology of network
system in the process of network security situation evaluation, the central
node weight proportion should be significantly higher than the weight of
the star node. The tree network topology can be understood as multiple
star structures, containing multiple central nodes with different degrees of
importance. Below the closer to the tree in the structure of the edge of the
network topology, the middle part of the tree is equivalent to the information
system network layer, the top of the tree is the core of the information system
network, through the classification of centralized control mode control the
information system, different nodes complete information transmission, the
structure of this kind of information system of network security situation
assessment, the closer to the top of the node weight should account for higher,
the closer to the underlying node weight should account for the lower the
proportion.

5 Experimental Analysis

In the course of the understanding of the situation, Designed and imple-
mented the SSIPN, represents each security event occurring on the computer
node or on the transmission link and its influencing factors uniformly, and
changes the calculation method of the situational impact of the attacker’s
behavior on the system: in the original Markov game model, Figure 6 shows
the evaluation diagram of the malware propagation.

In SSIPN, the nodes have different propagation distances. Figure 7 shows
the frequency evaluation diagram of vulnerability utilization frequency.
Finally, the log analysis is based on the results of each node in HMM SSIPN
and the affected nodes of the information system.

Figure 6 Evaluation diagram of malware propagation.
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Figure 7 Evaluation diagram of vulnerability utilization frequency.

In this paper, by obtaining the vulnerability, network topology, asset
value, extract and select the expansion steps of SSIPN, complete the weight
allocation through the network level and the network service, and then use
the middle layer to complete the calculation of node and network security
situation. Figure 8 shows the evaluation diagram of abnormal detection
accuracy. The nodes include servers, routers, terminal devices, etc. The asset
value of the node includes the physical value of the node itself, the average
value of network services opened by the node, the number of services opened
by the node, and the utilization of node service performance. Described by
the following formula.

Security events include the security event target node identification, the
security event identifier, the vulnerability identification of the security event
utilization, and the severity of the security incidents. In the process of network
security situation assessment, Figure 9 shows the system response time
assessment diagram, and a key step is the node weight allocation. It refers to
calculate the contribution and influence of each node to the overall network
security situation assessment results according to the value of the security
situation under different time periods. In this way.

However, if there is no reasonable node weight allocation process, then
there will be deviations and errors in evaluating the overall network secu-
rity situation only by relying on the security situation of each node in the
information system. Therefore, in the network security situation assessment,
cannot ignore the node weight allocation of this link. In view of the problem
of a large number of security attacks in the intelligent field, Figure 10 is the
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Figure 8 Evaluation plot of anomaly detection accuracy.

Figure 9 System response time assessment diagram.

evaluation diagram of attack type distribution. This paper proposes an access
control strategy for intelligent sensing information. The strategy is mainly
divided into four parts.

Figure 11 is the network threat trend assessment diagram. The random
value generated by each consensus can be validated by the existing blocks,
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Figure 10 Assessment plot of attack type distribution.

Figure 11 Network threat trend assessment chart.
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but the random value of the next consensus cannot be inferred through the
existing blocks. Finally, the strategy ensures that only legitimate users can
quickly build new hash chains, complete consensus, and ultimately create
blocks to complete access control.

6 Conclusion

Research on relevant knowledge in the field of network security situational
awareness. It first introduces the relevant technologies and methods of tradi-
tional network security defense and points out the shortcomings of this kind
of technology, leads to the field of network security situational awareness
involved in this paper, and makes a brief overview of the relevant theoretical
knowledge in this field. Then we deeply explore the evaluation technology of
situation assessment and situation prediction in this field. In terms of situation
assessment, it mainly introduces Markov based situation assessment method;
in terms of situation prediction, it explores the relevant theoretical knowledge
of deep learning, introduces two classical deep learning models RNN and
LSTM, and introduces the basic concept of attention mechanism. Build the
network security situation assessment model of HMM SSIPN. By putting
forward the concept of scalable security event propagation network and the
node weight allocation method, the design of the situation understanding
layer is improved. The evaluation model was then analyzed experimentally
to verify the evaluation model by varying the expansion step size of SSIPN.
When the ter iterations reaches around 400, the model loss rate gradually
completes convergence, with a loss rate of 0.0207. It is smaller than the
LSTM and RNN models. We have calculated that the JLSTM model reduces
10.8% from the standard LSTM model and the standard RNN model by
25.5%; 15.6% and 29.9%, respectively. with smaller error and higher sta-
bility. Compared with LSTM model and RNN model, it is 10.8% and 25.5%
lower, respectively, and 15.6% and 29.9% lower than RMSE, which verifies
the accuracy and stability of ILSTM model for network security situation
prediction.

Safe storage mechanism induction information storage algorithm, induc-
tion information reading algorithm and induction information verification
algorithm. The message transmission algorithm based on the new hash
chain will divide the induction information into multiple fragments and then
encrypt the transmission algorithm, reading algorithm and verification algo-
rithm will save induction information under the chain of cloud storage nodes
to improve the scalability of the system, the induction information digital
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summary saved in block chain to ensure the validation of the system, the
induction information correspondence in induction information management
machine to ensure the convenience of the user read. According to security
analysis and overhead analysis, and can provide users with a safe, efficient
and scalable storage mechanism.
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