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Abstract

With the wide application of UAVs in various applications, the security, spec-
trum, and energy efficiency of their communication networks have become
increasingly prominent. This paper proposes a joint optimization strategy
based on deep reinforcement learning for drone swarm communication net-
works. First, a model is constructed that takes into account security threats,
spectrum sharing, and energy consumption. Intelligent agents are then trained
through deep reinforcement learning to dynamically select the best spectrum
allocation and energy strategy to improve spectrum and energy efficiency
while maintaining network security. Based on encryption technology, this
paper studies resource optimization strategies for UAV security communi-
cation in different scenarios. Aiming at the incomplete certainty of multiple
eavesdropping positions and the problem of the no-fly zone during UAV
flight, a joint optimization algorithm is proposed to optimize UAV trajectory,
interference power, and transmission power of ground base stations so as
to maximize the minimum average security capacity of the system in the
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worst case. To solve the problem of the LoS link of UAV being quickly
blocked in the city and secondary users easily causing excessive interference
to primary users, intelligent reflectors are introduced to assist the UAV in
secure communication. IRS can be used to reconfigure channel parameters
to control the propagation direction of UAV communication links, enhance
the channel quality of the primary link, and weaken the channel quality
of eavesdropping links and interference links. Simulation results show that
the optimization scheme improves the channel quality of UAV in crowded
scenarios, inhibits the eavesdropping effect of eavesdroppers on secondary
security users, and reduces the spectrum multiplexing interference of primary
users, thus significantly enhancing the security capacity of the system. When
the interference power of UAVs is increased, the value and growth rate of the
security capacity of security users are significantly increased. The increase
is 20%. Through a large number of simulation experiments, it has been
proved that this method has excellent performance in improving communi-
cation security, spectrum utilization, and energy efficiency and has obvious
advantages over the traditional baseline and average allocation DQN-wrap
method.

Keywords: UAV, network security, spectrum energy efficiency optimiza-
tion, encryption technology, communication security optimization.

1 Introduction

With the gradual popularization of fifth-generation communication tech-
nology, 5G has been widely used in various commercial and civilian sce-
narios [1]. It is estimated that by 2025, the number of mobile terminals
will increase to 2.8 billion [2], and the data traffic generated by various
communication services will increase thousands of times compared with the
fourth-generation communication technology, and this number will continue
to grow in the next few years. Therefore, future communication systems
need to have larger system capacity, higher spectral efficiency, lower delay,
and stronger security [3]. However, with the deepening of communication
environment and the enhancement of communication requirements, the exist-
ing communication systems still need to be strengthened and supplemented.
First of all, there are certain limitations in the coverage of 5G networks. For
example, when environmental monitoring, climate prediction, and military
operations are carried out in remote areas such as wetlands, and mountainous
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areas, the existing communication system cannot meet these needs well [4].
Secondly, most of the existing networks are heterogeneous from large ground
base stations and small cellular networks. When emergencies such as natural
disasters occur, the ground communication infrastructure may be damaged
and rapid emergency communication cannot be carried out [5]. In the sixth-
generation communication technology, it is clearly pointed out that the future
network is an air-space-ground integrated network, which allows users to
access the network at any time anywhere [6, 7]. The network includes not
only existing terrestrial networks, but also non-terrestrial networks (such as
ocean, sky, space, etc.). Among them, aerial communication nodes such as
UAVs are important hubs that constitute this three-dimensional network [8].
Due to the characteristics of flexible deployment, high maneuverability, and
easy establishment of line-of-sight links, UAVs are widely used in wire-
less communications [9, 10]. However, due to the broadcast characteristics
of wireless channels, line-of-sight transmission will also increase the risk
of private information being stolen by other untrusted users or malicious
eavesdroppers [11, 12]. Wireless network security has been one of the key
concerns in UAV communication in recent years. Although the traditional
upper-layer network digital encryption methods are relatively mature, it may
not be suitable for UAV communication networks [13, 14]. The security
factor of cryptography-based encryption methods is directly proportional to
the complexity of the encryption algorithm [15, 16].

With the development of chip computing power, the cracking ability of
eavesdroppers is getting stronger and stronger. Ordinary encryption algo-
rithms can easily be brute-force cracked, but complex encryption algorithms
will inevitably bring more signaling overhead. When UAVs communicate,
their airborne energy is usually limited, and they need to fly to replenish-
ment points regularly for charging [17, 18]. Complex encryption algorithms
will increase the energy consumption of UAV, thereby reducing the service
time of UAV. Therefore, the physical layer security technology is a suitable
security measure for UAV communication. Physical layer security uses the
rich physical characteristics of wireless channels to improve communication
security. Specifically, power control, beamforming, artificial noise and other
technologies are used to enhance the channel gain of the main link and
suppress the channel gain of the eavesdropping channel to improve the safe
capacity of the system [19, 20]. Compared with the traditional encryption
algorithm, it does not need to encrypt the signal at the network layer, and
only needs to understand the channel conditions to achieve better security.
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Since UAVs are easy to establish line-of-sight links, their channel parameters
are easy to obtain, channel parameters for complex environments can also be
obtained through reinforcement learning [21].

For UAV secure communication, this paper studies two UAV secure
communication scenarios in which UAV acts as a friendly jammer and an air
mobile base station. A robust optimization algorithm is designed under the
condition that the eavesdropper’s position is not completely determined; The
trajectory planning of UAV in the presence of NFZs is studied; It is proved
that IRS can improve the channel condition of UAV in non-line-of-sight link,
and has obvious suppression effect on eavesdropping link and interference
link in cognitive wireless network.

The application of UAV as friendly jammer in secure communication
is studied in this paper. The communication scenario with multiple security
users and multiple eavesdroppers is considered. In order to protect the infor-
mation transmission between the ground base station and the security user
from being eavesdropped by the eavesdropper, UAV is used to send artificial
noise to deteriorate channel quality of the eavesdropping link, so as to ensure
the security performance of the system. In addition, we also consider the
incomplete certainty of the eavesdropper’s location and the presence of NFZs
in the UAV flight path. Using the idea of robustness to improve the user’s
security capacity based on the worst case.

2 UAV Communication and Physical Layer Security
Optimization

2.1 Construction of Channel Model of UAV

While small-scale fading channel models have been well explained in the
existing literature, modeling large-scale fading in air-to-ground communi-
cations is often more complex and the resulting three-dimensional space
propagation [22]. Based on the current research, the channel models of UAV-
to-ground communication can be divided into two types: free space channel
and probability-based line-of-sight link channel.

Given the rapid popularity of drones in the civil sector, it is crucial to
deepen the discussion of privacy protection strategies. Differential privacy
and anonymisation techniques have become the focus of research, with the
former guaranteeing that individual information is not accurately identified
through data noise injection and the latter processing image and sensor
data collected by UAVs to ensure that personally identifiable information is
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Figure 1 Channel model of UAV.

not leaked, together constructing a privacy protection barrier in civil UAV
applications.

Figure 1 is a channel model of an unmanned aerial vehicle, starting
first with a wireless channel model for general frequency non-selective
baseband communication, wherein channel coefficients between transmitter
and receiver can be represented by Equation (1):

h =
√
β(d)h̃ (1)

Where large-scale signal attenuation β(d) is represented, including
distance-dependent path loss and shadow fading, where distance d between
the transmitter and the receiver is represented. Due to multipath fading, h̃ is
usually expected to be 1. Path loss model is Equation (2):

PL(dB)[dB] = 10αlog10(d) +X0[dB] +Xσ[dB] (2)

Among them, α is the path loss index, usually taken between 2 and 6,
which X0 is the path loss per unit distance of 1 meter.

Free-space path loss channel model: In the ideal case of no signal block-
ing or obstruction reflection, the UAV communication channel is modeled as
a free-space loss model, in which the influence of shadow fading and small-
scale fading disappears. In this case, if |h̃| = 1, the channel gain can be
simplified to the form of Equation (3).

β(d) =

(
λ

4πd

)2

= β̃od
−2 (3)

Among them, λ is the channel gain when the unit distance of the
communication carrier wavelength is 1 meter. In the free space path loss
channel model, the channel gain is determined entirely by the transmission
and reception distance, and if their positions are known to each other, the
channel model is easy to predict. This kind of model generally appears in the
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non-city scene, this paper first uses the air-ground channel model. In the free
space path loss channel model, the channel gain is determined entirely by
the transmission and reception distance, and if their positions are known to
each other, the channel model is easy to predict. This kind of model generally
appears in the non-city scene, the first work of this paper is to adopt this kind
of air-to-ground channel model.

The probability can be given by PNLoS (θ) = 1− PLoS (θ). With increas-
ing elevation, the probability increases, and when it is large enough, this
probability tends to 1. Using such a model, the expectation of channel gain
can be shown as in Equation (4):

h̄(d2−D, HU ) = PLoS (θ)β0d
−α + (1− PLoS (θ))κβ0d

−α (4)

2.2 Physical Security Layer Optimization

This study aims to promote the interdisciplinary integration of cutting-edge
technologies, such as artificial intelligence and blockchain, to enhance the
security of drone communication networks. Through this integration, explore
the application of smart contracts in the security management of drone clus-
ters and how to use blockchain technology to achieve efficient management
of drone network spectrum.

Acknowledging the inherent broadcast nature of wireless channels, UAVs
are prone to eavesdropping by malicious entities during communication with
ground nodes. While traditional network encryption techniques effectively
enhance data transmission security, their reliance on complex critical man-
agement systems and the potential for increased eavesdropping capabilities
can limit their suitability for UAV communications [23, 24]. We emphasize
the complementary role of physical layer security in addressing these limita-
tions. By leveraging the distinctive properties of wireless channels, physical
layer security offers an alternative approach that achieves superior security
performance, making it a robust addition to traditional encryption algorithms
in the UAV communication context.

We propose an innovative solution that addresses the challenges inherent
in this dynamic environment. Our strategy begins with secure key generation,
utilizing robust algorithms resistant to potential threats. For distribution, we
implement a hierarchical scheme that leverages the hierarchical structure of
drone clusters, enabling efficient and secure critical dissemination. Updating
keys is streamlined through an adaptive mechanism that considers the real-
time mobility and network topology changes. Finally, critical destruction is
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managed through a secure deletion protocol that ensures no trace of keys
remains post-termination.

2.2.1 Safety capacity optimization
Security capacity is an important index to measure system security in the
physical layer, which is proposed based on information theory. First, the
channel capacity of a white Gaussian noise continuous channel with finite
bandwidth and finite average power can be defined as Equation (5):

C = B log2

(
l +

S

N

)
(5)

Among them, C is the channel capacity, the bandwidth occupied when
communicating, and the noise power on the frequency band. Alice generally
refers to the information transmitter in secure communication, while Bob and
Eve refer to the legitimate receiver and the information eavesdropper respec-
tively. Alice transmits confidential information to Bob through legal links
A → B, while eavesdropper Eve eavesdrops on the confidential information
through eavesdropping links A → E. Here, Cb is used to represent the channel
capacity of the legal link, and Ce is used to represent the channel capacity of
the eavesdropping link. Equations (6) and (7) are available from the previous
definition of channel capacity.

Cb = log2

(
1 +

Pahab
Nb

)
(6)

Ce = log2

(
1 +

Pahae
Ne

)
(7)

2.2.2 Security capacity enhancement
When designing a communication system based on security, it is neces-
sary to make the channel capacity of the legal link larger than that of the
eavesdropping link as much as possible. Table 1 shows the application of
encryption technology in UAV communication [25]. The commonly used
technical means are as follows. (1) Artificial noise jamming technology,
through introducing a jammer, sending designed artificial noise, reducing
the signal-to-noise ratio of Eve to achieve the purpose of weakening the
eavesdropping link. It should be noted that artificial noise can also affect Bob
noise, and the interference strategy needs to be designed. (2) Beamforming
technology, by controlling the propagation direction of the communication
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Table 1 Application of encryption technology in UAV communication
Encryption Proportion of
Technology Types of Drones Application Scenario Deployment (%)
AES-256 Military

reconnaissance drone
Secure data
transmission

95

RSA-4096 Civil logistics drone Key exchange 70
ECC (P-256) Commercial aerial

UAV
Authentication and
Encryption

85

Blowfish Research test UAV Temporary encrypted
communication

50

Custom Encryption Industry-specific
drones

Customized security
requirements

30

carrier, it can be transmitted to the legitimate user as much as possible,
and then achieve the purpose of increasing the channel quality of the legit-
imate link. (3) Resource allocation technology, which reasonably allocates
resources such as information transmission power, communication time, and
trajectory in UAV communication, so as to maximize the security capacity.

3 Optimization Framework of UAV Communication
Network Security Protection Based on Advanced
Encryption Technology

3.1 Encryption Technology Design

Encryption specifically refers to changing the original data information with
a certain algorithm [26]. Encryption is to convert the representational form of
data information from plaintext visible to ciphertext visible to the specified
person. The sender of the information encrypts the data through encryption
technology and sends it to the receiver. When the receiver receives the data,
it needs to decrypt the data to make it readable. If the data is intercepted by
network hackers during this process, because the hackers do not know the
decryption method, they cannot obtain the content in it, and the security of
the data is guaranteed. Table 2 shows encryption technology and its security
performance. In data encryption technology, there are two very critical ele-
ments. One is the key, which can be understood as a parameter and is a tool
for converting plaintext and ciphertext; The other is the algorithm, different
encryption methods, the algorithm is different.

In order to enhance the security of drone communication networks,
an adaptive encryption strategy is proposed, which will enable drones to
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Table 2 Encryption technology and its security performance
Encryption Technology Key Length (Bits) Crack Time (Years) Safety Rating (1–10)
AES-256 256 Non-calculable 10
DES 56 A few days 3
RSA-4096 4096 Non-calculable 9
ECC (P-256) 256 Non-calculable 10
Blowfish 448 Non-calculable 8

automatically adjust their encryption strength according to real-time envi-
ronmental changes, effectively responding to unexpected security threats.
Through this dynamic adjustment, the drone network will be able to ensure
the security and integrity of data transmission while maintaining com-
munication efficiency. Our research will consider the latest technological
advancements, such as commercial cryptography, trusted computing, pri-
vacy computing, etc., to ensure that the encryption scheme for drone data
throughout its entire lifecycle can resist various network attacks.

3.2 UAV Network Security Protection Model Construction

The ground base station communicates confidentially with a secure user, but
there are also passive eavesdroppers in this scenario, which try to intercept
the confidential information between the ground base station and the secure
user. In order to protect the information between the user and the security
user from being eavesdropped by the eavesdropper, we introduce a UAV as
a jammer, which strategically generates artificial noise to interfere with the
eavesdropper [27]. Figure 2 shows the establishment of a system model based
on encryption technology. By conducting a more in-depth analysis of secure
users and potential eavesdroppers in communication networks, probability
and statistical methods are used to quantify the likelihood of different threats
occurring and their potential impact on communication security. Assign a
quantified risk value to each threat to determine its priority more accurately.
To guide the development of security policies, which threats need to be
mitigated first will be determined based on the risk value of the threats and
the specific environment of the network (such as the dynamic characteris-
tics of drone swarms). A comprehensive risk assessment of communication
channel security, including but not limited to threats such as eavesdropping,
interference, and signal tampering.

In order to describe the spatial position of the system nodes, a three-
dimensional Cartesian coordinate system is established. Under normal



1388 Yue Zhang

Figure 2 Establishment of system model based on encryption technology.

circumstances, only the estimated value of the eavesdropper’s position can
be obtained, but the estimation error is usually bounded. The mathematical
relationship between the possible actual position of the eavesdropper and the
estimated position is shown in Equations (8) and (9).

qk = qak +∆k, ∀k ∈ K (8)

xk = xak +∆xk, yk = yak +∆yk (9)

Assuming that the flight altitude of the UAV is fixed, it satisfies the
minimum altitude of the UAV to avoid collision with objects and maintain
the line-of-sight link. Because the airborne energy on the UAV is limited, its
flight time is also fixed. Generally, it takes off from one location and flies
to another location for charging and maintenance after completing the flight
mission. The flight constraint of UAV can be expressed by Equations (10)
and (11).

p(n+ l)− p(n)2 ≤ (Lmax)
2 (10)

q2i ≤ (Lmax)
2 (11)

Due to the presence of NFZs, the flight of the UAV must take into account
the constraints of NFZs, as shown in Equation (12):

Lz
NFZ

2 ≤ q[n]− qzNFZ
2, ∀n ∈ N (12)

To describe the basic characteristics of the communication link, we adopt
a free-space path loss model. The channel gains of the UAV with the first
secure user and with the first eavesdropper in the first slot are shown in
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Equations (13) and (14), respectively.

hjm[n] = ρodjm[n]−2, ∀n ∈ N (13)

hjm[n] = ρodjm[n]−2, ∀n ∈ N (14)

Unlike the air-to-ground line-of-sight link from a UAV to a ground node,
the channel between a ground base station and a ground node. The channel
gain for the k-th eavesdropper is shown in Equations (15) and (16):

ggm = ρ0d
−φ
gmζm (15)

ggk = ρ0d
−φ
gk ζk (16)

3.3 IRS Optimization Construction

As a mobile base station in the air, UAV multiplexes the communication
band of a primary user and communicates securely with a secondary user
on the ground. There is also an eavesdropper in the scene [28]. The eaves-
dropper is an ordinary authorized user in the cognitive network, but it is an
untrusted user for the UAV. Simply put, the UAV does not want confidential
communications with secondary users to be received by it. Therefore, the
eavesdropper’s location information is fully known, because the UAV can
obtain its location information by querying its network access information.
In particular, due to the complex urban environment, the direct link between
secondary users and UAVs is completely blocked by buildings. In order
to improve the channel quality of air-to-ground communication, reduce the
receiving rate of secret information by stealers and the interference caused
by secure communication to the main user, a planar IRS is installed on the
surface of the building, and the channel environment is re-controlled by IRS
to achieve the purpose [29, 30]. The optimization variables are constrained
by UAV flight constraints, NFZs constraints, interference, peak and average
of transmission power constraints, and the mathematics of the optimization
problem is shown in Equation (17).

f(x) =
N∑
i=1

Rm
sec [i] (17)

The interference power and transmission power are optimized under
given UAV trajectory variables, and the mathematical description is shown
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in Equation (18).

l

N

N∑
n=l

[
log2

(
1 +

Dmpgm/[n]

l + pj ĥjm[n]
− cm[n]

)]
≥ η,∀m (18)

The transmission power is optimized as shown in Equation (19). The
optimization problem is shown in Equations (20) and (21).

max
1

N

N∑
n=1

(log2(1 + a[n]p[n])− log2(1 + b[n]p[n])) (19)

f(x) = max
1

N

N∑
n=1

Rs[n]−Re[n] (20)

Rs[i] = log2

(
l +

p[i]β0
σ2
s

S[i]

)
(21)

Our ongoing research is dedicated to enhancing the cost-benefit analysis
at the strategy implementation phase for UAV systems. Our focus is opti-
mizing operations to reduce energy consumption and minimize the strain
on computing resources while maintaining stringent safety standards. By
scrutinizing the cost-effectiveness of each operational component, we aim
to devise strategies that ensure sustainable and efficient UAV performance,
aligning with our commitment to innovation and fiscal responsibility. This
approach will contribute significantly to the broader adoption and operational
effectiveness of UAV technologies in various sectors.

Legal compliance is paramount in the realm of UAVs, especially when
navigating the complexities of cross-border flights and data transmission. To
ensure operational legitimacy, it is essential to meticulously adhere to the
diverse legal frameworks of different countries and regions. This includes
understanding and complying with airspace usage regulations, privacy pro-
tections, and data privacy laws. By doing so, UAV operators can mitigate
legal risks, foster international cooperation, and maintain the integrity of their
operations’ integrity globally.

4 Experimental Results and Analysis

In order to improve spectral efficiency, UAV multiplexes the spectrum
resources of the primary user to communicate with a secondary security user



Research on Optimization of UAV Communication Network Security 1391

Figure 3 Convergence of maximum-minimum average security capacity of secure users in
different benchmark schemes.

on the ground. At the same time, there is an eavesdropper on the ground to
eavesdrop on the transmitted confidential information. In order to improve the
channel quality of UAV, suppress the eavesdropping effect of eavesdroppers,
and reduce the interference caused by primary users, IRS is introduced into
this scene, and the transmission signal of UAV is aimed at secondary security
users as much as possible by using the characteristics of intelligent reflector
that can control the propagation path of wireless signals.

Through simulation experiments, it is possible to accurately evaluate the
specific impact of different encryption strategies on latency and throughput
in a controlled variable environment. These experimental data will provide
an empirical basis for optimizing encryption strategies to ensure maximum
communication efficiency without sacrificing security. Introducing real-world
test data will further enhance the practicality and reliability of the research,
making our recommendations closer to the actual operating environment of
drone communication networks.

Figure 3 shows the convergence of the maximum-minimum average
security capacity of secure users in relation to the number of iterations in
different benchmark schemes. The convergence result of the security capacity
of the proposed optimization scheme is better than that of other contrasting
schemes.

Figure 4 shows the flight trajectory design of the UAV under different
schemes. As the UAV approaches the optimal jamming point, it slows down
its flight speed and hovers as much as possible. In non-robust scheme, the
UAV chooses to hover between the two eavesdroppers in order to have a better
jamming effect on the two eavesdroppers at the same time. Compared with
the “non-robust” scheme, flight trajectory with the robust design scheme is
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Figure 4 The relationship between the maximum-minimum average safe capacity of the
UAV and the total flight time.

closer to eavesdropper 1, because the position estimation error of eavesdrop-
per 1 is smaller than that of eavesdropper 2. Therefore, the robust design of
the system can guarantee a higher safe capacity in the worst case.

Figure 5 shows the relationship between the maximum-minimum average
safety capacity of the UAV and the total flight time under different schemes.
As for the fixed trajectory scheme, since UAV flies at a uniform speed and
the flight time of each segment in the flight trajectory is the same, the
average safe capacity does not change. In the “non-robust” scheme, UAV
hovers over a non-ideal jamming position; In the fixed interference power, the
interference power at the ideal position is the same as that at other positions.
Therefore, with the increase of the total flight time, the performance gap with
the proposed scheme will also increase.

Figure 6 shows the safety capacity of two safety users in each flight slot
in our proposed scheme. Figures 7 and 8 show the optimization results of
transmission power and interference power in each time slot of this scheme.
All three of them increase rapidly with the increase of time slot, then rise
slowly, and finally tend to be stable. Combined with the trajectory analysis of
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Figure 5 The relationship between the maximum-minimum average safe capacity of UAV
and the total flight time.

Figure 6 Safe capacity of a safe user in each flight slot.

UAV, it shows that the jamming effect of UAV near the eavesdropper will be
better.

In Figure 8, the interference power is 0 in the start-end slot. This is
because the UAV is far away from the eavesdropper, and even if a high
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Figure 7 Optimization curves of transmission power and interference power.

Figure 8 Comparison of transmission power and interference power effects of different
schemes.

interference power is used, the safety rate of the safe user will be partic-
ularly low. Therefore, in order to ensure the efficiency of interference, no
interference is carried out in these time slots. When the UAV flies close
to the eavesdropper, it will be more efficient to jam with a larger jamming
power. In addition, since the system contains multiple security users, in
order to ensure the security of each security user, the ground base station
allocates more transmission power to the security user 2. Because secure
user 2 is farther away from the ground base station than secure user 1, its
channel conditions will be worse, which also reflects the effectiveness of the
maximum-minimum optimization method proposed in this paper.

Figure 9 shows the relationship between the maximum-minimum average
safe capacity and average interference powers, where flight time of UAV
is 70 s and average transmission power is 1.5 w. As interference power
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Figure 9 Relationship to average interference power under different schemes.

continues to increase, security capacity tends to be constant. In particular,
under the scheme of fixed interference power, the security capacity gradually
decreases when the average interference power is greater than 0.0012 W.
Too high interference power not only affects the eavesdropping rate of the
eavesdropper, but also has a significant impact on the information receiving
rate of the secure user. Therefore, a scheme with interference power control
selects an appropriate interference power to suppress the eavesdropper, rather
than rashly increasing the interference power as in a fixed interference power
scheme. Therefore, it is very important to distribute the interference power
reasonably when designing the optimization scheme.

In order to investigate the influence of different average transmission
power on the security capacity and the relationship between average trans-
mission power and average interference power, the relationship between the
maximum-minimum average security capacity and the average transmission
power of the ground base station under different average interference power
is studied. The results under different schemes are shown in Figure 10, where
the total flight time of the UAV is 70 s. It can be clearly seen from Figure 10
that the average security capacity of the four schemes increases rapidly with
the increase of the average transmission power at different average inter-
ference power. Because the ground base station increases the transmission
power at the same time, the eavesdropping effect of the eavesdropper will also
increase accordingly. Simply increasing the transmission power will make the
safety capacity gradually saturated. When the interference power of UAV is
increased from 0.0007 W to 0.0012 W, the value and growth rate of the safe
user capacity are improved to varying degrees, which also proves this point
of view.



1396 Yue Zhang

Figure 10 Maximum-minimum average safe capacity under different average interference
power.

5 Conclusion

Our study addresses the critical issue of identity security threats in ad-hoc
networks, mainly due to the flexible structure and absence of infrastruc-
ture support. The conventional schemes are marred by low performance
and inadequate security, making them unsuitable for UAV ad-hoc networks.
To tackle these challenges, we devised an authentication scheme based on
Identity-Based Encryption, which leverages entity identity information as
the public key, eliminating the need for additional public key storage and
reducing overhead. This scheme supports batch authentication, significantly
enhancing efficiency. By incorporating hash chain technology, we have effec-
tively retained and reused UAV status information post-initial certification,
reducing subsequent authentication costs. Integrating UAV communication,
physical layer security theory, cognitive radio, and IRS technology has
enabled us to construct a robust network system that ensures user security
capacity. Our joint optimization algorithm, designed for wireless secure
communication networks, optimizes UAV trajectory, jamming power, and
base station transmission power based on S-process and convex optimization
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theory, maintaining high-security capacity under eavesdropping conditions.
We have also modelled UAV flight energy, considering energy efficiency in
optimizing security capacity and enabling longer UAV service times through
energy communication with stable energy nodes like ground base stations.
Although our proposed scheme offers notable improvements and innovations,
it assumes a certain level of computational resources and infrastructure
support that may not be universally available.

Moreover, the performance gains are contingent upon specific condi-
tions and may vary in real-world applications. Future work will focus on
enhancing the scheme’s adaptability to resource-constrained environments
and improving security and efficiency under dynamic network conditions.
We aim to explore the integration of additional security mechanisms and
optimization algorithms to address emerging threats and network complexi-
ties. To provide clear guidance for subsequent research, our findings highlight
the effectiveness of using straightforward logic and practical technologies in
security solutions for ad-hoc networks. The proposed method reduces compu-
tation delay and improves single-point and batch authentication performance
compared to existing schemes, offering a promising direction for enhancing
security in UAV ad-hoc networks.
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