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Abstract

In a complex network environment, this study introduces the susceptible sick
removed model to solve the optimal defense action timing. By combining
FlipIt game theory, a complex network attack and defense time game model
is designed. The game equilibrium is solved and an algorithm for selecting
the optimal defense time strategy is proposed. The data validate that the
relationship between the sizes of P4 and Pp is different, corresponding to
different defense effects. In a small world network with P4 = 5 and Pp = 3,
the k value was 32. At 60 seconds, the proportion of I1 was 0.448, 0.280
higher than S1. In a network with P4 = 3 and Pp = 4, the proportion
of infected nodes fluctuated between 0.670 and 0.850 as node proportion
stabilized. Adjusting the time strategy dynamically significantly increased
defense benefits. Compared to Pp = 4, a Pp = 6 defense strategy resulted
in a 161.36% defense revenue increase. In the current complex network
environment, the application of game theory can provide a foundation for
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methods of optimal defense timing decision-making. In the context of a
complex Internet with small-world effects and scale-free characteristics in the
real world, the research method has been demonstrated to effectively enhance
network defense effectiveness by dynamically adjusting the time strategy.

Keywords: Network security, small world network, complex networks, time
game, offensive and defensive confrontation.

1 Introduction

The essence of network security lies in the confrontation between attack and
defense (A-D). In network attack and defense confrontation (ADC), the two
sides present core characteristics of game theory, such as target opposition,
strategic dependence, and non-cooperative relationships through interaction
and strategy selection. This makes game theory an effective tool for ana-
lyzing and modeling network ADC. By utilizing the ideas of A-D games,
information security issues, in reality, are transformed into mathematical
models to achieve scientific and accurate modeling and predictive reasoning
of network attack behavior. It can provide a theoretical basis for the research
of information system defense decision-making problems [1-3]. Exploring
network security defense (NSD) decision-making based on game models
has important practical significance [4-6]. In previous research on infor-
mation security decision-making, random network models are mainly used
to describe the actual network. However, recent advancements in computer
data processing and computing capabilities have led to the proliferation of
statistical research on real network data. This research has revealed that real
networks are not merely random but rather complex networks characterized
by small-world and scale-free properties.

With the rapid development of the Internet and the great progress
of network technology, network security has gradually encountered many
problems, such as being attacked by computer viruses and other attacks,
causing significant damage to network systems. Faced with this situation,
some scholars have conducted research on NSD decision-making. Devalk
K et al. proposed a visual attack design to provide a dynamically chang-
ing real-time view of computer networks regarding NSD issues. Through
scheme evaluation, malicious network activities could be identified and help
improve network security awareness [7]. Zhu Z et al. proposed using deep
reinforcement learning algorithms to evaluate the defense scenarios against
network attacks, aiming to demonstrate the superiority of their algorithms
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and strategies for effective NSD [8]. Al Eiadeh, M. R. et al. proposed the
utilization of network attack algorithms for the extraction of pertinent infor-
mation from attack graphs. They further evaluated decision frameworks using
attack graphs to provide enhanced resource allocation and security decision-
making [9]. Jena S et al. proposed a global energy balancing framework using
interconnected DC clusters to address network security issues in microgrid
clusters. The algorithm was validated using a digital simulator, demonstrating
its scalability and defense capabilities [10]. Teng Z et al. proposed a Bayesian
reputation model based on time series analysis to address security issues
in wireless sensor networks. The model was combined with an adaptive
maintenance function to enhance the adaptability of the evaluation model.
This combination proved that the model can effectively improve the detection
rate of malicious nodes in the network [11].

Gomez Aguilar J F et al. conducted statistical analysis on a non-linear sus-
ceptible infectious removable (SIR) model in a feedforward neural network
combined with a local search algorithm, demonstrating the high accuracy
and applicability of their approach to model solving [12]. Al Harbi O et al.
proposed using machine learning models and intrusion detection systems to
enhance network defense infrastructure for network security issues. Through
the detection and extraction of autoencoders and the multi-class classifica-
tion of convolutional neural networks and bidirectional long-term memory
networks, the superiority of this model in anomaly detection was evalu-
ated [13]. Alhaj T A et al. proposed a problem regarding network intrusion
detection systems. This problem involved classifying and associating alerts
through causal relationships and then constructing an alert correlation attack
scheme. The integrity and robustness of the model could be tested using a
dataset, and the overall evaluation effect could be verified [14]. Harishku-
mar et al. proposed a detection model for the network threat problem of
botnet traffic, which belongs to generative algorithms and attention-based
bidirectional long-term memory networks. A series of experimental evalu-
ations on disparate datasets have demonstrated that the model exhibits high
detection accuracy and provides robust defense against sophisticated network
threats [15]. Rehman Z et al. have proposed the utilization of modeling
methods to establish an active defense framework for addressing the secu-
rity concerns associated with the Internet of Things (IoT). This framework
integrated mobile target defense technology with network deception and
incorporated crucial measures such as operating system diversity technology
to reduce defense expenditures. A thorough evaluation and analysis have
been conducted, leading to the conclusion that the graphical security model
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method can mitigate the impact of attacks while ensuring high-performance
levels [16]. Chui K T et al. proposed a method involving univariate feature
selection to achieve sustainable IoT security regarding the issue of sustainable
logistics network security for entrepreneurs. The efficiency and accuracy of
deep convolutional neural network models could ensure network security
in IoT environments [17]. Liu et al. proposed a two-layer attack defense
method using deep learning to generate stronger adversarial samples for the
problem of air traffic signal communication interference, thereby improving
the defense performance and robustness of recognition models [18]. Abol-
fathi M et al. proposed a website fingerprint attack model and an efficient
defense strategy based on deception to address the issue of network privacy
and its enhancement techniques. By disrupting the classification of fake data
packets to confuse defenders, the accuracy of fingerprint attacks could be
reduced, ensuring the effectiveness and practicality of defense methods [19].
Baek F et al. proposed the use of data augmentation methods in com-
puter vision applications in architecture, combining conditional generative
adversarial networks and target classifiers to support adversarial attacks and
defenses, thereby improving the accuracy of visual models for architectural
applications [20].

In summary, in the field of NSD, most research is built on the behavioral
strategies of A-D agents. These studies overlook the impact of A-D timing
on real network security and rarely start from A-D timing strategies. In the
analysis of network security state evolution, the complexity of real networks
is ignored. Previous studies have not taken into account the actual network
environment, resulting in poor practicality and universality of decision-
making methods. Ignoring the timing of the action will be detrimental to
the dynamic acquisition of the most favorable defensive action timing. To
fully consider the timing of A-D and improve the universality and timeliness
of NSD decision-making, this study is based on the ADC perspective, using
complex network theory (CNT) and time game theory (TGT) to study the
characteristics of network structure. By utilizing the optimal defense time
strategy selection algorithm, the equilibrium solution of the time game is
obtained, and a complex network attack defense time game (CNATTG) is
constructed to improve the defense effectiveness of complex networks. Given
the excellent performance of the SIR model in information transmission, it
will be applied to the construction of network propagation dynamics models.
Due to the fact that the Fliplt game is more in line with the reality of network
A-D, it can realistically depict real-time and sudden network attacks and
defenses, which will be hidden and introduced into research.
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The advantages of the CNDTG model mainly lie in three aspects. Firstly,
it incorporates the Fliplt game theory and its A-D strategies to ensure the
security status of network nodes and resource systems. Secondly, it is possible
to analyze the internal environment of complex networks by introducing the
SIR model to analyze changes in the status of network nodes while also
changing the ownership of system resources. Finally, the optimal defense
time strategy selection algorithm is adopted to adapt to complex network
environments and construct a strategy space for A-D sides, thereby achieving
the application of NSD decisions.

The contribution of this study lies in using Fliplt game theory to analyze
the A-D strategies of network security to obtain the security status of network
nodes. On the other hand, the optimal defense time strategy selection algo-
rithm is used to obtain the best A-D strategy, and the equilibrium solution of
the time game is calculated in the small world networks (SWN), as well as
the maximum A-D benefits of the CNDTG model. Therefore, the constructed
CNDTG model can achieve secure defense decisions against attack behavior
in complex networks and improve the performance of network security.

The study consists of four sections. Section 1 is a literature review that
introduces the research status of industry scholars on NSD, SIR models,
and FlipIt games. Section 2 constructs the CNADTG model and proposes an
algorithm for selecting the optimal defense time strategy. Section 3 conducts
a result analysis to study the defense effectiveness and defense effectiveness
of the model. Section 4 summarizes the research methods and other content,
pointing out the shortcomings of this study and future research directions.

2 CNATTG Model and its Solution Method for A-D
Strategies

To thoroughly assess the elements of A-D timing and enhance the univer-
sality and timeliness of NSD decision-making, this study adopts the ADC
perspective and investigates the network structure characteristics based on
CNT and TGT, thereby constructing a CNADTG model. Afterward, the
respective benefits of attackers and defenders during the A-D process are
quantified, which is called the A-D benefit function. At the same time, game
equilibrium is solved to obtain the optimal defense time strategy selection
algorithm.
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2.1 Construction of CNATTG Model Based on SIR Model and
Fliplt Game Theory

The problem of network security is becoming increasingly serious, threat-
ening the information security of the country and its people. Traditional
NSD methods mostly belong to passive defense, and relying on passive
defense makes it difficult to respond to rapidly changing network attacks and
cannot truly guarantee the security of cyberspace. Therefore, it is necessary
to develop active defense technology and conduct research on NSD decision-
making. Due to the neglect of action timing factors in previous research
on defense decision-making, it is not possible to dynamically select the
most favorable defense action timing. When describing the real network, the
internal structural characteristics of the network are not taken into account,
which affects the defense effectiveness. In this study, Fliplt game theory
is introduced to construct a CNADTG model for network defense timing
decision-making. Firstly, based on CNT, the internal structure of the network
is analyzed. Complex networks have small worldliness and scalelessness.
Therefore, the SIR model is introduced to study the state transition of network
nodes.

Assuming that in a network environment, the total number of nodes is
N. Each node has three states, first being normal state S. In this state, if
the attacker has not launched an attack or the system is in a defensive state,
the working state of the network node is normal, and there is a possibility
of being attacked by external factors and transitioning to an infected state at
any time. Next is infection state I. After being attacked, the normal node
state changes to infection state. This node has infectivity and will attack
adjacent nodes along the connection edge, the virus is spread to adjacent
nodes. During this period, there is a possibility that infected nodes may be
detected and repaired by the defending party. The node still has a repair state
R, and after repair, it has immune capacity and will not be infected again
in a short period. However, its immune capacity will gradually weaken until
it disappears, and the node state will become normal. When analyzing the
security status of a network system, the key lies in determining the current
state of network nodes. In the SIR model, when neither the attacker nor
the defender takes action, the network nodes are normal and the system
operates normally according to instructions. When the attacker implements
an attack and controls resources, network nodes are infected. The attacker
invades the system to attack the application software and servers, gradually
expanding outward and ultimately causing serious damage to the system’s
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resources. Due to the small world nature of complex networks, key nodes in
the system play a very important role in network attacks and defense. When
a node is infected, it becomes a “super spreader” due to its high clustering
characteristics, thereby accelerating the spread of network attacks. When the
defense party takes action to control resources, the network nodes are in a
normal and repair state. If the defense team repairs from a critical point, it
will speed up the repair process.

Assuming that both the A-D sides choose a time strategy, the strategy
is a periodic strategy with a random process, which means that both sides
initiate actions every fixed period. During the predetermined strategy cycle,
the moment when the first action is initiated is randomly selected, and the
entire A-D process is a non-adaptive continuous game process. According to
the TGT principle, it can be found that there is a certain correlation between
node state migration and ADC results. This study analyzes the state changes
of network nodes at time ¢. The attacking party’s cycle strategy and the
defending party’s cycle strategy are set to P4 and Pp, respectively. Figure 1
is a schematic diagram of the Fliplt game.

Figure 1 shows that the two sides in the Fliplt game are the defender
and the attacker, with the goal of competing for control of a single shared
resource. Either party in the game can obtain control of resources at any
time through “preemption” behavior, however, apart from that, both parties
cannot know which party holds control of resources at any time. The act of
seizing is accompanied by the transfer or retention of resource control. When
t = 0, the defending party controls the system resources, the network nodes
are in a normal state. According to P4, the attacking party initiates actions,
with a time interval of ¢; between each attack. After some normal nodes are
infected, they spread and spread rapidly. According to Pp, the defending
party initiates defense, with an interval of ¢, between each detection and
repair of infected nodes, aiming to avoid further damage to the system and
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Figure 1 Diagram of behavioral changes of A-D parties in Fliplt game.
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ensure system security. When A-D sides initiate actions simultaneously, their
adversarial behavior cancels out and does not change the security status of
network nodes. In the Fliplt game, players expend a certain amount of action
cost to control public resources, with control alternating between the two
actions. The rewards obtained from these actions are proportional to the time
controlled by both parties, and the benefits are determined by the resource
rewards and action costs. The concealment of actions during resource control
and alternation ensures the optimal strategy of players in the game, which is
also the biggest feature of Fliplt game.

According to the description and analysis in Figure 1, the node state
transformation parameter at time ¢ is set to n(t). n(¢) indicates the state
change of network nodes after ADC. n(t) < 0 represents the attacker’s
control of resources, while 1g; > 0 represents a transition from S to I.
n(t) > 0 represents the defense party controlling resources, at which point
nrr > 0 indicates that the state of the network node transitions from I to R.
The mathematical expression of ngy is shown in Equation (1).

In(®)], n(t) <0
t) = 1
ns(t) {0’ n(t) > 0 (D
The expression of nrr is shown in Equation (2).
0, n(t)<0
nir(t) = (2)
{n(t), n(t) >0

The above analysis indicates that in complex network environments,
constructing the differential equation of node state evolution of the SIR model
can obtain relevant expressions, as shown in Equation (3).

. N
dsét(t) = —nsr(OASi(t) Y iy I(t) + aRi(t)
j=1
N
dIZhEt) = nsr(OASi(t) Y rigLi(t) — nir(t)uli(t) (3)
j=1
dfi;t(t) = nIR(t)/JfIi(t) —aR; (t)
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In Equation (3), S;(t) is the probability that node i is in S at time t. At
this moment, the probability of the node being in [ is set to I;(t), and the
probability of being in R is set to R;(t), S;(t) + L;i(t) + Ri(t) = 1. The
connection relationship between nodes 7 and j is represented as r;;, and the
connection method is set according to the construction methods of SWN and
scale-free networks. If these two nodes are directly connected, r;; = 1; if
they cannot, then r;; = 0. The infection rate is set to A, indicating the rate at
which the attacker controls resources. The repair rate is set to u, indicating
the rate at which the defending party controls resources. « is the recovery
rate, which represents the rate at which the repaired node becomes a normal
node. For the ease of calculation, A and p are set as constants.

The CNADTG model is represented as a six tuple CNADTG =
(N,P,T,x(t), f,U). N = (Na,Np) represents a gathering of play-
ers. Ny and Np represent the attacking and defending sides, respec-
tively. P = (Pa,Pp) represents the set of policies. P4 and
Pp represent the time strategies of the attacking and defending
sides, respectively. Py = {Pa(t)|Pa,(t),Pa,(t),...,Pa, (t)}, Pp =
{Pp(t)|Pp,(t), Pp,(t),...,Pp,(t)}, m, and n respectively represent the
number of time strategies of the attacking and defending sides, 1 < (m,n) <
+oo and (m,n) € Z. The time sets are t € [0,+00) and t = t4 + tp,
which represent the sum of the time taken by A-D sides to control resources.
t4 and tp represent the total time spent by the attacking and defending
parties controlling resources. The network node state variables are x;(t),
x;i(t) = {S:i(t), Li(t), Ri(t)}, and Vt € [to,T]. T represents the total time.
The set of network node state transition functions is f, f = { ffg, f}, f}é}. fé,
f1, and f, represent the transfer functions of network node ¢’s normal state,

infection state, and repair state, fg = dsd"t(t), f} = dl&gt), and f}é = dfzit(t).
The revenue function is set to U = (Ua,Up). Uy and Up represent the
benefit functions of the attacker and the defender, respectively. After the A-D
sides take action, the difference between the return they receive and the cost
of the action is set as revenue. To calculate the revenue reasonably, Table 1
sets A-D parameters.

In Table 1, the returns of A-D parties indicate that the ownership of
system resources has changed due to the impact of network node state
migration, resulting in related changes in the network system. To calculate

R 4 based on the evolution of node security status, and the relevant calculation
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Table 1 Definition of relevant symbols

Symbol Name Specific Meanings
Ra Attack return The reward obtained by the attacking party after successful
attack
Rp Defense return Rewards received by the defending party after
implementing protection
ka Attack return The actual degree of harm caused by launching an attack
coefficient
kp Defense return The actual degree of protection generated by the
coefficient implementation of protection
Ca Total attack cost ~ The total cost paid by the attacking party to launch the
attack
Cb Total defense The total cost paid by the defense party to implement
cost protection
ca Attack cost The price paid by the attacking party for launching an attack
cD Defense cost The price paid by the defending party for implementing a
protective measure
na(t) Number of Number of actions taken by the attacking party within time
attack actions t
np(t) Number of The number of actions taken by the defending party within
defensive time ¢
actions
vA Attack cost The actual degree of loss caused by the attack cost
utility
coefficient
vp Defense cost The actual degree of loss caused by defense costs
utility
coefficient

formula is obtained as shown in Equation (4).

N T N
Ry = Z/O ka |nst(ASi(6) Y ri i) — nir(®)uli(t) | dt (4)
i=1 =1

To calculate Rp, the relevant calculation formula is shown in Equa-

tion (5).

N T
Rp=)_ / kpnrr(t)ul;(t)dt
i=1"0

&)

Assuming that the A-D sides launch actions at fixed time intervals, the
returns and consumption costs obtained by both sides are related to their
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number of actions n, as shown in Equation (6).

)= | 4] ©

The calculation formulas for C'4 and C'p are shown in Equation (7).

Ca=vaecyeny(t) o
Cp =vpecpenp(t)

To simplify the calculation, k4, kp, v4, and vp are used to unify the units

of attack return and action cost. The formula for U 4 is shown in Equation (8).

N o .T N
Ua = Z/o ka |nsr(t)ASi(t) Zrijfj(t) —nrr(t)ul;(t) | dt
=1 j=1

—Nevjsecyeny(t) ®)

The calculation formula for U 4 is shown in Equation (9).
N T
Up = Z/ kpnrr(t)uli(t)dt — N e vp e cp e np(t) 9)
=170

2.2 Solution of Game Equilibrium Strategy and Selection of
Optimal Defense Strategy

After completing the construction of the CNADTG model, the game equi-
librium strategy is solved. For both sides of the attack, regardless of the
opponent’s strategy, there is a corresponding optimal strategy in their own
set of strategies. In the model, if Pp has an optimal attack strategy P} and
P4 has an optimal defense strategy P}, then the optimal combination of A-
D strategies (P}, Pj;) is the Nash equilibrium solution of the model. ADC
results are interdependent, and both can dynamically adjust their strategies
based on their own returns. If both parties reach a game equilibrium, neither
party can unilaterally adjust their strategies to increase their income, as shown
in Equation (10).

VPA7UA(PZ,PB) > UA(PA,PI*)) (10)

VPp,Up(P3%,Ph) > Up(P4, Pp)
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In complex networks, due to the large number of nodes and decision
space, the complexity of traditional value iteration methods increases. In the
equilibrium strategy solving problem, this study transforms it into a dynamic
programming problem that maximizes A-D benefits. The relevant dynamic
programming equations are shown in Equation (11).

N T N
Uh =max | /0 ka |nsi(OASi(8) Y riIi(t) — nir(t)uli(t) | dt
=1

Jj=1

—Nevgecyeny(t)

N T
UB = Imax [Z/ an[R(t)/L[i(t)dt —Ne VD eCp® nD(t)

N
dS: (t . .
dt( ) _ —0sr(AS] (£) Y riIi(t) + aRy(t)
]:1
PO s Zm ~ ninl; 1)
dR}(t X N *
ét( ) ialOut; (1)~ aBi ()

z*(to) = x(to), Si(t) + Li(t) + Ri(t) =
nsi(t) = In(t)],n(t) < 0;ms1(t) =0 77( ) >0

nir(t) = n(t),n(t) > 0;nrr(t) = 0,n(t) <0
o[- [4]
t>0,N>1

1D

In Equation (11), if (U}, U},) is the optimal solution of the equation, then
the game equilibrium strategy is (P}, P}y). By selecting MATLAB software
and solving the dynamic programming problem, (U’, U};) can be obtained,
which is the maximum profit of both A-D under the balanced strategy. On
this basis, (P}, Pj,)can be obtained. The Pj, is the optimal defense strategy.
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Figure 2  Algorithm related processes.

Based on the above analysis, the optimal defense time strategy selection
algorithm is obtained based on the CNADTG model. The relevant process
of this algorithm is shown in Figure 2.

In Figure 2, the algorithm input is the CNADTG model, and the algo-
rithm output is Pj,. In the algorithm process, the network environment is
first initialized. CNADTG = (N, P, T, x(t), f,U) is initialized and builds
a strategic space for A-D. The network node state evolution equation is
constructed. The constant coefficients A, u, and « are initialized, processing
the A-D costs c4 and cp through the initialization operation and initializing
the network A-D return coefficient and cost utility coefficient. According to
Equations (8) and (9), the profits of A-D parties are calculated. Based on
Equation (11), U}, is solved and FPj, is obtained. The value of the attack
defense equilibrium strategy solved is the most stable solution in the game
model. Therefore, under the optimal attack defense time strategy, any devi-
ation from the equilibrium strategy by either party will lead to a decrease in
their game returns. The design of algorithms not only reflects the behavioral
space of both the offensive and defensive sides but also calculates the optimal
strategies and benefits of both sides.

The effectiveness of the research and construction model is analyzed, and
SWNs, scale-free networks, and MATLAB platforms are selected for numer-
ical analysis of the model. After construction, the corresponding complex
network environment is obtained, with a total number of network nodes of
1,000 [21]. Table 2 shows the detailed parameters of the experiment.
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Table 2 Related parameter settings

Project Parameter

Revenue function ka kp ca cp VA (75

1
Network evolution parameters 7" S;(0) I;(0) R;(0) A I e
100 0.8 0.2 0 0.1 0.1 0.1

Total number of nodes N

Table 2 shows that in a network environment with a total of N nodes,
each node has three states: normal state “S”, infected state “I”’, and repaired
state “R”. The selection of 1,000 nodes for network scale takes into account
the computational time required by the properties of large-scale computer
networks, ensuring not only the rationality of time but also exploring the
impact of network structure on its robustness. In addition, a network of 1,000
nodes can demonstrate significant performance advantages in experimental
design and has applicability in result analysis. In the initial state, the ratio of
the three network node states is S;(0) : 7;(0) : R;(0) = 0.8 : 0.2 : 0, and
the time interval for the A-D game is set to [0,100]. Due to the structure
of Fliplt game and CNADTG model, the study uses a simulated network
environment to test network attacks. However, the internal network in the
simulated network environment is mainly composed of servers and several
user hosts, which are often the main targets of attackers. The external network
is mainly a public network, and attackers will target the vulnerabilities and
terminals of its servers to cause damage. In addition, firewalls and virus detec-
tion systems can perform physical isolation and qualified detection of attacks
on internal networks, providing a reference for defense measures. Therefore,
based on the description of vulnerability information in the national informa-
tion security vulnerability database and other systems, vulnerability scanning
tools are used to scan the experimental network environment and explore the
security vulnerabilities of nodes. The relevant information obtained is shown
in Table 3.

Table 3 shows the security vulnerability information under different net-
work nodes. There are also different vulnerability information under the same
node, such as information leakage vulnerabilities, path traversal vulnerabil-
ities, etc. Table 4 provides information on relevant offensive and defensive
behaviors based on the MIT offensive and defensive behavior information
database.
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Table 3 Related vulnerability information

Network Node Operating System Vulnerability Information CVE Number

FTP server Linux Code injection vulnerability CVE-2022-33980

FTP server Linux Operating System Command  CVE-2022-31138
Injection Vulnerability

File server Linux Buffer Overflow CVE-2020-20746
Vulnerability

File server Linux Information leakage CVE-2022-31139
vulnerability

File server Linux Path traversal vulnerability CVE-2021-40668

Web server Linux Cross Site Scripting CVE-2022-22502
Vulnerability

Web server Linux Vulnerability in permission CVE-2022-1874
and access control issues

Database server Linux Buffer Overflow CVE-2020-25211
Vulnerability

User Linux Authorization issue CVE-2022-20126
vulnerability

User Linux Vim Security Vulnerability CVE-2022-2345

User Linux Deep assign security CVE-2021-40663

vulnerability

Table 4 Attack behavior information

Serial Number

Attack Strategy

Related Description

O 0 1 N Ut AW =

—_
]

Install listener program
Steal account and password
Install delete trojan

Violent crack password
Remote buffer overflow
Send abnormal data to root
Remote code injection
Shutdown database server
Homepage attack

Attack address blacklist

Install listener program
Stealing account passwords
Implant Delete Trojan
Violent password cracking
Remote buffer overflow

Send abnormal data to the root

Remote code injection
Shutdown Database Server

Web attacks

Attack address blacklist

Table 4 shows 10 attack strategies, such as installing listening programs,
implanting and deleting trojans, and web attacks. On this basis, a comparative
analysis is conducted on the effectiveness and effectiveness of defense strate-
gies. Based on the CNADTG model and its optimal defense strategy selection
algorithm, the behavior and periodic strategy space of both attackers and
defenders are constructed in a simulation environment. The network model
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calculates the benefits and numerical analysis of attack behavior information
through constant coefficients to obtain the optimal defense strategy, thereby
achieving the optimal stable solution of the game model.

3 Analysis of NSD Decision Results Based on CNADTG
Model

To verify the effectiveness of the research model, complex network selec-
tion and model numerical analysis were conducted. By setting experimental
parameters, a comparative analysis of defense effectiveness and defense
effectiveness was conducted based on the above security vulnerability infor-
mation and A-D behavior information.

3.1 Defense Effectiveness Analysis

In the simulation network environment and the A-D behavior of the CNATTG
model, the infection rate A, repair rate u, and recovery rate o of network
nodes are set to 0.1, and the A-D return coefficient (k 4, kp), cost coefficient
(kp,cp), and cost utility coefficient (v4,v4) are all set to 1. Combined
with the time interval of A-D games, the information in the information
security vulnerability database is systematically analyzed to test the network
model’s defense performance against security vulnerabilities. Based on the
relationship between the size of P4 and Pp, the effectiveness of strategic
defense in P4 > Pp and P4 < Pp situations is analyzed. P4 and Pp are
set to 5 and 3, respectively. According to the equation in Equation (3), the
infection rate and recovery rate of its network nodes are both set to 1 to ensure
the effectiveness of network defense analysis and reflect the node changes in
the SWN. The changes in node state changes of the SWN at different times
and node degrees k are shown in Figure 3.

In the four sub-graphs of Figure 3, given the A-D strategy, the state
changes of different network nodes are basically consistent. Overall, at the
same time, the proportion of infected nodes (PoIN) “I” is the highest, fol-
lowed by the proportion of repair nodes “R”, and the proportion of normal
nodes “S” is relatively minimum. In Figure 3(a), when the time is 40 seconds,
the proportion of S; is 0.308, which is 0.092 less than R, and the latter is
0.400. When the time is 60 seconds, the proportion of I; is 0.448, which is
greater than that of nodes in the other two states. In Figures 3(b) to 3(d),
when the time is 40 seconds, the proportion of Ryqg is 0.405, which is 0.003
more than Rygg, 0.006 more than Riggg, and 0.247 more than S,q9. The
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Figure 3 Changes in the state of SWN nodes when P4 = 5 and Pp = 3.

comprehensive results show that in the strategy with an attack cycle of 5
and a defense cycle of 3, the evolution of node status over time for nodes
1, 400, 700, and 1000 in the SWN environment is roughly the same. This
is because the average path length of nodes in the SWN is short and the
clustering coefficient is high, resulting in a relatively uniform distribution of
nodes and no hub points. The internal structural characteristics are basically
the same as those of random and regular networks, so the change in node
status is not closely related to the network structure.

In addition, under the same A-D cycle strategy, the node state changes of
the scale-free network analyzed at different times and k values are shown in
Figure 4.

In Figures 4(a) and 4(b), when attacking or repairing the 1st and 500th
nodes, the k values of the two nodes are small, and the proportion of S;
and Ss5gg ranges from 0.660 to 0.800. The proportion of I; and I5gpis both
below 0.4, and gradually decreases with time, then stabilizes at around 0.1.
Finally, the proportion of R; and Rgggrapidly increases before 20 seconds,
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Figure 4 Changes in the state of scale-free network nodes when P4 = 5 and Pp = 3.

with a maximum of no more than 0.2. As time goes by, the proportion of
repair status for the first and 500th nodes remains relatively stable at around
0.1. In Figure 4 (c), the normal state of the 900th node changes significantly
over time, with the overall proportion decreasing from 0.8 to around 0.4.
At the same time, the PoINs is between 0.2 and 0.6, and the overall trend
is slowly decreasing. The repair status of the nodes shows more significant
changes compared to Figures 4(a) and 4(b), and remains stable at around 0.2
over time. In Figure 4(d), when the 1000th node is attacked, as it belongs
to the central node, the node has a larger k value and a faster infection rate.
Within 1 to 3 seconds, the proportion of S;ggp rapidly decreases from 0.800 to
0.000. After implementing the repair, the proportion of S19gp shows periodic
changes. Comparing Figures 3 and 4, it is found that the network environment
affects the evolution of network security states. This is due to the power-
law distribution of nodes in scale-free networks, where most nodes have low
connectivity and slow network attacks or system repairs at that node, while
a few hub nodes have high connectivity and fast network attacks or system
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Figure 5 Changes in the state of SWN nodes when P4 = 3 and Pp = 4.

repairs at that node. This structural feature also makes scale-free networks

both robust and vulnerable.

Afterward, P4 and Pp are set to 3 and 4 respectively, and the analysis
of the node state changing in the SWN under this cycle strategy is shown in

Figure 5.

In Figure 5, when the attack cycle is less than the defense cycle, the attack
party’s frequency of action increases and the infection speed increases. When
the PoIN varies periodically, compared to Figure 3, the PoIN in Figure 5
increases, with a fluctuation range of 0.670 to 0.850. In Figure 5(a), when the
time is 80 seconds, the proportion of S; is 0.000, which is 0.257 less than Ry,
and the latter is 0.257. When the time is 90 seconds, the proportion of I is
0.752. The node state in Figure 5(b) is basically consistent with Figure 5(a),
where as time increases, the proportion of Sy is slightly lower than that of
S1, while the changing trends of 1499 and R4qq are consistent with the situation
of the first node. This indicates that the states of the first node and the 400th
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Figure 6 Changes in the state of scale-free network nodes when P4 = 3 and Pp = 4.

node are in a stable periodic change. In Figure 5(c), when the time is 20
seconds, the proportion of Ry is 0.264, which is 0.462 less than I7qg, and the
latter is 0.726. In Figure 5(d), the proportion of S1ggp has exceeded 0.8, and
the changes in the proportion of 1999 and Rjggpare basically consistent with
Figure 5(c). At the same time, the states of all four nodes undergo periodic
changes. This is because if either side’s actions are higher than the other,
it will cause a corresponding change in the PoINs. When the behavior of
the defending party is higher than that of the attacking party, the PoINs is
relatively low, and vice versa, the proportion is relatively high. Comparing
Figures 3 and 5, different time strategies will significantly affect the state
changes of SWN nodes.

Finally, under the same strategy with an attack cycle of 3 and a defense
cycle of 4, the state changes of different nodes in the analyzed scale-free
network are shown in Figure 6.

In Figure 6, when the node state tends to stabilize and its changes are
periodic, the proportion of common infected nodes ranges from 0.640 to
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0.680, and the proportion of central infected nodes ranges from 0.610 to
0.750. In Figure 6(a), when the time is 40 seconds, the proportion of R; is
0.675, while the proportion of I is 0.223. At the same time, the node state in
Figure 6(b) is basically consistent with Figure 6(a). The states of the first and
500th nodes are relatively stable and less affected by the degree of network
nodes. In Figure 6(c), the proportion of Igqg is significantly higher than that in
Figures 6(a) and 6(b), while the change in Sggg with time is relatively small
and the proportion of nodes is below 0.1 after 20 seconds. In Figure 6(d),
the proportions of S1ggg and I;ggg are 0.024 and 0.746, respectively, with the
former being 0.722 smaller than the latter. The proportion changes of nodes
S1000> L1000, and Riggo are significantly different from the previous three
graphs. Among them, the proportion change of I1gqq is relatively stable and
periodic. After 20 seconds, the proportion of the node state is below 0.8. The
proportion of Riggg is generally between 0.2 and 0.4, while the proportion
range of Syggo is the smallest. Finally, compared with the results in Figure 4,
Figure 6 improves the node infection rate and the PoINs. This is because the
time strategies of the two are different. The results in Figure 6 indicate that
when the attacker’s action frequency is fast enough, the infection rates of
both ordinary nodes and central nodes significantly increase, and the floating
range is correspondingly reduced. Consequently, it is evident that disparate
temporal strategies exert a substantial influence on the alterations in network
node status and are efficacious.

3.2 Comparative Analysis of Defense Effectiveness

This study analyzes the defense effectiveness of the model and the periodic
strategy of the fixed attacker. The P4 is set to 14 and the defense benefits
under different defense strategies is analyzed with different Pp values, as
shown in Figure 7.

In Figure 7, with different Pp values, there are differences in the cor-
responding defense benefits. As time increases, the corresponding defense
benefits increase. In Figure 7(a), at a time of 100 seconds, the defense
benefit is highest at 3180.95 with an Pp value of 13. The defense benefit
is the smallest at a Pp value of 15, which is 1519.05. In Figure 7(b), at a
time of 100 seconds, the defense benefit is highest at 2487.27 with an Pp
value of 6. The defense benefit is the lowest at 951.63 with a Pp value
of 4. From this, increasing the A-D game time will improve the benefits
of defense testing strategies. The dynamic time adjustment strategy has a
more significant increase in defense benefits, with a value of 161.37%, which
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cycle strategies.

is much higher than the fixed period defense strategy method. This further
proves that the strategy of dynamically adjusting time can achieve maximum
defense benefits.

The defense effectiveness under different attack are strategies analyzed,
with red dots representing the defense benefits of the optimal defense strategy,
as shown in Figure 8.

In Figure 8(a), when P4 values are 2, 3, 4, 5, and 6, the corresponding
optimal Pp values are 2, 2, 2, 3, and 2, respectively. This indicates that when
the frequency of action of the attacking party is at a high level, the defending
party can increase the frequency of action to prevent further damage to the
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Table S Detection results of different algorithm models on the CSIC dataset

Algorithm Model Detection Rate (%)
Image segmentation method 94.57%
Multi-classifier 97.64%
Convolutional Neural Network 98.79%
K-cluster analysis 98.52%
This article’s algorithm 99.36%

system. When the P4 value is 14, the optimal Pp value is 13, and the
maximum increase in defense per unit cycle is 35.89. This validates the
effectiveness and correctness of the results in Figure 8 (a). In Figure 8(b),
when the P4 values are 2, 3, 4, 5, and 6, the corresponding optimal Pp values
are 2, 3, 4, 6, and 6, respectively. Compared to SWNs, scale-free networks
have stronger robustness as the defense frequency of the defending party
increases with the increase of attack frequency.

Finally, based on the attack behavior in the real-world network environ-
ment, the study selects the dataset from the Computer Science Institute of
Castillay (CSIC) and combines it with other advanced algorithm models for
detection. The results are shown in Table 5.

According to Table 5, the current advanced methods have a detection rate
of over 97% for NSD, with the multi-classifier algorithm model having a
detection rate of 97.64% and the K-cluster analysis method having a detection
rate of 98.52%. The highest detection result of the A-D algorithm model in
this article is 99.36%, which proves the superiority of the CNATTG model
based on the A-D time strategy selection algorithm and game theory.

4 Conclusion

To fully consider the timing of A-D and improve the universality and time-
liness of NSD decision-making, this study combined CNT and TGT from
the perspective of ADC to study the network structure characteristics and
constructed a CNADTG model. By quantifying the A-D benefit function and
solving the game equilibrium, the optimal defense time strategy selection
algorithm was obtained. The results showed that there were differences in the
state changes of network nodes under different complex networks and node
degrees. When P4 and Pp were 5 and 3, respectively, in a SWN, the k value
was 32. When the time was 40 seconds, the proportion of S; was 0.308, 0.092
less than Ry, and the R; is 0.400. Under the same time strategy, in a scale-free
network, when attacking or repairing the 1st and 500th nodes, the k values



334 Zinan Zhu and Lin Zhou

of both nodes were small, and the proportion of S; and S5¢9 ranged from
0.660 to 0.800. Dynamically adjusting time strategies could affect defense
benefits. In a SWN, P4 was 14, and at a time of 100 seconds, the maximum
defense benefit was 3180.95 with a Pp value of 13. The minimum defense
benefit for a Pp value of 15 was 1519.05. Therefore, it indicates that the
dynamic time adjustment strategy will significantly improve defense benefits,
thereby verifying the effectiveness and feasibility of the research model.
However, NSD methods that only focus on time strategies cannot meet the
synchronization of network A-D actions, which poses certain risks to the
implementation of A-D strategies. In addition, the amount of experimental
data collected in the research is relatively small, and the experimental design
and result analysis are not rich enough. Therefore, in subsequent research, it
is necessary to consider the consistency between time and A-D actions, and
further improve the universality and practicality of network defense models.
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