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Abstract

Due to the rapid development of network technology and the increasing
size of networks, the security of networks in today’s society is facing great
challenges. The study of network security is based on the study of network
security frameworks, connections, and models to improve network security
so that the network becomes controllable, manageable, and survivable. In
this paper, we propose a dynamic continuous trust assessment model based
on the clustering mechanism and apply this model to the network security
model optimization problem. The specific conclusions are as follows: (1) The
problems in previous clustering algorithms are analyzed, and corresponding
solutions are proposed for the problems. Then, the particle swarm algorithm
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is briefly introduced, the inertia weight coefficients in the particle swarm
algorithm are improved, and the dormant mechanism of neighboring node
groups is introduced. (2) A new algorithm for calculating direct trust value
is proposed. (3) A method for evaluating the overall trust value level of
the network is proposed. The method first selects the N nodes with the
highest number of interactions and then evaluates the overall trust level of
the network in which these N nodes are located by using the associative
memory capability of the clustering algorithm. (4) The experimental analysis
shows that the randomly generated rule set in the model of this paper tends
to evolve to a stable state after 60~80 rounds of operation, with a higher
success rate, and at 180~200 rounds of operation, the rule set evolves to
a stable state again, with the success rate still improved; after 240 rounds
of operation, the network environment is restored to the initial state, and
although the roles of some of the nodes are changed, the model still evolves
to a high level again. Level. The dynamic continuous trust evaluation model
proposed in this paper can be effective in the network security optimiza-
tion, but the practical application of the model should be done further
research.

Keywords: Security in mobile networks, cyber-physical security, clustering
algorithm, dynamic persistent trust.

Introductory

With the increasing size of the network, network attacks and destructive
behaviors are increasing day by day, network security problems are becoming
more and more prominent, and the network trust problem has also attracted
much attention. In the past, passive network defense gradually changed to
active defense, but the traditional network trust model can no longer meet
current needs, and research on the network trust model has become increas-
ingly urgent. In recent years, much domestic research has been done on the
above problems. Liang Hua and other [1] proposed a node evaluation method
based on the Internet of Things that the existing node evaluation method can
not effectively deal with the malicious behavior of nodes so that they cannot
resist the internal attacks of the network. However, the application of the
improved method that cannot effectively deal with the malicious behavior
of nodes is not elaborated. Li Huanhuan [2] elaborated and analyzed the
advantages and disadvantages of the traditional network security model, and
elaborated the architecture of the zero trust network security model. On
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this basis, taking the practice of the zero trust network security model on a
network information security support technology platform as an example, and
proposed the security application solution based on the zero trust architecture.
Although the advantages and disadvantages of the traditional network secu-
rity model are mentioned, it does not deeply analyze the comparative effect
with the zero-trust model in specific scenarios, and lacks quantitative evalu-
ation. Li Jinhua [3] proposed a trust evaluation model based on the entropy
weight method. In the process of the fusion calculation of multi-dimensional
decision attributes, the information entropy theory is used to establish the
classification weight of each decision attribute, so as to avoid the problem
that the subjective judgment method is not adaptable in the weight setting,
and ensure the effectiveness and objectivity of the recommendation trust
evaluation decision. Although the information entropy theory is mentioned,
the lack of elaboration of its application mechanism in the trust assessment
model makes it difficult for the reader to understand the theoretical support of
the model. Liu and [4] proposed an active security model, starting from the
analysis of security protection mechanism, based on the different perspectives
of service providers and requesters, and the introduction of network risk
assessment and trust assessment of user history interaction, to dynamically
provide active protection ability for system resources to improve security.
The trust assessment of the user history interaction behavior is mentioned,
but the source, processing mode and analysis model of the behavioral data are
not elaborated, which may reduce the reliability of the trust assessment. The
above studies mainly focus on the construction of network security model,
and there are few studies on the optimization of existing network models. In
order to study the optimization of the existing network security model, this
paper proposes a dynamic continuous trust assessment model based on the
clustering mechanism and applies this model to the network security model
optimization problem. It is of guiding significance to the existing network
security optimization problem.

1 Cluster Algorithm for Sensor Networks in Wireless
Networks

1.1 Classical Cluster Algorithm

Wireless networked sensor networks (WSNs) are typically deployed in harsh
environments that are difficult for humans to approach, such as battlefields,
forests, and specialized industrial and clinical areas. Therefore, WSNs need
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to have self-configuration capabilities and autonomous modes. Sensor nodes
are typically equipped with batteries that cannot be recharged, and energy
efficiency is a major consideration in order to extend the life cycle of the
network, with data transmission being the main source of energy consump-
tion. Moreover, as the size of the network of nodes increases, designing
and operating such large-scale networks requires scalable architectures and
management strategies. For large-scale networks, topology control balances
the network load, increases network scalability, and extends the network
life cycle. The clustering technique is an effective way to address energy
efficiency, network scalability, and topology control, as shown in Figure 1.
To achieve specific goals, task scheduling, data acquisition, and transmission
power control [5—7] can also be used in clustered structures.

(1) LEACH algorithm

LEACH is one of the most essential clustering algorithms. The fundamental
thinking of LEACH is to rotate the cluster head amongst all the nodes to
acquire load balancing. In LEACH, the execution time of the algorithm is
measured in ‘rounds, and every spherical is divided into two phases: cluster
advent segment and stabilization phase [8, 9]. The algorithm creates clusters
in the establishment phase, and in the stabilization phase, the cluster head
transmits data directly to the base station. In the cluster establishment phase,
each sensor node n selects a random number from 0 to 1. If this number is
smaller than the threshold value 7'(n), then this node becomes the cluster
head and T'(n) can be defined as

P ifneG
T(n)=< 1—-px <T mod %) (1)
0 Other

where p is the expected percentage of cluster heads among sensor nodes, r
18 the current round, and G is the set of nodes that have not become cluster
heads in the last 1/p round. Figure 2(1) shows the topology of LEACH during
the clustering process.

(2) HEED algorithm

HEED is an iterative cluster-based algorithm that uses a combination of
residual energy and communication overhead to select cluster heads. After
the cluster head selection, the cluster heads in the network send data to the
base station using a multi-hop transmission mechanism[10]. Cluster head



Study on the Application of Dynamic Continuous Trust Assessment Model 51

TCP/1IP

(o))
2 g,y

USER . stations

(O sensor node

e  head of a cluster

—> Sensory data

Fusion data

(1) Typical Clustered WSN Architecture

—> load balancing

L—> Transmission power control

energy efficiency —>Sleep scheduling mechanism

—>data fusion

—>Extended network lifecycle

Purpose and advantages IR — Topological control
N reconstructibility
of clustering

fault tolerance

scalability

Improving connectivity

QoS requirements

Reduced routing latency

Collision Avoidance

(2)Purpose and advantages of clustering

Figure 1 Continued



52  Weidong Wu et al.

—’l Number of clusters |—)| set rigidly in place/variant |

—>| Cluster size |_ > I-distri . |
—>|Cluster properties _>| cluster structure |—)| Tyson figure/Non-Tyson charts |

—’l cluster topology H single jump/multi-hop |

—)l intercluster topology H single jump/multi-hop |

—>| mobility |—)| Moving/Stationary |

Node type ism/i i

Cluster h.w.d _’l ! yp: |—’| Isomorphism/isomerism |
characteristics

—’l operate |—’| Trunking/convergence/base station |

_‘)l control method |_‘)| Distributed/centralised/hybrid |

—{ mpl ion modalities | Probability/lteration |
5| clusterisation

rocess
L —’I cluster head selection |—’| random/characteristic based |
_)l drive mode |—)| Real-time/Active/Mixed |

L‘)l algorithmic complexity |—‘)| Constants/variables |

(3)Characteristics of the clustering algorithm

Figure 1 Cluster technology.

selection consists of three main phases: the initialization phase, the repetition
phase, and the final phase. In the initialization phase, each sensor node sets
its probability of becoming a cluster head defined as follows:

Er 3t
CHprob = Cproh X @)
Emax

Where Cp,qp, is the optimisation percentage of cluster heads, usually set
to 5%, which only affects the initial number of cluster heads and has no direct
effect on the final number of cluster heads.

(3) BCDCP algorithm

The iterative cluster splitting algorithm distributes the cluster heads uniformly
in the network by maximising the distance between the cluster heads during
each split. The topology of the BCDCP algorithm is shown in Figure 2(2).

(4) DWEHC algorithm

This algorithm is an enhancement of HEED; however, it achieves greater
desires than HEED, such as producing extra balanced cluster sizes and
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optimizing the intra-cluster topology through the use of the positional statis-
tics of the nodes [11]. DWEHC creates a multilevel shape for intra-cluster
conversation and additionally restricts the number of kids of a dad or mum
node. In the cluster head selection process, the weights of each node are
calculated as follows:

R—d Ereutha
Wieignt (s) = (Z 6R > g Eiuz:lé‘(;) ©

n

where R is the cluster range, and d is the distance from node s to neighboring
node u.
Figure 2(3) shows its intra-cluster topology.

(5) PEGASIS algorithm

This algorithm is an enchancment on HEED however achieves greater desires
than HEED such as producing extra balanced cluster sizes and optimising
the intra-cluster topology the use of the positional statistics of the nodes.
DWEHC creates a multilevel shape for intra-cluster conversation and addi-
tionally restricts the quantity of kids of a dad or mum node. Figure 2(4) shows
the data transmission mechanism of PEGASIS.

(6) EEUC algorithm

This is a dispensed aggressive clustering algorithm in which cluster heads
are chosen via nearby competition. Each node has a pre-specified aggressive
range, i.e., the cluster size, a parameter that relies upon the distance between
the node and the base station [12]. The closer to the base station, the smaller
the cluster size, and the network topology is shown in Figure 2(5). It is
calculated as follows:

dman - dz
Reosp = (1 - cA5> RY,0 4)

dmax - dmin

(7) SEP algorithm

This algorithm constructs clusters based on the energy heterogeneity of the
nodes. There are two types of nodes in the network: some nodes with low
initial energy are called ordinary nodes, and some other nodes with high
initial energy are called advanced nodes[13-14]. The weighted probabilities
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are defined as follows for normal and advanced nodes, respectively:

Pqo

mw — 5

P l+axm )
Pqo

g = ——— 1 6

p 1—|—axmx(+a) ©)

where p is the optimized probability of a node being a cluster head, and m
is the proportion of advanced nodes among all nodes.

Here are seven classical clustering algorithms and their advantages and
disadvantages:

1. LEACH algorithm
Advantages: simple and easy to understand, easy to implement; good
effect on large-scale data sets, fast operation speed; can process high-
dimensional data.
Disadvantages: cluster K; sensitive to initial value, results may be
different; susceptible to outliers; only applicable to convex clusters.

2. HEED
Advantages: A dendrogram (dendrogram) can be obtained without
assigning the cluster number in advance; it can provide clustering results
at different levels for easy analysis.
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Disadvantages: high computational complexity, especially when han-
dling large data sets; sensitive to noise and outliers; once merged or
split.

. BCDCP

Advantages: It can find clusters of arbitrary shape and handle data of
heterogeneous density; naturally identify noise points, do not need to
specify the number of clusters.

Disadvantages: sensitive to parameter selection, especially the neigh-
borhood size e.; Poor performance in high-dimensional data is prone to
a “curse of dimensions”.

. DWEHC

Advantages: Enough to deal with clusters with different covariances,
suitable for data with different shapes, provides the probability that each
point belongs to a certain cluster, and can deal with fuzzy classification.
Disadvantages: the need to preset the cluster number K; a more complex
model, the high computational cost is sensitive to the initial value, may
fall into the local optimum.

. PEGASIS

Advantages: Without pre-specified cluster number, automatically detect
cluster center; can handle clusters of arbitrary shape.

Disadvantages: high computational complexity, especially in high
dimensional space; sensitive to bandwidth parameters, improper selec-
tion will affect the effect.

. EEUC

Advantages: can capture the complex cluster structure, suitable for non-
convex shape clusters; using the graph theory method, transform the data
into the graph form, good results.

Disadvantages: high computational complexity, difficult to process
large-scale data; requires preset cluster number K.

. SEP

Advantages: It can form an adaptive cluster center; it can generate a
better clustering effect, especially when the data amount is small.
Disadvantages: high computational cost, especially with large data
volume; high sensitivity to input data (such as similarity matrix).

Improved Particle Swarm Based Cluster Algorithm
(IPSO-CA)

1.2.1 Particle swarm algorithm
Suppose there is a particle in a dimensional space with a corresponding fitness
function to determine whether the particle’s current position is optimal or not.
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The main parameter vectors in the algorithm are as follows:
The position of the ith particle and the velocity vector is:

z; = (24, T2, ..., ;D) @)
v; = (v, Vig, .., ViD) (8)
The fitness function of particle i is:
fibress = f(x,hi =1,2,3,...,N )
The optimal position vector that particle i passes through is:

Phest = (pavpay"wPO) (10)

The optimal position vector through which the whole population
passes is:
Ghest = (gl+g2a-"7g(]) (1D

Throughout the course of the iterative process, the position and velocity
of particle I are updated by the equation:

Vo=t = wy + e1(Py — zg) + eura(P, — ) (12)
n nt -
Un—l _ Vg s Uy > Uq (13)
¢ —vy, vo_l < —vy
zpt = ay + vy (14)
- —1
a - —n n—1 —
—z, ", xh T < —x

1.2.2 Improved particle swarm algorithm

In the standard particle swarm algorithm, the inertia weight coefficient w is a
fixed value that cannot control the movement speed of the particles, and there
is no way to control the accuracy of finding the optimal solution. There are
many algorithms that improve the inertia weight coefficient so that w can be
varied with the number of iterations, and the most popular one is the linear
decreasing strategy [15—18]. The most used strategy is the linear decreasing

strategy [19].

w — Wi
w:wmax,th (16)

Trnax
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The specific improvement measures include:
Dynamic adjustment of the speed and position update formula

Adaptive weight: the inertial weight (w) is dynamically adjusted according
to the number of iterations, which is large at the beginning and gradually
decreases in the later stage to enhance the local search ability.

Variable speed update: the update formula to adjust the speed under specific
conditions, introducing the time factor, so that the search speed decreases at
convergence.

Introducing a hybrid strategy

Combined with other algorithms: combine PSO with other optimization
algorithms such as genetic algorithms and ant colony algorithms to form a
hybrid optimization strategy, and use the advantages of different algorithms
to improve performance.

Local search mechanism: on the basis of the global search, the local
search strategy is introduced to make the fine adjustment after the particle
convergence to improve the accuracy of the solution.

Enhance the particle diversity

Diversity retention mechanism: Introduce diversity retention strategies when
updating particle positions, for example, increasing the coverage of the search
space by randomly disturbing or reset the position of certain particles.

Population differentiation: particles are divided into multiple subgroups, and
search * * in different subgroups to enhance the global exploration ability.

Improved fitness assessment

Fuzzy fitness evaluation: fuzzy logic is introduced to evaluate fitness to
reduce the uncertainty in fitness evaluation and improve the robustness of
the algorithm.

Multi-objective optimization: For multi-objective problems, the Pareto fron-
tier strategy is adopted to achieve the balance of multiple objectives through
weight adjustment.

Introduce learning mechanism

History learning: introduce the best particle information in history, use the
past successful search experience to guide the current search, and enhance
the effectiveness of optimization.
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Social learning: allows particles to influence the speed and position of
other particles in the updating process, and improves the effect of group
cooperation through social learning mechanism.

Introducing restrictions

Constraint processing mechanism: consider the constraints when updating the
particle position to ensure that the particles are always in the feasible solution
space. The penalty function or correction strategy can be used to handle the
particles that do not meet the constraints.

Parameter-adaptive adjustment

Adaptive parameter adjustment: The algorithm parameters, such as the accel-
eration constants (cl and c2), are dynamically adjusted according to the
current search progress to accommodate the different search stages.

Termination criteria optimization

Intelligent termination criteria: introduce more complex termination criteria,
for example, when the fitness change in multiple iteration periods is less than
a certain threshold, avoiding unnecessary calculation.

1.2.3 Neighbourhood node groups

After the network initialization, the distance formula (17) obtains the distance
between nodes, and preset a distance threshold. If the distance between nodes
is less than the value, that is, the monitoring area of the two nodes is consid-
ered repeated, and the data information collected by the two nodes is the
same. If both nodes are working, there will be unnecessary data redundancy

[20, 21].
2

M
E[dthCH] = // z? + y%(x,y)dmdy = ork (17)

If both nodes are working at this point, then there will be unnecessary
data redundancy. Each node in the set decides whether to participate in the
current round or not based on the amount of energy; the node with more
energy is active and performs the information collection and data forwarding
operations, while the node with less energy is in a dormant state, and when a
round is over it compares the energy and selects it again, and then starts the
next round of work [22-24].

1.2.4 Optimal cluster head analysis
The optimal cluster head number analysis is a method used to determine the
optimal number of cluster heads in a wireless sensor network. In a wireless
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sensor network, a cluster head is a special node responsible for collecting
and processing data from surrounding nodes. To maintain network efficiency
and energy efficiency, it is important to determine the appropriate number of
cluster heads.

Energy equilibrium: A good cluster head selection strategy should be able
to achieve the node energy equilibrium. This means that the chosen cluster
heads should be scattered throughout the network, avoiding the premature
depletion of energy at some nodes without local region coverage or the
communication disruption.

Distance optimization: Cluster head selection should optimize network per-
formance by minimizing the average distance from the cluster head to the
node it belongs to. Shorter distances can reduce energy expenditure and
improve the reliability and efficiency of data transmission.

Network coverage: the optimal number of clusters should ensure the coverage
of the entire network. Ensure that each area of the network has a sufficient
number of cluster heads, and the coverage is appropriate, ensure that all nodes
in the network can be covered by the cluster heads, and achieve effective data
transmission and processing.

Load equalization: The optimal cluster head number analysis criterion should
also consider the load equalization. Choosing too many cluster heads may
result in a high load on some cluster heads in the network and a low load
in others. Therefore, selecting the appropriate number of cluster heads can
achieve load balancing and improve the overall performance of the network.

Network life cycle: The optimal cluster head number analysis criterion should
also consider the life cycle of the network. Choosing the appropriate number
of cluster heads can extend the lifetime of the network, effectively utilize the
energy resources of the nodes, and reduce the waste of energy.

Assume that the area size of the WSN is in which randomly deployed
nodes. After the introduction of neighboring node groups, all the sensor
nodes are divided into nodes n¢, which are not joined to any neighboring
node group, wake-up nodes ny,, and dormant nodes ng, and the number of
cluster head nodes is, and on average, there is about one node in each cluster.
The energy consumption of cluster head nodes in each round is given by
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Equation (18), and the energy consumption of normal nodes in each round is
given by Equation (19):

ny+n ny+n
Ecn:< T _1> ME e + — k “mEp A + MEBeve + MEBeqd,

k ems

(18)

Em—cn=m" Eeqa +m-Efa-da, (19)
Ny + N

Eclatur - ECn + UTOEna—Cr (20)

The total energy consumption of the whole network per round is:
Evatt = kEqaw + n3En

= m(2(n4 + ns)Eddc +nEpa+ kEapdéass

+ (ng + ng)Egpdion) (21)
M2
2k
1 M
Eldsans] = /\/x2 + y2§d5 = 0.765 (23)
JE
fyy = Yt V2p M (24)

V2T \/ Eap d?nats

1.2.5 Analysis of simulation results

Figure 3(1) compares the networks of 4 one of a kind algorithms. It can be
considered that the existence cycle of the LEACH algorithm and LEACH-
C algorithm is around 800 rounds and a thousand rounds, respectively, and
the lifestyles cycle of the PSO algorithm is around 1500 rounds, which
improves the community lifetime with the aid of about 1 and 1/2 instances in
contrast with LEACH and LEACH-C algorithm respectively, and the IPSO-
CA algorithm proposed in this paper prolongs the community existence cycle
to round 1900 rounds, which has greater apparent enhancement than the
different algorithms. The IPSO-CA algorithm proposed in this paper extends
the community lifespan to about 1900 rounds, which is more apparent than
different algorithms. From the analysis of the above fact, it can be viewed
that the IPSO-CA algorithm can certainly equalize the strength consumption
of the nodes and lengthen the operation time of the network. Figure 3(2)
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compares the time of demise of specific numbers of nodes for the four
algorithms. The IPSO-CA algorithm proposed in this paper has the first
node dying time of around five hundred rounds, whilst the three different
algorithms have node deaths of around 100, 200, and three hundred rounds,
respectively. Compared to different algorithms, the IPSO-CA algorithm has
a higher balance in the pre-running duration of the community.

Figure 4(1) compares the community throughput of the four algorithms.
When the community is stable, the community throughput of the LEACH-
C algorithm is about 5.3 104bit, the PSO algorithm is about 6.8 104bit, the
IPSO-CA algorithm is about 8.2 104bit, and the use of the PSO algorithm
and IPSO-CA algorithm can lead to a greater throughput of the network.
The throughput of LEACH and LEACH-C algorithms stabilizes around five
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hundred rounds, whilst the throughput of the PSO algorithm and IPSO-CA
algorithm stabilizes around five hundred rounds. The throughput of LEACH
and LEACH-C algorithms stabilizes around five hundred rounds, whilst
PSO and IPSO-CA algorithms stabilize around 800-1000 rounds. It can be
considered that the IPSO-CA algorithm has higher performance. Figure 4(2)
compares the whole residual community electricity of the four algorithms
in every round. The complete community electricity of all 4 algorithms
decreases steadily with the expansion of the wide variety of rounds; however,
it is apparent that the curve of the IPSO-CA algorithm decreases extra slowly
due to the fact some nodes of IPSO-CA algorithm live on for a longer time,
which can be attributed to the reasonableness of the algorithm’s determination
of the cluster head nodes and the sleep mechanism of the neighboring node
groups, which can stability the electricity consumption of the nodes very well,
and some of the nodes can no longer take part in the work to shop energy.
Nodes can no longer take part in the work in order to keep greater energy and
consequently prolong the use of community time.

Figure 5(1) compares the number of dead nodes for different inertia
weight factors (w). Analyzing the data in the figure, it can be seen that the
IPSO-CA algorithm has the longest network lifecycle, and in the PSO algo-
rithm, the network has the shortest lifecycle at the time. From the perspective
of the network operation process, the node death time of the IPSO-CA
algorithm is always the latest, which also proves that, compared with the PSO
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algorithm, the proposed IPSO-CA algorithm can better extend the network
operation time and improve the network performance. Figure 5(2) compares
the network throughput under different w. Analyzing the data, it can be seen
that the IPSO-CA algorithm has the highest throughput after the network is
stabilized, and in the HS algorithm, the network throughput is highest when
w = 0.7, and the network has the lowest throughput when w = 0.3. It can be
seen that the IPSO-CA algorithm performs better.

2 Dynamic Continuous Trust Assessment Model Based on
Cluster Algorithm

2.1 Analysis of Trust Models

2.1.1 Trust model

In response to the fact that the PeerTrust model can only detect malicious
nodes with malicious attack characteristics but cannot detect and punish
nodes that collude in deception well, Chang Junsheng et al. proposed the
DyTrust trust model. In the DyTrust trust model, the temporal characteristics
of recommendation and experience are represented using time frames, and
the trust of nodes is calculated by four parameters. By introducing a feedback
control mechanism in the model, each parameter of node trust can be dynami-
cally adjusted. These four parameters include long-term trust, near-term trust,
feedback trustworthiness, and cumulative abuse of trust. “Feedback trust”
refers to the degree of trust an individual or organization has in the reliability
and effectiveness of others’ feedback during the interaction. This trust is
usually affected by multiple factors, including the source of the feedback,
the accuracy of the content, and the professionalism and experience of the
feedbacks. In the DyTrust trust model, usually, the behavior between each
node is normal and can complete the normal interaction process. Some-
times, the node with normal behavior will suddenly, after obtaining higher
trustworthiness, turn to choose the zone to attack other nodes and become
a malicious node with malicious aggressiveness, so the node’s trust value
will be reduced, which leads to the concept of cumulative abuse of trust. In
this model, it is stipulated that the sum of trust value reduction caused by
malicious nodes attacking using higher trust values obtained from normal
interaction behavior is called cumulative abuse of trust; nodes provide a large
amount of feedback information, whether the information is trustworthy or
not must be measured in a certain way, in order to solve this problem, the
concept of feedback trustworthiness has been introduced into the DyTrust
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trust model. If the current time frame is n, then we can use the following
algorithm to compute the trust of node u to node w:

ComputeTrust (u, w,n)

Input: w,n

Output: Final trust value”

1. Feedback retieveFeedback(w,n)

2. FSer — Collection of Feedback Source Nodes in Feedback.
3. Fori € FSet do

Calculate Direct trust value: D}’ :

Feedback trust C'r,,; node i from Cache.:

Update Feedback trust C'ry;:

end for

4. Calculate trust evaluation: Ry, ,,

5. Update the factor a, LT, ’Zw’ AT"™ and ST, 7771”' of node w;

u,we
6. Calculate the final trust value 77, on u to w.

2.1.2 Improvement of the trust model

In time frame n, the set of nodes excluding node i and interacting with node j
is denoted as Ij, D?j denotes the direct trust of node i to j, A is the confidence
factor, and the more the number of interactions is, the larger its value is, and
it is generally taken as h/H, with h being the number of interactions between
i and j, and H being the minimum value of the number of interactions, and
C'r;; being its feedback trust. H is the minimum limit of interaction number
and C'r;; is its feedback trust. The formula for calculating the trust evaluation
value R;; of node i to node j is as follows:

CT‘Z']' X DZ;

RE: = Ax DI+ (1— ) x I e/
’ ’ >reis) Crir

—~

0<A<1) (25
rel(f)

e;; 1s the satisfaction of interaction between node i and j, m is the number of
node i, j interactions, and then the direct trust value ij is:

D%:Zwoezj (Ogeijgl)

2xk (26)

w mx(m—l—l) ( ) <y m)

Since each node evaluates the public interaction nodes differently in each
time frame, the feedback trustworthiness should then be updated in real-time,
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and for each time frame that passes, the evaluation value of the new node
should be recorded. Therefore, we set Cr;,, as the set of public interaction
nodes of node i and node r in time frame n. If Cr;,, then we can say that its
evaluation diff” is 0; at the same time, then the evaluation diff” of node
diff 7 as well as feedback trust can then be expressed by Equations (27)
and (28):

( _ .
oo 007 (1291 e <
CTiT = (27)
C’rir 0
Cry, — 5 X <1 — diffg)’ other
( _ .
oo 007 (1290 i <
Crip = (28)
07‘1'7» 0
Cry, — 5 X <1 — diffg)’ other

On the basis of the above trust evaluation value, the other three trust
evaluation parameters of long-term trust, recent trust, and cumulative abusive
trust can be calculated. Where the difference between the node’s trust and the
actual empirical trust evaluation is taken as the abusive trust, and then the size
of these three parameters above is compared, then the final trust evaluation
result 777 takes the smallest value of the three. Cumulative abusive trust is
specifically used to penalize swinging nodes. Throughout the algorithm, the
values of each parameter are updated all the time as the nodes interact with
each other.

The recent trust value update is calculated

n __ n—1 n
ST = (1= p)ST;; + p x Rjj (29)

Update the calculation method for the cumulative abuse of trust values

v

-1 -1 -1

AT — ATZJL + TZZL - Ry, T " — Rl > e 30

i = n—1 (30)
ATM , other

Method of calculating the risk function

o =Y ey x (1—Rp) 31)
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2.2 Application of Dynamic Continuous Trust Evaluation Model
Based on Clustering Algorithm in Network Security

First, find the equilibrium point of the clustering algorithm network. The
equilibrium point of the clustering algorithm neural network is the trust value
of the ideal node of each level of a training sample given, and the ideal node
trust value of each level we can obtain by finding the average of the trust
value of each node corresponding to each different level of the sample. After
the equilibrium point, you can use the associative memory function of the
cluster algorithm network, the equilibrium point as a memory; once the input
side of the network is classified as trust value input, the cluster algorithm
network will go through a process of convergence from the initial input to
the steady state, the network will use the function of associative memory to
determine the weight coefficients in the network when gradually converging
to a certain beginning of the equilibrium point, that is, the state of the network
has reached stability, the network will use the function of associative memory
to determine the weight coefficients in the network. That is, after the state of
the network reaches stability, the network trust level is the classification level
corresponding to the equilibrium point. The specific network trust evaluation
algorithm is as follows:

Input: trust value of each node in the five random networks to be rated
Output: network trust level

1. obtain the trust value of 20 nodes in each of the five random networks
through the A-Dytrust trust model;

2. find the equilibrium point through the ten samples of the ideal node
trust level;

3. Design the ideal coding rules for node trust value levels;

4. Code the node trust value levels of each of the 5 random networks to
be classified according to the coding rules of 3; design the coding rules
of the ideal node trust level;

5. create the clustering algorithm;

6. set the initial state value of the clustering algorithm;

7. use the encoding of the trust values of the nodes of the five random
networks to be rated as the input value of the neural network of the
clustering algorithm;

8. Clustering Algorithm The neural network will converge to the equi-
librium point through self-learning to obtain the network trust level.
Network trust rating.
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3 Simulation Analysis

In this paper, we refer to the simulation experimental environment setup
proposed in the literature to simulate the interaction between nodes in a P2P
network with Java programs. The difference is that in this paper, the size of
the network is 5000 nodes, and each node has the six attributes defined in
Section 4.2.1. Instead of responding correctly or maliciously deterministi-
cally, each node responds differently with a certain probability according to
its different attributes. The model proposed in this paper requires a rule-set
evolution process, and every 50 service requests submitted in the experiment
is one round of the experiment, and the rule-set evolution is carried out once.

3.1 Static Network Environment Experiment

This experiment focuses on simulating the evaluation trust of each model
when there is no major change in the network environment [25]. In this
experiment, according to the experimental environment setup given in the
previous section, each entity responds differently to service operations with
certain probabilities based on its own state. These probability values are kept
constant during the experiment, so the network environment is realized as
a small change around a certain range in order to simulate a large-scale
distributed computing environment. The experimental results are shown in
Figure 6(1).
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Figure 6 Experiments in a static network environment.
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Experimental results show that in a static network environment, the
success rate of the stochastic model fluctuates randomly up and down around
40%. The stochastic model reflects the basic situation of the dynamics of
the network environment because each entity responds according to a certain
probability in its own mode; the result of the response is bound to fluctuate up
and down around a certain probability. As the number of participating nodes
is large and dynamic, the probability of direct interaction experience between
nodes is also small, so the Bayesian model has no significant improvement,
and the success rate fluctuates around 46%. This also reflects that in the
real network environment, it is not feasible to rely on the direct interaction
experience to evaluate the entities because there is little direct interaction
experience between the entities. In Experiment 2, we modify the parameters
of the network environment so that the probability of providing the correct
service operation in each entity’s behavioral pattern is reduced by 10%. To
simulate the situation when the network environment performs poorly, the
results of the experiment are shown in Figure 6(2).

3.2 Dynamic Network Environment Experiment

The setup of Experiment 3 focuses on the adaptability of each model to
the dynamic changes in the network environment. The initial setting of
Experiment 3 is the same as that of Experiment 1, but from 120 rounds of
operation onwards, the setting is the same as that of Experiment 2. From 240
rounds of operation, the initial state is restored, but some of the nodes’ roles
are changed, e.g., some of the original malicious nodes are changed to normal
nodes, and some of the original normal nodes are changed to malicious nodes,
etc. This is to simulate a large-scale change in the network environment. In
this way, we simulate the situation when the network environment undergoes
large-scale changes and examine the ability of each model to adapt to such
large-scale changes. At the same time, we add the rule sets generated in
Experiment 1 to the nodes as a simulation of the administrator’s manually
specified fixed policies. That is, each node is fixed to use the rule set from the
results of Experiment 1 as the policy to evaluate trust. In this way, we simulate
the performance of trust models based on fixed policies or formulas and
parameters under large-scale changes in the environment. The experimental
results are shown in Figure 7.

In the results of Experiment 3, the results of the stochastic model vary
completely with the network conditions, and we omit it from the experimental
results. The results of the Bayesian model are similar but with a slightly
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Figure 7 Experiments in dynamic network environment.

higher success rate. The fixed-policy model, which simulates a manually
set policy, performs better in 1~120 rounds of operation, reflecting the
effectiveness of human intervention in executing a policy that is correctly
set using experience. However, when there is a large-scale change in the
network conditions, if it is not detected in time and manual intervention is
made to update the policy, the execution effect is even worse than the random
model. This point shows that when there are large-scale dynamic changes
in the environment, most of the existing trust models using fixed policies or
formulas and parameters cannot effectively adapt to this situation. Both the
decision tree-based model and the model in this paper can effectively adapt
to the changes that occur in the network environment. From the experimental
data, the randomly generated rule set in this paper’s model tends to stabilize
its evolution after 60~ to 80 rounds of operation, with a high success rate;
after a large-scale change in the network environment, the success rate
drops to the level of the random selection method. However, without human
intervention, the rule set evolves to a stable state again at 180~200 rounds of
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operation, and the success rate still improves considerably; after 240 rounds
of operation, the network environment is restored to the initial state, and the
model still evolves to a high level again, although the roles of some nodes are
changed.

4 Conclusion

With the increasing size of the network, network attacks, and sabotage
behaviors are increasing day by day, and network security problems are
becoming more and more prominent. Based on the clustering mechanism,
this paper proposes a dynamic continuous trust assessment model and applies
this model to the network security model optimization problem.

(1) The problems in the previous clustering algorithms are analysed, and
corresponding solutions are proposed for the problems. Then the particle
swarm algorithm is briefly introduced, the inertia weight coefficients in
the particle swarm algorithm are improved, and the dormant mechanism
of neighbouring node groups is introduced. On this basis, the optimal
number of cluster heads of the network is re-analyzed.

(2) A new algorithm for calculating the direct trust value is proposed. Since
the influence of the time factor on the calculation of trust value is not
fully considered in the DyTrust trust model, this paper, in order to make
the evaluation of the trust value of nodes more scientific and accurate,
improves the algorithm used for calculating the direct trust value, and
introduces the time decay factor w into the model, thus proposing a
new algorithm used for calculating the direct trust value to achieve
the distance from the current The distance from the present moment is
inversely proportional to the influence of service satisfaction on the trust
value, i.e., the closer to the present moment the greater the influence of
service satisfaction on the trust value, and vice versa, the smaller the
influence, increasing the accuracy of trust evaluation.

(3) An evaluation method for the overall trust value rating of the network is
proposed. The method first selects the N nodes with the highest number
of interactions, and then evaluates the overall trust level of the network
where these N nodes are located by using the associative memory ability
of the clustering algorithm.

(4) The experimental analysis shows that the randomly generated rule set in
the model of this paper tends to be stable in evolution after 60~ to 80
rounds of operation, with a high success rate; after a large-scale change
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in the network environment, the success rate drops to the level of the
random selection method. However, without manual intervention, the
rule set evolves to a stable state again at 180~200 rounds of operation,
and the success rate still improves considerably; after 240 rounds of
operation, the network environment is restored to the initial state, and
the model still evolves to a high level again, even though the roles of
some of the nodes have changed. The model is able to adapt to the
dynamic changes in the network environment by allowing entities to
autonomously adjust their own trust assessment strategies to comprehen-
sively assess each attribute of the entity without the manual involvement
of the administrator.
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