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Abstract

With the rapid development of network technology, personal information
security issues are becoming increasingly prominent. In large-scale data
transmission and high-concurrency scenarios, encryption processing has
become one of the performance bottlenecks for network nodes. How to
allocate encryption resources reasonably to balance the load of network
nodes is an urgent problem that needs to be solved. This study conducted
in-depth research on optimizing network node encryption performance and
resource allocation strategy based on the RSA algorithm. Firstly, optimize
the encryption performance by optimizing the parameter selection of the
RSA algorithm, selecting appropriate public and private key lengths, and
reducing unnecessary computational overhead. At the same time, introducing
fast power algorithm optimization accelerates the encryption and decryption.
At the same time, a load-aware resource allocation algorithm is designed to
monitor the real-time load situation of network nodes, dynamically adjust the
allocation of encryption resources, and ensure that each node can balance
the processing of encryption tasks in high concurrency scenarios. In order
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to verify the effectiveness of the optimization strategy, a simulation exper-
imental environment was set up, and many experiments were conducted.
The experimental results show that through algorithm-level optimization and
hardware acceleration, the encryption performance of the RSA algorithm has
been significantly improved, and the encryption speed has been increased
by about 30%. Meanwhile, the load-aware resource allocation strategy effec-
tively balances the load of the network nodes, reduces the overall response
time of the system, and improves the overall performance of the system.

Keywords: RSA algorithm, network nodes, encryption optimization,
resource allocation.

1 Introduction

In today’s information age, smart phones, computers and other electronic
products have been popularized all over the world, and Internet technology
has closely linked these products to form a huge network community. In this
community, data security has become one of the most critical issues in the
communication process between products, and if the security is insufficient,
information may be intercepted during transmission, leading to information
leakage and posing a serious threat to individuals and enterprises [1, 2].
In addition, criminals may also exploit computer vulnerabilities to create
viruses, interfere with the normal operation of computers, and even cause
equipment paralysis and data loss, which will have a serious impact on
people’s daily life and work. However, with the increasing complexity and
changeability of the network environment, the traditional RSA algorithm
has gradually exposed problems such as low computational efficiency and
insufficient security performance in network node applications [3]. Therefore,
optimizing the RSA algorithm to improve its security and efficiency in
network nodes not only has important theoretical value, but also has urgent
practical significance. The optimization of personal information security
network nodes is an interdisciplinary field covering multiple disciplines such
as cryptography, network security, and data communication [4, 5], and the
optimization research of RSA algorithm is particularly critical to improve the
level of personal information security [6]. However, unfortunately, the current
research on RSA algorithm in network node optimization is still insufficient,
and there are many unsolved problems and challenges. Therefore, on the
basis of a comprehensive review of the research results in multiple directions,
including the performance optimization of other encryption algorithms such
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as AES and ECC, this study also discusses the application of alternative
resource allocation models such as game theory, machine learning, and
optimization algorithms in network security, aiming to put forward a unique
optimization strategy through in-depth analysis of the principle and applica-
tion status of RSA algorithm, combined with the characteristics of network
nodes, in order to make substantial progress in improving the security and
performance of network nodes.

In the context of the popularization of mobile communication network
signals, the improvement of the degree of informatization of the national
economy and the vigorous development of network industries such as e-
commerce, communication networks have become an important part of daily
life. However, the openness of the network signal and the fixity of the
receiving range make the network information easy to be eavesdropped or
tampered with when the receiving frequency is the same, which reduces
the transmission security. At the same time, there are defects in the storage
and computing of network communication terminals, and many advanced
network security technologies are difficult to promote, difficult to ensure
the security of user information, and are easy to be attacked by criminals,
resulting in personal and property losses. Therefore, this paper designs a net-
work information encryption method based on the improved RSA algorithm,
which aims to shorten the encryption time, improve the security and real-time
performance, and provide a reference for the development of information
technology. On this basis, we deeply analyze the innovative significance of
the research, clarify the unique contribution and essential differences between
the method and the existing work in terms of optimization ideas, goals
and application scenarios, and discuss it in the context of cybersecurity, so
as to highlight its relevance and impact on current challenges and future
trends.

2 Analysis of Current Situation and Challenges of
Personal Information Security Network Nodes

2.1 Analysis of Current Situation of Personal Information
Security Network Nodes

In order to improve the security of personal information, effective encryption
is essential. With the gradual expansion of the scale of encrypted informa-
tion, how to achieve fast encrypted processing has become one of the key
problems to be solved. In order to facilitate the decryption and reading of
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encrypted information and reduce the resulting delay in data and information
application, cryptography, the core research direction of information security
technology, has developed rapidly. Under the influence of the public key,
the plaintext to be encrypted is converted into ciphertext that cannot be
read directly, a process called encryption. After receiving the encrypted
information, the receiver uses the private key to parse the encrypted content
and restore it to plaintext, which is the decryption process. In this encryption
mode, the private key is more confidential and is held only by the recipient of
the message. The other is the encryption mode based on the RSA algorithm,
which has high attack resistance, can counterattack, trigger error attacks, and
can effectively protect information security in the continuous fractional attack
and modular-digit attack mode. In view of the above two encryption modes,
an encryption algorithm combining and optimizing AES and RSA algorithms
is proposed, which parses the classified information to be embodied into
the form of QR code to achieve effective encryption of information, but it
takes a long time. In order to improve the defense ability of cryptographic
chips against SEMD attacks, the encryption mechanism of RSA algorithm
is improved, and a personalized encryption cipher is developed based on the
data encryption length. This method formulates a personalized encryption
key according to the length of the encrypted data, which also achieves
effective information protection, but it is significantly affected by the size
of the information, and the fluctuation of the encryption time increases.
The need to transfer information at scale requires efficient management
of information, so it is important to improve the efficiency of information
encryption. Based on this, this paper proposes a secure encryption method
for computer network communication based on RSA algorithm, and verifies
the effectiveness of the method through experimental tests. The purpose of
this paper is to provide reliable support for network information security.
At the same time, we have broadened the scope of the security discussion
to include the latest attack methods and trends in cybersecurity, including
an analysis of new threats such as quantum computing attacks that pose
a potential risk to RSA-based encryption. We’ve evaluated optimization
algorithms and resource allocation strategies to address these new types
of attacks, highlighting their resilience and identifying areas where further
improvement may be needed. In particular, we note that the RSA algorithm
may be vulnerable to specific attacks in some aspects, such as side-channel
attacks or attacks that exploit implementation flaws, and we propose improve-
ments such as adopting hybrid encryption schemes, implementing robust key
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management practices, and enhancing the algorithm’s resistance to quantum
attacks through post-quantum cryptography research.

2.2 Personal Information Security Network Node Challenge
Analysis

The challenges faced by personal information security network nodes are
mainly reflected in the following aspects:

(1) Technical challenge: RSA algorithm itself is proposed for encryption
and decryption of an algorithm, its outstanding advantage is to solve the
traditional cryptographic key distribution and management problems,
communication between the two sides do not have to agree on the key
in advance, also do not have to encrypt the key for the confidentiality of
the trouble, any person who has access to the public encryption key can
be directly encrypted communication with the target person [7].

(2) Management challenge: The management of personal information
security network nodes involves multiple aspects, including device
management, personnel management, and security policy formulation.
However, many organizations and individuals currently have short-
comings in the management of network nodes [8, 9]. For example,
untimely device updates, incomplete security policies, and weak person-
nel security awareness can all lead to network nodes becoming security
vulnerabilities.

(3) Legal challenge: With the increasingly prominent issue of personal
information security, countries have strengthened their legal and regu-
latory construction for personal information security. However, due to
the complexity and transnational nature of the network environment, the
implementation and supervision of personal information security laws
face many difficulties [10, 11]. In addition, legal differences between
different countries also pose challenges to the cross-border protection of
personal information security network nodes [12]. In summary, personal
information security network nodes face various challenges in terms
of technology, management, and law. To address these challenges, we
need to start from multiple aspects, such as strengthening technological
innovation, improving management systems, and strengthening legal
supervision, to enhance the security protection capabilities of personal
information security network nodes [13, 14]. In terms of technological
innovation, we can explore new encryption algorithms and security
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protection technologies to improve the anti-attack ability of network
nodes [15, 16].

3 Principle of RSA Algorithm and Its Application in
Personal Information Security

3.1 Introduction to the Principle of RSA Algorithm

As an asymmetric encryption algorithm, RSA algorithm plays an important
role in the field of information security due to its ability to guarantee infor-
mation security based on the problem of large number factorization [17].
It can be used not only for data encryption, but also for digital signatures
[18, 19]. Although the RSA algorithm operates in the same way in two
different applications, data encryption and digital signatures, it is not dis-
cussed separately in this article [20]. In the research on the optimization
of personal information security network nodes based on RSA algorithm,
we further analyze the characteristics of RSA algorithm in the context of
network node application, and explore its computational complexity, security
characteristics and scalability in various network environments in detail. In
particular, we analyze the adaptability of the RSA algorithm at different
network protocol layers (data link layer, network layer, transport layer, and
application layer), evaluate the specific impact of the algorithm on encryp-
tion performance and resource allocation, and examine in detail how the
algorithm’s computational overhead, latency, and bandwidth utilization vary
between different layers [specific data not mentioned]. In order to provide a
more robust foundation for subsequent optimization strategies, we conduct a
comparative analysis of the performance of the RSA algorithm at different
levels, highlighting the unique challenges and opportunities faced by imple-
menting RSA-based encryption at different levels. Based on these enhanced
analyses, we revised our methodology to better reflect the considerations
of specific network protocol layers, resulting in updated results that more
accurately capture the performance impact of RSA-based encryption across
different network protocol layers. At its core, the RSA algorithm still involves
three main steps: key generation, encryption, and decryption [21, 22].

When constructing the resource model, we clarify the definition and clas-
sification of resources in the encryption process, design a method to quantify
resource demand and consumption, cover formulas and algorithms based on
task complexity, data size and other factors, and analyze the relationship
between resources and their impact on resource allocation. We point to the
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risks posed by inadequate RSA encryption performance and misallocation
of resources, including security breaches, increased threat exposure, and
degraded network performance. Given the evolution of cybersecurity threats
and the growing demand for network infrastructure, we emphasize the impor-
tance of optimizing encryption performance and resource allocation. Through
theoretical analysis and practical evaluation, we verify the superiority of the
resource allocation strategy in different scenarios and workloads.

3.1.1 Key generation
Assuming A wants to receive a private message sent to him by B through
unreliable media. So, he first needs to generate a public key and a key using
the following method:

(1) Randomly select two different large prime numbers p and q, where p
and q are confidential;

(2) Calculate the public number N and the confidentiality number Φ(N)
through p and q. As is shown in Equations (1) and (2).

N = p ∗ q (1)

Φ(N) = (p− 1) ∗ (q − 1) (2)

(3) Choose a natural number e, whose range is 1 < e < (p− 1)(q− 1), and
e is coprime with (p− 1)(q − 1), where e is the public key;

(4) Calculate the private key d as shown in Equation (3).

e ∗ d = 1 mod Φ(N) (3)

At this point, A has generated its own public and private keys. The
public key is (e,N), and the private key is (p, q, d,N). Some systems
also destroy p and q after generating public and private keys, while
only retaining (d,N) as the system’s private key. At this point, A has
generated its own public and private keys. The public key is (e,N), and
the private key is (p, q, d,N). Some systems also destroy p and q after
generating public and private keys, while only retaining (d,N) as the
system’s private key. Figure 1 shows the key generation process.

3.1.2 Encryption operation
After A discloses his public key information, B can use A’s public key to
encrypt the information he wants to send to A. The specific process is as
follows: B obtains A’s public key (e,N), then calculates C = memodN , and
passes C to A.
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Figure 1 Key generation process.

Among them. M is the message B wants to send to A, while C is
the encrypted message. However, B needs to first perform padding scheme
operations on the information before performing encryption calculations. The
filling operation can effectively prevent attacks on RSA by some needles. In
some systems, e=3 or other prime numbers with small values, in which case
m ∧ e is likely to be smaller than the modulus N. The result is that hackers can
easily obtain the corresponding plaintext by finding the root e of the encrypted
information C. In some standards, such as PKCS, the Optimal Asymmetric
Encryption Padding (OAEP) algorithm is used to fill the plaintext and then
encrypt the processed information.

3.1.3 Decryption operation
After receiving the encrypted information C from B, A performs the follow-
ing decryption operation by using its private key (d,N): m = Cd mod N .
Figure 2 shows the encryption and decryption process, where m is the original
text of the information that B wants to convey to A.

The public key encryption system consumes a lot of computing resources
when encrypting and decrypting operations, and it is necessary to continu-
ously propose improved algorithms to improve the encryption and decryption
speed. This includes real-time monitoring of the status of network nodes,
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Figure 2 RSA algorithm encryption and decryption process.

and collecting key indicators such as node load information and resource
utilization to accurately grasp the real-time operation status of nodes. Based
on these real-time data, the resource allocation ratio is adjusted in a timely and
reasonable manner, increasing the resource allocation when the node load is
high, and decreasing the resource allocation when the node load is high, so as
to ensure that the network nodes can meet the needs of personal information
security while maintaining efficient operation.

3.2 Application of RSA Algorithm in Personal Information
Security

The RSA algorithm, as a classic public key encryption algorithm, has a
wide range of applications in the field of personal information security [23].
The following are some main application scenarios of the RSA algorithm in
personal information security:

(1) encryption and decryption: RSA algorithm itself is an algorithm pro-
posed for encryption and decryption, its outstanding advantage is that
it solves the traditional cryptographic key distribution and management
problems, communication between the two sides do not have to agree on
the key in advance, and do not have to worry about the confidentiality
of the encryption key, any public encryption key access to the public
encryption key of the person can be directly encrypted communication
with the target.
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(2) digital signature: digital signature is the most important application
of RSA algorithm in information security technology, often used in
the issuance of digital certificates and authentication. However, RSA
digital signature system is generally not directly applied, first, because
of the low speed of RSA encryption and decryption; second, the length
of the RSA signature is equal to the length of the file, the receiver
needs to save twice the data of the message; third, facing the choice of
ciphertext attacks and forgers arbitrarily forged plaintext and signature
text pairs [24]. Therefore, RSA digital signature system is often used in
combination with Hash function.

(3) At the same time to achieve secret communications and digital signa-
tures: the use of RSA algorithm can be realized at the same time secret
communications and digital signatures, to prevent anyone can be verified
on the A signature file, to a certain extent, to protect the A “privacy”.

(4) Identification: Identification mode of operation is mainly based on the
interaction protocol of “inquiry” and “response”. One party uses the
public key of the other party to encrypt a time-varying “query”, and
transmits the ciphertext to the other party [25, 26]. If the other party
can decrypt the ciphertext with the private key and answer the correct
“response”, it can be recognized that the other party is indeed a per-
son who owns the corresponding private key, otherwise, it is a fake.
Otherwise, it is a fake.

(5) key exchange: you can use the RSA algorithm for key exchange, which
is a major use of the RSA algorithm. The so-called key exchange, that
is, equivalent to a digital envelope, A use B’s public key to encrypt a
symmetric encryption algorithm requires the key K and then transmitted
to B, B decrypted with the private key to get K, and then A, B can use the
key K, the communication between the two sides to establish symmetric
encryption algorithms for secure communication [27, 28]. For security
reasons, the key K should be different for each communication.

4 Network Communication Encryption Based on Improved
SMM RSA Algorithm

Personal network data appears to have no rules on the surface and is similar to
random, but in reality, there are certain rules. Therefore, chaotic systems are
used to map communication data and prepare for encryption. This article uses
a fast RSA algorithm based on improved SMM for network communication
encryption
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4.1 Optimization of Operation Speed of SMM Algorithm

Assuming i, j ∈ {0, 1 . . . , M−1
2 , M+1

2 , . . . ,M − 1}, the symmetry of mul-
tiplicative congruences and squared congruences is shown in Equations (4),
(5), and (6).

(M − i)2 = i2(mod M) (4)

(M − i)(M − j) = ij(mod M) (5)

i(M − i) = (M − i)j = −ij(mod M) (6)

Using Ai to represent the intermediate data after the i-th iteration,
and using x to represent the plaintext to be encrypted, then as shown in
Equation (7).

Ai, x ∈
{
0, 1 . . . ,

M − 1

2
,
M + 1

2
, . . . ,M − 1

}
(7)

The two basic operations are A2
i (mod M) and A2

i (mod M), i = 1,
2, . . . , 1.

The substitution principle is: if Ai, x > m−1
2 , use M − Ai or M − x to

replace Ai, multiply congruences, or perform squared residue operations on
x. Through the above operations, it can be found that the calculation results
are the same. That is to say, using this type of method not only reduces the
calculation steps but also improves the calculation speed.

4.2 Data Preprocessing

In process of capturing data in sensor networks, it is necessary to encrypt
and decrypt data information, and the existence of a key is indispensable.
Using symmetric algorithms, intrusion information is detected and identity
authentication is completed in the data fusion process to ensure the integrity
and confidentiality of the sensor network. Traditional encryption methods
directly encrypt data, resulting in larger data scales, longer computation time,
and longer encryption time. Faced with massive communication information,
directly encrypting it will further prolong the workload of encryption calcu-
lation [29, 30]. Therefore, this article first preprocesses the communication
data to be encrypted, extracts the core information from the data, and uses it
as the encryption target to achieve efficient encryption calculation.

Firstly, two large prime numbers a and b should be selected as the
benchmark for extracting core information, and ensure that they are saved
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in a ̸= b. Based on this, the extraction function should be set as shown in
Equations (8) and (9).

f = axb (8)

φ(f) = (a− 1)x(b− 1) (9)

Among them, f represents the core information extraction function, x
represents the data to be encrypted, φ(f) Indicates the iteration of data and
completion of encryption.

4.3 Subkey Representation

The traditional communication data encryption method has a fixed input of
the original key and uses the same original key to generate each wheel key
to encrypt or decrypt the data. However, there is a synchronization problem
between the encryption and decryption keys. The method of generating each
wheel key using binary sequences generated by logistic chaotic mapping
effectively solves the above problem. The specific process of generating
sub-keys is shown below. Using the same parameters as input values for
the Logistic chaotic map, the binary sequence generated by the specified
number of iterations of the Logistic chaotic map is transformed into a binary
sequence through the Sign( ) threshold function. The expression of the
Sign( ) threshold function is shown in Equation (10).

Sign(xn) =

{
0 0 ≤ xn < 0.5
1 0.5 ≤ xn < 1

(10)

To secure data, this paper employs RSA encryption for extracted info,
using prime number sets a and b, resulting in class a and b data lengths. Data
security depends on a and b’s length. Figure 3 compares encryption algo-
rithms. Additionally, we perform a comprehensive security analysis of the
optimized RSA, validating it theoretically and experimentally. This includes
reviewing key processes for vulnerabilities and assessing the algorithm’s
resilience to attacks like brute force, selective ciphertext, and timing attacks.
Extensive simulations and real-world tests further validate the theory, ensur-
ing no new risks are introduced and maintaining high security. Personalized
parameter selection enhances encryption strength for a and b lengths in RSA
applications.

If the data to be encrypted is easily disassembled based on the f function,
the data is considered to have relatively high security requirements for the
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Figure 3 Encryption comparison.

RSA algorithm, in this regard, this paper establishes the equivalence between
the security of the RSA algorithm and the factorization. Using the respective
disassembly results of factors a and b, the maximum prime length of the
RSA algorithm operation is set to 100 bits, and the data obtained by the f-
function is clustered below 200 bits by utilizing the decimal number rounding
mechanism. At this time, both a and b are the strongest prime numbers for
RSA encryption. Let make a|(a − 1) and b|(b − 1) and make the greatest
common divisor of a−1 and b−1 small enough. At this point, the difference
between a and b can make (a + b)/2 = 1 hold, and the values of a and b at
this point are used as the final encryption parameters.

For the data to be encrypted data is difficult to easily decompose, the data
is considered to have relatively high security requirements for the RSA algo-
rithm. At this point it is only necessary to satisfy the principle of parameter
selection, which is calculated as shown in Equation (11).

ged(g(x)) = 1 (11)

Where then g denotes the range that can be randomly selected. According
to the basic principle of encryption, it is known that the smaller the value of g,
the less time is needed for encryption. Considering the efficiency and security
of data encryption comprehensively, this paper takes the maximum order of
φ(f) as the basis of parameter selection, the calculation process, as shown in
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Equation (12).
g′ = mod(f) (12)

where g′ denotes the range that can be randomly selected under the maximum
order condition of φ(f), when the smallest parameter is ((a− 1)(b− 1))/2.
Based on the above, the determined parameters are used as the basis for the
encryption computation of the RSA algorithm, which realizes encrypted pro-
cessing of the network communication information based on the requirement
of the small bit number x on the efficiency of decryption or signature.

5 Experimental Analysis

In order to verify the effectiveness of the RSA algorithm in the actual
communication, we carried out detailed experimental tests, and significantly
expanded the result analysis part to provide more in-depth data interpretation.
In the experiment, we not only analyzed in detail the specific causes of
data changes under different experimental conditions (such as network load,
encryption key size, and resource availability), but also comprehensively
discussed the influence of experimental conditions on the observations, and
conducted an in-depth analysis of potential sources of error, and took corre-
sponding measures to minimize their effects, further improving the reliability
of the test results.

We conducted in-depth comparisons and evaluations. This includes a
detailed analysis of the strengths and weaknesses of each approach, focusing
on the strengths and weaknesses of each approach in terms of performance,
resource allocation, and cryptographic efficiency. Specifically, the execution
time of any cryptographic algorithm is an important indicator to measure
the performance of its encryption and decryption technology, which directly
defines the speed at which the algorithm runs. In this paper, an improved
scheme of RSA cryptographic algorithm based on SMM is proposed, and
the execution time analysis of classical RSA and SMM-RSA is shown in
Tables 1 and 2, respectively. The analysis results show that although the
improved RSA encryption and decryption algorithm surpasses the classical
RSA in terms of computational complexity, which means that the algorithm
structure is more complex, it also increases the difficulty of attackers to crack
it, requiring them to invest more time. This finding provides a strong basis for
us to optimize the encryption performance of network nodes.

In order to analyze the encryption accuracy of the proposed algorithm
even further, Figure 4 shows the comparison of the memory consumption of
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Table 1 RSA execution time analysis
Algorithm Message Size (MB) Encryption Time Decryption Time
RSA 15 3.01 4.51
RSA 25 3.11 8.96
RSA 35 3.32 10.65
RSA 45 3.39 11.99
RSA 55 3.46 12.99
RSA 65 3.47 13.43
RSA 75 3.51 14.98

Table 2 SMM-RSA execution time analysis
Algorithm Message Size (MB) Encryption Time Decryption Time
SMM-RSA 15 4.25 40.60
SMM-RSA 25 3.33 43.00
SMM-RSA 35 2.75 26.58
SMM-RSA 45 3.86 20.05
SMM-RSA 55 3.60 18.00
SMM-RSA 65 3.70 30.03
SMM-RSA 75 3.49 17.01

Figure 4 Encrypted memory consumption comparison.

different encryption schemes, which is crucial for encryption schemes. In this
paper, the memory consumption of different algorithms is compared. It can
be seen that the proposed SMM-RSA encryption algorithm achieves better
results using less memory consumption.

In order to further improve the convincing power of the experimental
results, we set the personal communication information security protection
method based on RSA algorithm as the experimental group, and compared
it with the related algorithms. As shown in Figure 5, the graph shows the
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Figure 5 Encryption leakage rate comparison.

comparison of encryption leakage rates, and tests the comparison effect of
the three encryption methods with the methods proposed in this paper. In this
experiment, the information leakage rate was used as an evaluation indicator.
As can be seen from Figure 5, the proposed encryption algorithm achieves
the best results in different time periods. With the increase of protection time,
the fluctuation of leakage rate index is more obvious, which indicates that
the proposed RSA algorithm has a high degree of feasibility and application
advantages in security protection. In the case of changing protection time,
its information security protection effect is better, and it can accurately
respond to the dynamic changes of personal information and effectively avoid
potential security risks. In addition, we have significantly enhanced the data
interpretation in the results analysis section, which not only presents the indi-
cators of encryption performance and resource allocation efficiency, but also
deeply analyzes the reasons for data changes under different experimental
conditions, including the impact of factors such as the size of the encrypted
data, the computing power of nodes, and the network topology on encryption
performance and resource allocation. At the same time, we also performed a
detailed analysis of the specific experimental conditions under which the data
were collected, discussed how these conditions might affect the experimental
results, and reviewed potential biases or limitations in the experimental setup.
Finally, we explore the potential impact of the research results on real-world
network applications, and analyze the feasibility of the proposed performance
optimization and resource allocation strategy in real-world networks, as well
as the potential benefits it may bring to improve security, reduce latency, and
increase network throughput.
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Figure 6 Comparison of encryption security.

In addition to general data messages, other messages contain encrypted
digital signatures, only the presumed receiver can decrypt, effectively pre-
venting others from illegal eavesdropping; Figure 6 for the encryption secu-
rity comparison chart. The receiver to determine the source of the message
by verifying the signature, which can prevent others from illegal tampering,
or forging the message. For general data messages, encryption, signature, or
both, with a certain degree of flexibility. In this way, effectively ensures the
security of the communication process, of course, communication security is
based on the user keeping their private key, as well as SMM-RSA has the
basis of reliability (not controlled by the illegal).

In the process of network security node optimization, we implement basic
encryption functions including shell binding, batch encryption, extended
encryption, and basic encryption, and also significantly increase the type and
scale of comparison experiments. In addition to comparing our optimization
strategy with the original RSA algorithm, we now make in-depth comparisons
with other classical optimization schemes, based on advanced mathematical
techniques, machine learning methods, and heuristic methods. To ensure the
comprehensiveness of the experiment, we tested the optimization strategy in
a variety of network environments, including wired and wireless networks,
and across different data scales, to evaluate its performance under various
conditions and scenarios. At the same time, we analyze the performance
indicators such as encryption speed, decryption speed, resource utilization
and fault tolerance in detail, and provide a comprehensive evaluation of
the effectiveness of the optimization strategy in improving the encryption
performance of network nodes. In addition, we pay special attention to the
adaptability of encryption operations, timely feedback of encryption errors,
the influency of encryption systems on incorrectly encrypted content, and the
security of network file encryption to ensure that encryption and transmission
processes are not intercepted or read, and the integrity of encrypted informa-
tion can be guaranteed. Figure 7 shows a comparison of encryption accuracy
to further ensure the reliability of encryption.



118 Li Qiang

Figure 7 Encryption accuracy comparison.

In the field of personal network information security, in the face of
network congestion and data transmission problems caused by excessive
network traffic, we propose an improved RSA algorithm. In order to ver-
ify the effectiveness of the proposed algorithm, we show the comparative
experimental results of network traffic, security and decryption speed in
Figure 8, analyze the specific reasons for the data changes under the changes
of network load and resource availability, and comprehensively discuss the
potential influence of experimental conditions on the results. In this pro-
cess, we carefully identified potential sources of error, such as equipment
performance fluctuations, environmental interference, etc., and took targeted
measures such as enhancing the stability of experimental equipment and
optimizing the control of the experimental environment to minimize the
interference of errors on experimental results and enhance the reliability and
practicability of the conclusions.

Key length is a key factor when discussing the security of network
information encryption. In this paper, the improved SMM-RSA algorithm
is adopted, and the encryption and decryption operations are carried out
respectively, and the encryption and decryption times of the designed method
are tested. As shown in Figure 9, the graph shows a comparison of encryption
performance, from which it can be seen that the proposed algorithm shows
excellent security performance as the network size continues to expand. This
not only directly verifies the effectiveness of the algorithm, but also indirectly
proves its security and stability. In addition, we have significantly enhanced
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Figure 8 Comparison chart of security and decryption speed.

Figure 9 Comparison of encryption performance.

the data interpretation in the analysis section of the results, not only present-
ing the indicators of encryption performance, but also deeply analyzing the
reasons for data changes under different experimental conditions, such as the
size of the encrypted data, the computing power of nodes, and the network
topology of other factors on encryption performance. At the same time, we
also performed a detailed analysis of the specific experimental conditions
under which the data were collected, discussed how these conditions might
affect the experimental results, and reviewed potential biases or limitations
in the experimental setup. Finally, we discuss the potential impact of the
research results on real-world network applications, and analyze the feasibil-
ity of the proposed performance optimization strategy in real-world networks,
as well as the potential benefits it may bring, such as improved security,
reduced latency, and increased network throughput.

Comparing the SMM-RSA algorithm proposed in this paper with the
ordinary RSA algorithm, we can see that, no matter when the higher encryp-
tion accuracy rate means that the utilization value of the algorithm is also
higher. Figure 10 shows the relationship between the encryption period and
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Figure 10 Plot of encryption period versus accuracy rate.

Figure 11 Efficiency scatter plot.

the accuracy rate, in the early stage of the system operation, both algorithms
are in a slow state, but with time, the operation period of the cycle of the
increase, SMM-RSA is the existence of the undoubted advantage, while
the RSA technology, although in the early stage of the time for some time
appeared in the acceleration of the speed of the tendency, but later became
very slow.

Randomly select a communication node, and record the form of packets
at the sending end and the form of packets at the transmission node during
the communication process, which will be used as one of the key indexes
to test the effect of data encryption of this paper’s method. Figure 11 shows
the efficiency scatter plot, after using the method designed in this paper for
data encryption processing, it can make the data transmission in the wireless
heterogeneous communication network present a disordered state, to avoid
the risk of ordering data transmission in the network tampered with, stolen
and so on.
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6 Conclusion

In this study, we deeply explore the optimization of network node encryption
performance and resource allocation strategy based on RSA algorithm, aim-
ing to improve data security and transmission efficiency in network commu-
nication. After theoretical analysis, algorithm improvement and experimental
verification, the optimization strategy shows significant core advantages in
encryption performance and resource allocation:

(1) The algorithm proposed in this study dynamically adjusts the length of
RSA keys based on the sensitivity level of transmitted data and real-
time network conditions. The optimization measures have significantly
improved encryption’s security, accuracy, and efficiency, increasing by
4.2%, 3.8%, and 5.1%, respectively. In terms of encryption security, the
optimized RSA algorithm effectively resists various network attacks by
enhancing the security of key management and encryption processes.

(2) By analyzing the computing power, bandwidth resources, urgency of
encryption tasks, and security requirements of network nodes, intelligent
algorithms are used to schedule and optimize resource configuration
dynamically. The algorithm achieves precise data encryption while
maintaining high security, reducing data loss during the encryption
process and ensuring the integrity and accuracy of information. Analyz-
ing the relationship between network traffic and security, it was found
that by optimizing algorithms, the network’s security was successfully
improved while reducing network traffic, achieving a dual improvement
in network security and efficiency.

(3) On the basis of the RSA algorithm, we optimize the personal informa-
tion security network nodes, significantly shorten the decryption time,
and improve the efficiency by about 30%, which is verified by the
efficiency scatter plot. We provide an in-depth analysis of innovations,
point out the practical impact of unique optimization techniques and
resource allocation strategies, and extend our research to the context of
cybersecurity, highlighting their unique contributions in this area.

In order to further promote the development of this field, we believe
that the integration with emerging technologies such as quantum comput-
ing and blockchain will become an important research direction. These
cutting-edge technologies are expected to provide new ideas and methods
for the optimization of RSA algorithms, so as to play a more critical role in
future network security protection and point out a more forward-looking path
for follow-up research.
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