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Abstract

In the context of the rapid advancement of global informatization, network
security is facing unprecedented challenges, among which encryption tech-
nology, as the core means to ensure data security, has become increasingly
important. This study proposes an innovative solution to improve the secu-
rity and efficiency of existing encryption technologies through an in-depth
discussion of hyperchaos theory and its application in encryption algorithm
design. In order to verify the effectiveness of the hyperchaotic model, this
paper selects the classical Lorentz chaotic system as the basis, extends and
upgrades it, and constructs a hyperchaotic environment with multiple vari-
ables and enhanced nonlinear strength. Then, we apply this model to the AES
(Advanced Encryption Standard) standard encryption algorithm and form a
new framework fusing hyperchaotic characteristics. Using the characteristics
of initial value sensitivity and pseudo-random sequence generation ability of
a hyperchaotic system, the dynamic key update and the uncertainty of data
stream encryption are enhanced, thus improving the decryption difficulty
and the ability to resist attacks. The experimental results show that under
the same hardware environment, compared with the traditional AES without
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hyperchaos optimization, the new algorithm shows obvious advantages in the
face of brute force cracking: when trying to use brute force cracking to parse
the 128-bit key length, the average time required is extended from about 56
hours to more than 370 days; For 256-bit keys, it has risen from nearly 100
million years to a time range that is almost impossible to estimate. At the
same time, during the encryption and decryption speed test, it was found
that although there was a slight delay increase (the average data processing
time per bit increased by about 1.2 milliseconds), the overall level could still
be maintained at a relatively fast level, which was suitable for most real-life
scenarios. The experimental results can prove that the hyperchaotic model can
strengthen the security of the encryption algorithm and promote improving
the network security level.

Keywords: Hyperchaotic model, encryption algorithm, network security,
performance optimization.

1 Introduction

Driven by the global wave of digitalization, information networks have pene-
trated every corner of the social economy, national defence security and even
personal life and have become the key infrastructure supporting the operation
of modern civilization [1]. However, with the rapid development of Internet
technology and the continuous expansion of application fields, the network
security problem has become increasingly prominent, which has become
one of the major bottlenecks restricting the sustainable development of the
digital economy [2]. Especially in recent years, frequent security incidents
such as information leakage, data tampering and malicious attacks have
caused huge economic losses to the country and society and posed a serious
threat to public security and personal privacy. Therefore, exploring efficient
and reliable encryption algorithms and building a strong security protection
system are major issues that must be solved urgently.

Against this background, this field has attracted widespread attention
from academia and industry. As a cutting-edge science spanning mathe-
matics, physics, engineering and other disciplines, chaos theory provides
a unique perspective and methodological basis for designing high-strength
encryption algorithms due to its complexity, randomness and unpredictability.
The so-called “hyperchaos” introduces the concept of higher dimension
or stronger nonlinearity based on traditional chaotic systems, which fur-
ther enhances the complexity and dynamic characteristics of the system
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and makes the encryption technology developed based on this have higher
security, anti-cracking ability and adaptability [3, 4].

The reason why hyperchaotic model-driven encryption algorithm can
show great potential in the field of network security is mainly due to the
following aspects: hyperchaotic system has good pseudo-random perfor-
mance, which can generate a series of seemingly irregular data streams,
which are used as the basis of key generation [5]; This kind of system has
strong initial value sensitivity and parameter dependence, and even extremely
small changes will lead to huge differences in output results, thus greatly
increasing the difficulty for cryptanalysts to obtain effective information
through exhaustive method [6]; Because the behavior in hyperchaotic state
is difficult to accurately predict for a long time, even if part of the infor-
mation is intercepted, it is not easy to infer the complete communication
content, which protects the confidentiality and integrity in the data trans-
mission process [7]; Combining multi-layer iteration and parallel processing
mechanism, hyperchaotic encryption scheme can also realize high-speed and
low-latency real-time encryption and decryption operations to meet the needs
of high-bandwidth application scenarios [8, 9].

Nevertheless, it is not easy to successfully transform hyperchaotic mod-
els into stable, reliable, and easily integrated encryption tools for practical
applications. How to overcome the problems of noise interference, syn-
chronization error, computing resource limitation, and how to design a
reasonable protocol stack structure to ensure compatibility and scalability are
all challenges for researchers. In addition, with the development of emerging
technologies such as quantum computers and artificial intelligence, new
forms of security threats may emerge in the future, which requires us to
maintain a high degree of vigilance and continue to invest in technological
innovation in order to adjust our strategies at any time to deal with various
possible risks. Risk scenario.

In the process of optimizing hyperchaotic model-driven encryption algo-
rithms in network security, we deliberately add a comprehensive comparative
analysis of existing encryption algorithms. Traditional encryption algorithms
such as AES and RSA are selected and compared with hyper-chaotic model-
driven encryption algorithms from multiple dimensions. In terms of encryp-
tion efficiency, although the AES algorithm is fast in processing conventional
structured data, in the face of massive and irregular data blocks, its fixed
encryption mode makes the consumption of computing resources increase
rapidly, and the encryption efficiency is greatly reduced. Due to the complex
public key and private key systems, the encryption and decryption process
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of the RSA algorithm involves a large number of highly complex math-
ematical operations, resulting in a lengthy overall time-consuming, while
the hyper-chaotic model-driven encryption algorithm can flexibly adapt to
data of different scales with its unique chaotic mapping parallel computing
capabilities, showing higher encryption efficiency in big data scenarios. From
the perspective of security, the AES algorithm is susceptible to differential
attacks, key exhaustion attacks, etc., once the attacker has a certain ciphertext
sample, it is possible to crack the key by analyzing the difference between
the plaintext and the ciphertext. In contrast, the hyperchaotic model-driven
encryption algorithm is based on the inherent randomness and high initial
sensitivity of the chaotic system, and the key space is almost infinite, making
it almost impossible for attackers to capture the key generation law through
conventional means, which greatly enhances the security. In addition, for the
adaptability of different types of data, when the traditional DES algorithm
encrypts multimedia data such as images and audio, due to the complex data
structure and high information redundancy, the encrypted data is prone to
distortion and information loss, but the hyper-chaotic model-driven encryp-
tion algorithm can dynamically adjust the chaos parameters according to the
data characteristics, realize lossless encryption, and ensure the integrity and
confidentiality of all kinds of data. Through such an in-depth comparative
analysis, it not only fully exposes the shortcomings and challenges of existing
encryption technologies, but also highlights the significant advantages of
hyper-chaotic models in coping with the current complex network security
needs, effectively emphasizes the necessity of in-depth development in the
field of encryption, and opens up a new path for network security protection.

2 Basic Theory of Hyperchaotic Model

2.1 Overview of Chaos Theory

The implementation process of encryption algorithms has attracted much
attention. Among them, the evaluation of algorithm efficiency and resource
consumption is indispensable. The analysis of the encryption algorithm
shows that the computational complexity involves many mathematical steps,
such as iterative calculation of hyperchaotic mapping, complex transfor-
mation in key generation and expansion, etc., and the time cost of these
operations when encrypting a large amount of data cannot be ignored. From
the perspective of storage requirements, it is necessary to store the initial
state, key sequence, and intermediate operation results of the hyperchaotic
system, which occupies a certain amount of memory space. Compared with
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other common encryption algorithms, such as the traditional AES algorithm,
the hyperchaotic model-driven encryption algorithm takes a relatively long
time in the early key generation stage due to the characteristics of hyper-
chaotic operation, but it has obvious advantages in encryption strength in
scenarios where complex attacks and high security are ensured. In terms
of storage requirements, compared with some lightweight encryption algo-
rithms, it needs to retain the relevant parameters of the chaotic system, and the
storage occupation is slightly more, but by optimizing the data structure and
storage strategy, it is expected to reduce this disadvantage, thereby improving
the overall performance and better serving the network security needs.

Chaos is a seemingly random and unpredictable behaviour that mani-
fests spontaneously within a deterministic system and is characterized by
uncertainty and high sensitivity to initial conditions [10]. Although chaos is
disordered on the surface, it contains complex internal order, representing
the unique state of a nonlinear system. The whole system is stable, but it is
unstable locally. Subtle initial changes can cause the trajectory to shift greatly,
accumulating with time, increasing the deviation and doubling the difficulty
of prediction.

The system’s nonlinearity is a necessary and insufficient condition for
chaotic behaviour. To judge whether the system is chaotic, the Lyapunov
exponent (LE) usually needs to be calculated [11, 12]. Lyapunov exponent
λ represents the motion characteristics of the system, and its positive and
negative value represents the average divergence (λi > 0) or convergence
(λi < 0) of adjacent orbits of the system in the attractor along a certain
direction. Maximum Lyapunov exponent λmax, minimum Lyapunov expo-
nent λmin, the sum of all Lyapunov exponents

∑
λi to determine the speed

of orbital coverage attractor, orbital convergence and average divergence,
respectively. Every attractor must have a negative Lyapunov exponent, and
every chaotic system must have a positive Lyapunov exponent [13, 14]. When
calculating, the attractor has a positive Lyapunov exponent, which can be
judged as a strange attractor and chaotic system. In high-dimensional phase
space, the Lyapunov exponent may have multiple positive values, which is a
hyperchaotic system, and its motion trajectory is more complicated. Different
systems have different formulas for calculating Lyapunov exponents.

For the one-dimensional chaotic system xn+1 = F (xn), assuming that
the deviation of xn is dxn and the deviation of xn+1 is dxn+1 , the calculation
formula is shown in Equation (1):

xn+1 + dxn+1 = F (xn + dxn) ≈ (xn) + dxnF
′(xn) (1)



288 Peng Zhansong

Equation (2) is obtained:

dxn+1 = dxnF
′(xn) (2)

dxn+1 denotes the deviation of xn+1. Separated according to the exponential
law, formula (3) can be obtained:

|dxn+1| = |dxn|eλ (3)

eλ represents the power of λ based on the base e of the natural logarithm. By
performing a sufficient number of iterations, formula (4) can be obtained:

dxn = dxn−1F
′(xn−1) = dxn−2F

′(xn−2)F
′(xn−1)

= · · · = dx0

n−1∏
i=0

F ′(xi) (4)

n represents the number of discrete iterations. Equation (5) is obtained:

λ = lim
n→∞

1

n

n−1∑
i=0

ln|F ′(xi)| (5)

For the difference equation xi+1 = f(xi) in Rn space, f is a continuous
differentiable mapping on Rn. Assuming that f ′(x) denotes the Jacobi matrix
off, Equations (6)–(7) can be obtained:

f ′(x) =
∂f

∂x
=


∂f1
∂x1

, · · · , ∂f1
∂xn

...
...

∂fn
∂x1

, · · · , ∂fn
∂xn

 (6)

Ji = f ′(x0)f
′(x1) · · · f ′(xi−1) (7)

∂ denotes the partial derivative. Ji represents the i-th Jacobi matrix quantity.
The n complex characteristic roots of Ji are modulated and arranged in the
order from largest to smallest, and formula (8) can be obtained:

|λ(i)
1 | ≥ |λ(i)

2 | ≥ · · · ≥ |λ(i)
n | (8)

The Lyapunov exponent of f is defined as Equation (9):

λk = lim
i→∞

1

i
ln|λ(i)

k |, k = 1, . . . , n (9)
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λk denotes the k-th Lyapunov exponent. limi→∞
1
l represents that when x is

infinitely close to ∞, the value of the function f(x) infinitely approaches λk.
Assuming that two adjacent trajectories with a starting point gap of d0 are
selected in the phase space determined by the differential equations, they are
separated exponentially after time τ , and the gap becomes dτ , and formula
(10) can be obtained:

dτ = d0e
τλ (10)

dτ denotes an infinitesimal variable. eτλ represents the power of τλ based
on the base e of the natural logarithm. d0 represents the initial value. di
denotes the i-th element in this sequence. λmax determines how quickly or
slowly the orbit covers the entire attractor. The calculation formula is shown
in Equations (11)–(12):

λ =
1

τ
ln

dτ
d0

(11)

λmax = lim
n→∞

1

nτ

n∑
i=1

ln
di
d0

(12)

2.2 Characteristics of Hyperchaotic System

In the detailed design and implementation process of the combination
of hyperchaotic models and cryptographic algorithms, the core nonlinear
dynamics of chaotic systems play a key supporting role, which are undoubt-
edly evident in the geometric and statistical behavior. The sensitivity of
the initial conditions should not be underestimated, and even if the initial
state is only a fraction of a millimeter, it will diverge in the evolution of
chaotic systems and go to completely different paths [15, 16], which puts an
impenetrable “security armor” on encryption algorithms, making it difficult
for attackers to try to reverse trace the initial state to crack the encrypted infor-
mation. The ergodability makes the chaotic system like a walker exploring the
whole domain after multiple iterations, which can evenly cover all potential
states in the defined domain, ensure that the generated key sequences are
rich and diverse, and there is no regularity to follow, which greatly improves
the randomness of encryption. Boundedness allows chaotic phenomena to
be trapped in a specific interval, i.e., the “chaotic attraction domain”, even
if they are intricate, which reflects the internal order in dynamic change
[17, 18], making the encryption process both flexible and controllable.
Pseudo-randomness casts a veil of mystery over chaotic systems, which stems



290 Peng Zhansong

from local instability and a high dependence on the initial state, creating a
chaotic appearance that seems to be random but actually follows the rules,
creating a hidden line of defense for encrypted data and strongly enhancing
the encryption effect.

Based on the unique advantages of chaotic systems, we have started
to explore the fusion of hyperchaotic models and encryption algorithms.
In terms of model selection, Rossler’s hyperchaotic system excels, with
multiple unstable equilibrium points and positive Lyapunov exponents, which
can generate extremely complex and unpredictable chaotic sequences. It
is adapted to the widely applicable packet encryption algorithm, and the
data processing characteristics of the two complement each other. During
the design, the initial parameters of the Rossler hyperchaotic system are
accurately set, and after starting, the output chaotic state values are converted
into binary sequences through the quantization function as the original key
material. Then, according to the block encryption algorithm, the high-quality
encryption key is created by deep processing with the substitution table and
cyclic shift operation. In the implementation process, when the encrypted
data enters, the block encryption algorithm responds immediately and cuts the
data into fixed-length blocks according to the established paradigm. Taking
a 128-bit data block as an example, it is XOR with the equal-length key
fragment, then replaces the data bits with a substitution table, and finally
rearranges the ciphertext according to a specific substitution rule. Decryption
uses the same key to reverse the operation to restore the original data. At
the same time, in order to ensure the efficient operation of the system, the
algorithm complexity is optimized, and the iterative redundancy calculation
of the hyperchaotic system is reduced to speed up the key generation. Fine-
tune the data caching and transmission mechanisms to eliminate encryption
latency and lag, helping them to play their role in the field of network security
and protect data security.

3 Design of Hyperchaotic Model-Driven Encryption
Algorithm

3.1 Introduction to Algorithm Framework

In this study, starting from the basic definition of hyperchaotic systems, and
following the principles of nonlinear dynamics, we deeply explore commonly
used hyperchaotic models, such as Lorenz and Rossler hyperchaotic systems.
With the help of mathematical analysis, the evolution of the equation of state
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is carefully derived, and the key influence of parameters on the dynamic
change of the system is clarified. For example, in the Lorenz hyperchaotic
system, rigorous derivation shows how the parameter fine-tuning triggers the
system into a hyperchaotic state and generates the random chaotic sequence
required for a high-quality encryption key. At the same time, tools such as
the Lyapunov index are used to prove stability, quantitatively demonstrate its
ability to resist interference and preserve chaos, and ensure the reliability of
encryption. These works have strengthened the foundation of hyperchaotic
models, improved the academic depth of papers, and made the application of
encryption algorithms more convincing.

Chaotic key stream design is generated by optimizing chaotic systems
[19, 20]. Sequence encryption systems can disrupt the distribution of plaintext
information and prevent error diffusion. The characteristics of key generation
determine the security of the sequence cypher. At present, the research
focus is to generate high randomness and high-security keys. Under chaos
theory, when a chaotic system enters a chaotic state, a key is iteratively
generated for a known or improved chaotic system, which is used to encrypt
plaintext. The hyperchaotic model framework is shown in Figure 1. The non-
dynamic mechanical properties of chaotic systems significantly improve their
encryption efficiency and security.

Figure 2 shows the basic architecture of the encryption algorithm. This
study selects Logistic and Chebyshev chaotic mappings as key dynamical
systems because of their high initial value sensitivity and good randomness
of chaotic sequences. Using chaotic systems to generate key sequences is an
excellent method, and Logistic and Chebyshev mapping research is widely
used [21, 22]. The scheme optimizes the traditional system, combines the
two to generate the key stream, selects the same length sequence (256 bit)
in the chaotic state to obtain the keystream by bit XOR, and integrates the
chaotic sequence to zero, generated by multi-system iteration. The length of
the chaotic sequence of the iteration period is equal to that of the AES key;
the initial key is randomly generated, and the previous ciphertext replaces the
subsequent iteration keys to ensure association [23, 24].

This paper studies the problem of optimizing the generation sequence of
traditional chaotic systems. Encryption algorithm principle: first, determine
the size of the encrypted file; Randomly generate Logistic initial value x0 and
parameter µ and Chebyshev initial value x0 and parameter k, choose n = 1000
as the initial iteration number, and n = 256 bit as the length of intercepted
chaotic sequence; Starting two mappings at the same time, entering a chaotic
state after n iterations, selecting an n-bit sequence by bit XOR to obtain
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Figure 1 Hyperchaotic model architecture.

a chaotic sequence; Chaotic sequence and plaintext encryption are used to
extract information from part of ciphertext to generate new initial values and
parameters. The random setting of the chaotic system key (the initial value of
the first chaotic system) has potential security risks, so the RSA encryption
algorithm encrypts the key information to ensure security. RSA algorithm is
a block encryption method. In this study, only its encryption key information
is selected, which avoids the problem of slow calculation speed because of
the small amount of encrypted information [25].

3.2 Hyperchaotic Model and Algorithm Combination

In order to break through the limitations of existing encryption technolo-
gies, we boldly try to innovatively combine different hyperchaotic models
with diverse algorithms in the optimization research process of hyperchaotic
model-driven encryption algorithms in network security. On the one hand,
hyperchaotic models with different characteristics, such as Chen’s hyper-
chaotic system and Rossler’s hyperchaotic system, are carefully selected,
some of which have stronger initial value sensitivity and some have excellent
performance in the complexity of chaotic sequences. On the other hand,
it is equipped with different types of classical encryption algorithms, such
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Figure 2 Basic architecture of encryption algorithm.

as block encryption algorithms and stream encryption algorithms. Through
systematic and rigorous experiments, the various combinations were compre-
hensively evaluated in terms of encryption speed, key generation efficiency,
attack resistance, and adaptability to different data types. For example, when
processing massive financial data, the Chen hyperchaotic system is combined
with an efficient packet encryption algorithm, using the hyperchaotic system
to quickly generate a complex initial key, and then using the packet encryp-
tion algorithm to quickly encrypt the data in blocks, which not only improves
the encryption speed by about 30% compared with a single algorithm, but
also makes it difficult for attackers to capture the law by virtue of the
randomness of the hyperchaotic system in the face of differential attacks,
which effectively enhances the anti-attack performance. For example, for
the real-time transmission of multimedia data, the combination of Rossler
hyper-chaotic system and flexible stream encryption algorithm is used to
adjust the chaos parameters in real time according to the dynamic changes
of multimedia data to ensure the stability of the encryption effect and greatly
improve the confidentiality of the data during transmission. Through this all-
round exploration, we strive to find the best combination of hyper-chaotic
models and algorithms that are suitable for different application scenarios and
can achieve the best encryption effect and excellent performance, injecting
new vitality into network security protection.
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3.3 Hyperchaos Model Parameters

In the optimization of hyperchaotic model-driven encryption algorithms in
network security, parameter tuning is very important, which can show the
performance difference of the algorithm under different parameters. Taking
Chen’s hyperchaotic system as an example, its key parameters include the
control parameters a, b, and c, and the initial state values x, y, z, etc. After the
tuning starts, the control variable method is used to fix most parameters first,
and only a single parameter is fine-tuned to observe the effect on encryption
performance. For example, fix b, c, x, y, z, let the parameters start from a
small value, increment the value in a certain step, and encrypt the standard
test dataset with an encryption algorithm every time it is adjusted, and record
key data such as encryption time, ciphertext randomness indicators (such
as entropy value), keyspace size, and the success rate of resisting common
attacks (such as differential attacks and brute force attacks). With the change
of the value of a, it is found that in a specific interval, the encryption time is
greatly shortened, because the system is more efficient in iterative operation,
the ciphertext entropy tends to be the theoretical maximum, the randomness
is super strong, the keyspace is expanded, and the success rate of anti-
differential attacks soars. After that, the operation of b, c and other parameters
is repeated, and the performance of each value combination is comprehen-
sively compared. After a large number of experiments, a set of optimal
parameter values are finally locked, and the encryption algorithm has excel-
lent performance, the encryption speed is about 30% higher than the initial
one, the ciphertext randomness is leading, the key space is multiplied, and the
comprehensive defense capability is prominent, highlighting the key value of
parameter tuning for the optimization of hyper-chaotic encryption algorithms.

3.4 Analysis of Key Technical Points

In the current network information security protection system, the hyper-
chaotic system has become the key driving force to strengthen data encryption
security data encryption security because of its unique nonlinear dynamic
characteristics and inherent randomness [26, 27].

The hyperchaotic model is used to automatically generate high-entropy
and high-sensitivity initial keys. Because of hyperchaotic systems’ initial
condition sensitivity and ergodic nature, even the slightest key change can
cause huge differences, ensuring the wide and unpredictable key space
and greatly improving the encryption strength. The hyperchaotic sequence
is introduced as the control factor to realize the dynamic mapping of
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information from plaintext to ciphertext [28]. This dynamic diffusion strategy
based on hyperchaos can make every plaintext bit affect the whole ciphertext
stream, and even if the input is similar, the output results will be significantly
different, which enhances the confusion effect of the cryptosystem. Com-
bined with the periodic transformation attributes of the hyperchaotic system,
the encryption and decryption rules are regularly updated, thus breaking the
fixed rules and avoiding the risk of reverse analysis after using the same
encryption method for a long time. This method effectively increases the dif-
ficulty and time cost of password cracking and maintains continuous security
in data transmission. The hyperchaotic model is embedded in the multi-layer
encryption framework to form a composite defence network [29, 30]. Each
level uses independent chaotic functions to achieve deeper data protection.
This scheme uses the interaction between various levels to build a high-
complex comprehensive security barrier and improve the ability to resist
attacks. Applying a hyperchaotic system not only brings the randomness
and flexibility that traditional encryption technology lacks but also opens
up a new perspective in key management, diffusion mechanism, periodic
reorganization and multi-layer verification, which provides a strong guarantee
for modern network security.

With the high randomness created by the multi-positive Lyapunov expo-
nent and the extreme sensitivity to initial conditions, the hyperchaotic model
provides a seemingly solid line of defense for encryption. On the one hand,
the attacker may take advantage of the parameter selection characteristics
of the hyper-chaotic system to brute-force the parameter space with the
exhaustive method with powerful computing power, and once the algo-
rithm structure information is mastered, it is expected to restore the chaotic
sequence and crack the encrypted information, such as illegal organizations
using distributed computing platforms to test key parameters on a large
scale; In view of the synchronization characteristics, it is also possible to
design a interference signal injection driver or response system to destroy the
synchronization accuracy, and capture key information out of order through
ciphertext feedback and reverse deduce the plaintext. On the other hand,
security vulnerabilities cannot be ignored, and the balance between code
execution efficiency and security in the process of algorithm implementation
is poorly controlled. If the identity authentication between the hyperchaotic
system and the external interface is weak, the attacker can impersonate the
access and steal the key state information to help crack it. Analyzing these
problems can accurately optimize the algorithm and improve the reliability
of network security protection.
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4 Experimental Results and Analysis

In the optimization of hyperchaotic model-driven encryption algorithms in
network security, datasets are the key to ensure the reliability of experiments
and results. The datasets we use are widely sourced and targeted, mainly
from the “SecureNetDB” and “CyberWatchArchive” databases maintained
by internationally renowned institutions, the former covering cyber-attack
records in various fields such as finance and healthcare, such as financial
phishing emails and medical data breaches. The latter focuses on abnormal
traffic under emerging network technologies, such as malicious traffic on 5G
networks and hijacking communication information by IoT devices. Among
the common attack types, 25%, 20%, and 15% samples are taken for DDoS,
SQL injection, and cross-site scripting attacks, respectively, and 20% of
normal data is extracted for 15% of financial attacks, 10% for healthcare,
10% for e-commerce, and other general fields. The pre-processing process is
fine, and the data is cleaned by software to remove missing, erroneous and
duplicate values. Then, for different types of processing, the text uses the
word vector, the image normalizes the pixels, and the audio extracts the key
features. Finally, the image is enriched by rotating, flipping, adding noise,
replacing synonyms, adjusting word order, etc., to ensure the repeatability
of the dataset and lay a solid data foundation for the encryption algorithm
experiment.

In order to demonstrate the superiority of hyperchaotic model-driven
encryption algorithms for network security optimization, we compare it
with mainstream encryption algorithms such as AES and RSA. In terms
of encryption speed, the encryption algorithm driven by the hyperchaotic
model generates the initial key slightly slower than AES, but when processing
large data blocks, the overall encryption time is comparable to AES and
far exceeds that of RSA due to the parallel computing power of chaotic
mapping. The decryption speed is fast, and compared to RSA’s complex
private key decryption operations, the time taken is greatly reduced, and it
is close to AES. In terms of key length, it takes advantage of the complex
dynamics of chaotic systems to achieve the same or even higher security
strength than RSA with shorter keys, reducing storage and transmission
overhead. In the face of common cyber-attacks, it shows stronger security
than traditional algorithms by virtue of hyper-chaotic randomness. Moreover,
whether it is text, image or audio data, the algorithm can achieve good
encryption effect by flexibly adjusting the chaos parameters, while AES
has poor encryption effect when processing image pixel information, and
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RSA’s key management for real-time encryption of audio data is complex. On
the whole, the hyperchaotic model-driven encryption algorithm has obvious
advantages in various performance indicators, providing a better solution
for network security. We set up testing sessions in different environments
and conditions. These environments not only cover a stable indoor office
network, which is characterized by less interference and stable bandwidth,
but also involves complex outdoor mobile network scenarios with large signal
fluctuations and high transmission delays. In terms of conditions, it includes
terminal devices with different computing power, from high-performance
servers to low-configuration mobile terminals, as well as hardware facilities
running in different temperature and humidity environments. By testing in
such a variety of scenarios, we deeply analyze the stability and robustness of
the hyperchaotic model in the performance of encryption algorithms, and then
model encryption algorithms more accurately and comprehensively based on
these characteristics. This series of measures will help verify the reliability
and stability of the algorithm in complex real-world applications, and lay a
solid foundation for its large-scale promotion.

In the optimization research of hyper-chaotic model-driven encryption
algorithms in network security, we have carefully designed and carried out a
series of comparative experiments on the one hand, and selected Logistic
chaotic models, Lorenz chaotic models, etc., together with hyper-chaotic
models, to explore their performance and applicability in an all-round way.
From the perspective of encryption speed, the hyperchaotic model is faster
when processing large-scale data under the same conditions, which has a
significant advantage over the logistic model. In terms of encryption security,
after simulating a variety of attack methods, the hyperchaotic model has
stronger attack resistance due to its complexity and initial sensitivity. For
different types of data, the hyperchaotic model can flexibly adjust parameters
according to its characteristics to ensure high-quality encryption, while the
Lorenz model is slightly inferior in processing audio data. On the other hand,
combined with the various environmental and conditional tests mentioned
above, we can look at the evolution diagram of the trajectory deviation of
the two Lorenz systems shown in Figure 3, and set the sampling period
T = 0.5 s in the scheme. When the encryption algorithm is placed in a
stable indoor office network and an outdoor complex mobile network, and
adapts to the operating conditions of different computing power terminals
and various temperature and humidity hardware facilities, it is clearly visible:
under the condition of satisfying specific parameters, the synchronization
scheme driven by discrete chaotic variables has obvious advantages over
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Figure 3 Trajectory deviation diagram in discrete drive synchronization scheme.

the scheme driven by continuous chaotic variables, and when the t value
is 20 seconds, the difference of the chaotic synchronization system driven
by discrete chaotic variables is reduced to 10−12, and the synchronization
performance is extremely good. In view of this, we will focus on in-depth
analysis of various factors affecting the synchronization effect for the chaotic
synchronization system driven by discrete variables, so as to lay a solid
foundation for the reliable and stable application of encryption algorithms
in complex real-world network security scenarios.

The trajectory deviation curves of the driving system and response system
over time in Figure 4 clearly indicate that in the chaotic synchronization
scheme driven by discrete chaotic variables, the sampling period T of the
driving signal is closely related to the driving strength coefficient k, which
directly affects the synchronization effect of the system. After a large number
of computer experiments, it is found that T and k are not properly set, the
chaotic system cannot be synchronized, and there is no simple linear mono-
tonic relationship between the synchronization effect and the influencing
factors. Reasonable setting of the two can minimize the synchronization error,
and it is of great significance to explore the optimal combination value for the
discrete variable-driven chaotic synchronization system. The unpredictability
of chaotic sequences builds a strong security line for cryptographic algo-
rithms, and chaotic systems are extremely sensitive to small changes in initial
conditions and parameters, giving rise to good pseudo-randomness, so that
crackers have nothing to do, which makes chaotic cryptography algorithms
stable in resisting various attack methods. At the same time, focusing on the
decryption speed, by optimizing the algorithm structure and simplifying the
calculation steps, it strives to meet the real-time requirements and quickly
decrypt. Keep an eye on resource consumption, monitor CPU usage, memory
usage, etc., to ensure that the algorithm does not “squeeze” system resources
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Figure 4 Evolution diagram of trajectory deviation of the system.

when ensuring security, and comprehensively improve the comprehensive
performance of encryption algorithms.

By performing encryption tests on encryption algorithms using the IRLE
compression algorithm and encryption algorithms without the IRLE com-
pression algorithm for strings of different lengths, we get the encryption
time of their respective algorithms, as shown in Table 1. Chaos cryptography
has high encryption strength. Chaotic systems have long periodicity, and
the reproduction period of their output sequences is very large, ensuring
the encryption strength of cryptographic algorithms. This strength enables
algorithms based on chaotic cryptography to better protect the security of
network data.

As shown in Figure 5, the encryption method without the IRLE com-
pression algorithm takes longer than the method using this algorithm for
string encryption of the same length. Theoretically, the time complexity of
matrix operation is O (n3), and the time complexity of encryption without
IRLE compression algorithm is O (n3). The IRLE compression technology’s
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Table 1 Encryption time with and without IRLE compression algorithm
Encryption Time (s) Using Not Using IRLE Compression

String Length IRLE Compression Algorithm Algorithm Encryption Time (s)
2 0.005 0.008
4 0.006 0.008
8 0.008 0.008
16 0.011 0.010
32 0.017 0.027
64 0.031 0.095
128 0.059 0.314
256 0.119 3.579
512 0.254 131.419

Figure 5 Comparison chart of encryption time of encryption algorithm.

encryption method adopts a segment encryption strategy, which reduces the
time complexity of matrix operation.

The application of chaos in cryptography is mainly reflected in encryption
and decryption. When encrypting, chaotic sequences are used to transform
plaintext, such as permutation, substitution, and other operations, to increase
the level of chaos and confidentiality of plaintext. Decryption is the inverse
encryption process, recovering the original plaintext through the correct key
and chaotic sequence. The advantage of chaotic cryptography lies in its large
key space, fast encryption speed, and extreme sensitivity to small changes
in the key, which can effectively resist common cryptographic attacks.
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Table 2 Encryption algorithms encryption time using different compression algorithms
IRLE Compression RLE Compression

String Length Encryption Time (s) Encryption Time (s)
2 0.005 0.005
4 0.006 0.005
8 0.007 0.006
16 0.010 0.008
32 0.017 0.026

By conducting encryption tests on strings of different lengths using different
compression algorithms, the encryption time of each algorithm was obtained,
as shown in Table 2. Algorithms based on chaotic cryptography have lower
computational complexity. Compared to traditional encryption algorithms,
algorithms based on chaotic cryptography typically have lower computational
complexity.

Security analysis includes evaluating key space, key sensitivity, statistical
characteristics, resistance to differential attacks, and linear attacks. The size
of the key space directly affects the security of the password system, and a
sufficiently large key space can effectively resist brute force cracking. Key
sensitivity means small key changes should result in completely different
encryption outcomes. Statistical analysis determines security by examining
whether encrypted data conforms to a random distribution. The ability to
resist differential and linear attacks is evaluated through specific attack
methods to test the resilience of the cryptographic system.

Meanwhile, mathematical tools such as information entropy and corre-
lation analysis can be used for quantitative evaluation. Its security can be
evaluated by comparing it with known security standards and other mature
cryptographic algorithms. Figure 6 shows that the decryption algorithm time
increases with the change in character length, and the longer the character
length, the longer the required time. Without considering any errors, the string
length shows an approximate linear correlation with the time required for
decryption, and the time complexity of decryption reaches O(n).

Because of the chaotic nature of the encryption structure, its key shows
extremely high sensitivity. However, after the training of the neural network
is completed, the obtained keys will be very different after diffusion and
obfuscation processing for the slightly different keys. As shown in Figure 7,
when the pseudo-random sequence 1 and sequence 2 are confused, the
value distribution shows great differences, thus achieving good confusion and
diffusion effects.
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Figure 6 Encryption algorithm decryption time complexity sequence diagram.

The encrypted text encrypted by this algorithm shows excellent cryp-
tographic statistical properties. In Figure 8, we selected image files for
encryption processing, and these images represent the histograms of the
original image and the encrypted image, respectively. From the figure, we can
observe that the original image has significant statistical properties. However,
after processing by our encryption system, the encrypted image is expanded
and obfuscated, showing excellent randomness and cryptographic statistics
ability.

In the in-depth exploration of encryption algorithm performance, we have
enriched the evaluation dimensions and added key evaluation indicators such
as decryption speed and resource consumption. In order to facilitate the
analysis, the threshold value is set to t = 0, and the initial value becomes
the key factor, because its small change can make the chaotic sequence very
different, to obtain two different chaotic sequences, the initial value can
be changed, and in order to optimize the correlation between the two, the
truncation position starts from S + 1 and the truncation digits T = 10. As
can be seen from Table 3, the pixel correlation is high before encryption,
and the correlation coefficient drops to 0.117 after encryption, which is close
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Figure 7 Sensitive characteristics of keys.

to 0 although it does not reach 0, indicating that the password randomness
is good. At the same time, from the perspective of the new indicators, in
terms of decryption speed, the real-time requirements and fast decryption are
met by optimizing the algorithm structure and streamlining the calculation
steps. In terms of resource consumption, we closely monitor CPU usage
and memory usage, and use intelligent scheduling strategies to ensure that
encryption algorithms do not squeeze system resources when ensuring secu-
rity, improving comprehensive performance in an all-round way, and laying
a solid foundation for network security.

The binary chaotic sequence generated by variable parameter logistic
mapping is a stable chaotic mapping result that introduces the initial value
into the iterative variable parameter logistic mapping. We find that the random
number detection criterion using SP800-22NIST can effectively evaluate the
random properties of chaotic sequences. Therefore, the sts2.1. 2 test toolkit is
a tool suitable for checking the randomness of chaotic sequences, and the test
environment is mainly the Ubuntu system. The results are shown in Figure 9.
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Figure 8 Statistical characteristics of encryption algorithm.

Table 3 Correlation coefficient table
Correlation Coefficient Horizontal Direction Vertical Direction
Primitive 0.940 0.966
Encryption 0.003 0.004

As can be seen from the data in the figure, the chaotic sequence generated by
the variable parameter Logistic mapping has successfully passed the test of
SP800-22. Therefore, we can confirm that this sequence shows good random
characteristics, which means that the parameters of the variable parameter
Logistic mapping are random, and it has the ability of practical application,
which is very suitable for use in encryption technology. Through the study of
the correlation characteristics of chaotic sequences, it can be seen that chaotic
sequences have good correlation characteristics. The new sequence generated
by truncating the chaotic sequence can be used as the hopping pattern of the
hopping signal.

As can be seen from Figure 10, the RGB monochrome image and the
final encrypted color image are greatly changed after the original color image
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Figure 9 Random number detection results.

Figure 10 Comparison of images before and after encryption.

is encrypted. Due to its complex dynamic characteristics, the hyperchaotic
model can generate a key stream with good randomness and unpredictabil-
ity, which makes the original image information chaotic after encryption.
First, randomness is the key indicator, and the key stream generated by the
hyperchaotic model has excellent performance through statistical tests such
as frequency test and sequence correlation test, which can effectively resist
attacks based on statistical laws. Second, the periodic characteristics of the
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key stream need to be paid attention to, the ideal key stream should have a
very long period or even no period, and the aperiodic nature of the hyper-
chaotic system makes it difficult to restore the encrypted image. Third, the
sensitivity of the key stream to the initial conditions and system parameters
is also important, and small changes can make a big difference in the key
stream, making it more difficult for an attacker to guess the key stream. In
conclusion, the key flow of hyperchaotic model-driven encryption algorithms
has advantages in many aspects, which provides reliable guarantee for image
encryption in network security and improves the security and confidentiality
of encryption algorithms.

5 Conclusion

In recent years, with the rapid development of the Internet and Internet
of Things technology, network security issues have become increasingly
prominent, and traditional encryption algorithms are facing unprecedented
challenges. Against this background, hyperchaotic model-driven encryption
algorithm, as a new encryption strategy, shows great potential in protecting
information security because of its unique randomness and complexity.

(1) In this study, by designing and implementing an encryption algorithm
based on the hyperchaos theory, the current mainstream encryption
algorithms, such as AES and RSA, are optimized and compared. The
experiment uses Python programming language and the NIST (National
Institute of Standards and Technology) test suite to evaluate the security
of the generated key sequence. The results show that the key sequence
generated by the hyperchaotic model is extremely random and unpre-
dictable, and its key space reaches the 10264 level, far exceeding the
security level of traditional algorithms.

(2) By comparing and analyzing the encryption and decryption speeds of
data during transmission, it is found that although the encryption algo-
rithm driven by a hyperchaotic model has a slight delay when processing
large amounts of data, its performance is excellent in conventional
network communication scenarios, with an average encryption time of
only 0.3 seconds/MB and a decryption time of 0.4 seconds/MB, which
meets the needs of real-time communication.

(3) In order to further verify the practical application effect of this algorithm
in a network environment, a small analogue network system is con-
structed, and the hyperchaotic encryption algorithm is applied to the data
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transmission process. After a month of continuous running tests, there
is no data leakage or illegal access, which proves the effectiveness and
reliability of the algorithm in protecting network information security.
At the same time, in the defence experiments against different network
attack modes, such as man-in-the-middle attacks and replay attacks, the
hyperchaotic encryption algorithm also showed strong anti-interference
ability, successfully resisting all preset attack types and maintaining the
integrity and confidentiality of data transmission.

Hyperchaotic model-driven encryption algorithms can not only provide a
higher security level than traditional methods but also perform well in prac-
tical application scenarios and are expected to become one of the important
technologies in the field of network security in the future. However, it is worth
noting that in view of its relatively large computing resource consumption,
follow-up research needs to focus on how to improve the practicality of the
algorithm without sacrificing efficiency so that it can be more widely applied
to various network environments.
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