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Abstract

Although federated learning provides strong privacy guarantees when han-
dling cross-device or cross-data center learning tasks, it still faces numerous
challenges and potential security threats when applying it to real-world
scenarios. This paper proposes a privacy attack identification and protection
strategy based on vertical federation clustering, so as to improve privacy
protection and data processing security in vertical federation clustering. By
fusing parameters, it reduces multi-dimensional data to one-dimensional
vector, thus reducing the amount of random disturbance in the subsequent
random response process. Moreover, this paper proposes a method of inde-
pendently setting the answer set for each parameter, which improves the
probability of outputting the true value in the random response mechanism.
In addition, it improves data utility and clustering precision while ensuring
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randomness. The comprehensive performance of the model proposed in this
paper is excellent in the experiment. In particular, its privacy protection effect
reaches 89.34% and 95.14% under ARP and Botnet attacks, respectively.
At the same time, the identification rate and recall rate are generally high,
showing good privacy protection ability and model robustness. Therefore,
the model proposed in this paper improves the privacy protection degree
of clustering algorithm in the face of various privacy attacks including data
reconstruction attacks under federated learning architecture.

Keywords: Vertical federal clustering, privacy, attack identification, protec-
tion strategy.

1 Introduction

Federated learning is a cutting-edge machine learning technology that allows
collaborative training of models among multiple data sources or clients
without sharing data directly, effectively solving the data privacy and security
issues existing in traditional centralized learning. This method is particularly
suitable for dealing with distributed, heterogeneous and sensitive data sets,
such as medical health records, financial transaction data, etc. This tech-
nology ensures that user data remains unshared locally, effectively dealing
with privacy protection and data silos. By decentralizing model training
to the client where the data is located, federated learning technology not
only reduces the risk of privacy leakage caused by data transmission, but
also optimizes data processing efficiency and realizes cross-domain data
utilization without infringing personal privacy. In addition, different from
traditional centralized machine learning methods, federated learning empha-
sizes training the model at the local client, and only needs to send the trained
model update or gradient information to the central server for aggregation,
thereby updating the global model. Because the original data never leaves
the local device, this method effectively guarantees the privacy of the data.
Furthermore, since federated learning is able to handle the heterogeneity of
devices and data, it provides greater flexibility and adaptability for deploying
machine learning models on different environments and devices [1].

However, although federated learning provides strong privacy guarantees
when handling cross-device or cross-data center learning tasks, it still faces
numerous challenges and potential security threats when applying it to real-
world scenarios. First of all, although the model update can protect the
data privacy of participants to a certain extent by aggregating local model
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parameters, this process may still be exploited by malicious attackers. The
attacker uses member inference attack technology [2] to infer the private
data information of individual users from the aggregated model update. This
security vulnerability needs to be solved by further improving encryption and
privacy protection technology. Moreover, the existence of malicious clients
also poses a severe challenge to federated learning systems. In poisoning
attacks [3], malicious participants may affect or destroy the training process
of the entire system by tampering with their own models to update data.
Furthermore, poisoning attacks will cause the performance of the global
model to degrade, or even completely deviate from the original training
goal. Regarding the existence of malicious servers, some researchers have
recently proposed preference attacks in federated learning [4]. Different from
other types of inference attacks, the attacker analyzes the user’s preference
categories, such as products and common expressions, according to the gra-
dient changes of the local user model, which seriously damages the privacy
of the user’s personal sensitive data. In order to deal with these security
threats, researchers have proposed a variety of defense strategies. For pri-
vacy enhancement technologies, differential privacy (DP) technology, secure
multi-party computing and homomorphic encryption technology are com-
monly used at present. Although these technologies have great advantages
in privacy enhancement, DP disturbance will affect the precision of model
query results and reduce the prediction performance of the model. In addi-
tion, homomorphic encryption and secure multi-party computing technology
using cryptographic technology also face the problems of high computational
complexity, high communication and computational overhead, which affect
the performance of the system [5].

There is a risk of privacy leakage in existing research models, and there
are communication and computational efficiency bottlenecks in the model
construction process. Data heterogeneity can also affect the quality of the
model, resulting in federated learning being unable to exert its privacy
protection effect.

To solve this problem, this paper designs an attack method for the risk
of privacy leakage in the process of parameter transfer, and introduces the
random response mechanism that satisfies DP into the process of parameter
transfer of vertical federation clustering. Moreover, this paper uses a variety
of attack methods, including the attack methods proposed in this paper, to
provide defense and improve the privacy protection of vertical federated
clustering. The main work of this paper is to extend the clustering algorithm
to the vertical federated learning architecture, and design an attack method
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aiming at the privacy leakage risk. From the perspective of semi-trusted
server, by analyzing the distance parameters passed in the clustering process,
the data reconstruction attack on the participants’ data sets is completed.
Finally, this paper designs a privacy protection method based on DP to defend
against various attacks including data reconstruction attacks proposed in this
paper, thus solving the problem of insufficient privacy protection of vertical
federated clustering algorithm.

2 Related Works

(1) Member inference attack

Member inference attack directly relates to important issues of data privacy
and model transparency. When the model is overfitted, the overfitted model
performs well on the training data, but its generalization ability to unseen
new data is weak. At this point, an attacker can exploit this to infer whether
specific data is being used for training by analyzing the model’s response
to that data. This type of attack is particularly destructive for applications
involving sensitive information. Reference [6] studied the situation in online
learning applications, where the ML image classifier was updated by new data
samples, while the adversary can reconstruct the updated samples by using
the information of the two versions before and after the update of the target
ML model. Reference [7] showed similar results in natural language mod-
els and data deletion scenarios. These studies quantify information leakage
during model updates.

For member inference attacks in data forgetting scenarios under feder-
ated learning, existing research mainly proposes three technical methods for
data forgetting [8]: retraining method, approximate forgetting method and
incremental update method. The retraining method is the most intuitive data
forgetting method, which removes the deleted data from the training set
and then retrains the model. However, while this approach is theoretically
the most thorough, it is costly, especially if the data sets and models are
extremely large. For the approximate forgetting method, in order to reduce
the computational cost, researchers have proposed a variety of approximate
forgetting techniques. These techniques do not need to retrain the model
from scratch, but locally adjust the parameters of the model to reduce the
influence of forgotten data. The incremental update method updates only
the affected parts of the model instead of the entire model. This can be
achieved by using an incremental learning algorithm, and it only modifies
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the parameters affected by the data deletion. The attack model proposed in
reference [9] adopts the SISA strategy with incremental update, aiming to
provide a flexible and efficient data processing and forgetting mechanism for
the machine learning field

(2) Defense efforts against vertical federated learning inference attacks

Because the concept of label inference attack in vertical federated learning
has not been proposed for a long time, there is little research on the defense
of label inference attack in vertical federated learning, especially to weigh the
precision and defense ability of original federated learning. Reference [10]
used several previously commonly used privacy protection methods in the
paper, but the results were unsatisfactory. Reference [11] proposed a privacy
protection combination method for machine learning. This defense frame-
work includes DP, gradient compression and random selection of gradients.
This framework is used to defend against label inference attacks, but accord-
ing to the experimental results, it will interfere with the training of the original
federated learning model. Reference [12] proposed the SignSGD method,
which ensures the security of federated learning by reducing the communica-
tion of participants and reducing the shared gradient in horizontal federated
learning. W When the neural network propagates forward/backward, the
sign of the shared gradient can be varied. For example, the negative sign
becomes a positive sign, the positive sign becomes a negative sign, etc.
By using this method to modify the gradient, the safety is guaranteed. The
experimental results also show the problem that the precision of attack and
original federated learning cannot be weighed. In reference [13], Laplace
noise was added to the gradient to interfere with the opponent’s snooping
on the gradient. The experimental results are slightly better than the first two,
but the ideal effect has not been achieved. Reference [14] put forward the
idea of gradient compression. When federated learning performs intermediate
gradient transmission, only part of the gradient, such as 10%, is shared,
which is feasible for horizontal federated learning. For 10% gradient, it
does not affect the results of horizontal federated learning training, and it
can still guarantee good precision and privacy security. In the experiment of
longitudinal federated learning, it performs well in most data sets. However,
for certain data sets, as the compression rates increase, the precision of
the model tends to change. The larger the compression rate, the lower the
precision of the model. In recent defense work, reference [15] proposed a
new defense method, which uses obfuscation autoencoder to defense. This
method is based on the regularization of autoencoder and entropy to obfuscate



480 Mingshan Fan and Huijuan Guo

real labels to fool the adversary, and introduces an enhanced obfuscation
autoencoder method to defend against various label inference attacks.

When combing the research on vertical federation clustering, it is found
that the current related research on vertical federation clustering mainly
focuses on optimizing parameter initialization, improving clustering preci-
sion and accelerating model convergence [16]. Aiming at the risk of privacy
leakage in the parameter transfer process of vertical federated learning, no
relevant research has pointed out the way of privacy leakage. Meanwhile, at
present, the existing vertical federated clustering privacy protection method
does not consider the threat of semi-trusted servers to the privacy security
of participants [17], and the sensitive information related to data contained
in the parameters uploaded by participants. At the same time, no study has
pointed out the relationship between parameters and data [18].

Federated learning may expose data feature distributions or user behavior
patterns during parameter transmission, and attackers can reverse deduce
the original data through inversion attacks, member inference attacks, and
other means. For example, gradient updates may carry sensitive information,
leading to indirect leakage risks in both horizontal and vertical scenarios
Secondly, frequent transmission of model parameters can lead to high com-
munication overhead, especially in vertical federated scenarios where cross
institutional data feature alignment and encryption calculations significantly
increase system complexity. In vertical federated scenarios, the overlap of
participant data features is low and the distribution differences are large, mak-
ing global model convergence difficult. Local model updates may introduce
biases and reduce clustering accuracy In terms of security, there are new types
of attacks such as model poisoning attacks (malicious participants upload and
tamper with parameters to destroy the global model) and man in the middle
attacks (stealing transport layer parameters), and existing encryption methods
are difficult to fully defend against.

The privacy attack recognition model of vertical federated clustering
introduces a real-time monitoring module in the parameter aggregation stage.
By comparing historical parameter updates to identify abnormal gradients,
potential attack behaviors are marked. Based on the sample ID alignment
characteristics of vertical federated clustering, a feature cross validation
mechanism is constructed to detect attribute inference attacks initiated by non
collaborators through public ID associations Partial homomorphic encryption
is used instead of fully homomorphic encryption to selectively encrypt core
parameters such as cluster center vectors, balancing security and computa-
tional efficiency. A layered perturbation mechanism is designed: differential
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privacy is used to add Gaussian noise to low sensitivity features, and
secure multi-party computation (MPC) is used for joint computation of high
sensitivity features.

3 Privacy Preservation Algorithm for Vertical Federated
Clustering Based on Localized DP

In the clustering algorithm under the vertical federated learning architecture,
replacing the sharing of training data with distance parameters cannot guar-
antee the privacy and security of training data, and the semi-trusted server can
perform inference according to the parameters uploaded by the participants.

In this paper, DP technology is used to add disturbance to the dis-
tance parameters, so as to improve the privacy protection degree of vertical
federated clustering algorithm. Moreover, a discretization method is pro-
posed, in which the participants fuse and cut the distance parameters before
sharing them, only retain the valuable part in the parameter aggregation
stage, and reduce the influence of random disturbance on the clustering
results. Then, the parameters are discretized, and the continuous numerical
parameters are converted into discrete numerical parameters. Furthermore, a
random response strategy satisfying ε-DP is proposed, which adds random
perturbation to discrete numerical parameters to improve the privacy pro-
tection degree of clustering algorithm under the vertical federated learning
architecture.

Based on practical needs, a general framework for vertical federated
clustering privacy protection algorithm is proposed. In this model, a localized
DP protection algorithm based on random responses is used for system
security privacy protection, mainly including distance parameter fusion and
discretization processing, Gap RR localization random perturbation algo-
rithm and privacy protection analysis three algorithms are used to improve
the reliability of the model.

3.1 Overall Framework of Privacy Preservation Algorithm for
Vertical Federated Clustering

A common federated learning model architecture is the client-server archi-
tecture, which contains roles divided into client and server. As shown in
Figure 1, the client, as the data holder, and the server jointly participate in
training the model in a specified way. In the system initialization phase, a
portion of clients extracted by the server downloads the shared global model
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Figure 1 Federated learning model architecture.

from the server, and each participant (client) independently trains the model
on its local dataset [19].

Vertical Federated Learning (VFL) is an important branch of federated
learning. It is a feature-based distributed machine learning designed for data
sets with similar or identical sample spaces but different feature spaces.
Under this framework, different entities (such as various institutions or orga-
nizations) have different feature spaces of the same sample, and they jointly
build machine learning models while ensuring that the privacy of their own
data is protected [20].

In longitudinal federated learning (Figure 2), different participants hold
datasets containing the same sample space but different feature spaces. In this
case, the data contributed by each participant has the same sample identifier
(such as user ID), but the attributes or characteristics of each sample are
different. The key challenge of vertical federated learning lies in how to
effectively integrate feature information from different sources and maintain
data security and privacy throughout the process.

In this paper, a pseudo-distributed federated learning architecture is used
to unite the participants with different attribute data with the same sample ID
to cluster the whole data. Before the discretization of distance parameters, a
parameter processing method is designed to remove useless information in
distance parameters, so as to reduce the amount of disturbance added and
improve the clustering effect.
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Figure 2 Vertical federated learning.

After that, the fusion parameters are discretized. According to the mini-
mum and maximum values of the fusion parameters, Q discrete values with
the same spacing are set. At the same time, each fusion parameter selects the
nearest discrete value as the result of discretization processing [21].

In this paper, random response mechanism is used to add random per-
turbation to discrete parameters, and the discrete parameters with random
perturbation are uploaded to the server. Then, the number of the cluster
center to which each sample belongs is calculated by the server side and
the result is issued to all participants. After that, the participants calculate the
new clustering center and recalculate the distance between the sample and
the clustering center, and repeat the above steps until the clustering center
is stable or reaches the maximum iteration round, and the global clustering
training ends. The overall framework of the vertical federated clustering
privacy protection algorithm is shown in Figure 3.

The specific steps are as follows:

(1) Each participant Ph initializes Ph cluster centers C = {c1, c2, . . .,
cj , . . . , ck} on its local attributes and calculates the Euclidean distance
from the sample to ck.

(2) Participant Ph adds the distances of different attributes to merge multiple
attributes into one attribute, and cuts the part that will not affect the clus-
tering result from the parameters to obtain the fusion distance parameter
msum

h , and msum
h is a one-dimensional matrix with a dimension of 1×k.
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Figure 3 Overall framework diagram of vertical federated clustering privacy protection
algorithm based on localized DP.

(3) The participants discretize the fusion distance parameters and use the
random response mechanism to add random perturbations that satisfy
the localized ε-DP to the discretized fusion distance parameters.

(4) The server side merges the upload distance matrix from the participants
and obtains the global distance in each iteration.

(5) The algorithm returns the clustering results and updates each cluster
center c′j .

(6) The algorithm repeats steps (2) to (5) until convergence or the maximum
number of iterations is reached.

3.2 Localized DP Protection Algorithm Based on Random
Response

3.2.1 Distance parameter fusion and discretization processing
This section introduces the discretization process of distance parameters.
First, the distance parameters are fused to eliminate the parts unrelated to
clustering, and then the fusion parameters are discretized by using the idea of
equal width binning. This process takes the discretization process of a single
sample si held by a participant Ph as an example. The specific steps are as
follows:

(1) Participant Ph randomly generates k initial cluster centers C =
{c1, c2, · · · , cj , . . . , ck} for the dh attributes it holds, calculates the
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distance between each attribute and the cluster center for each sample
si, and each participant holds a matrix of dimensiondh × k [22]:

mh =


m11 m12 · · · m1dh
m21 m22 · · · m2dh

...
...

. . .
...

mk1 mk2 · · · mkdh

 (1)

(2) The distance parameters of different attributes are summed. For sample
si, each participant has a component of the distance corresponding
to k clusters, which is equivalent to all participants sharing a matrix
of dimension k × H . H participants each hold vectors mh of k
elements [23].

p1 has m1 =


x11
x21

...
xk1



p2 has m2 =


x12
x22

...
xk2



pH has mH =


x1H
x2H

...
xkH

 (2)

(3) Each participant Ph calculates the distance between the cluster center
closest to the sample and the sample, and subtracts this value from all
distances.

mh = mh −min
j

xjh (3)

Among them, minj xjh represents the distance between the sample and
the nearest cluster center.

(4) The maximum value maxh and the minimum value minh of all dis-
tances are calculated. According to maxh and minh, a discrete value
set A = {a1, a2, . . . , aQ} containing Q discrete values is set, and the
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difference between two adjacent discrete values is maxh −minh
Q−1 . Each

parameter selects the nearest discrete value to obtain the discretized
fusion parameter mdis

h [24].

xjh = argmin
ak∈A

|aq − xjh| (4)

mdis
h = [x1h, x2h, . . . , xkh] (5)

3.2.2 Gap-RR localized random perturbation algorithm
The important problem of the random response mechanism is the setting of
the answer set. If all parameters adopt the same answer set, when the set
contains more elements, the probability of the output value being the true
value will be small, the probability of the output random value will be high,
and the addition of too many random disturbances will lead to the decline of
data utility. To solve this problem, this section proposes a random response
algorithm Gap-RR (Gap Randomized Response) with variable response inter-
val, which makes the number of elements in the response interval of each
parameter fixed to 3. Moreover, it changes the amount of disturbance added
by adjusting the size of the difference between the false value and the true
value of the random response set, thereby improving the data utility while
ensuring randomness.

Figure 4 shows the setting of the random response set. The discretization
process converts the continuous numerical data into discrete values to obtain

Figure 4 Setting of random response set.
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a set A = {a1, a2, . . . , aQ} containing Q discrete values. By setting the set
of random responses with discrete values and using the random response
mechanism for each distance parameter, random perturbation is added to the
parameters. The specific steps are as follows:

(1) The distance between the false value and the true value is defined by l,
which is determined based on lratio [25].

l =


Q× lratio − 1

2
When Q is an odd number

Q× lratio
2

− 1 When Q is an even number

(6)

(2) All elements in the discrete value set of each participant are determined
to be random response sets Rq = r, r1, r2, Rq contain f as the true
value and two other discrete values r1 and r2 belonging to set A and
regarded as false values. The setting of the random response set includes
5 different cases to ensure that the output value of the random response
mechanism meets the definition of ε-localized DP [26].

Rq =


{aq, aq+1, aq+l} q < l
{aq, a1, aq+l} q = 1
{aq, aq−l, aq+l} l < q < Q− (l − 1)
{aq, aq−l, aq−1} q = Q− (l − 1)
{aq, aq−1, aq−l} q > Q− (l − 1)

(7)

(3) The GRR local perturbation method is used to add random perturbations
to each parameter of the participant Ph. ai, aj ∈ A is set, and the real
value or random value is output according to a certain probability, so
that the output result conforms to the output probability of the GRR
algorithm.

Pr [GRR(ai) = aj ] =


p =

eε

eε + d− 1
ai = aj

q =
1− p

d− 1
ai ̸= aj

(8)

3.2.3 Privacy protection degree analysis
In this paper, it is considered that the privacy protection degree of Gap-RR
localization perturbation algorithm meets the ε-localized DP. The following
will demonstrate this.
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In the response set of all discrete values, each discrete value has a certain
probability of outputting the true value, and a certain probability of outputting
the other two values. Gap-RR algorithm has different random response sets
for each discrete value, but the probability of outputting untrue values is the
same, and the number of untrue values contained in the random response set
is the same.

For each discrete value r ∈ Mdis
h of the Gap-RR input, there are three

possible output values, r, r1, and r2. When ri, rj ∈ {r, r1, r2} is set, the
Gap-RR algorithm is [27]:

Pr [Gap − RR(ri) = rj ] =


p =

eε

eε + d− 1
=

eε

eε + 1
ri = rj

q =
1− p

d− 1
=

1

eε + 1
ri ̸= rj

(9)

For any ri and rj , if the output of Gap-RR is r, then the inequality
holds [28]:

Pr [Gap − RR(ri) = r]

Pr [Gap − RR(ri) = r]
≤ eε/eε + 1

1/eε + 1
= eε (10)

According to the definition of ε-localized DP, it can be seen that the Gap-
RR algorithm meets the ε-localized DP, so the proof is complete.

4 Experimental Analyses

4.1 Experimental Methods

(1) Experimental data

Six publicly available datasets are selected as training data for the experiment.
They are forge, wave, MNIST, ImageNet, REDSTONE-Web1, UCI datasets,
respectively. The number of data selected from forge, wave, and MNIST is
500, and the number of data selected from ImageNet, REDSTONE-Web1,
and UCI is 5000, 10000, and 30000, respectively. These datasets cover dif-
ferent domains and data types, provide a wide range of testing and validation
scenarios, and can effectively evaluate the performance of privacy-preserving
algorithms for vertical federated clustering [29].

(2) Experimental setup

This experiment simulates the process of federated learning on a computer.
Using Python language and based on Pytorch open source framework, a
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federated learning simulation platform is constructed, which simulates the
training of participants and the federated communication process with the
server through multi-threading. In the experimental setting, the number of
participants is 2, and each participant holds a part of the attributes of the data
set, so as to divide the number of attributes equally as much as possible.
The initialization of cluster centers is randomly generated. Each data set
generates a set of cluster centers, and different parameters are clustered with
the same cluster center, so as to avoid the difference of results caused by the
randomness of cluster center initialization. The maximum iteration rounds
are set to 20 rounds.

The experiment is divided into two aspects: one is to verify the influence
of different discrete values on the clustering results, and the other is to verify
the influence of different privacy budgets on the clustering results.

(1) The first set of experiments verifies the influence of discretization process-
ing distance parameters on clustering results. The number of discrete values is
from 5 to 50. Ten groups of experiments are set, and the experimental interval
of each group is 5. Taking the clustering results of continuous clustering
as the benchmark, a group of experiments with random noise are set, and
the parameters are set as ε = 0.5, lratio = 0.5. The experiments with each
parameter are trained for 10 times, and the average value is taken as the final
result.

(2) The second set of experiments verifies the influence of different prob-
abilities and sizes of adding noise on the clustering results by adjusting
different ε and lratio . ε is set from 0.1 to 1.0 in 10 sets of parameters, and
the experimental interval of each set is 0.1, and lratio is set from 0.2 to 1.0
in 5 sets of parameters. Taking the clustering based on discretization distance
without adding noise as the benchmark, the experiments of each parameter
are trained for 10 times, and the average value is taken as the final result.

(3) Evaluation Index

According to the clustering results of clustering algorithm in vertical fed-
erated learning environment, F-measure is used to measure the clustering
precision. F-measure is often used to evaluate classification tasks, and it is
often used as an external evaluation index of clustering. It is a comprehensive
index of Precision and Recall. Considering the precision and recall, it is
calculated by harmonic average method.

In order to apply F value to the clustering in this paper, it needs to be
extended into a form suitable for clustering results. The specific calculation
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steps of F value in clustering are as follows [30]:

(1) First, it is necessary to calculate the precision rate, the recall rate, and
the F-value for each category (cluster).
Precision: For category i, precision is defined as the proportion of
the number of samples correctly classified into that category in the
clustering results to the total number of samples in that category.

Pi =
TP i

TP i + FP i
(11)

Among them, TP i is the number of samples correctly classified into
category i, and FP i is the number of samples incorrectly classified into
category i.
Recall: For category i, the recall rate is defined as the proportion of
the number of samples correctly classified into the category to the total
number of true samples in the category.

Ri =
TP i

TP i + FN i
(12)

Among them, FN i is the number of samples that are not correctly
classified into category i.
F-value: For category i, the F-value is the harmonic mean of precision
and recall.

Fi =
2× Pi ×Ri

Pi +Ri
(13)

(2) The weight of each category is calculated
The weights can be calculated based on the actual number of samples
for each category to reflect the importance of the category. The weight
ωi of category i is defined as the proportion of the number of samples in
this category to the total number of samples.

ωi =
ni

N
(14)

Among them, ni is the number of samples of category i and N is the
total number of all samples.

(3) The weighted F value is calculated
The total F-value (weighted F-value) is the sum of the F-values of each
category weighted by their weights.

F =

k∑
i=1

ωi × Fi (15)
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Among them, k is the total number of categories.

4.2 Experimental Results

The influence of different numbers of discrete values on the experimental
results is shown in Figure 5. Each subgraph contains a baseline and two poly-
lines, and the baseline is the clustering result based on continuous distance
parameters. The two polylines are the clustering results based on discrete
distance parameters and the clustering results based on discrete distance
parameters with random perturbation [31].

The effects of different privacy budgets and noise levels on clustering
precision are shown in Figure 6. Each subgraph contains 1 baseline and 5
polylines. The baseline is the clustering precision based on discrete distance
when no noise is added, and the line chart shows the change of F value as the
value of ε increases from 0.1 to 1.0 when lratio = 0.2, 0.4, 0.6, 0.8 and 1.0
are respectively.

Table 1 shows the influence of random noise on clustering precision under
four different parameter settings.

In order to further verify the protection effect of the model in this paper,
this paper takes the UCI data set as the research object. Moreover, this
paper integrates PPA (Proactive Password Auditor) attacks, ARP (Address
Resolution Protocol) spoofing attacks, man-in-the-middle attacks (MITM),
data Sniffing (Sniffing), and Botnet (Botnet) concentrated attacks into the
test to explore the privacy attack identification rate and protection effect under
different attack types, in which the protection effect is quantitatively analyzed
through expert subjective evaluation methods. The algorithm proposed in
this paper is named RSM-DP (Random response mechanism-Differential
privacy), and the model proposed in this paper is compared with the DP

Table 1 Influence of random noise on clustering precision under different parameter settings

lratio ε lratio ε lratio ε lratio ε lratio ε

Data Set 1.0 0.1 1.0 1.0 0.2 0.1 0.2 1.0 / /

Forge 0.6237 0.7227 0.8514 0.8613 0.8811

Wave 0.7227 0.792 0.9306 0.9405 0.9603

MNIST 0.6039 0.7128 0.8316 0.8712 0.8811

ImageNet 0.7623 0.8019 0.891 0.9009 0.9108

REDSTONE-Web 0.8019 0.8316 0.9504 0.9603 0.9702

UCI 0.3663 0.5247 0.9009 0.9009 0.9009
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Figure 5 Influence of the number Q of discrete values on the F value.
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Figure 6 Influence of privacy budget ε on the F value.
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Table 2 Comparison of privacy attack identification and protection effects of different
models

Attack Protection Recognition Privacy Recall
Mode Model Rate (%) Protection Effect Rate (%) F Value
PPA DP 87.05 87.76 89.57 0.88

HE 80.92 84.54 85.29 0.85
ZKP 85.17 86.38 86.81 0.86

RSM-DP 88.21 91.28 92.74 0.91
ARP DP 83.85 86.86 91.16 0.90

HE 75.17 75.18 76.08 0.75
ZKP 80.85 83.96 84.35 0.84

RSM-DP 87.33 89.34 92.33 0.91
MITM DP 88.32 92.65 96.77 0.96

HE 75.90 76.61 80.44 0.81
ZKP 82.19 83.89 87.98 0.86

RSM-DP 91.29 92.86 93.45 0.92
Sniffing DP 87.10 88.59 92.79 0.92

HE 75.14 78.21 78.94 0.79
ZKP 89.89 89.93 93.43 0.92

RSM-DP 93.93 95.40 99.46 0.99
Botnet DP 85.19 89.42 93.13 0.94

HE 83.44 84.41 88.43 0.89
ZKP 92.05 92.44 92.70 0.94

RSM-DP 93.67 95.14 94.45 0.96

model (Differential privacy), the HE model (Homomorphic Encryption) and
ZKP model (Zero-Knowledge Proof), and the results of Table 2 are obtained.

4.3 Analysis and Discussion

The experimental results presented in Figure 5 indicate that the discretization
of distance parameters results in a decline in clustering precision. Never-
theless, as the number of discrete values increases, the clustering precision
gradually draws near to that based on continuous distance parameters. With
the increase of discrete values, the final clustering precision of Forge, Ima-
geNet, REDSTONE-Web1 and UCI data sets is the same as clustering
precision based on continuous distance parameters. With the increase of the
number of discrete values in Wave and MNIST datasets, the clustering pre-
cision based on discrete distance exceeds that based on continuous distance
parameters. The reason is that the sample size of the dataset is small and the
clustering results of individual samples are different due to the discretization
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of distances. When the number of discrete values continues to increase, the
clustering precision of discrete-based distance and continuous-based distance
of Wave and MNIST datasets is the same. In addition, the clustering precision
of different discrete values with noise added decreases, but it shows an
upward trend with the increase of discrete values. Among them, the clustering
precision of UCI data set with added noise is poor. The reason is that the
amount of data of different categories in this dataset is very different, and the
influence of noise on clustering precision is more obvious.

The experimental results in Figure 6 show that the curves of Forge, Wave,
and MNIST data sets with smaller sample sizes fluctuate more obviously.
The reason is that the small sample dataset receives the influence of ran-
domness, but the experimental results of three datasets with larger sample
sizes, ImageNet, REDSTONE-Web1, and UCI, are smoother. It shows that
when the sample size is large, the clustering precision is less affected by
randomness. Both ε and lratio affect clustering precision. As lratio increases,
the size of the noise gradually increases, and the clustering results of the same
privacy budget gradually decrease. Under different lratio settings, the clus-
tering precision is positively correlated with the size of the privacy budget.
As the privacy budget j increases, the probability of parameter perturbation
decreases, and the F value continues to increase. According to the definition
of DP, the larger the privacy budget, the lower the privacy protection degree.
The actual results are in line with expectations. The experimental results
of the UCI dataset show that as lratio increases, the clustering precision
decreases significantly, indicating that datasets with unbalanced category
distribution are more susceptible to random noise.

In Table 1, when lratio = 1.0, ε = 0.1, the added noise is the largest,
the probability of output noise is the largest, and the clustering precision
decreases relatively significantly. Among them, the clustering precision of
the UCI dataset decreases the most, indicating that datasets with unbal-
anced category distribution are more susceptible to noise. However, when
lratio = 0.2, ε = 1.0, the added noise is the smallest, and the probability
of the output being noise is the smallest, and the clustering precision is
closest to that without adding noise. The settings of the two parameters
lratio = 1.0, ε = 1.0 and lratio = 0.2, ε = 0.1 represent the two situations of
maximum noise, minimum output probability and minimum noise, maximum
output probability, respectively. The experimental results show that when
lratio = 0.2, ε = 0.1, the clustering precision is higher and almost the same
as when no noise is added, indicating that the influence of lratio on clustering
precision is more obvious than that of ε.
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By comparing the performance of different privacy protection models
in Table 2 under various attack modes, we can analyze from the aspects of
identification rate, privacy protection effect, recall rate and F value:

Performance of DP (DP) model: The identification rate and privacy pro-
tection effect are generally high. Especially under Botnet attacks, the privacy
protection effect reaches 95.14%. The recall rate and F value are stable under
different attack methods, and most of them are above 90%, showing good
comprehensive performance.

Performance of HE (homomorphic encryption) model: The identification
rate is relatively low, especially under Sniffing and Botnet attacks. The iden-
tification rate under Sniffing attack is only 75.14%. The privacy protection
effect is also relatively low, and the highest value is 76.61% under MITM
attack.

Moreover, its recall rate and F-value are generally low. Especially under
Sniffing and Botnet attacks, the F values are 0.78 and 0.87, respectively,
indicating that their privacy protection effect is weak.

Performance of ZKP (Zero Knowledge Proof) model: It performs well
under PPA, ARP and Sniffing attacks. Especially under Sniffing attacks, the
privacy protection effect reaches 89.93%. Identification rate and recall rate
perform better under some specific attack modes, but the overall fluctuation
is large, which is not as stable as DP model.

Performance of RSM-DP model: The overall performance is good, and
especially under ARP and Botnet attacks, the privacy protection effect
reaches 89.34% and 95.14% respectively. The identification rate and recall
rate are generally high, showing better privacy protection ability and model
robustness.

On the whole, the HE model generally performs poorly in various attack
modes, indicating that its ability to resist attacks is weak. DP and RSM-DP
models perform more stably under different attack modes, showing strong
privacy protection capabilities. The ZKP model performs well in some spe-
cific attack modes, but the overall fluctuation is large. The RSM-DP model
has the best performance in terms of overall privacy protection effect and
stability, followed by the DP model. However, the performance of HE model
is generally poor in resisting different attack modes, while the performance of
ZKP model fluctuates greatly under different attack modes. DP’s mathemati-
cally provable privacy protection mechanism, dynamic parameter adjustment
capability and multi-technology collaborative compatibility have become the
core solutions that take into account privacy security and data value mining in
current data-driven services (such as AI training and cross-institutional data
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analysis). However, there will be some data redundancy and overfitting in
actual clustering. Moreover, although the comprehensive capability is strong,
there are still some problems. In addition, HE and ZKP models are protec-
tion models in specific scenarios, and their comprehensive performance is
insufficient. RSM-DP model is an improvement on DP model. By designing
a discrete processing method, the algorithm converts the continuous distance
parameters generated in the clustering process into discrete parameters, and
uses the random response mechanism to add random noise in accordance with
DP to these discrete parameters. Subsequently, the distance parameters with
random noise are uploaded to the server, which calculates them and returns
the results to the participants. After receiving the results, the participants
calculate a new cluster center and update the distance between the sample and
the cluster center until the cluster center converges or reaches the maximum
number of iterations. Therefore, it has a better data processing effect than the
DP model.

The privacy protection model based on vertical federated clustering
reduces multidimensional data to one-dimensional vectors through parameter
fusion, which may result in the loss of key features, especially in high-
dimensional sparse data scenarios. The reduced vectors are difficult to fully
preserve the distribution characteristics of the original data, affecting cluster-
ing accuracy. The overlapping degree of data features among all participants
is low, and the reduced one-dimensional vectors may amplify local data
distribution differences, leading to global clustering center shift To address
the above limitations, improvements can be made in terms of hierarchi-
cal dimensionality reduction, feature selection optimization, and dynamic
privacy budget allocation mechanisms.

5 Conclusion

The main work of this paper is to expand the clustering algorithm to the
vertical federated learning architecture, and design attack methods to address
the privacy leakage risks therein. From the perspective of semi-trusted server,
by analyzing the distance parameters passed in the clustering process, the
data reconstruction attack on the participants’ data sets is completed. At
the same time, this paper designs a privacy protection method based on DP
to defend against various attack methods including the data reconstruction
attack proposed in this paper, thereby solving the problem of insufficient
privacy protection of the vertical federated clustering algorithm. Combined
with the experimental analysis, it can be seen that the algorithm proposed
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in this paper has a good overall performance, and especially under ARP
and Botnet attacks, the privacy protection effect reaches 89.34% and 95.14%
respectively. Furthermore, the identification rate and recall rate are generally
high, showing good privacy protection ability and model robustness.

Further improvements can be made to the model in terms of hierarchi-
cal dimensionality reduction, feature selection optimization, and dynamic
privacy budget allocation mechanism Adopting a hierarchical feature fusion
strategy to preserve key high-dimensional features (such as filtering important
parameters through attention mechanisms), avoiding information loss caused
by global dimensionality reduction, and dynamically adjusting disturbance
intensity based on feature sensitivity: allocating higher privacy budget to
high correlation parameters, and reducing disturbance to low sensitivity
parameters to improve data utility.
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