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Abstract

The rapid development of e-commerce has led to a significant increase in
the risk of sensitive data leakage, such as user transaction records, payment
details, and identity information. Information security issues are becoming
increasingly severe, especially in scenarios that rely on centralized cloud
storage architectures, facing core challenges such as single point of failure
leakage risks, lack of fine-grained access control in cross organizational
data sharing, high encryption computing costs, rigid existing access control
policies, and the contradiction between privacy protection and data sharing
efficiency. In view of this, research has proposed and validated an innova-
tive solution that integrates blockchain technology. Specifically, the study
proposes a data security protocol based on attribute proxy re encryption
and a data security sharing model based on blockchain. The data security
protocol adopts ciphertext policy attribute encryption and introduces attribute
proxy re encryption technology to re encrypt ciphertext through proxy nodes,
solving the privacy protection problem of data transmission and sharing.
The data security sharing model utilizes blockchain to store shared data,
designs detailed access control policies and data encryption and decryption
control mechanisms, and constructs a data security sharing system under
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a multi-layer architecture. In the experimental section, a simulated attack
environment was constructed to test data security protocols. The results
showed that compared with protocols such as SRAAP, TEE Oracle, Pedersen
link Schnorr, etc., the blockchain data sharing protocol designed in this study
achieved a ‘high’ level in terms of resistance to 51% attacks and resistance
to general attacks (better than the ‘medium’ level of SRAAP protocol).
The encryption time for privacy identity data was only 2.84ms (lower than
SRAAP’s 5.20ms and TEE Oracle’s 7.46ms), and the maximum encryption
time was controlled at 32ms. When processing a large amount of private
data, the indexing time of the encryption control algorithm did not exceed
0.4 seconds, far lower than B-SEM algorithm’s 0.79s and CAB algorithm’s
0.91s. Moreover, the average memory occupation of the research scheme was
only 18.54%, significantly lower than F-SEM algorithm. In the verification of
blockchain data sharing platforms, compared with data sharing schemes such
as BDAE, BF, RAISE, etc., the data control error rate of the research model
does not exceed 3%, the accuracy of privacy data transmission is close to
95%, the data search and encryption performance is excellent (average search
time of 1.35ms, shortest encryption time), and the access control cost is lower
than other models. The research method combines blockchain technology and
attribute proxy re encryption technology to effectively improve the privacy
protection and control performance of shared data. It is significantly better
than existing mainstream solutions in terms of computing efficiency, resource
consumption, security strength, and control accuracy, effectively solving the
inherent defects of centralized cloud storage, providing enhanced privacy
protection, access control, and secure sharing capabilities for e-commerce
data, ensuring data integrity and confidentiality, and reducing the threat risk
of privacy sensitive data.

Keywords: Blockchain, privacy protection, attribute encryption, access
control, searchable-encrypted, safety, data sharing.

1 Introduction

The advancement of information technology has made e-commerce an indis-
pensable part of the global economy, which has completely changed the
traditional business operation mode with its characteristics of efficiency,
convenience, and globalization. E-commerce information, as a bridge con-
necting buyers and sellers, covers sensitive data such as product information,
transaction records, user preferences, and payment details. These pieces of
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information are not only important basis for business operation decisions, but
also the key to consumer privacy protection [1, 2]. The rise of e-commerce
benefits from the popularization of Internet technology and the acceleration
of digital process, but its development is also faced with problems such as
privacy information disclosure, opaque logistics process, etc. On the one
hand, e-commerce platforms store a large amount of user data. These data
have become key targets of hacker attacks and online fraud, with frequent
incidents of data breaches, identity theft, payment fraud, and other serious
threats to users’ property security and privacy rights [3]. On the other hand,
the cloud storage model dominated by centralized management no longer
allows data owners to have complete control over the data, making it difficult
to share dispersed data and causing serious data silos, making it difficult to
form effective management mechanisms [4]. In addition, existing information
security protection relies heavily on one-way encryption control strategies,
making it inadequate in the face of increasingly complex network environ-
ments. The privacy breaches and sharing difficulties in data management
urgently need to be addressed. In e-commerce, information security sharing
and encryption control are not only important means to protect user privacy
and enterprise assets but also key to promoting the healthy development
of the data economy and enhancing market competitiveness [5]. Previous
studies have made numerous attempts in the information security sharing and
encryption control of e-commerce data, such as Role-based Access Control
(RBAC) and Attribute-based Access Control (ABAC). These methods have
improved data security to some extent, but there are still limitations. For
example, the RBAC model is relatively rigid in permission management
and difficult to adapt to the dynamically changing e-commerce environment.
Although ABAC has higher flexibility, it is more complex in attribute defini-
tion and policy management, and its performance is limited in large-scale
data sharing scenarios. In addition, traditional encryption techniques such
as symmetric encryption and asymmetric encryption also face challenges
in key management and data decryption efficiency, making it difficult to
meet the requirements of efficient and secure data sharing [6]. Therefore,
this study relies on blockchain technology and designs a data sharing model
under Ciphertext Policy Attribute-Based Encryption Proxy Re-Encryption
(CP-ABE-PRE) from the perspective of information security sharing and
encryption control, to meet diverse data sharing and privacy data encryption
control needs.

The innovation is reflected in two points. Firstly, considering the diver-
sity of e-commerce data subjects, a blockchain-based consortium chain is
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proposed to manage and maintain information and store block information,
and an architecture system for data sharing is designed. Secondly, considering
the drawbacks of data management in cloud computing, a combination of
blockchain technology and proxy re-encryption technology is proposed, and
a blockchain data sharing protocol is designed to protect data privacy while
also achieving secure data sharing.

2 Related Works

Traditional data sharing is mostly stored on third-party storage platforms,
which poses significant risks of intentional data leakage and tampering, and
makes it difficult for multiple parties to participate in data sharing. T. Guo
et al. proposed using blockchain to implement architecture construction and
designed a hybrid concurrency control protocol to improve the success rate
of data sharing. This system had good scalability and can achieve data
sharing on the EasyBuy blockchain [7]. However, its hybrid concurrency
control protocol does not take into account the dynamic changes in attributes,
making it difficult to adapt to the frequent changes in e-commerce user
roles. To ensure secure data sharing, Y. Dong et al. proposed implement-
ing behavior control and access control using a centralized consortium
blockchain system. This method could achieve editable and secure data
access for blockchain [8]. However, there is still a risk of single point of
failure in centralized architecture, and the problem of centralized data access
control has not been fundamentally resolved. Strengthening the security of
e-commerce data is crucial. Z. Mori¢ et al. proposed using integrated privacy
enhancement technology to protect personal data sharing, and designed a
comprehensive framework to collaborate legal, technological, and procedural
elements to enhance trust in the digital market. This method provided a
safeguard approach for data security in e-commerce [9]. P. Prathap Nayudu
et al. proposed using hash algorithm to hide access policy to solve the data pri-
vacy leakage problem of CP-ABE (attribute-based encryption with ciphertext
policy). This method could effectively resist attacks in the Internet of Things
and had high adaptive security [10]. In response to the issue of data privacy
protection in e-commerce, Y. Shu et al. proposed using a symmetric balanced
funnel P5 model to implement data encryption protection and gradually
enhance encryption strength. This model provided balanced protection for
data exchange and enhanced the overall data security of e-commerce [11].
Z. Guan et al. proposed the use of integrated blockchain and searchable
encryption models to improve the protection of sensitive data in order to meet
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the storage and search needs of e-commerce data, and set up proxy roles to
divide search tasks and virtual resources. This method had high reliability
and safety [12]. However, the division of its proxy roles results in lower
indexing efficiency, and the ciphertext query time significantly increases with
the growth of data volume. S. Bharany proposed using asymmetric encryption
algorithm (Rivest Shamir Adleman, RSA) to achieve sensitive data sharing
and security protection, and utilizing cryptographic secure hash functions
for digital signature formulation. The RSA algorithm had good encryption
control performance [13].

Data privacy is crucial for social security, but the transparency of
blockchain transaction information poses privacy challenges. T. Feng et al.
used searchable attribute encryption methods to achieve blockchain data
privacy protection and verified user access control. This method effectively
solved the problems of privacy exposure and private key leakage risk [14].
The CP-ABE-PRE strategy posed security and performance challenges to a
single authority dependency, and has high computational costs. Therefore,
Y. Shuangxi proposed a data sharing scheme based on blockchain and decen-
tralized attribute encryption to achieve integrated joint control. This method
effectively achieved tamper proof and auditable data sharing [15]. The access
control scheme based on blockchain and ciphertext policy attribute encryp-
tion poses new challenges such as information leakage and low consensus
efficiency in cloud storage environments. Y. Lu et al. proposed a fine-grained
access control method to update permissions through proxy re encryption.
This method could effectively meet the requirements of information access
control and had higher application efficiency [16]. H. Tang et al. proposed
the construction of a secure storage and sharing framework using blockchain
technology to address privacy breaches in centralized information storage.
This framework improved the security and efficiency of information stor-
age [17]. The traditional network transmission model does not fully consider
the information security issues under the Internet environment. N. Hu et al.
proposed an elastic anonymous information sharing environment method,
which uses a blockchain consortium to control clusters and core exchange
networks to achieve traffic segmentation, encryption, and other processing,
solving the problems of anti tracking and traffic hijacking. This method
could achieve high-performance network transmission and ensure network
communication security [18]. Considering the risks of unauthorized destruc-
tion and low detection efficiency of blockchain in distributed networks,
A. Baseera et al. proposed the Pisces hybrid technology to achieve efficient
data transmission. This technology could effectively solve the problem of



1012 Yongxing You

distributed network vulnerabilities with the help of ripple consistency algo-
rithm [19]. V. Mannayee et al. proposed a distributed management framework
for dynamic access management and system governance of blockchain tech-
nology and peer-to-peer networks. This method had good storage transaction
performance, with an average throughput far exceeding 95% [20].

The core challenge facing current e-commerce data sharing is that tradi-
tional centralized storage platforms have a single point of failure risk, weak
multi-party collaborative sharing mechanisms, and existing blockchain solu-
tions still have significant limitations in dealing with diversified e-commerce
data scenarios. Through systematic analysis of cutting-edge research, it
was found that in the security architecture design, Guo et al. [7] utilized
blockchain to enhance sharing scalability, but their hybrid concurrent pro-
tocol did not solve the problem of fine-grained access control, making it
difficult to adapt to the frequent changes in e-commerce user roles; The
centralized consortium chain proposed by Dong et al. [8] achieves data
editability, but the single point authoritative architecture is prone to per-
formance bottlenecks and security risks (such as centralized private key
management). In contrast, research on the use of distributed attribute proxy re
encryption mechanism ensures fine-grained control while completely avoid-
ing single point of failure. In terms of privacy encryption, Nayudu et al. [10]
did not optimize the issue of high computational overhead; The decryption
delay and memory usage of Lu et al. [16] still constrain real-time e-commerce
scenarios. The design scheme proposed by Bharany et al. [13] is not suitable
for dynamic access policies and its random security needs to be verified.
And Guan et al. [12]’s searchable encryption model has significant indexing
efficiency and ciphertext query latency. Although progress has been made in
some areas of the current work, there are still issues such as the imbalance
between computational efficiency and security, insufficient dynamic permis-
sion management, unsuitability to distribution vendor data characteristics,
and poor latency encryption performance. In response to the above gaps, a
research proposes an attribute encryption protocol that integrates proxy re
encryption. Compared with references [10] and [16], it introduces dynamic
re encryption of proxy nodes, which can reduce policy update overhead and
support instant user revocation. The shared model proposed by combining
IPFS distributed storage and smart contract automation control is more effi-
cient than literature [12] and [17], which can improve indexing efficiency and
data transmission accuracy. It also achieves a thorough decentralized design
compared to literature [8] and [15], providing a secure and efficient solution
for high concurrency, multi-agent e-commerce data sharing scenarios.
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3 Electronic Commerce Data Information Security Sharing
and Encryption Control

3.1 Data Security Protocol Based on CP-ABE-PRE

E-commerce breaks the temporal and spatial limitations of consumer activ-
ities, while expanding the boundaries of the e-commerce market, it also
promotes economic growth and efficiency improvement of the entire society.
However, its vigorous development has also led to increasingly prominent
security risks in the form of information leakage and data tampering [21].
The centralized control mode of e-commerce systems can improve opera-
tional efficiency, but it also makes it difficult to effectively safeguard user
information security. Once the platform data system is breached, a large
amount of user information will face the risk of leakage. To address this
challenge, blockchain technology has emerged, providing strong support for
the transformation of e-commerce. CP-ABE can effectively achieve specific
access based on data attributes, making it more suitable for data sharing
scenarios. Considering the large number of data subjects in e-commerce
and the special and complex nature of shared data, this study adopts the
consortium chain form of blockchain to achieve information management,
maintenance, and storage of block information. On the CP-ABE scheme,
a blockchain data sharing protocol called Proxy Re-Encryption (PRE) is
proposed. The PRE algorithm can achieve ciphertext transmission between
data senders and receivers. As a third-party access to data, the proxy can
ensure the integrity and security of the data. Figure 1 shows the design
process of the PRE algorithm scheme.

Parameter Generate a key pair Proxy re encryption ke
output
2 2
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System Key Double key Data
initialization d generation ° generation ° encryption
r~ 2|5
- =le
z Authorizer 22
. 2f.e
2, Authorizee ) ;2\, Data z Data 0|5
v Agent Re encryption ~—— ciphertext =~ ——— ciphertextre
g and decryption X .
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Figure 1 The design process of the RE algorithm scheme.
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In Figure 1, the key distribution center generates keys for the data owner
and requester based on the system’s common parameters. Afterwards, the
data owner generates a set of re encryption keys using their own private
key and receiver’s public key, as well as the number and threshold of proxy
nodes [22]. The owner encrypts plaintext data into ciphertext using their
own public key and sends the ciphertext to the proxy node. The proxy
node uses the re encryption key to re encrypt the received ciphertext and
obtain the re encrypted ciphertext. This ciphertext can only be decrypted by
the requester’s private key. This study is based on the PRE algorithm and
introduces blockchain technology to achieve privacy protection and control
of shared data. The design is based on access permissions, data storage, and
traceability. Specifically, the protocol under PRE defines access policies and
attributes to ensure the relative independence of encryption and decryption,
and distributed file systems can achieve data storage. Each file has a unique
hash value, avoiding the limitations of traditional cloud storage centralized
access control. Figure 2 is a schematic diagram of the shared protocol model
design.

In Figure 2, the data owner encrypts the shared data and uploads it
to the interstellar file system, while developing access control policies and
storing them on the blockchain. The data user obtains encrypted ciphertext
through data requests and access control policies, decrypts it with a private
key obtained from a trusted authorization node, and ultimately downloads
and decrypts the data from the interstellar file system. The interstellar file
system is mainly responsible for storing and retrieving data ciphertext and
hash values. The trusted authorization node is responsible for system estab-
lishment, public key generation, and user private key distribution. Proxy
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Figure 2 Schematic diagram of shared protocol model design.
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nodes are responsible for storing metadata ciphertext and access policies on
the blockchain, verifying data owner attributes, and performing re encryption
operations when conditions are met. They serve as a bridge between the
blockchain and data users. The various parts in this protocol are closely
related and can effectively achieve secure data sharing and access control.

3.2 Design of Data Security Protocol Structure

The protocol construction part is designed from the aspects of system initial-
ization, key generation, data storage, data access, and control. After selecting
parameters, trusted authorization nodes can generate system public keys and
system master keys using multiplication loop groups. Afterwards, the autho-
rized node will initiate the registration process after verifying the identity
1Di of user i, as expressed mathematically in equation (??).

Requestp(I1Di) — (Ecertsi, ( UPK,USK4),ui) (1)

In equation (1), (UPK,USK3) is the user’s public-private key pair. ui
is a set of attributes. Fcertsiis the user certificate issued by the trusted
authorization node [23]. When designing a blockchain data security protocol,
the attribute proxy re encryption algorithm first uses a trusted authorization
node to perform initialization steps, and then outputs the system public key
and system master key. Afterwards, the user initiates a registration request
Requesty(ID1i) to the certificate authority, and after verifying the user’s
identity, issues an authorization certificate, user public-private key pair, and
corresponding authorization attribute set. Data users can initiate attribute
private key requests to authorized nodes to generate private key SK DU, as
shown in equation (2).

SKDU = {D = ¢\t"/8 i € P: Dy = g" - H(hi)",

Di' = g™ Di" = H(hi)?} @

In equation (2), D is the target group, a is the primary key, g is the public
key component, and H(-) is the hash function. r is a random number, /3
is a system parameter, h¢ is an attribute-related parameter, and P is an
attribute set. D7’ is the basic component directly associated with the random
number in the user’s private key, used for matching and verifying with
the corresponding item in the ciphertext during decryption. Di” is a key
component for implementing fine-grained access control based on attributes,
ensuring the correspondence between private keys and user attributes. This
formula defines how the private key for data user attributes is generated. By
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combining system parameters, random numbers, and attribute hash values
to construct the private key, it enables fine-grained permission control based
on attributes, ensuring that only users who meet the attribute conditions can
decrypt the data. This study utilizes public key encryption mechanism to
achieve private key encryption, and RSA algorithm to achieve encryption
FEnc and decryption Dnc, as shown in equation (3).

Enc = (SKDU, UPKDU) — CSKDU
Dnc = (Cskpv,Upkpu) = SKpu

3)

In equation (3), Upk py is the user’s public key, and Cs i py is the decryption
private key ciphertext. In the attribute encryption and storage part of shared
data, the data owner encrypts the plaintext of the shared data and then stores it
through the interstellar file system. This study implements access in the form
of an access structure tree, as shown in equation (4).

Cpy ={®,Cx = (DK + Hy) - e(g,9)**,C = h*,

Yy e Y :Cy=g0,C, = Han(y)w©y @

In equation (4), C' is the challenger, ® is the access policy, and att is the
set of user attributes. ¢(y) is a polynomial constructed from the set of node
attributes y in the structural tree. s is the secret value, Cpy is the ciphertext,
and Y is the public key, H (w) is the index of the storage location of the shared
data ciphertext in the interstellar file system, and C,, is the attribute encryption
component in the ciphertext. e(,) is a bilinear mapping function, and « is
a key parameter in the system master key [24]. The ciphertext expression
is a key parameter in attribute-based encryption for decryption verification,
used to verify the match between user attributes and access policies during
the decryption phase. Only when the attributes meet the conditions can the
correct decryption result be calculated using this parameter, ensuring that data
is only accessed by authorized users. Access permissions will limit access
conditions to ensure data security, such as user roles, time, location, etc.
In the data access section, the user sends a request to the blockchain proxy
node and triggers the access control contract Requestiqtq(upr, Cpu). The
control contract will verify the user’s attributes, and when the attribute set
is 1, successful decryption can be achieved. The public key of the blockchain
proxy node encrypts the generated re encryption key RK po—_,py to obtain
the re encryption key ciphertext C' Rk, as shown in equation (5).

RKpo-pu = ki(ki € Zy)
EnC(RKDO_}DU, UPKPN) — CRk

&)
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In equation (5), p is the order of the multiplication loop group, and ki is
the node threshold. Zpis a finite field, Enc(-) is an encryption function,
Upk pn is the public key of the proxy node, and Cgy, is the re-encryption
key ciphertext. After decrypting the encrypted key ciphertext with its own
private key, the plaintext obtained will be stored in the file system along with
the symmetric key and shared data. The data user implements attribute private
key decryption based on recursive decryption, that is, inputs the decryption
private key Cpy, attribute ciphertext SK, and node x of the access structure
tree, and uses equation (6) for calculation.

rqz(0) 4
DecryptNode(Cpy, SK, ) = {8(%9) , 1eY ©

, other

In equation (6), DecryptNode() is the node decryption function. g, is the
polynomial of the node, and r is the root node of the tree. The node decryption
function describes the decryption calculation logic for accessing structure tree
nodes. When user attributes meet node requirements, decryption parameters
can be generated through bilinear mapping and polynomial values. By intro-
ducing Lagrange coefficients into the equation, decryption can be achieved
based on the value of the root node. The blockchain proxy node also supports
attribute revocation while ensuring the encryption and decryption processing
of shared data, effectively reducing computational overhead and improving
the flexibility of access control.

3.3 A Data Security Sharing Model Based on Blockchain

Traditional e-commerce data are mostly distributed in a decentralized form,
making it difficult to achieve centralized management, inevitably leading to
data silos and exposure risks, and its shared model is difficult to achieve audit-
ing and tracing of accessed data [25]. To ensure data privacy and integrity,
this study proposes a blockchain based data security sharing model, which is
designed from two aspects: data storage and access control. A decentralized
file system can store data on multiple nodes, with blockchain primarily
storing metadata information for shared data. Its integration with the file
system enables participants to search for and access shared data blocks. The
access control section combines the proxy re-encryption mentioned above
with attribute based encryption. Figure 3 shows the design diagram of the
data security sharing model.

In Figure 3, the data owner and data user interact through data encryption,
data storage, proxy re encryption, access control, and other means. The



1018  Yongxing You

Data
owner Information
management

!

Proxy re encryption —@ Confidential key-
l Access control

———e Dataencryption .
Encryption key

Judgment of encryption

o and decryption
conditions

Access Control
Contract

Data decryption — @ Data request. data storage.

Symmetric decryption
Data P
user S

Figure 3 Schematic diagram of data security sharing model design.

information management section includes managing and updating partici-
pant identity information and transaction data. The data encryption module
encrypts shared data and metadata attributes, while the proxy re encryption
module implements re encryption of blockchain proxy nodes. Participants
can use access control to achieve blockchain verification. Only when the
encryption and decryption conditions are met, the data user and owner have
corresponding authorization [26]. In the model, data owners utilize smart
contracts and access policies to achieve ownership and control of shared data.
Data users can initiate requests to the blockchain based on their attribute sets
to obtain plaintext information for shared data. Figure 4 shows the process of
data security sharing.

In Figure 4, the main focus is on symmetric encryption of shared data,
data storage, data sharing, data management, re encryption operations, access
control, and data decryption. The design of shared system architecture
includes storage layer, network layer, engine layer, contract layer, interface
layer, and application layer. The storage layer includes a decentralized net-
work to store data and combines multiple database formats to meet file size
requirements. The data content includes symmetric key ciphertext, metadata,
data owner, identity information, etc. The network layer is mainly respon-
sible for data transmission and communication, and its Hyperledger Fabric
architecture ensures the flexibility of access control mechanisms, including
Peer nodes, Orderer nodes, CA nodes, and client nodes [27]. The engine
layer mainly performs functions such as executing transactions, managing
ledger status, and providing query services. The interaction between the
contract layer and the underlying consortium chain enables the management
of business data, identity, access control, keys, and other contracts.
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Figure 4 Schematic diagram of data security sharing process.

4 Analysis of Data Information Security Sharing and
Encryption Control Results

4.1 Performance Analysis of E-Commerce Data Information
Security Encryption

Under the data security sharing system, this study deploys the operating
environment and adopts a front-end and back-end separation mode to achieve
technical and functional design. The front-end and back-end frameworks
use Layui technology and SpringBoot technology respectively to store the
system’s business data in a MySQL database. The underlying blockchain sys-
tem is Hyperledger Fabrinchl.4. The experimental results are implemented
using the Winl0 operating system (Intel (R) Core (TM) i5-10210U, 16GB
of memory and 512GB of hardware capacity) and the Ubuntu 18.04 LTS
64 bit blockchain operating system (Dockercompose 1.12.0 version). The
design of blockchain networks uses Raft as the consensus algorithm to
configure certificates, create initial blocks, configure channels, and down-
load IPES file systems from the official website. The experiment obtains
e-commerce data from Taobao and JD.com. Firstly, a security comparison
analysis is conducted between the proposed data security protocol and the
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Table 1 Security analysis of different protocols

Resist 51%  Resistance  Transaction Waste Computational
Agreement of attacks to attacks  throughput  block rate overhead
SRAAP Medium Medium High Medium Medium
TEE-Oracle Low Low Low Low Medium
Pedersen- Medium Medium Medium Medium High
link-Schnorr
Blockchain Data High High Medium Low Low

Sharing Protocol

Selective Revocation Anonymous Authentication Protocol (SRAAP) [28],
Trusted Execution Environment-Oracle (TEE Oracle) [29], and Pedersen-
link-Schnorr (PLS) [30], as shown in Table 1.

In Table 1, the designed data security protocol is secure in the event of an
attack, and its computational cost is significantly lower than the other three
protocols. The second most secure protocol is the SRAAP protocol. After-
wards, a functional analysis is conducted on the above protocol, including two
parts: privacy transaction data and privacy identity data, as shown in Figure 5.

In Figure 5, the encryption efficiency of the proposed protocol is rela-
tively high on privacy transaction data, and its running time under different
attribute numbers is smaller than other protocols, and the overall curve growth
is relatively small. Secondly, PLS protocol and SRAAP protocol perform

—-¥—- TEE-Oracle —-v—- TEE-Oracle
—— Pedersen-link-Schnorr —@— Pedersen-link-Schnorr
rrrrr #- SRAAP ~-m- SRAAP

- Blockchain Data e Blockchain Data
Sharing Protocol 10 Sharing Protocol

=2 @
() ()
g° g
s 4 E
~ ~

2

0

Number of attributes Number of attributes
(a) Privacy transaction data (b) Privacy identity data

Figure5 Running results of privacy transaction data and privacy identity data under different
protocols.
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well, with a running time of no more than 4 seconds in the later stage.
In terms of privacy identity data encryption, when the number of attributes
reaches 8, the encryption time spent by SRAAP, TEE-Oracle, PLS, and
research protocols is 5.20ms, 7.46ms, 4.02ms, and 2.84ms. The research
protocol makes its access control more flexible by adding proxy nodes and
supporting user data revocation. Afterwards, the data sharing and permission
control effects of the proposed CP-ABE-PRE algorithm are analyzed, and
compared with the Centralized Alliance Blockchain (CAB) in reference [8],
the Blockchain-Searchable Encryption Model (B-SEM) in reference [12], the
Rivest-Shamir-Adleman (RSA) in reference [13], and the Fine-grained Proxy
Re-Encryption (F-PRE) in reference [16].

In Figure 6(a), there is a significant fluctuation in the encryption time
curves of CAB and RSA, with the maximum encryption time approaching
45ms, while the maximum encryption time of B-SEM and F-PRE also
exceeds 50ms, far higher than the research algorithm. The encryption time
of the research algorithm varies slightly at different times, with a maximum
encryption time of only 32ms. In Figure 6(b), the decryption time consump-
tion of the research algorithm is relatively similar to that of F-PRE, both
of which introduce proxy re encryption, which to some extent increases
the decryption time cost, but the overall variation is smaller than other
algorithms. The maximum decryption time for B-SEM and RSA reaches
0.95ms and 0.84ms. Table 2 presents a random security analysis of the
aforementioned algorithm.

———— B-SEM %SA b ———— B-SEM };SA "
o ATsea.rtcl F-PRE o Afsea.rtcl
_ igorithm . _._ CAB lgorithm
1.0
7 09 | o
7
6 0.8 _ -7
=5 07+ 2=
Ly oot ~_
E 2 ~ . -7
23 Eo.s- Rl
£ < T
) 04 NI T
1 03
0 02
0 1 2 3 4 5 6 7 8 0 1 2 3 4 5 6 7 8
Number of times Number of times
(a) Encryption (b) Decrypt

Figure 6 Time consumption of encryption and decryption for different algorithms.
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Table 2 Randomness test results

Model CP-ABE-PRE F-PRE CAB RSA B-SEM

P value Result P value Result P value Result P value Result P value Result
0.31044 Pass 0.50434 Pass 0.51883 Pass 0.56381 Pass 0.34024 Pass
0.33019 Pass 0.52409 Fail 0.53881 Pass 0.58379 Pass 0.35999 Pass
0.40272 Pass 0.59662 Pass 0.60312 Pass 0.6481 Pass 0.43252 Pass
0.27182 Pass 0.46572 Pass 0.38127 Fail 0.42625 Fail 0.30162 Fail
0.31301 Pass 0.50691 Pass 0.56016 Pass 0.60514 Pass 0.34281 Pass
0.28403 Pass 0.47793 Fail 0.33199 Fail 0.37697 Pass 0.31383 Pass
0.34156 Pass 0.53546 Pass 0.26012 Pass 0.3051 Fail 0.37136 Fail
0.39873 Pass 0.59263 Pass 0.52179 Pass 0.56677 Fail 0.42853 Pass

e BN B Y T S

Test items 1-8 in Table 2 represent frequency checks, intra block fre-
quency tests, run tests, overlapping module matching tests, linear complexity
tests, sequential tests, approximate entropy tests, and random walk tests. The
proposed CP-ABE-PRE algorithm has passed the key stream sequence testing
project. F-PRE did not pass the inspection on projects 2 and 6. There are
many failed test projects for RSA [31, 32]. There is a significant difference in
numerical values between CP-ABE-PRE and other algorithms, and its values
in the project do not exceed 0.45, indicating that it has high randomness and
security. Figure 7 shows the analysis results of the secure indexing time and
ciphertext query time for the above algorithm.

In Figure 7, the indexing time of CP-ABE-PRE under maximum privacy
data quantity does not exceed 0.4s, which is much higher than B-SEM’s

———- B-SEM IIR{SA N 10 0 ———— B-SEM IESA N
esearc esearc
--------------- F-PRE -———= . sweeseeee F-PRE ———
1471 9 .
. _ CAB Algorithm 2 ¢ CAB Algorithm
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[
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E 0.8 g 6
.| | s
% 0.6 .%,
204t £ 4
2
0.2 ¢ =3
0 r 2
0 1 2 3 4 5 6 7 8 0 1 2 3 4 5 6 17 8
Number of privacy data (* 102) Number of privacy data (*1 02)
(a) Index time (b) Password query time

Figure 7 Security index time and ciphertext query time.
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Figure 8 Results of different algorithms processing sensitive e-commerce data.

0.79s, F-PRE’s 0.64s, CAB’s 0.91s, and RSA’s 0.58s. Under ciphertext query
time, the slope of the query time curve of CP-ABE-PRE is smaller than
other algorithms, and its maximum query time does not exceed 4.5 seconds.
Figure 8 shows the results of using different algorithms to process sensitive
data in e-commerce.

In Figure 8, the average memory usage rate of CP-ABE-PRE is 18.54%,
while the average memory usage rates of F-PRE, CAB, RSA, and B-SEM
are 29.68%, 27.34%, 28.25%, and 38.33%, showing some similarity. The
CPU utilization of CP-ABE-PRE exceeds 75%, significantly higher than the
comparison algorithm. This indicates that CP-ABE-PRE still has a high usage
effect while ensuring data security.

4.2 Performance Testing of E-Commerce Data Information
Security Sharing Model

Blockchain has brought revolutionary changes to e-commerce with its charac-
teristics of network wide consensus, decentralization, programmability, and
tamper resistance. Its decentralized nature breaks the monopoly of traditional
e-commerce platforms, making transactions fairer and more transparent. The
blockchain, a chain like data structure, requires the transaction information
contained to be linked in block form. Each change in block data will result
in a corresponding change in its hash value, which has high reliability and
security. This study tested the proposed blockchain data sharing platform
and compared its functional and data results with the Blockchain-Based and
Decentralized Attribute-Based Encryption Scheme (BDAE) in reference [15],
the Blockchain-Based Framework (BF) in reference [17], and the Resilient
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Figure 9 Data processing delay and control results of different schemes.

Anonymous Information Sharing Environment (RAISE) in reference [18], as
shown in Figure 9.

In Figure 9(a), the maximum data control error rate for the four processing
schemes does not exceed 5%. The data control effect of the research model
and BDAE is relatively high, with similar trends and a maximum error rate of
no more than 3%. The fluctuation of RAISE’s error curve is slightly higher
than other comparison schemes. In Figure 9(b), the data processing delay
of the research model is the smallest and less affected by the amount of
data, while the other three methods show varying degrees of delay, with the
maximum value approaching 3.70ms. Figure 10 shows the results of privacy
data transmission performance analysis of the above method.

Transmission accuracy/%

i Bloc'kcham data _ RAISE
02 sharing platform
‘ ~+- BF ~4 -BDAE
0 I I I I I I ]
0 10 20 30 40 50 60 70

Data volume (*1 03)

Figure 10 Privacy data transmission performance.
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Figure 11 Data search and encryption scenarios for different schemes.

In Figure 10, the data transmission accuracy of the research model is
relatively high, with privacy data transmission accuracy exceeding 85% under
different document data, and the maximum value approaching 95%. The
average transmission accuracy of BDAE, BF, and RAISE is 88.12%, 85.67%,
and 89.33%. Figure 11 shows the data search and encryption performance
analysis of the above method.

In Figure 11(a), the average data search time for the research model,
BDAE, BF, and RAISE is approximately 1.35ms, 1.92ms, 1.73ms, and
2.23ms. There is a significant fluctuation in the search time spent by RAISE.
In Figure 11(b), the research model<BDAE<RAISE<BF is obtained based
on the cost of data encryption time from small to large. The data processing
effect of the research model is good. Figure 12 analyzes the encryption per-
formance of the model on identity data and transaction data in e-commerce.

In Figure 12(a), when the sample size exceeds 1200, the data encryption
security values of the research model are all greater than 0.975, significantly
higher than other algorithms. Next is BDAE, whose identity data encryption
security value exceeds 0.97. On Figure 12(b), the encryption security of the
research model is higher than that of other models, with an average value of
0.982. BDAE, BF, and RAISE are significantly affected by the sample size of
the data, and their maximum values do not exceed 0.98. Table 3 provides a
systematic analysis of the proposed shared model, including data processing
speed, throughput, and data query efficiency.
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Table 3 Application effect of data sharing model system
Access control cost
Index re
encryption Key generation
Data Average  Throughput communication communication
Model size (MB) Time (s) speed (MB/s)  (tps/s) cost (kb) cost (kb)
BDAE 256 8.25 12.41 1736 2.33 3.67
BF 256 10.34 20.26 1857 2.57 4.18
RAISE 256 7.67 36.28 2043 3.16 3.25
Research 256 4.38 63.17 2215 0.74 2.83
model

In Table 3, the BDAE, BF, and RAISE models all take over 5 seconds to
complete, with average speeds of 12.41MB/s, 20.26MB/s, and 36.28MB/s,
indicating slow performance. In terms of system throughput and access con-
trol cost, the numerical values of the research model are significantly better
than other comparative models. The communication cost of re-encrypting the
index and generating the key reaches 0.74kb and 2.83kb, with good access
control costs and good application performance.

5 Conclusion

To ensure the privacy, security, and effective control of e-commerce data
during the sharing process, this study proposed an encryption algorithm based
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on blockchain technology and designed security controls based on CP-ABE.
In the verification of the proposed encryption algorithm and secure sharing
model, the designed data security protocol was secure under attack, and its
computational cost was significantly lower than SRAA, TEE-Oracle, and
Pedersen-link-Schnorr. The encryption efficiency of the proposed protocol
was relatively high, and the running time on private transaction data and
the encryption time on private identity data were both lower than other
compared protocols. In the results of data sharing and permission control,
there were significant fluctuations in the encryption time curves of CAB and
RSA algorithms, with their maximum encryption time approaching 45ms,
while the maximum encryption time of B-SEM and F-PRE was much higher
than that of the research algorithms. The encryption time of the research
algorithm varied slightly at different times, with a maximum encryption
time of only 32ms. The proposed CP-ABE-PRE-has passed the key stream
sequence testing project, with high randomness and security, and its indexing
time under maximum privacy data quantity does not exceed 0.4s, far higher
than other algorithms. The slope of the ciphertext query time curve for
CP-ABE-PRE-was smaller than that of the comparison algorithm, and the
average memory utilization was 18.54%. The average memory usage of
F-PRE, CAB, RSA, and B-SEM exceeded 25%, and the CPU usage was
relatively low. In the verification of the blockchain data sharing platform,
the research model and BDAE showed high data control effectiveness, with
a maximum error rate of no more than 3%. The data processing delay of
the research model was the smallest, while the maximum values of the other
three methods approached 3.70ms. The maximum transmission accuracy of
the privacy data of the model under different document data approached 95%,
and the data search was well encrypted, with data encryption security values
all greater than 0.975. The average data search time for the other comparison
models was over 1.5ms. The designed shared model had significantly better
values in system throughput and access control costs than other models, with
lower access control costs. The average speed of the other models was above
12MB/s, and their operating efficiency was relatively slow.

The blockchain data security protocol proposed in the study is superior
to existing protocols such as SRAAP and TEE Oracle in terms of attack
resistance and computational overhead. It has a ‘high’ level of resistance
to 51% attacks and significantly reduces computational overhead; The CP-
ABE-PRE encryption algorithm has a maximum encryption time of 32ms
and a maximum indexing time of 0.4s, with an average memory usage rate
of less than 20%, achieving a balance between security and efficiency; The
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maximum error rate of data control in the blockchain sharing model is <3%,
the accuracy of privacy data transmission approaches 95%, and the cost of
access control is significantly reduced, effectively improving transmission
efficiency and cost-effectiveness. For the first time, this study deeply cou-
ples proxy re encryption with the multi-layered architecture of blockchain,
providing an industrial grade solution that combines strong security and
low overhead for high concurrency and multi role e-commerce data sharing
scenarios. The proposed blockchain based data security sharing architecture
effectively solves the problems of data leakage and tampering in e-commerce
data sharing platforms, and improves the effectiveness of data encryption
and storage security.The limitations of the research include: firstly, it does
not support cross chain data sharing, and its data interoperability mechanism
with public or heterogeneous chains has not been verified, which restricts
the flow of data in multi platform e-commerce, and the adaptability of multi
platform e-commerce data interoperability scenarios is poor; Secondly, the
system lacks interactivity, and the delay of re encryption of proxy nodes
slightly increases with the growth of user volume. The elastic scalability of
sudden traffic needs to be verified; Thirdly, the integration degree with the
existing e-commerce information security system is relatively low, and the
encryption efficiency of unstructured data has not been optimized, making it
difficult to cover all types of e-commerce data. Future work will further focus
on building cross chain data sharing mechanisms to achieve zero knowledge
proof verification between heterogeneous blockchains; Optimize the parallel
computing capability of proxy nodes and optimize resource allocation in
high concurrency scenarios based on reinforcement learning; Explore hybrid
encryption frameworks and integrate homomorphic encryption technologies
to enhance the flexibility of data analysis, thereby providing security for
e-commerce sharing in the commercial ecosystem.
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