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Abstract

In the current era of mobile Internet, personalized location services have
significantly enhanced user experience. However, they have concomitantly
given rise to substantial challenges related to the protection of location pri-
vacy. The study aims to develop a location privacy protection model for static
and dynamic data publishing scenarios by deeply analyzing the differential
privacy mechanism and its application on mobile aggregated data features.
The study designs a protection model using diverse perturbation mechanisms
for static data and constructs a set of protection models for dynamic data by
combining prediction, adaptive adjustment, and data grouping and merging.
The experiments were validated using the Chengdu cab trajectory dataset
(real data) and the simulated synthetic population movement dataset (sim-
ulated generated data). The experimental results showed that the static model
successfully reduced the trajectory recovery rate to 18% and achieved the
lowest mean absolute error of 0.8 and the lowest mean relative error of 0.45

Journal of Cyber Security and Mobility, Vol. 144, 901-926.
doi: 10.13052/jcsm2245-1439.1446
© 2025 River Publishers



902 Hongying Tan

on the simulated dataset. The dynamic model achieved a minimum mean
absolute error of 0.047 and a minimum mean relative error of 20 with a
fixed privacy budget. The above results demonstrate the potential of the two
models in improving the efficacy of location privacy protection and point out
the direction for the future development of privacy protection techniques in
personalized location services.

Keywords: Differential privacy, data publishing, personalized services,
location intelligence, trajectory recovery.

1 Introduction

With the popularity of mobile Internet and smart devices, personalized loca-
tion services have become an indispensable part of daily life, and at the same
time bring the risk of leaking users’ location privacy [1]. Although existing
privacy protection technologies such as anonymization, perturbation, and
Differential Privacy (DP) have achieved certain results, there are still many
limitations in practical applications. For example, it is difficult to prevent
data from being maliciously inferred or restored in location sharing; The
protection of user privacy is incomplete in third-party service scenarios [2].
DP, as a method that can provide mathematically provable privacy protection
strength, has become an important research direction in privacy protection
in recent years due to its ability to effectively resist background knowledge
attacks and inference attacks. Compared with traditional methods, DP can
strictly control the probability of personal user information leakage while
publishing statistical data. Therefore, this study chooses DP as the core
technology for Location Privacy Protection (LPP). Although there have been
some studies using DP mechanisms for location data protection in recent
years, most of the work has mainly focused on static data scenarios. There
is a lack of in-depth consideration of personalized protection requirements
in dynamic data stream environments. In addition, existing research often
has shortcomings in balancing privacy protection intensity and data avail-
ability. For example, introducing too much noise leads to data distortion,
or unreasonable allocation of privacy budget reduces the effectiveness of
protection. To address these gaps and limitations, the study innovatively
proposes two new LPP models. The motivation of this study is to address the
issue of difficulty in balancing privacy protection and personalized service
needs in current personalized location services. It attempts to explore how to
enhance the protection of personal trajectories and movement patterns while
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improving data availability, especially in dynamic real-time data stream-
ing environments. For static data scenarios, a DP processing method that
dynamically adjusts the noise intensity based on time region division and
data discretization is proposed. A privacy budget adaptive allocation strategy
combining real-time prediction and sampling point changes was designed for
dynamic data scenarios. This strategy can flexibly control the amount of noise
injection based on data changes, improving the balance between data utility
and privacy protection. The contributions of the study are threefold. First,
a dynamic data privacy protection model combining prediction, adaptive
adjustment, and group merging is proposed, which achieves a lower value of
mean error under the condition of fixed privacy budget. Second, a time zone
static data protection model based on differential perturbation is designed,
which significantly improves the trajectory recovery speed. Third, extensions
are made for the application of DP mechanism in dynamic and static location
services, which improve the balanced effect of data availability and privacy
protection.

This research is divided into five sections. The first section is a brief
introduction to the article as a whole. The second section is an analysis and
summary of other scholars’ research. The third section describes how the two
privacy-preserving models are constructed, while the fourth section tests the
performance of the two models. The last section is a summary.

2 Related Works

The rise of personalized location services enables users to enjoy more
convenient life services and personalized recommendation experiences, but
this also brings the risk of personal Location Information Privacy (LIP)
leakage [3, 4]. To solve this problem, many industry scholars have succes-
sively proposed the privacy protection model using dynamic data and the
privacy protection model using static data. For the dynamic data privacy
protection model, Liu et al. [S] proposed a data aggregation framework
that combines intra-group effects. This new framework could effectively
handle large-scale location information accumulation problems and was more
feasible compared to other methods. Experimental results showed that the
novel framework could handle large-scale location information accumulation
problems well and was feasible. To improve the integrity of source LPP in
wireless sensor networks, Chen et al. [6] proposed a novel source location
protection mechanism after combining it with the sector phantom routing
method. Experimental results showed that the stability and accuracy of this
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strategy were much higher than other methods of the same type. To improve
the location privacy of users when using social networks, Huo et al. [7]
proposed a novel user information protocol protection mechanism after com-
bining it with the clustered dichotomous graph grid algorithm. Experimental
results showed that the proposed new mechanism could effectively improve
the user’s personal privacy security. Zhang et al. [8] found that the existing
privacy protection schemes cannot simultaneously protect the user’s location
privacy or query privacy. Therefore, the research team proposed a privacy
protection scheme for location services that combines DP. Experimental
results showed that the strength of user privacy protection was significantly
enhanced by this new scheme. Parashar et al. [9] found that maintaining
the location privacy of gait datasets in deep learning pipelines becomes
more difficult. Therefore, the research team proposed a dynamic location
dataset protection method incorporating texture modification techniques. The
experimental results showed that the dataset privacy under this method was
well guaranteed with a high similarity index.

For static data privacy preserving models, DP mechanisms are the sim-
plest and fastest way to deal with them today. Yin et al. [10] proposed an
adaptive batch method combining DP to address the issue of personal privacy
islands in electroencephalography. This method could effectively improve
the electroencephalograph islanding problem in imbalanced datasets. Cheng
et al. [11] found that neural network models can inadvertently leak per-
sonal privacy during large-scale training. Therefore, the team proposed an
improved DP random gradient descent algorithm to address privacy protec-
tion issues in deep learning tasks. The denoising effect of this algorithm was
excellent, while the cost of privacy protection was low. Fernandez et al. [12]
found that privacy protection in the process of using smart meter data for load
forecasting is challenging. Therefore, a privacy protection technology was
proposed by combining DP and security aggregation. This technology could
ensure the security of privacy while achieving high-level information sharing.
Qingkui et al. [13] found that local update files uploaded by edge servers may
pose a risk of privacy leakage. Therefore, they proposed a protection technol-
ogy combined with DP to enhance the privacy and confidentiality of raw data
before transmission to edge servers through DP. This new technology had
superior security performance compared to gradient purification. To optimize
the location privacy of end-access users, Zoltdindddm Mann et al. [14] pro-
posed a novel LPP approach after studying the graph team combined with
edge computing and cloud resources. The experimental results showed that
the approach was faster and more cost-efficient in processing. Dave M et al.
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proposed a video surveillance system based on distributed edge fog nodes in
response to the problem that information collected by security surveillance
at home or office may be used to initiate cyber fraud. The system performed
reversible fuzz testing on privacy-sensitive objects detected in captured video
streams, resulting in a solution that consumes fewer resources in terms of
performance and provides better privacy protection [15]. Gulati S et al. imple-
mented a federated learning environment consisting of multiple clients using
MobileNetV2 as the backbone deep learning model. The model was trained
on a combination of 2 datasets obtained from the Kaggle repository, including
color fundus images labeled as diabetic retinopathy, diabetic macular edema,
and normal cases. Experimental results showed that the raw data of the
model were never shared with the central server, which improved detection
efficiency and effectiveness while ensuring data privacy and security [16].
The comprehensive analysis of the common themes, challenges and advances
in the above references is shown in Table 1.

Table 1 shows that the adoption of DP and other privacy-preserving
techniques can significantly enhance the effectiveness of privacy preservation
in dealing with large-scale location information accumulation. This improves
the integrity of source location privacy preservation in wireless sensor net-
works, location privacy of social network users, and location service query
privacy preservation. Nonetheless, there is still a research gap in the exist-
ing studies on the application of combining DP with personalized location
privacy preservation, which suggests that future research can explore new
models and methods for combining the two in different data dissemination
scenarios.

3 Construction of Personalized LPP Model Combining DP
Mechanism in DDPS

For the design of the LIP protection model under Dynamic Data Publishing
Scenarios (DDPS), the first section first introduces DP and Crowd Movement
Characteristics (CMC). The second and third sections respectively introduce
how protection models are constructed in Static Data Publishing Scenarios
(SDPS) and DDPS. All parameter symbols in the method are defined as
shown in Table 2.

3.1 DP Mechanism and Crowd Movement Characteristics

The DP mechanism protects personal privacy by introducing noise to the data.
It can also offer statistical insights into the movement patterns and trends of a
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Table 2 Parameter symbol

Notation Account Notation Account
D Randomized data set Um, Number of users at base station
m.
M The Laplace mechanism E; Feedback error
€ Scale parameter 01 Integral gain factor
Af Sensitivity 0p Differential gain factor
f Functional characterization of the Oy Proportional Gain Factor
dataset
Range  The output set of the query D, Data situation of sampling points
function under time point .
T Output item D; Latest release of sampling
perturbation data
Aq Sensitivity of the scoring function C Remaining capacity of current
sampling point
) First time division point C Current number of sampling
points
7 Second time division point S¢ Total number of sampling points
to be taken
aveDis  Average of one-paradigm S; Remaining volume of total
distances at adjacent times sample points to be taken
simVar Data Dispersion at Time ¢ and €5 Privacy budget values assigned
Time j. to sampling point j
Ly The first data to introduce Laplace Ug Aggregated data values after
noise noise addition is complete
S Total number of time periods U; Per-position estimates of linear
divided in a day regression predictions
Hy Histogram of raw data x Received perturbation data
H, Histogram of data after B Learning rate
introducing noise
H, Histogram after the action of the 0 Parameters
reprocessing mechanism
Un Hypothetical function for region / /

m.

crowd without disclosing the precise location of an individual [17]. Figure 1
is the schematic diagram of the DP mechanism.

In Figure 1, before collecting raw data, DP processing can be used to
perturb the raw data, such as adding noise. It can achieve the effect of hiding
the original data while avoiding attacks from other speculators. There are two
common mechanisms for implementing DP, namely the Laplace mechanism
and the exponential mechanism [18]. The Laplacian mechanism protects data
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. User 1 User 2 eoo User n raw
Client Raw data Raw data data

Data collection lDifferential Privacy
processing

e - - -
[ X X ]
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Figure 1 Schematic diagram of DP mechanism.

privacy by adding noise with Laplacian distribution to the query result. In
this study, the Laplace mechanism is mainly chosen as the core privacy
protection tool. This choice is mainly due to the fact that the cabin trajectory
data and simulated crowd motion data used are both continuous numerical
data. The Laplace mechanism can directly add noise to numerical statistical
results, which not only protects privacy but also maintains the continuity
characteristics of the data. The exponential mechanism, on the other hand,
is usually suitable for scenarios where the output is discrete choice items,
and its application to the dataset of this study will lead to over-discretization
of the data, affecting the accuracy of the subsequent analysis. The formula of
Laplace distribution is shown in Equation (1).

M(D) = f(D) + Lap (Af) M

In Equation (1), D represents a random dataset. M represents the algo-
rithm. € represents the scale parameter. A f represents sensitivity. f represents
the functional representation of the dataset. If M satisfies the DP of ¢, the
larger the Af or the smaller the ¢, and the greater the Laplace noise. The
exponential mechanism, on the other hand, protects data privacy by adding
noise with an exponential distribution to the query results. The calculation
formula for the index mechanism is shown in Equation (2).

M(D,q) {r| Pr[r € Range] o exp [5(12(2(1)] } )
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Figure 2 Characteristic map of crowd movement pattern for 2 consecutive days.

((i)) l ggg ~

Trusted server

-
/ Baes stations Aggreagted data %
iii Adversaryg

Users

Figure 3 Mobile aggregated data system model.

In Equation (2), Range represents the output set of the query function.
r represents the output item. Agq represents the sensitivity of the scoring
function. Similarly, if M satisfies the DP of ¢, the smaller the ¢, the smaller
the probability of selecting data. Figure 2 is an illustration of CMC.

Figures 2(a) and 2(b) show the movement trajectories of five random users
on the first and second days. The two day movement trajectories of these 5
users are roughly similar, indicating that CMC has certain spatio-temporal
regularity, periodicity, and uniqueness.

3.2 Construction of LPP Model under SDPS

SDPS refers to selecting a fixed period for data filtering and crowd movement
location analysis in a specific population environment. Figure 3 shows the
user mobile aggregation data publishing system in this scenario.

In Figure 3, to safeguard the privacy and security of the user’s location
data, this study analyzes the length of time a user stays at a particular location
at different times of the day. It aims to cope with attack methods that exploit
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the regularity and uniqueness of user movements. The specific manifestation
is frequent movement during the day, while the range of movement at night is
relatively small. A novel LIP protection model under SDPS is proposed based
on the DP mechanism for this time segmentation. The calculation formula for
the time zone division of this model is Equation (3).

aveDis

Ui, j) = logg(j —i +1) x 3)

simVar

In Equation (3), ¢ and j represent the Ist and 2nd time division points.
aveDis represents the average value of a norm distance between adjacent
times. sim Var represents the degree of data dispersion within time ¢ and
time j. To calculate aveDis, Equation (4) is further introduced to calculate
the average distance between two neighboring sampling points, defined as
follows:

j—1
aveDis = Z L1(Dy¢, Dyy1) “4)

-+

In Equation (4), L; represents the first data to introduce Laplace noise.
The larger the aveDis value, the faster the movement of aggregated data
changes, making it more suitable to use direct interference for data published
during that time period. To reflect the consistency of the data changes over the
time period, a defined data similarity variance sim Var over the time period

is introduced as a measure of the degree of change.

n

. 1 )
sszm’ = m ; ’a’U@D’LS — Ll(dt7 Dt+1)’ (5)

When the variance value of sim Var is relatively small and the average
value is relatively large, it indicates that the distance of a norm within that
time period is too large. According to the division criteria, when the changes
within a time period are small, direct perturbation should be used. Therefore,
the calculation formula for the variance threshold condition satisfied by
further establishing the time period division is shown in Equation (6).

) s simVar > 1 ©)
BTN _ii1<s

In Equation (6), S represents the total number of time periods divided
in a day. After segmentation, a noise smoothing mechanism is designed to
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Figure 4 A model framework for protecting location privacy in SDPS.

Start Aggregated data Tlm.e.ser.les
for a day partitioning

A

Post processing Noise

End . .
mechanism mechanism

Figure S Flow of the static data privacy protection model.

enhance the practicality of post-processing data with noise. Noise smoothing
requires controlling the variance between the perturbed data and the orig-
inal data within a certain range, and the calculation formula is shown in
Equation (7).

|Hy — Hollx < ||H2 — Hollx (7)

In Equation (7), Hy, H1, and Ho represent the histograms of the orig-
inal data, the data after introducing noise, and the processing mechanism,
respectively. In summary, the model framework is shown in Figure 4,
which combines time zone division, noise mechanism, and post-processing
mechanism.

In Figure 4, by dividing the data distribution characteristics of the
mobile aggregation dataset into time regions, different noise mechanisms
are introduced to interfere with the data in different time regions. Then, the
post-processing mechanism is further introduced to improve the data utility
after noise processing. The flow of the static data privacy protection model is
shown in Figure 5.

In Figure 5, the time division mechanism is used to calculate the data
that needs to be published within each time period, and then Laplace noise is
introduced to interfere with the data, smoothing the noisy data after interfer-
ence. For data within a non-predetermined time period, threshold judgment
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is first performed to determine whether to introduce noise for perturbation
based on the judgment results.

3.3 LPP Model Construction under DDPS

To ensure the real-time nature of data and prevent leakage issues during data
transmission and sharing, this study conducts in-depth research on the LIP
data real-time publishing module for each user. Assuming that the statistical
information of mobile users in each base station in the city is published in
real-time. The real-time data flow publishing process is shown in Figure 6.

Figure 6(a) demonstrates the budget allocation process, which mainly
includes four modules: adaptive sampling, packet merging, post-processing,
and privacy budget allocation. The number of sampling points is dynami-
cally adjusted by the adaptive sampling module. DP noise processing and
reasonable budget allocation are introduced after packet merging to ensure
flexibility and real-time privacy protection. The data prediction process is
shown in Figure 6(b). On the basis of perturbed data after publication, data
denoising and time series prediction are carried out sequentially to correct the
bias caused by noise and improve the accuracy and stability of subsequent
data utilization. Predictive data indicate that by using this data, the number
of denoising time periods for users in the next few days, i.e. the number of
sampling points, can be calculated. The calculation formula for the prediction
module is shown in Equation (8).

Um(x) =0, + Oz (8)

In Equation (8), U, represents the assumed function of the m region.
0 represents the parameter. = represents the received perturbation data.

Time series

Original :
data Adaptive Packet Postprocess I;jzag
sampling combining ing allociion
(a) Budget allocation
Post-
distribution data (I Time series
Sanitized Denoisin Prediction
data £

(b) Data forecasting

Figure 6 Data stream real-time publishing model.



Personalized Location Intelligence Privacy Protection Technology 913

During the training process of the measurement model, the gradient descent
method is used to update the parameter ¢, which is calculated as shown in
Equation (9).

0 =0+ 5(x)"(x-0—up) )

In Equation (9), g represents the learning rate. u,, represents the number
of users in the m-th base station. The prediction error metric is calculated
using the error term in the manner of Equation (10).

t
0; = 0p x E; + 01 % Z +0p x Ez’—i—l (10)

n=t—1

In Equation (10), E; represents the feedback error. ¢1,0p, and 60, rep-
resent the integral gain factor, differential gain factor, and proportional
gain factor, respectively. The expression for calculating E; is shown in
Equation (11).

E; = |D; — Dj| (11)

In Equation (11), D; represents the sampling point data at time point 7.
D; represents the latest released sampled perturbation data. In summary, the
adaptive sampling module can achieve reasonable allocation of privacy bud-
get in disturbed data. The schematic diagram of the privacy budget allocation
module combined with adaptive allocation is shown in Figure 7.

In Figure 7, compared to the traditional PID control allocation method,
the dynamic data intelligence privacy budget allocation method proposed in
this study can flexibly adjust the allocation of intelligence privacy budget
based on the number of current sampling points. The benefit of this approach
is its ability to dynamically adjust and allocate privacy budgets based on the

¢S Calculate the

number of
sampling
points:C/=C/S xS,
Calculate the

- _ allocated
I privacy - &
Calculate the budget:g;=¢,/C;

number of
sampling
points:C;=C-C;

C/i

Figure 7 Dynamic data privacy budget allocation diagram.



914 Hongying Tan

sampling rate capacity promptly [19-21]. To realize the dynamic allocation of
the privacy budget, the following parametric relation equation is introduced.

_C
=5

In Equation (12), C; represents the remaining amount of the current
sampling point. C' represents the current number of sampling points. S’
represents the total number of sampling points to be collected. S] is the
remaining quantity of the total sampling points to be collected. Based on this,
the privacy budget allocation for each sampling point is defined as shown in
Equation (13).

C x S (12)

€1
g = 3 (13)

In Equation (13), ; represents the privacy budget value assigned to sam-
pling point j at time point ¢. Ultimately, the aggregation of perturbation data
is processed using linear weighting, calculated as shown in Equation (14).

Uj
l

In Equation (14), u, represents the aggregated data value after denoising
is completed. u; represents the estimated value of each position predicted by
linear regression. The flow of the dynamic data privacy protection model is
shown in Figure 8.

In Figure 8, under DDPS, this study extracts data features based on
users’ daily location information and predicts aggregated data through a
prediction module. Then, the adaptive allocation module is used to determine
whether each segment of data is subjected to noise processing and allocate an
appropriate privacy budget.

(14)

’I,Lg:

Model training
User data || Adapt}ve Group Merge
sampling
Calculate
subsequent
Start .
disturbance data
POSt. Noise
End processmg mechanism
mechanism

Figure 8 Process for dynamic data privacy protection model.
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4 Performance Testing of LPP Model

The first section of the study tested the static data perturbation model
performance using trajectory recovery rate, Mean Absolute Error (MAE),
Mean Relative Error (MRE), and privacy budget. The second section then
tested the dynamic data perturbation model using privacy budget, MAE,
MRE, temporal resolution, and spatial resolution as metrics. Both models
were compared with traditional and advanced data modification algorithms
to validate the effectiveness of the models. Cross-validation techniques were
used in the experiments to ensure the stability and reliability of the results.
Data preprocessing included cleaning invalid data, standardizing coordinate
and timestamp formats, and calibrating trajectory data using GIS techniques.
For static data protection, different perturbation parameters, such as Laplace
noise ratio and distribution, were set according to the dataset characteristics.
For dynamic data protection, the parameters of the prediction module inte-
grated the historical data to maximize accuracy, and the parameters of the
adaptive module and group merging module were adjusted according to the
characteristics of the dynamic data stream. The computational formula of
MAE is shown in Equation (15).

1
1
MAE = — i — Ui 1
nZly il (15)

=1

In Equation (15), n denotes the number of samples. y; denotes the actual
observation. g; denotes the actual counterpart. The MRE is calculated as
shown in Equation (16).

1

1 lyi — 3l

MRE = — _— (16)
n ; il

In Equation (16), all algebraic meanings are consistent with previous
explanations.

4.1 Performance Testing of LPP Model Under SDPS

Experiments were conducted equipped with Intel®CoreTMi7-9700, CPU@
3.00GHzx 16, and GPU of NVIDIA GeForce RTX 3060Ti. The trajectory
data of nearly 10,000 taxis in Chengdu from October 2022 to November 2023
were included. This dataset contained a total of approximately 24 million
location points, with a total trajectory mileage of 10 million kilometers
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Figure 9 Hyperparameter selection test results.

and an average sampling interval of 4 minutes. The second dataset was
the urban population movement trajectory generated by software simulation,
which included the stopping points of nearly 150,000 people in Chengdu
within a day, with an average of 3.4 per person. The study first tested the
hyperparameter selection of the scale parameters and the parameters of the
prediction module, and the results are shown in Figure 9.

Figure 9(a) shows the test results of scale parameter selection and Fig-
ure 9(b) shows the test results of prediction module parameter selection.
From Figure 9(a), when the scale parameter is set to 0.5, the overall loss
value of the model is the smallest and the convergence speed is the fastest at
different sampling times. In contrast, when the value of the scale parameter
is 0.25 or 0.75, the initial loss value decreases slower and fluctuates when the
number of samples is higher. This indicates that too small or too large a scale
parameter can lead to a decrease in the stability of the model. Therefore, the
scale parameter is finally set to 0.5. From Figure 9(b), in the parameter test of
the prediction module, when the parameter value is 0.5, the loss function also
shows the best convergence and the smallest stable fluctuation range. When
the parameter takes the value of 0.3 or 0.7, the loss value fluctuates more
after the number of samples is increased, which affects the overall prediction
accuracy, although the initial decline rate is faster. Taking the model perfor-
mance and stability into account, the parameter of the prediction module is
finally selected as 0.5. Using trajectory recovery rate as a reference indicator,
the static data privacy protection model and traditional data modification
algorithms proposed in the study, such as hash algorithm, Gaussian algorithm,
and Poisson algorithm, are tested on two datasets. These algorithms have
a wide range of applications in the LPP field, representing typical methods
in this field and serving as benchmarks for evaluating the performance and
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Figure 10 The trajectory recovery rate of different models.

effectiveness of proposed privacy protection models in existing technologies.
Among them, the trajectory recovery rate is used to evaluate how well the
DP mechanism protects the trajectory data. A lower trajectory recovery rate
indicates that it is more difficult to recover the original trajectory from the
published privacy-protected data. The test results are shown in Figure 10.

Figures 10(a) and 10(b) show the position trajectory recovery results
of different models in simulated data and taxi data. From Figure 10, the
hash algorithm has the highest trajectory recovery rate and the recovered
trajectory is closest to the original data in both datasets, indicating that
its privacy preserving ability is weak. In contrast, the proposed static data
privacy protection model exhibits the lowest trajectory recovery rate on both
datasets, where the lowest recovery rate is 18% on the simulated dataset. The
lower the recovery rate, the greater the difficulty for attackers to infer the
original trajectory from perturbed data, and the better the privacy protection
effect. Therefore, the results validate the effectiveness of the proposed model
in enhancing the privacy protection effect of static data locations. It is worth
noting that under the condition of fixed privacy budget ¢, the difference in
the recovery rate reflects the difference in the trade-off between perturbation
strength and data availability among the models. The privacy budget is set to a
fixed value, while MAE and MRE are used as reference indicators to explore
the impact of threshold changes on model testing. Both MAE and MRE are
used to assess the degree of difference between the privacy-protected data
and the original data. As depicted in Figure 11, a smaller value indicates a
more effective DP mechanism in safeguarding the original data.

Figures 11(a) to 11(d) show the MAE and MRE test results of the four
models in the simulation dataset and taxi dataset. In Figure 11, the MAE and
MRE values of all four models gradually decrease as the threshold increases,
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Figure 11 MAE and MRE test results under different data.

and there are some data fluctuations. Among them, the proposed static data
privacy protection model performs optimally on both datasets, with the lowest
MAE value on the simulation dataset of about 0.8 and the lowest MRE value
of about 0.45. The lowest MAE value on the cab dataset is about 0.067
and the lowest MRE value is about 32. This indicates that when the privacy
budget ¢ is high, injecting data noise is reduced. The protection strength of
the model for raw data decreases, but the data utility increases and the error
metric (MAE/MRE) decreases. While in the case of a small privacy budget,
the error metric becomes larger due to the large amount of noise injection,
reflecting the typical trade-off between privacy protection and data utility.
The threshold is set to a fixed value, and MAE and MRE are also used as
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Figure 12 Privacy prediction results of different models in different datasets.

reference indicators to continue exploring the impact of privacy budgeting on
the four intervention models, as shown in Figure 12.

Figures 12(a) to 12(d) show the privacy budget and MAE, privacy budget,
and MRE test results of four models in the simulation dataset and taxi dataset.
From Figure 12, the MAE and MRE values of all models continue to decrease
as the privacy budget € gradually increases. This trend is consistent with the
DP theory, which states that as the privacy budget increases, the allowed
level of privacy leakage also increases. This correspondingly reduces the
injected data noise, resulting in lower data errors and higher data availability
in the model output. Under the condition of fixed threshold, the lowest MAE
value is 1.12 and the lowest MRE value is 0.05 on the simulated dataset.
On the cab dataset, the lowest MAE value is 0.56 and the lowest MRE
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Table 3 Indicator test results of different models

Resource Privacy

Consumption  Protection

Data Set Modle MAE MRE Rate/% Intensity/%
Simulated dataset GAN 1.08 1.08 57.6 89.7
HE .02 0.58 54.3 88.4
VAE 096  0.27 37.2 86.2
Our modle 0.89  0.15 31.8 92.1
Taxi dataset GAN 089 365 27.6 81.5
HE 0.71 39.6 25.8 85.4
VAE 0.64 312 24.5 87.6
Research model ~ 0.58 29.2 22.1 91.3

value is 31. The difference in the performance of the different models with
different values of € mainly stems from the differences in the design of
their respective perturbation mechanisms. The proposed static data privacy-
preserving model under most privacy budget configurations maintains a lower
error, reflecting better stability and data utility balancing ability. The study
introduces the latest methods for static data privacy protection such as Gen-
erative Adversarial Networks (GAN), Homomorphic Encryption (HE), and
Variational Auto-encoders Encoder (VAE) for test. To ensure the fairness of
model performance comparison, all models (including the research methods,
GAN, HE, and VAE) are implemented and tested in the same experimental
environment. The experimental datasets include the urban cab trajectory
dataset and the urban crowd movement trajectory dataset. The test results
are shown in Table 3.

From Table 3, the values of the test metrics of the four models under
the two types of datasets did not differ much, but in general, the research
model was better. In particular, under the simulation dataset, the privacy
protection strength of the proposed model could reach up to 92.1% and the
MRE could reach down to 0.15. While under the cab dataset, the MAE of
the proposed model could reach down to 0.58 and the resource consumption
rate could reach down to 22.1%. The above data showed the superiority and
effectiveness of the proposed method among many state-of-the-art methods.

4.2 Performance Testing of LPP Model Under DDPS

The proportional parameters 61, fp, and ¢, of the control mechanism in the
adaptive module took values of 0.2, 0.1, and 0.7, respectively. The spatial
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Figure 13 The impact of privacy prediction on data utility on taxi datasets.

resolution was set to 500 m * 500 m, and data sampling and aggregation
statistics were conducted every half hour. Using MAE and MRE as reference
indicators, the dynamic data privacy protection model proposed in the study
was compared with the linear regression data protection model (Dy-HP),
infinite flow protection model (ResueDP), and similar dynamic data protec-
tion approaches in the literature [8]. Among them, Dy-HP utilized historical
data to build a linear model through which the user’s movement trajectory
or location information could be predicted. While RescueDP responded to
different privacy needs and data sensitivities by dynamically adjusting the
privacy protection level in the data stream. In addition, the privacy budget
was used to measure the privacy protection strength of the DP mechanism. A
larger privacy budget meat more privacy leakage was allowed, and the privacy
budget under this dataset was useful for each model data. The test results are
shown in Figure 13.

Figures 13(a) and 13(b) show the relationship curves between privacy
budget and MAE, privacy budget and MRE for three models. The MAE
and MRE values of the research model were much lower than those of the
other two models. When the privacy budget was 1, the minimum MAE was
about 0.047, and the minimum MRE was about 20. The reason might be that
the research model could associate the geographic location information of
mobile aggregated data through grouping and merging, fully considering the
statistical data of neighboring regions. On the contrary, the RescueDP model
only considered the similarity of regions with smaller statistics for denoising.
The test results of the methods in the literature [8] for MAE and MRE were
comparable to those of the proposed model. This was because the proposed
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Table 4 Test results for different temporal and spatial resolutions
Spatial Resolution  Time Resolution MAE MRE

/ 15min 0.13 35
/ 30min 0.07 25
/ 45min 0.03 23
0.5 x 0.5 km / 0.05 21
1 x 1km / 0.06 25
1.5 x 1.5 km / 0.07 30

model utilized feature extraction and thresholding optimization techniques
based on the literature [8] to enhance the prediction efficiency of dynamic
data. In addition, the study continued to test the three identified temporal and
spatial resolutions using the number of sampling points as a reference metric.
The temporal resolutions were 15 min, 30 min, and 45 min, and the spatial
resolutions were 0.5 x 0.5 km, 1 x 1 km, and 1.5 x 1.5 km. The temporal
resolution was used to measure the granularity or resolution of the data
release in the time dimension. Higher temporal resolution indicated shorter
time intervals for data release, while lower temporal resolution indicated
longer intervals. Spatial resolution was used to measure the granularity or
resolution of data distribution in the spatial dimension. A smaller spatial
extent was indicated by a higher spatial resolution, and vice versa for a larger
spatial extent. The test results are shown in Table 4.

In Table 4, the data for all the metrics performed well with 45 min
as the temporal resolution. This data illustrated that with a fixed privacy
budget and spatial resolution, the smaller the temporal resolution, the greater
the total number of subdivided time periods in a day, and the greater the
total number of sampling points. Therefore, the average amount of privacy
budget allocated to each sampling point decreased, and the noise injected
into the sampled data increased, making the utility performance of the final
noise-processed data degrade. In addition, when the spatial resolution was
0.5 x 0.5 km, the MAE and MRE values were relatively smallest, with
minimum values of 0.55 and 21, respectively. This data illustrated that when
the privacy budget was determined with a fixed temporal resolution, the larger
the spatial resolution was, the lesser the number of user statistics in the region,
which resulted in the abatement of the resistance to noise in each region. On
the contrary, the smaller the resolution, the more resistant to noise each region
was, and the less help was needed from the grouping and merging module.
Therefore, the utility of the noisy data was better at this point.
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5 Conclusion

With the rapid development of mobile Internet technology, the release of
personalized location data may pose a potential threat to the privacy of indi-
viduals. Given this, the study took DDPS as the starting point and proposed
two different scenarios of location privacy intervention protection models in
combination with DP mechanisms. The results showed that the static data
model had a minimum trajectory recovery rate of 18%, and the dynamic
data model had a minimum MAE of about 0.047. In addition, the significant
reduction of the trajectory recovery rate and the data optimization of the MAE
and MRE reflected the effectiveness of the model for privacy protection,
and these metrics were the key to the success of the LPP scheme. For the
dynamic data privacy preserving model, the study found that a temporal
resolution of 45 minutes and a spatial resolution of 0.5 x 0.5 km were
optimal, and these findings provided important insights for understanding and
improving real-time location data processing. The determination of temporal
and spatial resolution not only affected the efficiency of data processing
but also directly correlated to the strength of privacy protection and data
utility. Despite confirming the superiority and feasibility of the two types of
models, they provide effective theoretical support for location data distribu-
tion methods with good performance and privacy preservation. However, the
centralized DP mechanism used in the study still has its limitations, especially
in scenarios where the service provider is not fully trusted. Therefore, future
research directions should include exploring the application of localized DP,
which not only further enhances the privacy protection of data, but also may
overcome some of the limitations in centralized processing. For example, how
to maximize privacy protection while maintaining data utility, and how to
design efficient localized data processing algorithms. In summary, the results
not only demonstrate the effectiveness of these models but also provide
valuable insights and directions for future research, especially in further
exploring localized DP mechanisms.
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