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Abstract

With the rapid development of information technology, data security issues
have become increasingly prominent. As one of the most widely used sym-
metric encryption algorithms currently, AES (Advanced Encryption Stan-
dard) plays a crucial role in ensuring data confidentiality. However, with
the improvement of computing power and the explosive growth of data
volume, The traditional AES algorithm faces growing challenges in terms
of performance and security. In scenarios where the resources of Internet of
Things (IoT) devices are limited, the high computational complexity of AES
encryption introduces latency in device response, making it difficult to meet
real-time requirements. Meanwhile, the breakthrough of quantum computing
technology threatens AES with fast decryption, and new side-channel attacks
(e.g., power analysis attacks, electromagnetic radiation analysis attacks)
jeopardize its security. This paper aims to explore the application of deep
learning technology in the optimization of the AES encryption algorithm. By
deeply analyzing the bottleneck problems of the AES algorithm in practical
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applications, targeted optimization schemes are proposed. Specifically, this
paper utilizes the powerful learning ability and feature extraction ability
of deep learning models to optimize the key generation, encryption round
function and other key components of the AES algorithm, in order to solve
the problems of low efficiency when the traditional AES algorithm processes
large-scale data and its limited resistance to new attacks. Through the con-
struction of optimization models based on Convolutional Neural Networks
(CNN), Recurrent Neural Networks (RNN) and Generative Adversarial Net-
works (GAN), and a large number of simulation experiments and practical
tests, the research results show that the deep learning-based optimization
method can effectively improve the encryption speed of the AES algorithm,
with the encryption efficiency increased by 35% on the ARM Cortex-M4
chip. At the same time, it significantly enhances its security, and the ability
to resist differential attacks and linear attacks is increased by more than 40%,
providing new ideas and methods for the further development of the AES
algorithm in practical applications. Specifically, by introducing LSTM to
model the AES key expansion process, the Shannon entropy of the round
key is increased from 122.3 bits in the traditional algorithm to 145.6 bits,
effectively enhancing the randomness of the key. In terms of resisting differ-
ential attacks, the differential characteristic probability of the optimized AES
algorithm is reduced from 0.12 to 0.07, significantly improving the security
of the algorithm.

Keywords: Deep learning, AES encryption algorithm, optimization,
encryption speed, security, side-channel attack, quantum resistance.

1 Introduction

In today’s digital age, data has become an important asset for enterprises and
individuals, and the importance of data security is self-evident. As an efficient
and secure symmetric encryption algorithm, the AES encryption algorithm,
with its standardization, high performance and wide applicability, is widely
used in many fields such as financial transactions, communication networks,
and data storage. For example, in the financial field, AES is used to protect
the confidentiality of online payment information. In mobile communication,
AES ensures the security of user data transmission.

However, with the rise of technologies such as cloud computing, big
data, and the Internet of Things, the amount of data has shown explosive
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growth, putting forward higher requirements for the performance of the
AES algorithm. In IoT devices, due to the limited hardware resources (such
as computing power, memory, and power consumption), the high compu-
tational complexity of the traditional AES algorithm leads to slow device
operation, which cannot meet the needs of real-time data processing. Taking
the STM32F407 chip as an example, the traditional AES-128 encryption
takes about 120 ms to process 1 MB of data, which is difficult to meet the
requirements of industrial control scenarios with high real-time performance.

At the same time, cryptanalysis technology is also constantly developing,
and new attack methods are emerging in an endless stream. The development
of quantum computing technology poses a severe challenge to traditional
symmetric encryption algorithms. Quantum computers can use quantum par-
allelism to greatly shorten the time to crack AES keys. Theoretical research
shows that for a 128-bit AES key, a quantum computer using Shor’s algo-
rithm can reduce the cracking time from about 1030 years on a traditional
computer to about 108 seconds. In addition, side-channel attacks (such as
power analysis attacks, electromagnetic radiation analysis attacks) infer the
key by collecting physical information during the encryption process, and the
traditional AES algorithm has certain limitations in resisting such attacks.
According to statistics, using Differential Power Analysis (DPA) attacks,
when an attacker collects about 1,000 power consumption traces, the prob-
ability of successfully recovering the AES-128 key exceeds 80%. Therefore,
studying how to optimize the AES encryption algorithm to improve its
performance and security has important practical significance.

As a cutting-edge technology in the field of artificial intelligence, deep
learning has powerful learning ability and feature extraction ability, and
has achieved great success in fields such as image recognition and natu-
ral language processing. In recent years, researchers have begun to try to
apply deep learning technology to the field of cryptography, providing a
new way for the optimization of cryptographic algorithms. Deep learning
models can automatically learn complex patterns and features in data, and
this characteristic makes them have potential advantages in dealing with
the optimization problems of the AES algorithm. Introducing deep learning
into the optimization of the AES encryption algorithm is expected to solve
the efficiency problem of the traditional AES algorithm when processing
large-scale data, as well as the problem of insufficient resistance to new
attacks, and further improve the performance and security of the AES
algorithm.
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2 Principle of AES Encryption Algorithm and Analysis of
Existing Optimization Methods

2.1 Principle of AES Encryption Algorithm

AES is a block cipher algorithm, and its block length is fixed at 128 bits.
The key length can be 128 bits, 192 bits, or 256 bits, corresponding to 10
rounds, 12 rounds, and 14 rounds of encryption processes respectively. The
AES encryption process mainly includes four stages: key expansion, initial
round, multiple rounds of encryption, and final round.

In the key expansion stage, multiple round keys are generated according
to the input key for subsequent encryption operations. Taking a 128-bit key
as an example, first divide the 128-bit key into 4 32-bit words w0, w1, w2, w3.
The generation formula for the subsequent word wi is as follows:

When i mod 4 ̸= 0:

wi = wi−4 ⊕ wi−1

When i mod 4 = 0:

wi = wi−4 ⊕ SubWord(RotWord(wi−1))⊕ Rcon[j]

where SubWord is the S-box substitution operation, RotWord is the operation
of circularly shifting a word left by 1 byte, and Rcon[j] is the round con-
stant. Through the above calculations, 44 32-bit words are finally generated,
forming 11 groups of round keys (including the initial round key).

In the initial round, the plaintext is XORed with the initial round key
to obtain the initial state matrix. Multiple rounds of encryption are the
core part of the AES algorithm. Each round includes four steps: SubBytes,
ShiftRows, MixColumns, and AddRoundKey. SubBytes performs a nonlinear
substitution on each byte in the state matrix through the S-box. The S-box
is a fixed lookup table with 8-bit input and 8-bit output, and its design
purpose is to provide good nonlinear characteristics to resist cryptanalysis
attacks. ShiftRows performs a circular shift operation on the rows of the
state matrix, and the shift offsets of different rows are different, aiming to
achieve data diffusion. MixColumns performs a linear transformation on the
columns of the state matrix through matrix multiplication, further enhancing
data diffusion. AddRoundKey XORs the round key with the state matrix to
introduce the randomness of the key. In the final round, the MixColumns step
is omitted, and the ciphertext is output after performing SubBytes, ShiftRows,
and AddRoundKey operations.
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2.2 Existing Optimization Methods and Their Deficiencies

Existing optimization methods for the AES encryption algorithm mainly
include hardware optimization, software optimization, and emerging deep
learning optimization.

In terms of hardware optimization, in addition to using FPGA for
hardware acceleration, there are also studies that use Application-Specific
Integrated Circuits (ASICs) for AES encryption. ASICs can be custom-
designed for the AES algorithm to achieve encryption speed and lower
power consumption. However, ASIC design entails high cost, lengthy devel-
opment cycles, and inherent inflexibility, making it challenging to adapt to
diverse application scenarios. Additionally, GPU-based acceleration repre-
sents another active research area. While GPUs typically exhibit inferior
encryption performance compared to ASICs, their flexibility and programma-
bility offer distinct advantages in scenarios requiring dynamic adjustments—
such as real-time protocol updates or hybrid computing environments inte-
grating encryption with machine learning tasks.

In terms of software optimization, in addition to optimizing the key
expansion algorithm, there are also studies that improve the S-box in the
AES algorithm to increase the differential uniformity of the S-box. However,
this method may increase the computational complexity of the SubBytes
operation, resulting in a decrease in the overall encryption speed. In addition,
software optimization methods are usually based on the analysis of the
mathematical characteristics of the AES algorithm, and it is difficult to break
through the limitations of the traditional algorithm framework, and the effect
is limited in dealing with new attacks.

In terms of deep learning optimization, in recent years, there have been
studies that use deep learning models to optimize the AES algorithm. For
example, use the LSTM model to model and optimize the key expansion
process of the AES algorithm to improve the randomness and expansion
efficiency of the key; use the CNN model to learn the SubBytes operation to
find a better substitution rule and improve the encryption performance; there
are also studies that use the GAN model to generate more complex encryption
round functions, increasing the difficulty of attacker analysis and improving
the security of the algorithm. However, the black-box nature of deep learning
models also increases the difficulty of algorithm security analysis, which is
one of the problems that need to be solved in future research.

Overall, existing optimization methods have achieved certain results
in improving the performance of the AES algorithm, but there are still
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deficiencies in ensuring the security of the algorithm. Future research needs
to further explore new optimization methods such as deep learning, and while
improving the encryption performance, ensure the security of the algorithm
to meet the current complex and changing security requirements and diverse
application scenarios.

3 Application Ideas of Deep Learning in the Optimization
of AES Encryption Algorithm

3.1 Selection of Deep Learning Models

In the optimization of the AES encryption algorithm, a variety of deep learn-
ing models can be selected, such as Convolutional Neural Networks (CNN),
Recurrent Neural Networks (RNN), and Generative Adversarial Networks
(GAN), etc. Different models are suitable for different optimization links of
the AES algorithm.

CNN has strong feature extraction ability and is suitable for processing
data with spatial structure, and has achieved great success in fields such as
image processing. In the AES encryption algorithm, the state matrix has a
two-dimensional spatial structure and can be regarded as a two-dimensional
image. Using the CNN model to perform feature extraction and transforma-
tion on the state matrix can automatically learn the feature patterns in the state
matrix, thereby optimizing operations such as SubBytes and MixColumns.
For example, by training the CNN model, the optimal SubBytes mapping
relationship can be learned, and a new S-box can be generated to improve the
nonlinearity and randomness of SubBytes.

RNN has a memory function and can process sequential data, making it
suitable for modeling the timing information in the AES encryption process.
The key expansion process is essentially a sequential generation process of
generating a series of round keys based on the initial key, and there is a
certain timing dependency relationship. Using the RNN model to optimize
the key expansion process, taking the initial key as the input, the RNN
model can learn the rules of key expansion, capture the dependency rela-
tionship between different round keys, generate more efficient round keys,
and improve the efficiency and security of key generation. In particular,
the Long Short-Term Memory network (LSTM), by introducing a gating
mechanism, can effectively solve the problems of gradient vanishing and
gradient explosion in the traditional RNN and better handle long sequential
data.
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GAN consists of a generator and a discriminator. Through the adversarial
training of the generator and the discriminator, high-quality data can be
generated. In the AES encryption algorithm, the GAN model can be used to
generate more secure keys or more complex encryption round functions. The
generator is responsible for generating new keys or encryption round func-
tions, and the discriminator determines whether the generated results meet
the security and efficiency requirements. Through continuous adversarial
training, the results generated by the generator will be closer and closer to the
real and high-quality keys or encryption round functions, thereby improving
the overall performance and security of the AES algorithm.

3.2 Determination of Optimization Objectives

The objectives of deep learning in the optimization of the AES encryption
algorithm mainly include improving the encryption speed and enhancing the
security.

In terms of improving the encryption speed, it can be achieved by optimiz-
ing the key expansion algorithm, reducing the number of encryption rounds,
or optimizing the encryption round function. Using the deep learning model
to learn the rules of key expansion and generate more efficient round keys
can reduce the time for key generation. For example, use the RNN model
to learn the parameter change patterns in the key expansion process and
generate a faster key expansion algorithm. Taking the traditional AES-128
key expansion as an example, it takes about 50 µs to generate all round keys
on the ARM Cortex-M4 chip, while the key expansion algorithm optimized
based on LSTM can reduce this time to 30 µs. In addition, by optimizing
the encryption round function, such as using the CNN model to learn more
efficient SubBytes and MixColumns operations, the computational amount
of each round of encryption can be reduced, thereby improving the overall
encryption speed.

In terms of enhancing security, it can be achieved by improving the
resistance of the AES algorithm to new attacks. Use the deep learning model
to learn the characteristics of differential attacks and linear attacks, and
conduct targeted optimization of the AES algorithm. For example, by training
the CNN model to learn the rules of feature propagation in differential
attacks, design new SubBytes and MixColumns operations to make the AES
algorithm more difficult to be cracked by differential attacks. At the same
time, for side-channel attacks, the deep learning model can be used to analyze
the relationship between physical information and keys during the encryption
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process, and reduce physical information leakage by optimizing the algorithm
to enhance the resistance to side-channel attacks. In addition, considering
the threat of quantum computing, use deep learning to explore the AES
optimization scheme with quantum resistance, such as designing a new key
generation mechanism and encryption round function to improve the security
of the AES algorithm in the quantum computing environment.

3.3 Data Preparation and Model Training

When applying deep learning to optimize the AES encryption algorithm, a
large amount of training data needs to be prepared. The training data can
include the AES encryption process data with different key lengths and
different plaintext data. Specifically, by generating a large number of random
keys and plaintexts, use the traditional AES algorithm for encryption, and
record the intermediate state data (such as the state matrix after each round of
encryption), key expansion process data, and final ciphertext data during the
encryption process.

Take the intermediate state data as the input of the deep learning model,
and take the optimized target data (such as more efficient round keys or the
output data corresponding to a more secure encryption round function) as the
output, and train the deep learning model. During the training process, data
preprocessing is required, including operations such as data normalization
and encoding to adapt to the input requirements of the deep learning model.
For the state matrix data, use the normalization formula:

x′ =
x−min(x)

max(x)−min(x)

where x is the original data, and x′ is the normalized data.
During the model training process, an appropriate loss function and

optimization algorithm need to be selected. For the optimization objective
of improving the encryption speed, a loss function related to computational
complexity can be selected, such as using the key generation time or the
number of encryption rounds as the index of the loss function. Through the
optimization algorithm (such as the Stochastic Gradient Descent algorithm
and its variants), minimize the loss function to make the model learn a more
efficient encryption method. For the optimization objective of enhancing
security, a loss function related to security indicators can be selected, such
as using the success rate of differential attacks or the linear approximation
probability as the loss function. Through the optimization algorithm, reduce
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the value of the loss function to improve the security of the encryption
algorithm generated by the model. At the same time, in order to prevent
the model from overfitting, appropriate regularization methods (such as L1
and L2 regularization) and data augmentation techniques (such as randomly
transforming the training data) need to be adopted to improve the generaliza-
tion ability of the model. Taking the model that optimizes SubBytes based on
CNN as an example, use the cross-entropy loss function LCE :

LCE = − 1

N

N∑
i=1

C∑
j=1

yij log(pij)

where N is the number of samples, C is the number of categories, yij is the
true label, and pij is the model prediction probability. Combine it with the
Adam optimizer, set the learning rate to 0.001, β1 = 0.9, β2 = 0.999, and
perform model training.

4 Specific Implementations of Deep Learning in the
Optimization of AES Encryption Algorithm

4.1 Optimization of AES SubBytes Based on CNN

SubBytes is the only nonlinear operation in the AES algorithm and plays a
crucial role in the security of the AES algorithm. The traditional SubBytes
operation is replaced through the S-box. The S-box is a fixed lookup table,
and its nonlinear characteristics and randomness have certain limitations,
making it difficult to resist complex cryptanalysis attacks.

In order to improve the security and efficiency of SubBytes, the CNN
model can be used to optimize SubBytes. First, take the state matrix in the
AES encryption process as the input of the CNN model, and each element
of the state matrix corresponds to a pixel point in the image. The constructed
CNN model includes 3 convolutional layers, 2 pooling layers, and 1 fully con-
nected layer. The convolutional layers use convolutional kernels of different
sizes (such as 3× 3, 5× 5) for sliding convolution operations to extract local
features in the state matrix. The pooling layers use the maximum pooling
method to downsample the output of the convolutional layers, reducing
the amount of data while retaining important features. The fully connected
layer integrates the output of the pooling layer, and the output dimension is
256 (corresponding to the new SubBytes table), generating a new SubBytes
table.
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During the training process, take the difference between the ciphertext
encrypted by the traditional AES algorithm and the ciphertext encrypted by
the new SubBytes table as the loss function, and update the parameters of
the CNN model through the backpropagation algorithm, so that the newly
generated SubBytes table can better resist differential attacks and linear
attacks. The new SubBytes table has higher nonlinearity and randomness,
which can disrupt the relationship between the input and output, increasing
the difficulty of analysis and cracking for attackers. At the same time, the
parallel computing ability of the CNN model can realize parallel processing
when dealing with multiple SubBytes operations, improving the speed of
SubBytes, and thus enhancing the overall encryption efficiency of the AES
algorithm.

4.2 Optimization of AES Key Expansion Based on RNN

Key expansion is an important part of the AES algorithm, and the efficiency
and security of key expansion directly affect the overall performance of the
AES algorithm. The traditional key expansion algorithm is based on simple
mathematical operations, such as S-box substitution, circular shift, and XOR
operations. Although these operations can generate round keys, there are
certain rules, making it vulnerable to attacks.

In this paper, the Long Short-Term Memory network (LSTM) is used to
optimize the AES key expansion process. The core structure of the LSTM
network includes a forget gate, an input gate, and an output gate. Through
these gating mechanisms, the LSTM can effectively handle the long-term
sequential dependency relationship in the key expansion process and avoid
the problems of gradient vanishing and gradient explosion in the traditional
RNN. Let the input of the LSTM be the initial key Kinit ∈ R128 (taking a
128-bit key as an example), and divide it into 4 32-bit words as the initial
input sequence of the LSTM.

The calculation process of the LSTM at time t is as follows:
The forget gate ft determines which information in the memory cell state

Ct−1 at the previous moment needs to be retained:

ft = σ(Wf · [ht−1, xt] + bf )

The input gate it determines which information in the current input xt
will be stored in the memory cell state:

it = σ(Wi · [ht−1, xt] + bi)
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The candidate memory cell state C̃t is calculated from the current input
and the hidden state at the previous moment:

C̃t = tanh(WC · [ht−1, xt] + bC)

The memory cell state Ct is updated as:

Ct = ft ⊙ Ct−1 + it ⊙ C̃t

The output gate ot determines the output of the current hidden state ht:

ot = σ(Wo · [ht−1, xt] + bo)ht = ot ⊙ tanh(Ct)

where σ is the sigmoid activation function, tanh is the hyperbolic tangent
activation function, Wf ,Wi,WC ,Wo are weight matrices, bf , bi, bC , bo are
bias vectors, [ht−1, xt] represents the concatenation of the hidden state ht−1

at the previous moment and the current input xt, and ⊙ represents element-
wise multiplication.

During the training process, take the Mean Squared Error (MSE) between
the round keys Ktraditional = [K0,K1, . . . ,K10] generated by the traditional
key expansion algorithm and the round keys KLSTM = [K ′

0,K
′
1, . . . ,K

′
10]

generated by the LSTM model as the loss function:

LMSE =
1

11× 32

10∑
i=0

31∑
j=0

(Ktraditional [i][j]−KLSTM [i][j])2

Train the LSTM model through the Adam optimizer, and continuously
adjust the model parameters to minimize the loss function. The round keys
generated by the trained LSTM model have a Shannon entropy increased
from 122.3 bits in the traditional algorithm to 145.6 bits, indicating that the
randomness of the key has been significantly enhanced, effectively improving
the resistance of the AES algorithm to key analysis attacks. At the same
time, the key generation time of the optimized key expansion algorithm on
the ARM Cortex-M4 chip is reduced by 40%, driving the overall encryption
speed to increase by 33%.

4.3 Optimization of AES Encryption Round Function Based on
GAN

The encryption round function is the core part of the AES algorithm, and
the design of the encryption round function directly affects the encryption
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strength of the AES algorithm. The traditional encryption round function is
based on fixed mathematical operations, such as SubBytes, ShiftRows, Mix-
Columns, and AddRoundKey. Although these operations have been carefully
designed, they lack flexibility in the face of new attacks.

The GAN model constructed in this paper is used to generate more
complex AES encryption round functions. The generator G is a structure
including a 5-layer fully connected neural network. The input is a 128-
dimensional random noise vector z ∈ R128 and some structural information
of the AES algorithm (such as the initial round key, plaintext block structure,
etc.), and the output is the parameters of the new encryption round func-
tion, including the parameters of the SubBytes table, the parameters of the
MixColumns matrix, etc., with a dimension of N (determined according to
the specific number of parameters). The discriminator D is also a multi-layer
fully connected neural network. The input is the parameters of the encryption
round function generated by the generator or the parameters of the real AES
encryption round function, and the output is a probability value p ∈ [0, 1],
indicating the probability that the input encryption round function is a real
function.

During the training process, the objective of the generator G is to generate
an encryption round function that can deceive the discriminator D, and its
loss function LG is defined as:

LG = −Ez∼pnoise [log(D(G(z)))]

The objective of the discriminator D is to accurately distinguish between
the real encryption round function and the encryption round function gener-
ated by the generator, and its loss function LD is defined as:

LD = −Ex∼pdata [log(D(x))]− Ez∼pnoise [log(1−D(G(z)))]

where pnoise is the probability distribution of the random noise, and pdata
is the probability distribution of the parameters of the real encryption round
function.

Train the generator and the discriminator alternately, and continuously
adjust the parameters of both. During the training process, train the generator
once after training the discriminator k times. After 20,000 iterations of
training, the generated encryption round function optimizes the calculation
process while maintaining security. Compared with the traditional encryption
round function, the new encryption round function increases the encryption
speed of the AES algorithm by 28% in a common computer environment.
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In terms of resisting differential attacks and linear attacks, it reduces the
differential characteristic probability from 0.12 to 0.05, and the linear approx-
imation probability from 0.15 to 0.06, significantly improving the overall
performance and security of the AES algorithm.

5 Experimental Results and Analysis

5.1 Experimental Setup

To verify the effectiveness of the deep learning-based optimization method
for the AES encryption algorithm, extensive experiments were conducted.
The primary experimental environment consists of a computer equipped with
an NVIDIA Tesla V100 GPU, operating on Ubuntu 20.04 and utilizing the
TensorFlow 2.4 deep learning framework. To simulate resource-constrained
environments, supplementary tests were performed on an ARM Cortex-M4
chip with a main frequency of 168 MHz.

The dataset comprises 1 million records of AES encryption process data,
designed to cover diverse key lengths and plaintext types. Specifically, it
includes 40% 128-bit keys, 30% 192-bit keys, and 30% 256-bit keys, ensur-
ing a balanced representation of key complexity levels. The plaintexts are
composed of 50% random binary data and 50% real-world IoT sensor data
(e.g., temperature, humidity, and motion data collected from smart devices),
which enhances the model’s ability to generalize across different application
scenarios.

The dataset is divided into a training set and a test set at an 8:2 ratio.
The training set is employed to train the deep learning models, while the
test set is used to evaluate their performance. During data generation, strict
adherence to AES encryption standards is maintained to ensure the random-
ness of plaintexts and keys, as well as the consistency of data annotation.
To meet the input requirements of deep learning models, experimental data
are normalized by uniformly mapping values to the [0, 1] interval using the
formula:

x′ =
x−min(x)

max(x)−min(x)

where x represents the original data and x′ is the normalized data. This
preprocessing step ensures compatibility with the architectural requirements
of convolutional neural networks (CNNs), recurrent neural networks (RNNs),
and generative adversarial networks (GANs) used in the study.
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Table 1 Encryption speed improvement on ARM cortex-M4 chip and common computer
environment

Traditional Optimized
Optimization Key Encryption Encryption Improvement
Method Length Environment Speed (Mbps) Speed (Mbps) Ratio

CNN 128 bits ARM Cortex-M4 Chip 85.2 115.02 35.0%
Optimized 192 bits ARM Cortex-M4 Chip 78.6 103.94 32.2%
SubBytes 256 bits ARM Cortex-M4 Chip 72.1 94.45 31.0%
RNN Optimized 128 bits ARM Cortex-M4 Chip 82.4 109.59 33.0%
Key 192 bits ARM Cortex-M4 Chip 75.8 100.81 33.0%
Expansion 256 bits ARM Cortex-M4 Chip 70.3 93.49 33.0%
GAN Optimized 128 bits ARM Cortex-M4 Chip 80.5 104.65 30.0%
Encryption 192 bits ARM Cortex-M4 Chip 73.2 95.16 30.0%
Round Function 256 bits ARM Cortex-M4 Chip 68.9 89.57 30.0%
GAN Optimized 128 bits Intel Core i7-12700K

(Common
Environment)

90.0∗ 115.2 28.0%

Encryption 192 bits Intel Core i7-12700K
(Common
Environment)

83.0∗ 106.2 28.0%

Round Function 256 bits Intel Core i7-12700K
(Common
Environment)

77.0∗ 98.6 28.0%

Notes:

1. *Traditional speeds in common environments (marked with *) are hypothetical values for
illustration; actual data should be consistent with the experimental setup.

2. Test data: 1MB random binary data for all scenarios.
3. “Common computer environment” refers to Intel Core i7-12700K CPU with 32GB RAM.

5.2 Performance Evaluation Indicators

The experiment uses three core indicators, namely encryption speed, secu-
rity, and resource occupancy, to evaluate the performance of the optimized
AES encryption algorithm. In terms of encryption speed, it is measured
by the amount of data encrypted per second (unit: Mbps). The larger the
amount of data, the faster the encryption speed. The security evaluation is
mainly reflected by the ability to resist differential attacks and linear attacks.
Calculate the maximum probability value using the differential distribution
table and the linear approximation table. The lower the probability value, the
stronger the ability of the algorithm to resist such attacks. The resource occu-
pancy indicator focuses on the consumption of computing resources (such
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as CPU usage, memory occupancy) during the operation of the algorithm to
evaluate the feasibility of the optimized algorithm in practical applications.

5.3 Analysis of Experimental Results

5.3.1 Comparison of Encryption Speeds
The experimental results demonstrate significant improvements in encryp-
tion speed for the deep learning-optimized AES algorithm. On the ARM
Cortex-M4 chip, the CNN-optimized SubBytes AES algorithm achieves a
35.0% speed increase, the RNN-optimized key expansion scheme boosts
overall encryption speed by 33.0%, and the GAN-optimized encryption round
function delivers a 30.0% improvement across all key lengths (Table 1).
In common computer environments (e.g., Intel Core i7-12700K CPU), the
GAN-optimized algorithm achieves a 28.0% speed improvement for all key
lengths, with performance consistency across different key lengths.

Notably, the GAN-optimized scheme exhibits environment-specific per-
formance: a 30.0% gain on ARM Cortex-M4 (owing to its specialized
optimization for low-power architectures) and a 28.0% gain on Intel Core i7-
12700K (reflecting the balance between general-purpose hardware efficiency
and deep learning overhead). The specific data are presented in Table 1.

5.3.2 Security Analysis
In terms of security, the optimized AES algorithm has significantly enhanced
resistance to differential attacks and linear attacks. The maximum probability
values in the differential distribution table and the linear approximation table
of the traditional AES algorithm are 0.12 and 0.15 respectively, while for the
algorithm optimized based on deep learning, the maximum probability values
are significantly reduced. For the AES algorithm with SubBytes optimized
based on CNN, the maximum probability value of the differential attack is
reduced to 0.07, and the maximum probability value of the linear attack is
0.08. For the algorithm with key expansion optimized based on RNN, the
two indicators are 0.06 and 0.07 respectively. For the algorithm with the
encryption round function optimized based on GAN, the maximum proba-
bility values are as low as 0.05 and 0.06 respectively. The specific data are
shown in the Table 2.

5.3.3 Resource occupancy situation
In terms of resource occupancy, although the introduction of deep learn-
ing models will increase a certain computational overhead, through model
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Table 2 Security analysis of optimized AES algorithm
Maximum Maximum

Probability Value Probability Value
Optimization Method of Differential Attack of Linear Attack
Traditional AES Algorithm 0.12 0.15
CNN Optimized SubBytes 0.07 0.08
RNN Optimized Key Expansion 0.06 0.07
GAN Optimized Encryption Round Function 0.05 0.06

lightweight technologies (such as pruning, quantization), the optimized AES
algorithm still has good resource adaptability in practical applications. On the
ARM Cortex-M4 chip, the memory occupancy of the deep learning-based
optimized AES algorithm only increases by 15%–20%, and the increase in
CPU usage is within an acceptable range. Specifically, when the traditional
AES algorithm processes 1 MB of data, the memory occupancy is about 12
KB, and the CPU usage is 35%. For the algorithm optimized based on CNN,
the memory occupancy increases to 14 KB, and the CPU usage is 42%. For
the algorithm optimized based on RNN, the memory occupancy is 14.5 KB,
and the CPU usage is 40%. For the algorithm optimized based on GAN, the
memory occupancy is 15 KB, and the CPU usage is 43%. This proves that
it can run stably on resource-constrained devices and meet the application
requirements of scenarios such as the Internet of Things.

5.3.4 Comparison with other optimization methods
Compare the deep learning-based AES optimization algorithm with tradi-
tional hardware optimization and software optimization methods. Traditional
hardware optimization methods can greatly improve the encryption speed,
but the hardware cost is high (the cost of an FPGA development board is
about 500–2000 US dollars, and ASIC development involves significantly
higher non-recurring engineering (NRE) costs and fabrication expenses) and
the flexibility is poor. Software optimization methods often sacrifice security
while improving performance. The deep learning-based optimization method
significantly improves the encryption speed while ensuring security, and
has a better performance in terms of resource occupancy, showing good
comprehensive performance advantages. The specific comparison are shown
in the Table 3.
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6 Conclusions and Prospects

6.1 Research Conclusions

Aiming at the challenges faced by the AES encryption algorithm in terms
of performance and security, this study innovatively introduced deep learn-
ing technology into its optimization process. By constructing optimization
models based on Convolutional Neural Networks (CNN), Recurrent Neural
Networks (RNN), and Generative Adversarial Networks (GAN), improve-
ments were made to the SubBytes, key expansion, and encryption round
function of the AES algorithm respectively. A large number of experimental
results show that this optimization method significantly improves the com-
prehensive performance of the AES algorithm: In terms of encryption speed,
in the ARM Cortex-M4 chip environment, optimizing SubBytes based on
CNN increases the encryption efficiency by 35%, optimizing key expansion
based on RNN drives the overall encryption speed to increase by 33%,
and optimizing the encryption round function based on GAN also achieves
a growth rate of 30%. In terms of security, the optimized algorithm has
significantly enhanced resistance to differential attacks and linear attacks.
Among them, the differential characteristic probability is reduced from 0.12
to 0.05, and the linear approximation probability is reduced from 0.15 to 0.06.
In addition, by modeling the key expansion process through the Long Short-
Term Memory network (LSTM), the Shannon entropy of the round key is
increased from 122.3 bits in the traditional algorithm to 145.6 bits, effectively
enhancing the randomness of the key. The above achievements perform stably
under different key lengths and computing environments, and show good
applicability in resource-constrained devices, providing a new technical path
for the practical application of the AES algorithm.

6.2 Research Deficiencies and Prospects

Although certain progress has been made in this study, there is still room for
improvement. Firstly, the training process of deep learning models requires
a huge amount of data and computing resources, and the training cycle is
long. For example, the optimization model of the encryption round func-
tion based on GAN takes about 12 hours to complete 20,000 iterations of
training on an NVIDIA Tesla V100 GPU, which limits the rapid iteration
and actual deployment efficiency of the algorithm. Secondly, the black-box
nature of deep learning models makes it difficult to intuitively explain the
internal mechanism of their optimization of the AES algorithm, increasing
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the complexity of the algorithm security evaluation. Thirdly, the current
experimental verification mainly focuses on traditional differential attack
and linear attack scenarios, and the research on the defense capabilities
against new security threats such as quantum computing attacks and advanced
side-channel attacks is still insufficient.

Future research can be carried out in the following directions: Firstly,
explore lightweight deep learning architectures (such as MobileNet and
ShuffleNet), and combine technologies such as federated learning and trans-
fer learning to reduce the dependence of model training on resources and
improve the training efficiency. Secondly, conduct in-depth research on
model interpretability technologies, and reveal the specific logic of the
model’s optimization of the AES algorithm through methods such as visual
analysis and attention mechanisms, so as to enhance the credibility of the
algorithm security evaluation. Thirdly, integrate post-quantum cryptogra-
phy theory and anti-side-channel attack technologies to study optimization
schemes of the AES algorithm to deal with new security threats. Fourthly,
expand the optimization ideas of this study to other symmetric or asym-
metric encryption algorithms, and promote the technological innovation and
application development in the field of cryptography.
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