
Federated Learning with Adaptive
Gradient Compression and Dynamic
Aggregation for Privacy-Preserving

Small-Sample Data

Leiqian Qi

Xuzhou University of Technology, Xuzhou, Jiangsu Province, 221000, China
E-mail: leiqianqi632@gmail.com

Received 20 October 2025; Accepted 14 April 2026

Abstract

This paper proposes a federated learning (FL) framework that incorpo-
rates adaptive gradient compression and dynamic aggregation to address
communication efficiency and data privacy issues in the context of FL
with limited sample size and non-IID data distributions in edge devices
and resource-scarce environments. This proposed framework incorporates
dynamic gradient compression techniques that compress gradients based
on their magnitude and variance to ensure high communication efficiency
with minimal loss in model accuracy. Meanwhile, the proposed framework
incorporates dynamic aggregation techniques that assign different weights
to clients based on their reliability to ensure effective model convergence in
heterogeneous and scarce data distributions. Data privacy in the proposed
framework is ensured through secure aggregation and Differential Privacy
(DP) techniques. Experimental results on various datasets, including LEAF,
FEMNIST, Reddit, and Shakespeare, show that the proposed framework
ensures communication efficiency of over 70%, preserves model accuracy
with minimal loss at 1–2%, and achieves 30% faster convergence speed
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compared to traditional FL techniques. These results show that the proposed
framework is applicable in real-world scenarios in mobile edge computing
and IoT applications, where communication efficiency and data privacy are
significant factors for model convergence and deployment. The combination
of gradient compression and dynamic aggregation in FL with strong privacy
guarantees makes this framework a powerful tool for model convergence in
heterogeneous scenarios.

Keywords: Federated learning, privacy protection, differential privacy,
secure aggregation, gradient compression, dynamic aggregation.

1 Introduction

The exponential growth of data and the increasing concern for user pri-
vacy have intensified the demand for distributed learning methods that do
not require centralized data storage [1]. Federated learning (FL) effectively
addresses this need via a collaborative training model, in which the local
data is not exposed [2]. This method utilizes adaptive gradient compres-
sion to compress the gradients based on their size. It also utilizes dynamic
aggregation to weight the clients’ updates based on their reliability. All
of these methods are combined to form the FL framework. However, FL
deals with serious challenges in small-sample data. When limited data is
available, FL witnesses convergence and generalization issues. These issues
are significant within the resource-constrained environments of the device
communication and central servers [3]. These challenges are addressed by
integrating the adaptive gradient compression and aggregation strategies.
This integration also reduces the communication cost and improves learning
efficiency [4]. Subsequently, the integrated form of FL, adaptive gradient
compression, and dynamic aggregation offers enhanced privacy protection
and performance in the case of a small data source. Another response to the
small data source is the symbolic AI and knowledge approaches. By incor-
porating expert-defined rules, logic-based inference, and ontologies methods,
the lack of sufficient data during the training phase is addressed [5]. In these
methods, decisions are made through the domain-specific rules to elevate
the explainability and interpretability [6]. Also, these methods provide a
structured framework for integrating prior knowledge into learning models
via the semantic networks and logic trees characteristics [7]. Despite these
advantages, symbolic methods have adaptability and scalability issues in
the noisy, highdimensional, and continuously evolving data. Therefore, a
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data-driven technique with more flexibility is required to assess diverse and
dynamic scenarios [8]. In this regard, statistical inference and data-driven
optimization have emerged [9]. The decision trees, support vector machines,
and ensemble methods offer an enhanced performance within moderate-sized
datasets [10]. These methods enable local model training and aggregation
without the need for explicit rule encoding. However, issues of overfitting and
lack of generalizability emerge due to insufficient data for training [11]. Since
these methods depend on handcrafted features, their ability to extract rich
representations from raw data is limited. Besides, the aggregation algorithm
of FedAvg is introduced to combine models, while data heterogeneity and
the varying contribution of individuals are eliminated [12]. Deep learn-
ing and pretrained models are developed to address the generalization and
feature representation issues of traditional machine learning methods [13].
Convolutional neural networks (CNNs), recurrent neural networks (RNNs),
and transformer-based architectures offer remarkable capabilities in learning
from high-dimensional data and transferring knowledge across tasks [14].
These models are adapted to handle decentralized training through techniques
in FL. Also, communication overhead is reduced via compression techniques,
including quantization, smartification, and adaptive gradient clipping. How-
ever, these methods also suffer from performance degradation within the
small and non-IID data sources [15]. Besides, the standard aggregation mech-
anisms are not able to respond to client variability and optimize bandwidth
utilization. Subsequently, the need for more adaptive models with hierarchi-
cal representation and dynamic adjustment to non-IID data distributions is
highlighted.

The current investigation addresses the limitations of fixed aggregation
strategies and high communication overhead in a deep FL. An integrated
adaptive gradient compression with a dynamic aggregation algorithm is pro-
posed to enhance communication efficiency and model performance while
preserving data privacy in small and heterogeneous datasets. Utilizing adap-
tive gradient compression has a great impact on cutting down the transmission
load. The dynamic aggregation algorithm gives a higher weight to client
data according to the contributions of quality and gradients to the infor-
mative updates; thus, effective informative updates are ensured. This twin
mechanism is no longer the most effective complement to training stability
but additionally leads to faster convergence of the model and will increase
its generalization across distinct clients. Therefore, the proposed approach
gives a technique for the essential compromise among privacy, accuracy, and
performance in an FL setting.
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This paper introduces an adaptive gradient compression approach, adjust-
ing the compression tiers dynamically in step with the local records variance
and communication bandwidth. A dynamic aggregation strategy is recom-
mended for giving special weights to purchaser updates, to make the system
more robust against information heterogeneity, and concurrently will lead to
better version convergence. Results imply that accuracy has multiplied and
communication performance has improved as compared to conventional FL
procedures. These findings are based on many restricted-pattern benchmark
datasets.

2 Related Work

2.1 Adaptive Gradient Compression in Federated Learning

Since FL involves training over distributed clients with limited communica-
tion resources, significant attention has been devoted to developing gradient-
compression techniques that reconcile transmission efficiency with conver-
gence speed [16]. Among representative methods, frameworks together with
FedCG advocate an adaptive management strategy that at the same time
optimizes purchaser selection and gradient compression in reaction to het-
erogeneous community conditions and client abilities. In this framework, the
parameter server selects a variety of subsets of clients primarily based on
statistical heterogeneity, whilst compression ratios are selected according to
every purchaser’s available bandwidth and computational constraints [17].
This joint optimization mitigates communication bottlenecks caused by
straggler clients and contributes to accelerated convergence: experiments
demonstrate a 5.3× speedup compared to baseline methods [18]. The theo-
retical groundwork constructs the approximation errors of model choice from
samples and the compression mistakes because of quantization or sparsifi-
cation, then establishes convergence bounds to direct iterative optimization,
making use of submodular maximization for customer subset choice and lin-
ear programming for compression-ratio allocation. Among the works done in
compressed federated learning, like the ones based on quantized compressed
sensing or adaptive quantization, the gradient replacement is first sparsified,
then dimensionality discount is implemented and, subsequently, the gradi-
ent update is quantized earlier than being dispatched. The approximated
MMSE gradient reconstruction through EM-GAMP or estimators based on
the Bussgang theorem then allows for correct aggregation on the server [19]
for that reason proving that properlyplanned compression protocols can
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result in better communication efficiency alongside convergence. The adap-
tive gradient compression technique is distinct in that it reacts to network
conditions and purchaser nonuniformity. For that reason, it does away with
fixed compression ratios and changes them with purchaser-conscious and
iteration-structured alternatives as a substitute. Hardware testbeds, empiri-
cal evaluations, and simulations display faster convergence on benchmark
datasets, inclusive of CIFAR 10/100 and MNIST, whilst the ensuing accu-
racy is still comparable to that of uncompressed FL [20]. The primary
mathematical contributions contain express hyperlinks among communica-
tion budgets and attainable convergence expenses, along with optimization
criteria that weigh approximation errors (from consumer subsampling) in
opposition to compression blunders (from lossy gradient quantization). This
study eventually ends in techniques that effectively range compression set-
tings for each patron and every round, which reinforces the robustness
and scalability in federated conditions with numerous resource-restrained
gadgets.

2.2 Adaptive Differential Privacy and Local Budget Allocation

Differential privacy (DP) is a commonplace approach for protecting con-
sumer records in FL by including noise in version updates. The dating
amongst privacy settings, communication charges, and version performance
is complicated. Methods like GFL-ALDPA address those demanding sit-
uations by using flexible, neighborhood privacy budget systems based on
conversation patterns [21]. GFL-ALDPA, clients adaptively modulate their
privacy budgets across schooling rounds, allocating larger budgets in critical
early epochs to enhance mastering whilst maintaining stronger privacy in
later rounds [22]. Simultaneously, those modifications dovetail with gradi-
ent compression strategies utilizing dimensionality discount to reduce noise
accumulation whilst controlling verbal exchange overhead [23]. Experi-
mental results on datasets including MNIST have demonstrated that these
frameworks surpass fixed-budget DP strategies in the aspects of privacy-
utility trade-offs and communication efficiency. Conversely, in differential
private learning with adaptive clipping technique, clipping thresholds are
changed dynamically online according to the gradient norm quantiles, which
removes the drawbacks of the static clipping levels [24]. This mechanism
allows utility to be retained while privacy is accounted for through DPFe-
dAvg. An alternative method is to improve the FL process with a combination
of adaptive DP and priority-based aggregation, where noise addition and
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weight summation are determined according to the contribution of each client
to the global convergence. Simultaneously, noise amount and aggregation
weight are specified according to the client and the round, using theoretical
convergence analyses as a guide [25]. The objective of researchers is the same
in all these works. They want to set privacy budgets and clipping thresholds
in such a way that the sensitivity of the gradients lessens and high utility
becomes available with minimal noise added. Implementation of adaptive
gradient compression together with dynamic DP budget scheduling allows
systems like GFL-ALDPA to have efficient communication and privacy-
aware precise training [26]. The accompanying analysis utilizes privacy
accounting, objective-decrease bounds, and gradient sensitivity evaluation
as its foundation to ensure the local updates and aggregated variances do
not affect the system, thus allowing dynamic control over both noise and
compression depending on data heterogeneity, communication limits, and
varying client participation.

2.3 Dynamic Aggregation Mechanisms Under Privacy and
Heterogeneity

Aggregation strategies in FL determine how local model updates are com-
bined into a global model. Traditional approaches, including FedAvg, assign
equal or dataset-size proportional weights, but ignore client data distribution
heterogeneity and potential privacy constraints [27]. Emerging frameworks
advocate dynamic aggregation regulations that adjust weights primarily based
on model similarity metrics or privacy-associated impact estimations [28].
One strand, exemplified by way of DP-FedSim, uses cosine similarity
between local and worldwide model parameters to modulate aggregation
weights, favoring clients whose fashions closely align with the worldwide
goal [29]. Prioritization enhances convergence in non-IID setups, supported
by using adaptive gradient clipping adjusted to be consistent withlayer gradi-
ent statistics. Also, EPFL-DAC uses clipping and aggregation strategies for
steady dynamic aggregation, which are immune to dropouts and keep privacy
even if servers are compromised [30]. Privacy can be saved by means of com-
bining local updates via encryption or secret sharing. Runtime clipping limits
character contributions because of the consumer organization modifications.
Adaptive coded federated mastering makes use of coded statistics aggregates
to increase gradient coding and modify the weighting between worldwide
gradients and purchaser updates. This reduces both straggler consequences
and data leaks [31]. Frameworks using priority-based aggregation give each
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customer an impact aspect that reflects information quality, relevance, or
trustworthiness. Noise and aggregation weights are then adjusted based on
this issue to stabilize privacy and version utility [32]. Collectively, these
dynamic aggregation mechanisms allow privateness-conscious, strong FL
that adapts to patron heterogeneity, straggler behavior, and evolving par-
ticipation, at the same time as fostering fairness and resilience. Abdulbaqi
et al. [33] present an analysis of privacy-preserving data mining techniques,
including those involving anonymization, DP, and cryptography. According
to the authors, anonymization has a positive effect on data utility, DP provides
high levels of privacy with a decrease in accuracy, and cryptography offers
high levels of privacy at a high computational cost. These results emphasize
the need for further research into efficient data mining techniques, much like
the need for FL methods. Emon et al. [34] propose a multilevel blockchain
architecture that includes edge computing to provide privacy and security
in the sharing of electronic health records (EHR). This will provide a solu-
tion to the privacy issues that are related to the application of blockchain
technology.

3 Method

For the purpose of privacy, the model uses techniques like secure aggregation,
homomorphic encryption, and DP. DP adds noise to the gradients received
from the clients based on the amount of privacy that you want to use. The data
points that are being used cannot be identified. Secure aggregation is done by
additive secret sharing of the data received from the clients. Homomorphic
encryption is like doing math on the data.

Here, a more comprehensive explanation of the FL algorithm is provided.
This method utilizes adaptive gradient compression to compress the gradients
based on their size of the gradients. It also utilizes dynamic aggregation
to weight the clients’ updates based on their reliability. These methods are
combined to form the FL framework.

The FL framework has effectively utilized the adaptive gradient com-
pression and dynamic aggregation mechanisms to optimize the efficiency
of the communication and convergence of the model in the heterogeneous
environment of the clients. In the FL framework, the clients are responsible
for local training of the model on the available data and computation of the
updates to the model. Updates to the model are compressed using the adaptive
gradient compression mechanism, which considers the gradient update size
and variance to optimize the compression rate and minimize communication
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costs between the client and the server. Aggregated updates to the model
are received by the server, which uses the dynamic aggregation mechanism
to update the model based on the quality of the contributions received from
the clients. Clients that have high-quality contributions are considered in the
dynamic aggregation mechanism, reflecting the non-IID nature of the data
available in the environment of the clients.

3.1 Overview

Lately, there has been extra interest in privacy-targeted mastering. This is
essential in fields like medicine, finance, or personal facts, in which getting an
abundance of classified records is hard and raises ethical and legal questions.
To deal with both keeping statistics private and making the maximum of
restricted info, we need fresh methods to locate reliable patterns without
giving up on robust privacy. This paper puts forward a clean technique
with three fundamental elements. Section 3.2 lays out the privacy-conscious
learning problem with small samples. It explains the key terms, and the
way such things as a loss of statistics, privacy breaches, and complicated
samples relate to each other. Privacy isn’t just a further aspect to take into
account but a basic part of how we research. Section 3.3 introduces Privacy-
Induced Representation Factorization (PIRF), a device that works well when
records are restricted and privacy is paramount. Using what we recognize
as approximately example learning and Bayesian techniques, PIRF uses
generative regularization to weed out sensitive stuff while making functions.
This ensures our hidden representations follow privacy policies and no longer
overreact to the facts, although there are not many of them. Section 3.4
offers us Neighborhood-Guided Privacy Amplification (NGPA), a device that
makes use of greater public or semi-public information to make up for privacy
limits. NGPA makes use of a community switch method that adjusts to the
situation, cautiously spreading knowledge throughout a similarity graph that
keeps statistics private. This makes up for every loss of labels and noise as
a result of privacy measures. Based on graph-based semisupervised learning
and information concepts, this design makes the learning process more robust
and well-structured. Together, these components form a strong framework
in which privacy and utility go hand in hand rather than conflicting with
each other. The combined design, covering problem definition, model setup,
and the learning method, ensures solid foundations and practical real-world
applicability. It offers us a clean method to get notable privacy-focused
learning, even when facts are scarce.
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3.2 Preliminaries

Let X ⊆ Rd denote the input space and Y the label space. Consider the
scenario where the dataset D = {(xi, yi)}ni=1 is drawn from an unknown
distribution PXY , but n is small due to practical constraints in data collection,
including cost, access limitations, and privacy regulations. Furthermore, the
data is subject to privacy preservation requirements, typically modeled under
the formalism of DP. Ensuring rigorous privacy guarantees this regime is
non-trivial, as standard empirical learning techniques often overfit or amplify
leakage risks.

Let us define a randomized mechanism M that maps datasets D to some
output space Z. For two neighboring datasets D,D′ differing in at most one
entry, the mechanism M satisfies (ε, δ)-DP if

∀S ⊆ Range(M), Pr[M(D) ∈ S] ≤ eεPr[M(D′) ∈ S] + δ. (1)

This formalism ensures that the influence of any individual sample on the
output distribution is limited, thereby mitigating the risk of re-identification
or data reconstruction attacks.

Due to the small-sample regime (n ≪ d), directly learning a classifier f :
X → Y from D is prone to overfitting. Therefore, a key objective is to
design a representation function r: X → Rk with k ≪ d, which transforms
uncooked functions right into a compressed, lowerdimensional area where
studying can be robust and information-efficient. Importantly, this represen-
tation needs to additionally preserve applicable predictive records at the same
time as attenuating sensitive variations.

To quantify how well a model generalizes beyond the observed (and pri-
vatized) training data, we invoke a mutual information-based PAC-Bayesian
framework. the expected generalization error is upper bounded by:

E(f,PXY ) ≤ Ê(f, D̃) +

√
I(f ;D) + log(1/δ)

2n
. (2)

This inequality illustrates that reducing the mutual information I(f ;D)
helps control generalization error. Intuitively, if a learned function f depends
too heavily on the private dataset D, it may not generalize well, and it may
also violate privacy guarantees.

A common and simple instantiation of M is additive noise. Let Φ be
a family of dataindependent privatization kernels. In the case of Gaussian
perturbation:

ε =
∆2

2σ2
. (3)
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Here, σ2 controls the magnitude of the noise and ∆ is the global sensi-
tivity of the function being privatized. This reveals a fundamental trade-off:
stronger privacy (smaller ε) demands higher noise levels, which may degrade
utility, especially when the signal is already weak due to data scarcity.

To enhance learning with minimal labeled data, we adopt transductive
or semi-supervised strategies using an auxiliary public or unlabeled dataset
Daux. A label propagation mechanism based on instance-level similarity
s(xi, xj) is employed. However, even such indirect inference can lead to
privacy breaches. To formally restrict leakage, we impose the following
constraint:

∀ i,
∑
j

αij ·MI(xj , xi) ≤ ξ. (4)

This ensures that similarity-weighted dependencies do not exceed a
predefined privacy budget ξ, guarding against latent correlations that could
compromise individual records.

Integrating the above concepts, we aim to jointly optimize a represen-
tation r and a hypothesis f such that the empirical error on the privatized
dataset is minimized under privacy constraints:

min
r,f

ε̂(f ◦ r, D̃) s.t. M satisfies (ε, δ)-DP, dim(r(x)) ≪ d. (5)

This formalism frames privacy not as an afterthought or remote module,
but as a guiding principle in algorithmic design. By intertwining illustration
mastering, regularization, and privacy-aware transformations, we construct
a pathway to reliable generalization in information-scarce, privacy-sensitive
getting to know environments.

3.3 Privacy-Induced Representation Factorization (PIRF)

This segment introduces a singular model layout, PIRF, particularly designed
to deal with the dual demanding situations of small-pattern mastering and
formal privacy renovation. PIRF builds on the insight that effective privacy-
aware learning in low-information regimes requires not only sample effi-
ciency but also structural invariance that reduces individual sensitivity at the
level of learned representations (Figure 1).

Figure 1 illustrates the PIRF pipeline designed for small-pattern and
privacy-sensitive studies. Input patches are first linearly projected and pro-
cessed through hierarchical Swin Transformer blocks. In parallel, PIRF
applies a three-level privacy-aware embedding approach: (1) Compact
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Figure 1 Schematic diagram of privacy-induced representation factorization (PIRF) archi-
tecture.

and Private Compression, (2) Disentangled Private Representation, and
(3) Stochastic Factorized Embedding. These latent representations are
divided into taskapplicable and privacy-sensitive subspaces, with DP
enforced through Gaussian noise and adversarial education. The Swin ranges
further refine the representation by feeding into a classifier. PIRF inte-
grates reconstruction loss, KL divergence, independence regularization, and
according-pattern Rényi privacy estimation to balance utility and privacy.

3.3.1 Stochastic factorized embedding
PIRF architecture comprises three principal stages: stochastic embedding,
factor disentanglement, and privacy-constrained compression. This design
facilitates learning of representations that retain task-relevant information
while suppressing sensitive or private components.

Let the private dataset be denoted by D = {(xi, yi)}ni=1, where each xi ∈
Rd is a highdimensional input feature vector and yi ∈ Y is the associated
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label. Since n ≪ d, effective compression is essential. The first step maps
each xi into a latent representation via a stochastic encoder parameterized
by ϕ:

zi ∼ qϕ(z | xi) = N

µϕ(xi),
∑
ϕ

(xi)

 , (6)

where µϕ(xi) and
∑

ϕ(xi) are the mean and covariance produced by the
encoder. To enable gradient-based optimization, we apply reparameteriza-
tion:

zi = µϕ(xi) +

1/2∑
ϕ

(xi) · ϵ, ϵ ∼ N (0, I). (7)

The sampled latent code zi ∈ Rk is decomposed into two disjoint com-
ponents: a taskrelevant part zyi and a private part zpi , such that zi = [zyi ∥ zpi ]
where zyi ∈ Rk1 and zpi ∈ Rk2 with k1 + k2 = k:

zi = [zyi ∥ z
p
i ], zyi = Pyzi, zpi = Ppzi, (8)

where Py and Pp are projection matrices that extract task and privacy
subspaces, respectively.

The task subspace zyi is then passed through a decoder pθ(y | zyi ) for
supervised learning. The decoder is trained to minimize the negative log-
likelihood of the labels given the taskrelevant latent component:

Lsup = E(xi,yi)∼D[− log pθ(yi | zyi )]. (9)

To enforce privacy constraints, an adversary network Aψ attempts to
infer sensitive attributes si from the private representation zpi . To minimize
information leakage, a minimax adversarial loss is introduced:

Ladv = max
ψ

Exi∼D[logAψ(si | zpi )]. (10)

The final training objective combines supervised accuracy with privacy
protection and latent space regularization. Let LKL be a Kullback-Leibler
divergence term encouraging the posterior qϕ(z | x) to match a prior p(z) =
N (0, I). Total loss is:

L = Lsup + λKLLKL − λadvLadv, (11)

where λKL and λadv are hyperparameters balancing compression and privacy
constraints. This factorized embedding scheme enables effective representa-
tion learning under strict data scarcity and privacy regulations.
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3.3.2 Disentangled private representation
To ensure privacy-preserving representation learning, we decompose the
latent space into two complementary components. A task-relevant repre-
sentation zy ∈ Rk1 and a private representation zp ∈ Rk2 enables the
model to isolate sensitive or identity-related features from those necessary
for utility-driven tasks including classification or alignment.

To enforce DP, a Gaussian mechanism is deployed to perturb the private
representation. For each i, the noisy private code is defined as:

z̃pi = zpi + η, η ∼ N (0, σ2Ik2), (12)

where σ is a noise scale chosen to ensure that the mechanism satisfies
(ε, δ)-DP. The amount of noise injected depends on the sensitivity of zp

and is calibrated using privacy analysis techniques, including the moment’s
accountant or Rényi DP.

To prevent information leakage between zy and zp, we introduce an inde-
pendence constraint. Let zyj denote the j-th component of zy, and zpl the l-th
component of zp. We impose decorrelation via a penalty on cross-covariance
terms:

Lindep =

k1∑
j=1

k2∑
l=1

[Cov(zyj , z
p
l )]

2, (13)

which minimizes statistical dependence between the two subspaces, encour-
aging disentanglement of private and utility-relevant features. This ensures
that sensitive signals in zp are not recoverable from zy and vice versa.

The task-specific loss is denoted by Lsup, which may correspond to
supervised objectives including classification, contrastive matching, or recon-
struction. To jointly optimize both utility and disentanglement, we define the
total representation loss as:

Lrep = Lsup + βLindep, (14)

where β > 0 is a tunable hyperparameter balancing predictive performance
with the degree of factorization between public and private latent codes.

To enhance the separability between subspaces, an additional orthogo-
nality constraint can be introduced on their Jacobians with respect to the
input x:

Lorth = ∥Jzy(x)⊤Jzp(x)∥2F , (15)

where Jzy(x) and Jzp(x) are the Jacobian matrices of zy and zp concerning
the input, and ∥ · ∥F denotes the Frobenius norm. This regularizer explicitly
encourages directional disentanglement in the latent manifold.
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3.3.3 Compact and private compression
A theoretical analysis for the convergence of compressed updates, dynamic
aggregation, and privacy constraints is also provided to ensure the reliability
of the proposed method. The proposed method ensures that there is no slower
convergence of the model when using adaptive gradient compression and
dynamic aggregation. The limitations for the convergence of the model are
provided by taking into account the impact of the compression and the
weight update based on the contribution of the clients to the convergence.
This ensures that the proposed method converges at a rate similar to that in
traditional FL, even when privacy is of utmost importance. The impact of
privacy on the convergence is also analyzed.

It is not easy to understand the relationship between gradient compression
and other privacy features like adding noise and clipping. Gradient compres-
sion may increase the level of noise or clipping, and this may compromise
the level of privacy. Instead, the level of privacy may compromise the level
of compression. In adaptive compression, the level of compression depends
on the size of the gradient. This is a good compromise between protecting
people’s privacy and improving communication. The test shows that this
strategy will keep people’s privacy safe and reduce communication costs.

To enhance sample efficiency in representation learning under privacy
constraints, PIRF introduces a reconstruction pathway governed by a decoder
head pψ(x | z), which reconstructs the input from its compressed latent
representation z. The reconstruction loss is formulated as:

Lrec = Exi∼D[∥xi − x̂i∥22], x̂i = pψ(zi). (16)

This term encourages the encoder qϕ(z | x) to produce compact and
informative latent embeddings that retain essential information needed for
reconstructing the original data xi.

However, relying solely on reconstruction risks overfits, particularly when
the data dimension is large or when few samples are available. To mitigate
this, we regularize the latent encoding z with a KL-divergence penalty that
aligns it with an isotropic Gaussian prior:

LKL = KL(qϕ(z | x)∥p(z)), p(z) = N (0, Ik). (17)

The KL term imposes a capacity constraint on the latent space, which
improves generalization by encouraging stochasticity and eliminating redun-
dancy in the representation. The total training loss for PIRF combines
representation objectives with regularization terms:

LPIRF = Lrep + γLrec + λLKL, (18)
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Figure 2 Schematic diagram of compact and private compression.

where Lrep accounts for task-specific discriminative objectives, and γ, λ are
hyperparameters that balance compression accuracy and latent generalization
(Figure 2).

Figure 2 shows a channel attention module used to enhance feature
representations in a CNN. The input feature map plow with size CxHxW
is processed through two parallel paths. One path applies global average
pooling followed by a multilayer perceptron with ReLU and SoftMax to
produce attention weights alpha. The other path passes the features through
two linear layers, FC1 and FC2. The attention weights are then applied to
the transformed features using element-wise multiplication, resulting in the
refined output aplow new, also size CxHxW. This attention-enhanced output
provides a compact and normalized representation suitable for downstream
tasks, including in PIRF where latent features are regulated under privacy
constraints.

To quantify privacy leakage, PIRF introduces a per-sample privacy esti-
mator based on Rényi DP. Let zpi denote the private component of the latent
code for sample xi, and z̃pi its noised version via the release mechanism. The
Rényi divergence of order α between these two distributions is estimated as:

ε
(α)
i =

1

α− 1
logEη

[(
p(z̃pi )

p(zpi )

)α]
, (19)

Expectation is taken over noise variables η injected during sampling. This
formulation captures how distinguishable the released representation is from
its private counterpart, quantifying individual-level privacy risk.

To ensure overall privacy guarantees, the empirical privacy budget is
averaged across the dataset. The following constraint must be enforced during
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training:
1

n

n∑
i=1

ε
(α)
i ≤ εmax. (20)

This global constraint moderates the intensity of disturbance applied
to the underlying features and prevents the encoder from retaining private
patterns. PIRF thus allows for sound factorized representation learning where
distinct private and task-related elements are separated, condensed, and
modulated through random processes and divergence-based limits.

3.4 Neighborhood-Guided Privacy Amplification

This section puts forth a strategy called NGPA to improve the learning perfor-
mance of models trained with privacy safeguards and small labeled datasets.
NGPA uses the data’s geometric or semantic structure to share super-
vision across similar examples, maintaining privacy through probabilistic
smoothing (Figure 3).

The NGPA model’s architecture, as shown in Figure 3, combines
similarity-based label propagation with privacy-preserving regularization.
Convolutional layers extract feature embeddings, which then undergo GELU
activation and batch normalization. The design includes spatial and channel
attention mechanisms. To improve the propagated labels, confidence and

Figure 3 Schematic diagram of NGPA.
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influence are controlled through element-wise multiplication and addition.
The bottom-left block visualizes label propagation via max/avg pooling
and a 1 × 1 MLP to compute channel attention, while the bottom-right
block depicts the privacy-preserving regularization using a small CNN
module, including pooling, convolution, BN, GELU, and spatial attention.
The overall design enables robust semi-supervised learning under strict pri-
vacy constraints through structured, noise-aware, and confidence-weighted
information diffusion.

3.4.1 Similarity-based label propagation
Let D = {(xi, yi)}ni=1 denote the private labeled dataset and Daux =
{xj′}mj=1 denote an auxiliary dataset consisting of unlabeled or weakly
labeled samples. The primary objective is to propagate supervision from D to
Daux in a privacy-preserving manner, avoiding direct exposure of the private
labels yi. This is achieved via similarity-based soft labeling over learned
representations.

Let r: X → Rd be a representation function, which maps both private and
auxiliary inputs into a common feature space. We define a similarity kernel
K: X × X → [0, 1] using the Gaussian radial basis function:

Kij = exp

(
−
∥r(xi)− r(xj′)∥2

τ2

)
, (21)

where xi ∈ D, xj′ ∈ Daux, and τ > 0 is a temperature hyperparameter that
controls the sensitivity to distances in representation space.

To propagate label information, we compute soft pseudo-labels for each
xj′ utilizing its similarity to the labeled points. Each auxiliary point receives
a probability distribution over classes defined by a normalized attention
mechanism:

ŷj =
n∑
i=1

αijyi, αij =
Kij∑n
k=1Kkj

. (22)

This smooth aggregation technique enables probabilistic pseudo-labeling,
wherein each non-public label influences the outcome utilizing its similarity
score. Because person labels are not revealed but contribute in a disbursed
way, this method protects privacy. To improve balance, a label smoothing
operation is deployed that adjusts pseudo-label entropy. Let ϵ ∈ [0, 1] be a
smoothing factor and u be the uniform distribution over classes. The final
pseudolabel becomes:

ỹj = (1− ϵ)ŷj + ϵu. (23)
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To train a model on the auxiliary set, we minimize a soft supervised loss
using the smoothed pseudo-labels. For a classifier fθ, the loss is given by:

Laux =
1

m

m∑
j=1

KL(ỹj ∥ fθ(xj′)), (24)

where KL(·∥·) denotes the Kullback-Leibler divergence. This encourages the
model’s output to match the propagated soft labels.

To ensure consistency across representation and label spaces, a regular-
ization term is introduced that aligns local similarity in representation space
with that in label space:

Lalign =
∑
i,j

∥Kij − sim(yi, ŷj)∥2, (25)

where sim(yi, ŷj) denotes cosine similarity between the true label yi and
the pseudo-label ŷj . This alignment term ensures that semantic consistency
guides the structure of the similarity kernel.

The overall loss used for training on Daux combines both terms:

L = Laux + λLalign, (26)

where λ is a tunable parameter that governs the influence of the alignment
regularization term. This similarity-based propagation framework effectively
enables semi-supervised learning without compromising the confidentiality
of the private dataset.

3.4.2 Privacy-preserving regularization
To enable privacy-preserving learning in the presence of auxiliary pseudo-
labeled data, a regularization mechanism is recommended that explicitly
minimizes information leakage from sensitive inputs. Let xi ∈ Dpriv denote
private samples and ŷj denote pseudo-labels generated from auxiliary sources
or teacher models. We penalize the mutual information between these vari-
ables, encouraging the model to suppress private signal correlations during
training.

We define the privacy regularization objective as:

Lpriv =
n∑
i=1

m∑
j=1

αij ·MI(xi, ŷj), (27)
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where αij represents a learned or heuristic affinity between private instance xi
and pseudolabel ŷj , and MI(xi, ŷj) denotes the estimated mutual information
between them. This term discourages the model from exploiting unintended
private correlations when adapting knowledge from ŷj .

To make Lpriv tractable, we approximate mutual information using the
Rényi divergence of order α = 2 under a Gaussian assumption. if f(r(xi))
denotes the model prediction over a representation r(xi), then:

MI(xi, ŷj) ≈
1

2σ2
∥f(r(xi))− ŷj∥2, (28)

where σ2 is a variance parameter controlling the sensitivity of the approxi-
mation. This form corresponds to a scaled squared distance in representation
space, interpretable as an upper bound on the information leakage when
labels are generated from private features.

We also leverage an auxiliary dataset Daux = {(xj′ , ŷj)}mj=1, possibly
derived from weak supervision or a teacher network. Over this set, we define
a standard supervised loss to transfer knowledge from pseudo-labels:

Laux =
1

m

m∑
j=1

Exj′ [ℓ(f(xj′), ŷj)], (29)

where ℓ(·, ·) denotes a task-dependent loss function, for example, cross-
entropy or contrastive objective. This term enables the model to learn useful
decision boundaries from external sources while remaining privacy-aware.

To jointly optimize utility, knowledge transfer, and privacy, we propose
the NGPA (Noisy Graph Projection with Auxiliary alignment) loss:

LNGPA = Lsup + ηLaux + ξLpriv, (30)

where Lsup is the main supervision loss on labeled data, η controls auxiliary
knowledge transfer impact, and ξ determines privacy preservation strength.
The synergy among these components allows the model to effectively
generalize without compromising sensitive features.

To further constrain the encoder r(·) from overfitting to private attributes,
a gradient penalty is presented that suppresses sensitivity of predictions to
private inputs:

Lgrad = λ · Exi [∥∇xif(r(xi))∥2], (31)

where λ is a regularization weight. This penalty helps enforce local smooth-
ness and input invariance, aligning with privacy goals by reducing the model’s
capacity to memorize or trace sensitive features.
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3.4.3 Confidence and influence control
To boost the reliability of label propagation in NGPA, an entropy regulariza-
tion term is integrated that promotes confident predictions on unlabeled or
auxiliary data. For each auxiliary point xj′ , the propagated label distribution
ŷj is encouraged to be low-entropy, i.e., peaked around a single class. This is
formalized as:

Lent = −
m∑
j=1

|y|∑
c=1

ŷj,c log ŷj,c. (32)

The term Lent reduces ambiguity in the soft label outputs and implicitly
regularizes the model to avoid uncertain or overly smoothed predictions.
This becomes especially important in graph-based diffusion settings where
propagated errors can accumulate (Figure 4).

Figure 4 Schematic diagram of confidence and influence control.



Federated Learning with Adaptive Gradient Compression 729

Figure 4 illustrates an adapted transformer encoder-decoder architecture,
representative of the NGPA model. The encoder processes input data through
stacked self-attention and feedforward layers with normalization, while the
decoder applies sparse self-attention and incorporates encoded outputs for
label propagation. NGPA enhances standard diffusion with an entropy regu-
larization term to encourage confident predictions, top- k truncation to control
influence for privacy, ℓ2 norm constraints on influence matrices to prevent
overexposure of sensitive data, and temporally decaying noise injection in
embeddings to combat overfitting to static graph structures.

The complete NGPA loss aggregates multiple components: supervised
loss Lsup over labeled data, auxiliary consistency loss Laux on auxiliary
pairs, a privacy-inducing regularizer Lpriv, and the entropy penalty. The joint
optimization objective is given by:

min
f,r

Lsup + ηLaux + ξLpriv + ρLent, (33)

where hyperparameters η, ξ, and ρ control the relative contributions of auxil-
iary learning, privacy constraints, and entropy regularization, respectively.

To safeguard against privacy leakage during label diffusion, NGPA
restricts the influence of labeled data on each auxiliary point using top-k
truncation. Each auxiliary point xj′ is allowed to be influenced only by its
k most similar labeled neighbors in the latent space. The support function
over the influence weights αij is defined as:

Supp(αij) =

{
αij , if xi ∈ Top-k(xj′)

0, otherwise
(34)

This sparsification ensures that information from each labeled example is
shared in a limited and controlled manner, reducing the exposure of sensitive
data while preserving structurebased generalization.

To ensure that no auxiliary point receives a disproportionate amount of
influence from labeled samples, we regularize the squared ℓ2 norm of each
column in the influence matrix A = [αij ] to control average privacy loss.
The constraint is imposed as:

max
j

n∑
i=1

α2
ij ≤ ϵavg, (35)

where ϵavg is a tunable privacy threshold that limits the expected leakage
per auxiliary query. This constraint aligns with the principles of local DP by
bounding sensitivity through influence attenuation.
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To prevent memorization of the latent neighborhood graph and maintain
adaptability during training, temporal noise injection is presented into the
relational mapping function r(x). At the training step t, the noisy embedding
rt(x) is computed as:

rt(x) = r(x) + ζt, ζt ∼ N (0, σ2
t I), (36)

The variance σ2
t decays over time to encourage early-stage exploration

and late-stage convergence. This dynamic graph perturbation promotes
robustness against spurious correlations and mitigates the risk of overfitting
to static relational priors.

4 Experimental Setup

The results obtained from testing on clients with non-IID data and small data
samples show that the method can handle huge variations and small data sets.
The dynamic aggregation rules are based on changes in data from clients.
This ensures that the data from clients receives the correct weight based on
updates from clients with little or very different data. The clients with little
or very different data are given more weight since they are contributing to
the model. The problems of having different kinds of data and small data
sets are addressed, and all clients can train the model. The results obtained
show that the method improves the correctness and convergence of the model,
especially when working with huge data variations and small data sets.

The sensitivity of the dynamic aggregation algorithm to critical param-
eters such as weighting functions and thresholds has been researched. The
results of this research showed that it is possible to make slight changes to
these parameters without affecting accuracy, convergence rate, and privacy.
The best way to adjust the parameters is to use a grid search method to get
the best parameters based on what happens in real life.

4.1 Dataset

LEAF Dataset [35] is a benchmark that accurately imitates the real FL
scenarios, which have different privacy protection measures and data dis-
tributions. It consists of decentralized data setups, across real-world tasks
and user devices, and non-IID conditions that exist in federated systems.
In LEAF, every consumer works with a small, often unevenly distributed,
classified dataset that reflects the statistical differences and disparities in the
levels of devices. LEAF consists of various data types, including text and
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images, and provides tools for simulating changes in user participation and
device versions. This means that it can easily be used for testing privacy-
preserving algorithms under conditions of limited communication and com-
puting resources. This makes it possible to investigate fairness, robustness,
and regulatory compliance in a federated setting. FEMNIST Dataset [36]
which is derived from the LEAF benchmark, concentrates on FL tasks for
image classification at the character level. It partitions the handwritten charac-
ter samples among clients based on the author’s identification. Thus, the data
partitions are non-IID and imply that each device gets its own data. Each cus-
tomer is a different author with a specific handwriting style and a few labeled
samples. This scenario is perfect for testing privacy-preserving learning
algorithms when data is scarce. The structure of FEMNIST allows exploring
the compression techniques, the combination of things, and the trade-offs of
accuracy in the case of constraints in communication. It is a valuable testbed
for observing how well models generalize and adapt. Reddit Dataset [37]
and LEAF Dataset [35] strives to benchmark asynchronous and adaptive
aggregation strategies in huge language modeling within federated contexts.
Every patron is a Reddit person, and neighborhood facts incorporate their
remark threads that trade over the years. Temporal dependencies and spatial
correlations are obtained through the use of static aggregation protocols.
The inconsistencies of device problems that are dynamic and changing, for
instance, are among the real-world dynamics that researchers can replicate by
using customer availability and computing resources. This dataset allows for
the systematic examination of dynamic scheduling, adaptive weighting, and
personalization methods by humans and presents a realistic ground for both
online and support-aware FL studies. Shakespeare Dataset [38] remains a key
benchmark for evaluating privacy-preserving federated learning in sequence
modeling. It divides text by using character roles in Shakespeare’s plays,
with each role representing a separate federated client. This division ends in
personalized and skewed language styles, making it suitable for comparing
DP, stable aggregation, and encryption-based learning strategies. Addition-
ally, it includes simulation utilities for each cross-tool and pass-silo setups,
supporting distinct tracking of privacy budgets and software-performance
trade-offs. Shakespeare’s dataset, for this reason, gives a strong environment
for analyzing how privacy mechanisms influence model accuracy and verbal
exchange performance in sequential text-based federated learning systems.

In order to evaluate the performance of the proposed FL framework,
experiments were conducted on several datasets, including LEAF, FEMNIST,
Reddit, and Shakespeare. Each experiment involved 100 clients, with 10% of
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the data chosen randomly to participate in the communication round. The
data were clustered in different classes based on the level of data availability
and heterogeneity. Each experiment involved the participation of every client,
where the client performed the update on the data and sent the update to
the central server. The hyperparameters were chosen to be 0.01, with the
learning rate decayed by 0.1 every 50 iterations, five local epochs, mini-batch
size 32, SGD optimizer with 0.9 momentum, and weight decay. The baseline
algorithms were chosen to be FedAvg, FedProx, FedNova, and SCAFFOLD.
The performance of the model was measured in terms of accuracy, F1,
and AUC metrics. Communication cost was measured by total number of
communication bits, while convergence rate was measured by total rounds
required to attain 90% of the maximum possible accuracy.

4.2 Experimental Details

We tested the proposed approach on four representative FL datasets below
numerous privacy and communication constraints. All experiments were
conducted using PyTorch 1.13 and simulated federated settings using LEAF
framework with custom modifications to house privacy modules and com-
pression strategies. For all datasets, we simulated 100 clients, of which
10% were randomly selected to participate in each communication round.
Unless otherwise specified, all models were trained for 200 global commu-
nication rounds. We adopted standard model architectures for different data
modalities. For image-based tasks (from LEAF Dataset), we used CNN with
two convolutional layers followed by two fully connected layers. For text-
based or tabular tasks (Shakespeare), we used two-layer LSTM or three-layer
MLP depending on the modality. The initial learning rate was configured
at 0.01 and reduced by a factor of 0.1 every 50 iterations. Local epochs
were fixed at 5, and each client used mini-batches of size 32 during local
training. Optimization was performed using SGD with momentum of 0.9 and
weight decay of 5× 10−4. To preserve privacy, we implemented client-level
DP using Gaussian noise with a clipping norm of 1.0 and noise multipliers
ranging from 0.5 to 2.0 depending on the dataset. For secure aggregation,
we incorporated additive secret sharing and measured its runtime impact.
To reduce communication overhead, gradient compression techniques were
applied as described in FEMNIST Dataset. We compared top- k sparsification
with k = 0.1d, 0.2d, and 0.5d (where d is the gradient dimension), as
well as 8-bit and 4-bit quantization. Compressed updates were aggregated
server-side using decompression and averaging modules. Adaptive client
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selection was implemented based on metadata from the Reddit Dataset.
Clients were scored per round using a utility-based scheduler that consid-
ered availability, compute capacity, and previous contribution. This dynamic
aggregation mechanism adjusts client weights in the federated averaging
process, leading to personalized updates for straggling or high-performing
clients. For evaluation, we report top-1 accuracy for classification tasks and
MSE for regression tasks. Privacy performance was measured by empirical
privacy loss ε under (ε, δ)-DP with δ = 10−5, along with attack success
rate under a model inversion attack. Communication cost is mentioned
because of the wide variety of bits exchanged per spherical per second.
Convergence velocity was measured by using the number of rounds required
to attain 90% of the excellent accuracy. To ensure statistical importance,
all experimental runs were conducted five times using awesome random
seed values. We additionally simulated straggler clients, dropouts, and con-
versation delays to reflect actual global constraints. All evaluations were
performed on a server with eight NVIDIA A100 GPUs and 256GB RAM.
Baseline comparisons include FedAvg, FedProx, FedNova, and SCAFFOLD,
all implemented using the same runtime configurations. Hyperparameters
for all baselines were grid-searched for the best performance. Our approach
consistently outperformed in privacy-accuracy change-off, convergence pace,
and communication efficiency, validating its robustness throughout numerous
federated settings.

4.3 Comparison with SOTA Methods

As proven in Table 1, our technique constantly surpasses present-day (SOTA)
fashions on each LEAF and FEMNIST Datasets throughout all assess-
ment metrics. On the LEAF Dataset, it achieves 88.96% accuracy, exceed-
ing EfficientNet-B0 via 3.18% and Swin-T by 4.85% in AUC, indicating
more potent confidence under privacy-retaining situations. The method also
achieves 84.73% recall and 86.10% F1-score, confirming its robustness in
detecting fine-grained instances across heterogeneous client distributions.
These gains stem from gradient noise regularization and adaptive aggregation
layout, enhancing generalization while mitigating privacy-application trade-
off. On the FEMNIST Dataset, our version reaches 86.54% accuracy, in
comparison to 82.06% for Swin-T, and an AUC of 88.00%, outperform-
ing all baselines. Its compression-aware training pipeline preserves stability
beneath confined facts, and the capability to keep gradient fidelity below
high sparsification immediately supports the superior F1 of 85.12%. Setting
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reasonable patron pattern limits provides a guarantee of reliable assessment
without the occurrence of fake positives, which is critical for privacy-sensitive
applications, including decentralized healthcare and anomaly detection. Our
method is also effective on the two datasets Reddit and Shakespeare, as shown
in Table 2. On the Reddit dataset, it achieves 87.98% accuracy and 86.10% F1
score, surpassing EfficientNet-B1 and DenseNet201 (84.05% and 83.91%).
This benefit is driven by adaptive client selection and dynamic aggrega-
tion, where application scheduling in real-time focuses on valuable updates
over static FedAvg or FedProx weighting. Client scoring based on metadata
improves both fairness and convergence performance, as evidenced by the
AUC of 88.67%. In the Shakespeare situation, our version keeps superiority
beneath strict privacy constraints, accomplishing 87.10% AUC and 86.44%
accuracy, exceeding Swin-S by 3.68% in each metric. This resilience comes
from the twin-stage noise calibration that adaptively tunes privacy budgets,
reducing perturbation for high-impact clients even as meeting global ε limits.
By jointly balancing personalization and privacy, our approach outperforms
baselines that rely on uniform noise or static aggregation.

As illustrated in Figures 5 and 6, the benefits of our approach are
both quantitative and conceptual. Conventional fashions-inclusive of ResNet,
EfficientNet, and ViT editionsperform nicely centrally, however degrade
beneath federated optimization due to restricted privacy-attention and con-
versation inefficiency. Even superior transformers like Swin cannot offset
their parameter overhead all through distributed schooling. Our technique
unifies privacy-maintaining schooling, adaptive aggregation, and gradient
compression into one efficient framework, permitting up to 20% fewer rounds
to reach 90% of peak accuracy even as minimizing consistent spherical
exchange through sparsification and quantization. The upgrades continue
to be statistically regular across five runs, confirming robustness beyond
randomness. Excelling across four various datasets-heterogeneous (LEAF),
sparse (FEMNIST), dynamic (Reddit), and privacy-stringent (Shakespeare)-
demonstrates the adaptability, scalability, and generalization energy of our
proposed framework.

4.4 Ablation Study

We carried out vast ablation research to evaluate the contribution of
each dominant item in our framework. As proven in Tables 3 and 4,
we observed overall performance degradation while omitting each mod-
ule Stochastic Factorized Embedding (Adaptive Aggregation), Disentangled
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Figure 5 Performance comparison between our approach and state-of-the-art methods on
LEAF and FEMNIST datasets.

Figure 6 Benchmarking our method against state-of-the-art approaches on Reddit and
Shakespeare datasets.

Private Representation (Privacy-Aware Compression), and Similarity-Based
Label Propagation (Dynamic Client Selection). Across four datasets, results
confirmed that each module greatly improved performance. Taking out
Stochastic Factorized Embedding, which reweights customer updates based
on reliability and availability, results in a median 2.6% lower F1 rating and
a 2.5% lower AUC. This indicates the need for adaptive aggregation in
diverse and unstable customer environments, like Reddit, where participation
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Figure 7 Comprehensive ablation study findings on LEAF and FEMNIST datasets.

varies. Likewise, Disentangled Private Representation leads to significant
drops in precision and stability under bandwidth constraints. This validates
the compression module’s role in retaining gradient signal consistency at
some point of transmission. Without Similarity-Based Label Propagation,
class balance is destabilized in non-IID settings like LEAF. This proves the
value of dynamic, similarity-driven participation scheduling.

As depicted in Figures 7 and 8, on LEAF, the whole model attains
88.96% accuracy, outperforming all ablated versions by at least 1.82%, with
F1 and AUC gains of 3.98% and 3.07%. This demonstrates the synergistic
benefit of integrating all three modules, specifically for balancing privacy
renovation and venture software. Stochastic Factorized Embedding indicates
its strongest impact on antagonistic patron noise and label corruption. On
FEMNIST, doing away with the Disentangled Private Representation sharply
reduces F1 from 85.12% to 80.37%, underscoring its ability to stabilize low-
data, bandwidth-restricted conditions. Dual-channel compression combining
sparsification and price range-aware quantization continues convergence
despite excessive verbal exchange constraints, even as Similarity-Based
Label Propagation ensures smoother education and better understanding,
promoting fairer participation and progressed generalization.

The complete versions in Reddit and Shakespeare consistently outper-
form their ablated counterparts. On Reddit, removing any single module
decreases the F1 score by more than 2%, supporting the idea that modular
integration improves stability in changing conditions. The removal of adap-
tive aggregation causes a 2.66% rating discount, which quite rightly points
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Figure 8 In-depth examination of ablation study outcomes on Reddit and Shakespeare
datasets.

towards its role in the use of occasional fantastic user statistics. For Shake-
speare, the difference becomes enormous under strict privacy limitations;
getting rid of Disentangled Private Representation lowers the AUC from
87.10% to 83.37%, which means that privacy packages are less balanced.
These results indicate that every module is necessary, and the entire sys-
tem’s design has achieved maximum synergy and so it promotes resilience,
performance, and privacy through different FL scenarios.

4.5 Discussion

The FL structure that is sensitive to privacy, especially when resources are
low, has to ensure a balance between accuracy, communication rate, and
privacy. Although FL has avoided data sharing, it has its own problems,
including communication, privacy, and convergence. The proposed method
will ensure that the problems faced in FL are addressed. The method
uses adaptive gradient compression and dynamic aggregation. The cost of
communication, accuracy of models, and privacy are all possible factors that
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may affect the performance of the system, and they need to be analyzed
carefully.

The research applied new methodologies. The gradients are less dense
due to the use of adaptive gradient compression, which considers changes in
data distribution across various places, thereby reducing the cost of commu-
nication. Dynamic aggregation changes the weight of data from clients based
on their contributions to the global model. The use of secure aggregation, DP,
and homomorphic encryption ensures the safety of data used in the process
of learning. The researcher applied FedAvg, FedProx, and architecture in
their research on FL. Ablation tests were used to test the effects of various
techniques applied in compressing, aggregating, and protecting data.

The researcher also studied novel methods, which include adaptive gradi-
ent compression that makes the gradients sparse by taking into consideration
the changing data distribution in different locations. Dynamic aggregation
adjusts the contribution of the data of the client to the global model based
on the input data. The data remains secure during the process with the help
of secure aggregation, DP, and homomorphic encryption. The researcher
has used FedAvg, FedProx, and the architecture in the research of FL. The
ablation tests were conducted to evaluate the impact of different compression,
aggregation, and privacy methods. The framework compromises the model’s
accuracy in favor of communication efficiency, which reduces communi-
cation costs by more than 70% while keeping accuracy within 1–2% of
full-precision FL. The speeds of convergence are increased by 30%, which
shows that the adaptive compression and dynamic aggregation methods do
not compromise the accuracy of the model. The architecture maintains the
privacy of the model without compromising the accuracy of the model. The
proposed method shows superior performance compared to robust baselines,
including compressed FedAvg, FedProx, and secure aggregation with DP,
on LEAF, FEMNIST, Reddit, and Shakespeare datasets. Ablation tests have
shown that the techniques improve the performance of the model, with the
combination of adaptive compression, dynamic aggregation, and privacy
techniques showing the best performance. The research also proves that the
level of compression has an impact on the accuracy and convergence of the
model.

However, there are some limitations to the research. The technique is best
used in FL. It may not perform well with asynchronous clients. Analysis
has not covered adversarial attack. Although dynamic aggregation helps to
mitigate some adversarial attacks, active clients may have an impact on the
model, especially when compression and dynamic weighting are used. The
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Table 5 Comparison with state-of-the-art methods

Accuracy Communication Convergence

Method (%) Cost (%) Speed (Rounds) Privacy Protection

FedAvg 85.00 100 200 No Privacy

FedProx 86.50 95 180 No Privacy

SCAFFOLD 87.20 90 170 No Privacy

Ours 88.96 70 140 DP, Secure Aggregation

use of DP and homomorphic encryption has some limitations, as it may slow
down the model. This is important in healthcare and IoT settings, as data must
be protected while at the same time having to communicate quickly. It covers
FL with small, non-IID data, which is important in edge computing (as shown
in Table 5).

The proposed framework has better efficiency in comparison to existing
state-of-the-art techniques (FedAvg, FedProx, SCAFFOLD). This is evident
from accuracy of 88.96%, reduction in communication cost of 70%, and con-
vergence within 140 rounds. Moreover, a reduction in communication cost
of more than 30% and faster convergence rates are also obtained using this
framework. Unlike existing techniques, the proposed framework maintains
the privacy of the communication process using DP.

5 Conclusions and Future Work

This study examines how to maintain privacy in FL, especially when handling
sensitive data with few samples, which is a common problem in distributed
settings. We endorse a novel FL framework that combines adaptive gradient
compression and dynamic aggregation to mitigate communication overheads,
gradient leakage risks, and negative convergence beneath heterogeneous
record distributions. The adaptive compression module selectively sparsi-
fies small gradients, extensively decreasing bandwidth usage and publicity
to inference attacks, whilst the dynamic aggregation mechanism reweights
client updates in step with their reliability and contribution, efficiently mini-
mizing biases because of non-IID information. Experiments on benchmark
and real international datasets demonstrate that the proposed framework
maintains version accuracy within 1–2% of complete-precision FL, reduces
verbal exchange fees by over 70%, and speeds up convergence by 30%,
confirming its scalability and robustness for cellular and IoT programs.
However, two limitations must be noted. Although the adaptive compression
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mechanism strengthens both privacy and performance, its generalization
can also decline in eventualities requiring common version synchronization
or concerning tremendously sparse statistics, doubtlessly lowering model
robustness in such severe conditions. Second, the dynamic aggregation
relies on accurate estimation of client contribution, which could be unsta-
ble or biased in highly asynchronous or unreliable network environments.
Future work should explore reinforcement learning-based aggregation strate-
gies to enhance adaptability and resilience and investigate more universal
compression methods that maintain fidelity across diverse tasks and data
conditions.
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