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Abstract

Real-time video streaming over wireless networks has become increas-
ingly reliant on adaptive bitrate (ABR) control to mitigate variability in
bandwidth, latency, and user mobility. However, existing ABR algorithms
are predominantly reactive, operate on limited network observability, and
largely ignore the computational and bandwidth overhead introduced by
encryption, which is now ubiquitous in edge-assisted multimedia delivery.
This paper presents a machine-learning driven adaptive bitrate optimization
framework that jointly addresses predictive bandwidth estimation, mobil-
ity dynamics, and security constraints in edge-assisted video transmission.
We formulate bitrate selection as a stochastic optimization problem and
develop a cross-layer system model that characterizes network evolution,
user mobility, and cryptographic overhead. An edge-hosted learning engine
leverages supervised prediction and reinforcement-driven control to proac-
tively select bitrates using features derived from transport behavior, playback
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state, and security cost. We implement the proposed approach in a prototype
edge-streaming platform and evaluate performance under realistic wireless
traces, user mobility patterns, and multi-user contention. Experimental results
demonstrate that the proposed system reduces stall probability by up to 42%,
improves average Quality of Experience (QoE) by up to 27%, and maintains
equitable performance under multi-user load, while introducing only mod-
est cryptographic overhead. We further analyze the security—performance
trade-offs, identify risk factors in encrypted media pipelines, and quantify
the operational limits of edge execution. The results highlight the impor-
tance of integrating prediction, security-awareness, and scalability into ABR
design, and demonstrate the potential of edge-hosted learning models to
enable secure, high-quality, and resource-efficient video streaming in mobile
environments.

Keywords: Adaptive bitrate streaming, edge computing, machine learning,
secure video transmission, QoE optimization, wireless networks, mobility
modeling.

1 Introduction

The demand for high-quality video streaming has increased dramatically
with the proliferation of smartphones, mobile broadband, and edge com-
puting infrastructure. HTTP-based Adaptive Bitrate Streaming (ABR), most
commonly implemented through Dynamic Adaptive Streaming over HTTP
(DASH) and HTTP Live Streaming (HLS), has become the dominant mech-
anism for scalable video delivery across diverse network environments. In
ABR, a client dynamically selects bitrate segments from multiple available
representations based on network throughput, playback buffer, and device
conditions, enabling adaptation to fluctuating link quality and heterogeneous
user capabilities [1, 2]. Despite its widespread adoption, traditional ABR
designs remain highly sensitive to network instability and mobility, often
resulting in quality oscillations, rebuffering, and poor Quality of Experience
(QoE) under volatile wireless conditions [3].

To improve robustness, recent research has increasingly explored the
use of machine learning to predict available bandwidth, infer playback
risk, and make more proactive bitrate decisions. Supervised learning, rein-
forcement learning, and hybrid approaches have been proposed to reduce
rebuffering frequency, improve bitrate stability, and adapt across heteroge-
neous network traces [4-6]. These solutions have demonstrated significant
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potential in controlled experimental settings; however, most existing work
assumes relatively stable environments and overlooks the complexity of real-
world mobility, where channel characteristics can change abruptly due to
user motion, handoffs, and variable radio access conditions [7]. Moreover,
many learning-based approaches are centralized, relying on cloud infrastruc-
ture with high latency and limited access to fine-grained network metrics,
hindering their responsiveness in practice [8].

The emergence of edge computing has introduced new opportunities for
low-latency, context-aware video delivery. By colocating computation with
access networks, edge servers can collect granular telemetry, reduce feedback
delay, and provide computational support for resource-constrained clients [9].
Prior work has examined edge-assisted video transcoding [10], proactive
caching and distribution [11], and stream processing for high-resolution
applications [12]. Despite these advances, the integration of machine learn-
ing with edge-assisted ABR remains underexplored, especially in scenarios
involving multiple concurrent users competing for shared wireless resources.
Moreover, few works explicitly model the stochastic nature of user mobility
or its effects on throughput prediction and control stability.

At the same time, the increasing deployment of edge and mobile stream-
ing systems has elevated concerns around confidentiality, integrity, and
privacy. Encryption is now a mandatory element in most delivery pipelines
due to regulatory pressure, commercial interests, and user expectations [13].
However, cryptographic mechanisms introduce both bandwidth reduction
and computational overhead, which directly interact with ABR performance.
These effects are often neglected in adaptive streaming literature, which
traditionally assumes plaintext or negligible security overhead. Studies on
secure multimedia transmission have shown that encryption can significantly
increase latency, reduce effective throughput, and amplify resource con-
tention at scale [14], raising the need for holistic models that jointly consider
QoS, QoE, and security cost. Yet, systematic treatment of security-aware
ABR in edge environments remains remarkably limited.

In addition, wireless edge systems are frequently shared by multiple
clients whose mobility, resource demands, and security requirements vary
over time. Under such conditions, adaptive bitrate selection is not merely a
single-stream optimization problem but a multi-agent control problem involv-
ing fairness, load balancing, and contention management. Prior research on
multi-user ABR has proposed heuristics for fairness and resource partition-
ing [15], but these schemes rarely consider encrypted transport, mobility
stochasticity, or edge computation limits. A key challenge is therefore to
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design an adaptive bitrate framework that remains efficient under encrypted
transport, resilient to mobility dynamics, and scalable under multi-user
contention.

This work addresses these gaps by proposing a mobility-aware, security-
aware, machine-learning driven adaptive bitrate optimization framework for
edge-assisted video streaming. The proposed approach formulates bitrate
selection as a predictive decision problem over a system model that incor-
porates network dynamics, mobility-induced stochastic variation, and cryp-
tographic cost. By leveraging edge-hosted learning models and cross-layer
features, the system aims to proactively select bitrates that maintain QoE
while minimizing stalls and oscillations. Experimental results demonstrate
that the proposed framework outperforms baseline approaches in throughput
efficiency, stall avoidance, and fairness, particularly under high mobility and
multi-user contention.

2 Related Work

Adaptive video streaming has emerged as the dominant approach for deliv-
ering multimedia content over heterogeneous and unpredictable networks.
Early research on HTTP adaptive streaming proposed client-driven bitrate
selection algorithms that react to the estimated throughput and playback
buffer level, aiming to maintain smooth playback and acceptable visual
quality. Foundational studies examined rate-adaptation heuristics in DASH
and HLS and demonstrated that these methods can achieve stable perfor-
mance under relatively steady network conditions, but struggle with abrupt
bandwidth fluctuations, leading to bitrate instability and frequent rebuffering
events [1-3]. Subsequent surveys emphasized that user-perceived Quality of
Experience (QoE) should be central in adaptive streaming design, shifting
attention from purely technical metrics like throughput toward perceptual and
behavioral indicators [1, 7, 17].

Machine learning has recently been adopted as a promising paradigm
to overcome the limitations of heuristic-based approaches. Reinforcement
learning (RL) has proven especially effective due to its ability to opti-
mize sequential decision-making under uncertainty, learning from experience
rather than relying on handcrafted rules. Early work such as Pensieve intro-
duced deep RL-based adaptive streaming and demonstrated that learning-
based bitrate policies can achieve superior QoE by implicitly balancing video
quality, rebuffer risk, and quality variation [4]. Subsequent studies extended
this approach to edge environments, mobility scenarios, and cross-layer
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decision-making, showing improvements in bandwidth utilization and play-
back stability under dynamic conditions [5, 8, 21]. Surveys of machine
learning for video QoE prediction further highlighted the need for rich
telemetry, robust feature engineering, and real-time inference mechanisms to
support accurate decision-making in complex network environments [6, 20].
More recent work has begun to explore risk-sensitive RL and adaptive explo-
ration strategies, aiming to improve robustness, stability, and fairness without
excessive computational overhead [22, 24, 25].

Edge computing has become increasingly important in adaptive streaming
due to its potential to reduce latency, offload computation, and provide
localized network awareness. Surveys on edge architectures showed that
edge servers can significantly improve scalability, responsiveness, and energy
efficiency in multimedia systems by enabling distributed processing and
caching [9]. Research on edge-assisted transcoding and collaborative caching
demonstrated reductions in startup delay, bandwidth consumption, and play-
back interruptions by incorporating distributed computing resources into the
streaming pipeline [10, 11]. Other studies investigated edge-based analytics
and adaptive model selection to dynamically adjust streaming parameters
under varying network conditions, showing benefits in QoE and real-time
performance [12]. More recently, cross-layer optimization methods have
emerged, emphasizing the need to jointly consider physical-layer schedul-
ing, network allocation, and application-layer bitrate decisions for real-time
streaming over wireless networks [8].

Security and privacy have also gained prominence in multimedia sys-
tems, particularly as encryption becomes ubiquitous in modern streaming
platforms. Surveys on multimedia security highlighted the widespread use
of encryption, watermarking, and access control mechanisms, but also noted
that these solutions introduce computational overhead and reduce effective
bandwidth [13]. Recent work in edge security emphasized the need to jointly
optimize Quality of Service (QoS), Quality of Experience (QoE), and security
guarantees, especially in distributed, latency-sensitive environments [14].
These studies argue that future multimedia systems must treat security and
performance as intertwined concerns rather than independent design dimen-
sions, particularly in the context of 6G networks with extensive Al-driven
control [16, 25].

Another important research direction focuses on multi-user adaptive
streaming, where multiple concurrent sessions compete for shared wireless
resources. Fairness-aware bitrate allocation and edge-assisted scheduling
have been proposed to ensure equitable QoE among users, highlighting that
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naive adaptive bitrate policies can result in starvation, bandwidth monop-
olization, and sharp QoE divergence under contention [15, 26]. Studies
on energy-efficient streaming over heterogeneous networks further revealed
trade-offs between resource usage, video quality, and system stability in
multi-user settings [19]. As wireless edge environments become increas-
ingly dense and dynamic, multi-user resource allocation, fairness, and QoE-
aware scheduling are recognized as critical challenges for next-generation
streaming systems [15, 26].

Overall, prior work has made significant progress in adaptive stream-
ing algorithms, machine learning-based optimization, edge-assisted media
processing, and secure multimedia delivery. However, existing approaches
typically address prediction, mobility, security, and fairness in isola-
tion. Heuristic algorithms lack predictive capacity, learning-based systems
often ignore cryptographic overhead, edge-assisted solutions underestimate
mobility-driven variability, and fairness algorithms fail to incorporate proac-
tive decision-making. These limitations motivate unified frameworks that
integrate predictive modeling, security-awareness, mobility-awareness, and
multi-user contention into adaptive bitrate streaming systems, which is the
focus of this work.

3 System Model and Problem Formulation

This section formalizes the system model and the optimization problem
addressed by the proposed ML-driven bitrate adaptation algorithm. We focus
on a mobile video streaming scenario in which encrypted video segments are
delivered from an edge server to mobile user equipment (UE) over a time-
varying wireless channel. The purpose of the system model is to capture
the key dependencies among user mobility, channel bandwidth, security
overhead, and application-level Quality of Experience (QoE), and to express
bitrate selection as a constrained optimization problem. We introduce a
stochastic mobility model for the user, a bandwidth model that links mobility
to channel variability, and a security model that accounts for the computa-
tional and latency cost of cryptographic protection. On top of these, we define
a utility function that trades off video quality, latency, and security overhead,
derive optimality conditions under a continuous relaxation of bitrate levels,
and establish basic performance bounds that relate prediction error in band-
width estimates to utility degradation. These formal results motivate the use
of learning-based policies at the edge server for real-time bitrate control under
mobility and security constraints.
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3.1 Network and Video Streaming Model

We consider a system composed of three entities: a cloud server, an edge
server, and a set of mobile user devices. The cloud server hosts master video
content and may perform offline tasks such as transcoding and model training,
but is not involved in latency-critical bitrate decisions. The edge server is co-
located with, or logically close to, the radio access network (RAN); it stores a
cache of video segments at multiple bitrates and executes the proposed ML-
based control policy. The user equipment is a mobile device that requests
video segments from the edge, receives encrypted packets, and renders the
decoded video stream.

Time is slotted, and we index decision instants by ¢ € N. At each time
t, the edge server chooses a bitrate r(¢) for the next video segment from a
discrete set

R:{T’l,TQ,,,,er}’ 0<T1<...<TK

with r; expressed in bits per second (bps). The wireless channel between
the edge and the user exhibits time-varying available throughput, modeled
by a nonnegative stochastic process {B(t)},~,, where B(t) denotes the
instantaneous available bandwidth at time ¢. The number of bits that can be
transmitted in slot ¢ is upper bounded by B(¢)A, where A is the slot duration.

Video content is segmented into chunks of fixed playback duration Tgeg.
The time required to deliver a segment encoded at bitrate r(¢) under channel

bandwidth B(t) is approximately Tg(t) ~ T](Bi)ﬁT(ff’ where Beg(t) is the
effective bandwidth after accounting for protocol and security overheads.
When Ty (t) exceeds Tseg, the receiver buffer drains and playback stalls,
which degrades QoE. This coupling between bitrate, bandwidth, and latency

is central to the optimization problem.

3.2 Mobility and Stochastic Channel Model

The user’s mobility introduces temporal and spatial variability in the wireless
channel. Let X (t) € R? denote the user’s position in a two-dimensional
coverage area at time ¢, and let V() € R? denote the velocity vector. We
model the mobility dynamics by a discrete-time Gauss—Markov process

Xt+1D)=XHO+VBA, V(E+1)=uV(t)+ (1 —p)Vo+W(t)

where p € [0, 1] is a memory parameter, V{ is a nominal velocity vector,
and W (t) is a zero-mean Gaussian noise term that captures random changes
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in direction and speed. For p close to one, the process exhibits strong
temporal correlation in velocity, while for smaller y the motion becomes
more random. Alternative models, such as random waypoint or finite-state
Markov chains over cell indices, can also be used without loss of generality
for the subsequent analysis.

The wireless channel bandwidth process B(t) is modeled as a function of
the user position, large-scale path loss, and small-scale fading. Specifically,
we write

B(t) = g(X (), H(t), N(1))

where H (t) captures fast fading and shadowing effects, N (¢) reflects inter-
ference and load from other users, and ¢(-) is a deterministic mapping derived
from the underlying physical and MAC-layer parameters. For analytical
tractability, it is common to discretize the bandwidth into a finite number
of states and approximate {B(¢)} as a finite-state Markov chain whose
transition probabilities depend on the mobility parameters. The combination
of the Gauss—Markov mobility model and the Markovian bandwidth model
captures both spatial correlation (due to the topology of the coverage area)
and temporal correlation (due to inertia in user movement and network
load).

3.3 Security Model and Overhead

To ensure confidentiality and integrity of the video stream, the edge and
the user establish a secure communication channel using a standard crypto-
graphic protocol such as TLS, DTLS, or SRTP with authenticated encryption.
Let Senc(t) denote the per-slot overhead induced by encryption and authen-
tication, measured as the effective reduction in available payload throughput
compared to the raw physical-layer bandwidth. Equivalently, we can define
the effective bandwidth as:

Bet(t) = B(t) — Senc(t)

with the understanding that Sep,.(¢) is nonnegative and upper bounded by a
protocol-dependent fraction of B(t).

In addition to throughput reduction, cryptographic operations incur com-
putational cost and latency. We denote by Cey(t) the CPU cycles (or an
equivalent normalized compute unit) required at the UE to decrypt and
authenticate the packets in slot ¢, and by Len(t) the corresponding latency
introduced by the security layer. The total end-to-end delay experienced by a
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video segment is then decomposed as:
D(t) = Dpet(t) + Lenc(t)

where Dyt (t) represents the network-induced delay (propagation, queuing,
and scheduling) and is primarily determined by B(t), the queue state, and
the access protocol. We assume that the attacker cannot break the cryp-
tographic primitives but may attempt traffic analysis, denial-of-service, or
packet manipulation. From the viewpoint of resource allocation, the key
effect of security is to reduce the effective throughput and to consume
compute cycles at the UE and the edge, which both appear as costs in the
optimization problem.

3.4 QoE and Utility Function

The user’s QoE is modeled as a function of the chosen bitrate and the resulting
playback dynamics. Let QoFE (7 (t)) denote the instantaneous QoE associated
with segment ¢ when encoded at bitrate (), assuming no stall or rebuffering.
In practice, this can be mapped from objective quality metrics such as PSNR,
SSIM, or VMAF. Empirically, such mappings are monotonically increasing
and concave in r(t): additional bitrate improves quality but with diminishing
returns. We therefore assume that, under a continuous relaxation, there exists
a differentiable function ¢(r) with ¢’(r) > 0 and ¢”(r) < 0, such that
QoE(r(t)) =~ q(r(t)) for r(t) in a compact interval.

Stalls, latency, and security overhead degrade QoE. We capture these
effects through a scalar utility function

U(r(t)) = q(r(t)) —aD(t) = BS(1)

where o > 0 and 3 > 0 are design parameters that weigh the relative impor-
tance of low latency and low security overhead, and S(¢) is an aggregated
security cost defined as

S(t) =M Senc (t) + 72Cenc (t) + '73Lenc<t)

with nonnegative coefficients v, 72, y3 translating each component of secu-
rity overhead into the common utility scale. The latency term D(t) is itself
a function of r(t) and Beg(t). For fluid analysis, we can approximate the

download delay of a segment as Dy (t) ~ rg)HT(StC)g when the segment size is

7(t)Tseg, leading to
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This relation makes explicit that higher bitrates increase delay when
bandwidth and security overhead are fixed.

3.5 Constrained Optimization Problem

At each decision instant ¢, the controller at the edge aims to select a bitrate
() that maximizes the utility U(r(t)), subject to constraints on bandwidth,
computation, and latency. The primary feasibility constraint is that the chosen
bitrate must not exceed the effective bandwidth in a way that would cause
intolerable stalls. In its simplest form, this can be expressed as

r(t) < Beg(t)

which guarantees that a segment can be delivered within one slot of duration
Tseg in the fluid model. In addition, the combined computational load of
video decoding and cryptographic processing at the UE must not exceed the
available compute budget Ciax:

Cenc (t) + Cproc (t) < Cmax

where Cproc(t) denotes the decoding and rendering cost. Finally, the total
end-to-end delay must respect an application-specific bound Dy, that
reflects QoE requirements for real-time streaming:

D(t) < Diax
Putting these elements together, the per-slot optimization problem can be
written as
Jax U(r(t))
s.t. r(t) < Beg(t)
C'enc( ) + Cproc( ) S Cmax

D(t) < Dmax

Because R is discrete, the problem is combinatorial in its original form,
and because B (t) and the cost terms are influenced by stochastic mobility
and network dynamics, full knowledge of the constraints at decision time is
not guaranteed. These observations motivate both a continuous relaxation of
the decision space and a learning-based approach to control.

In experiments, the weighting parameters {c, 3,7} were selected based
on grid-search over representative mobility and encryption configurations.
We observed that the model remains stable within a broad parameter range
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(o = 0.45 — 0.6, 8 = 0.2 — —0.35, v =~ 0.1 — —0.25) and performance
degrades gradually rather than abruptly outside this region. Because stalls
strongly impact QoE, o was assigned higher magnitude to emphasize play-
back continuity. While exact tuning is deployment-specific, these values offer
a reasonable default starting point.

3.6 Continuous Relaxation and Optimality Conditions

To derive analytical insight, we temporarily relax the discrete constraint
r(t) € R and allow the bitrate to be any real value in a compact interval
Z = [Fmin, "max)- We also consider a snapshot at fixed time ¢ and suppress
the explicit dependence on ¢ for clarity. Under the fluid delay approximation,
the utility becomes:

U =)~ o (5% + Lunc) = 55

where Beg, Lene, and S are treated as constants in the local decision (their
dependence on system state is captured elsewhere). The only active constraint
in this simplified setting is 7 < Beg, together with the interval constraint
(S [rmina Trnax}

The Lagrangian of the optimization problem

max  U(r)s.t.r < Beg

re [Tminyrmax]

can be written as:
ﬁ(?“, A1, Ao, )\3) = U(T) + )\1(Beff — 7") + )\2(7“ — Tmin) + )\3(7“max — T)

with Lagrange multipliers A1, A2, A3 > 0. Assuming that ¢(r) is differ-
entiable and concave, and that the problem is feasible, the Karush—Kuhn—
Tucker (KKT) conditions for optimality are:

1. Stationarity:

T
(?)f:q'(r)—a 2 XM+ A —A3=0

B eff
2. Complementary slackness:

)\1(Beff — 7“) = O, )\2(7’ — Tmin) = 0, )\3(T‘max — r) =0

3. Primal feasibility:

Tmin <7 < min{rmaXa Beff}
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4. Dual feasibility:
Al; )‘27 A3 > 0

If the optimum lies strictly inside the feasible interval and the bandwidth
constraint is inactive (i.e., ryin < r < min{rmax, Befr}), then Ay = Ao =
A3 = 0, and the stationarity condition simplifies to:

Tseg

/(. %
q(r')=a
(r") Bor

This equation equates the marginal QoE gain from increasing bitrate with the
marginal latency penalty scaled by the available bandwidth. It illustrates that
the optimal bitrate balances quality and delay in a way that is sensitive to the
effective bandwidth and the latency weight «. When the bandwidth constraint
becomes active (e.g., Beg is small), the solution saturates at r* = Beg or at
the lower bound ry,i,, depending on the functional form of ¢(r).

In practice, the continuous-optimal 7* is projected onto the discrete set
R by selecting the nearest admissible bitrate that satisfies the feasibility
constraints. The gradient and KKT structure derived under the relaxation still
provide insight into how the optimal decision should move in response to
changes in Beg, «, or the shape of ¢(-), and can be used to guide the design
of learning-based policies that approximate r*.

3.7 Theoretical Performance Bounds under Prediction Error

The edge controller does not directly know the future bandwidth B(t + 1) at
decision time ¢. Instead, it relies on an ML model that provides a prediction
B(t 4+ 1) = ®(X(t)), based on a feature vector X () summarizing recent
bandwidth, mobility, loss, and load statistics. The bitrate decision thus takes
the form ry,(t) = m(B(t + 1), X(t)), while an ideal oracle with perfect
knowledge of B(t + 1) would choose 7*(¢) that maximizes the true utility.
To quantify the impact of prediction error on performance, we consider a
single-slot analysis under the continuous relaxation. Let U (r; Beg ) denote the
utility when bitrate r is chosen and the effective bandwidth is B.g. Assume
that, for each fixed Beg, the function U (7; Beg) is Lyy-Lipschitz in r over the
feasible interval, that the mapping from bandwidth to optimal bitrate r* ( B )
is L,-Lipschitz in Beg, and that the prediction error satisfies | Bog — Beff’ <e
for a given € > 0. Under these conditions, the difference between the utility

achieved by the ML-based policy and the oracle utility can be bounded as:

|U(rML; Bet) — U(7%; Begr)| < Ly v — 77|
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If the decision rule 7 selects a bitrate that is close to the optimal bitrate
corresponding to the predicted bandwidth, for example ryir, &~ 7*(Beg), then
we can further bound:

|TML - T*‘ S |T*(Beﬂ) - T*(Beff)‘ < LT’Beff - Beff| <L,e

Combining these inequalities yields a first-order bound on the utility loss
due to prediction error:

\U(rm; Besr) — U(r™; Bet)| < Ly Ly €

This shows that, as long as the oracle policy and the utility function are
sufficiently smooth and the prediction error is small, the ML-based bitrate
selection incurs at most a linear degradation in utility with respect to the
bandwidth estimation error. Over a horizon of T' segments, the cumulative
regret Ry = 23:1 (U(r*(t)) = U(rmL(t))) can similarly be bounded in
expectation in terms of the distribution of the prediction error process, leading
to sublinear regret if the learning and prediction components converge and
if the error variance diminishes over time. Although the full regret analysis
depends on the specific learning algorithm, this basic Lipschitz-type bound
illustrates how the quality of bandwidth prediction and the stability of the
optimal policy jointly influence end-to-end performance.

3.8 Problem Complexity and Motivation for Learning-Based
Control

Even under the continuous relaxation, the utility maximization problem
is nontrivial because the utility function encapsulates multiple interacting
effects that are nonlinear and time-varying. The QoE component ¢(r) is con-
cave but may be derived from empirical measurements; the delay component
depends on Beg(t), which is driven by the stochastic mobility process X ()
and the Markovian bandwidth process B(t); and the security cost depends
on the cryptographic protocol and device-level characteristics. In the original
discrete setting with r(¢) € R, the control problem becomes a sequential
decision process with partial observability and unknown transition dynamics.

Classical convex optimization techniques are difficult to apply directly
because the feasible set is discrete, the constraints are stochastic, and the
system state evolves according to a nonstationary process driven by user
mobility and network load. Instead, it is natural to cast the bitrate selection
problem as a learning and control problem in which the edge server learns a
policy 7 that maps observable features X (¢) to decisions 7(¢). Such a policy
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can be parameterized by a neural network or other ML model and trained
either offline using recorded traces or online via reinforcement learning. The
theoretical results in the preceding subsections provide a target structure
(through the gradient and KKT conditions) and performance benchmarks
(through the utility bounds under prediction error) that can guide the design
and evaluation of the learned policy.

4 Proposed ML-Driven Adaptive Bitrate Optimization
Method

This section presents the proposed machine-learning-based adaptive bitrate
optimization algorithm for secure edge-assisted video streaming. The central
objective of the method is to proactively select video bitrates that maxi-
mize user QoE while accounting for mobility-induced channel variability
and cryptographic overhead. The approach integrates bandwidth prediction,
cross-layer feature representation, and learned decision policies into a real-
time control loop executed at the edge server. The system architecture,
runtime mechanism, and model design are described below, followed by
algorithmic formulation and computational analysis.

4.1 Architectural Overview

The overall architecture of the proposed system is illustrated in Figure 1,
which depicts interactions among the cloud server, edge server, and user

Cloud Server Encrypted 1video segments

« Offline Training |~
« Content Repository

Encrypted
video segme

Edge Server
Bandwidth Predition
Bitrate Optimization

Bitrate decision

Variable ] -
Bandwidth Mobile Device
Decryption
~_— Playback

Variable Bandwidth

Figure 1 System architecture of the proposed method, showing the interactions among the
cloud server, edge server, and mobile device. The cloud performs offline training, the edge
executes real-time decision making, and the device handles decryption and playback.
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device. The cloud server maintains a repository of multi-resolution video
segments and performs offline tasks such as model pre-training, dataset
generation, and large-scale analysis. Latency-critical operations are delegated
to the edge server, which maintains a local cache of encrypted video segments
and executes the adaptive bitrate control algorithm in real time. The user
device receives encrypted segments, performs decryption, and renders video
playback, while transmitting lightweight telemetry such as buffer status,
throughput estimates, or mobility information. Because all video traffic is
encrypted, the security layer imposes computation and latency overhead that
directly influences perceived QoE. The edge server continually collects sys-
tem metrics, updates predictions, and selects the bitrate for the next segment,
creating an adaptive feedback loop that responds to instantaneous resource
conditions.

4.2 Runtime Adaptive Control Loop

The adaptive decision procedure operates as a closed-loop control system
that executes at the granularity of video segments. This process is shown in
Figure 2, which highlights a recurring cycle of feature extraction, bandwidth
prediction, bitrate decision, and feedback. At each time instant ¢, the system
aggregates observations such as recent network throughput, mobility state,
cryptographic overhead, and playback statistics into a feature vector. These
features are fed into a bandwidth prediction network that estimates the
effective bandwidth for the next slot, enabling proactive control rather than
reactive adjustment. The output of this predictor, together with contextual
features representing security cost and playback state, is passed to a decision
Bitrate

Bitrate Control
decision
Wireless
Feature Extractio bandwidth
" Predictor
Feature
Extraction

Figure 2 Runtime control loop executed at the edge server.

Feedback

Variable
bandwidth
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network that selects the bitrate for the next segment. After a segment is
transmitted at the selected bitrate, the resulting performance metrics are
observed and incorporated into the next iteration of the loop. The continuous
and iterative nature of this process enables real-time adaptation under rapidly
changing conditions and provides a mechanism for the controller to implicitly
learn system dynamics over time.

4.3 ML Model Architecture

The architecture of the decision model is illustrated in Figure 3. It com-
prises two interconnected neural networks: a bandwidth prediction network
and a bitrate decision network. The prediction network receives a set of
time-dependent features such as historical bandwidth, packet loss rate, and
mobility parameters. It employs temporal feature extractors, for example
recurrent or convolutional modules followed by dense layers, to capture
temporal dependencies and produce an estimate of the effective bandwidth
Beff(t + 1). The bitrate decision network receives the predicted bandwidth
along with auxiliary features capturing cryptographic overhead, playback
buffer state, stall events, and recent bitrate history. This network outputs a
discrete bitrate level that is selected from a predefined set R. The interaction
between the prediction and decision networks enables the model to anticipate

( ML-Driven Bitrate Decision Model

5
Bandwidth Prediction Network @(c)

LSTM/Temporal CNN: Dense layers
\ J

| B (t+1)

dictte ef bandh) .
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Figure 3 ML model architecture consisting of a bandwidth prediction network and a bitrate
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future channel states and select bitrates that balance quality with delay and
security cost. Through supervised or reinforcement-based training, the model
implicitly learns to represent the nonlinear relationship between network
state, utility, and bitrate selection.

The bandwidth prediction network employs a two-layer LSTM with a his-
tory window of 20 segments (~10 s lookback), followed by fully-connected
layers for regression output. Input features were normalized using min-max
scaling on each metric. The model was trained using Adam optimizer with
MSE loss for bandwidth prediction and cross-entropy for bitrate classifica-
tion. Early stopping on validation loss prevented overfitting. This concise
configuration enables reproducibility and aligns with real-time inference
constraints at the edge.

4.4 Feature Representation

The representation of system state is organized into four feature groups
that collectively capture cross-layer phenomena influencing streaming per-
formance. The first group consists of historical bandwidth and loss traces
that encode temporal fluctuations in channel quality and congestion. The
second group contains mobility features, such as user location and velocity,
that directly influence path loss, interference, and handoff events in mobile
environments. The third group quantifies security-related overhead, including
encryption-induced throughput reduction and computational latency, which
affect both effective bandwidth and delivery delay. The fourth group encodes
user-centric playback state, such as buffer level, stall occurrence, and esti-
mated QoE, to provide context for user experience. This feature design aligns
with the theoretical formulation in Section 3, permitting the model to infer
how mobility, cryptographic cost, and playback dynamics jointly influence
utility.

4.5 Bitrate Selection Algorithm

The decision network outputs a bitrate that approximates the solution to
the utility maximization problem defined in Section 3. Given the predicted
bandwidth and observed system features, the model identifies the bitrate
r(t) € R that maximizes expected utility while satisfying instantaneous
feasibility constraints. The predictor supplies a forward-looking estimate of
channel capacity, while the decision network implicitly represents the penalty
structure associated with delay and security cost. As a result, the model
learns policies that decrease bitrate in anticipation of bandwidth collapse,



162 Lirong Pang et al.

lower utility, or increased cryptographic load, while increasing bitrate under
favorable conditions. This predictive approach stands in contrast to traditional
reactive schemes, which adjust bitrate only after degradation occurs and
therefore suffer from oscillation and stall events.

4.6 Algorithmic Complexity and Deployment

The computational complexity of the model is dominated by matrix multipli-
cations within the hidden layers of the prediction and decision networks. If
d denotes the feature dimension, hg and h, denote the hidden layer sizes
of the prediction and decision networks respectively, and K denotes the
number of discrete bitrate levels, then the overall inference cost is of order
O(dhg + haohr + hrK). This cost is small relative to communication and
cryptographic delays and is therefore easily accommodated in modern mobile
edge computing platforms. The memory footprint is similarly lightweight
and fits within embedded systems or low-power system-on-chip designs.
Because inference is deterministic and does not require iterative optimization,
the algorithm can be executed at real-time video segment rates without
compromising performance.

The proposed approach differs from conventional adaptive bitrate meth-
ods by explicitly incorporating both bandwidth prediction and security-aware
features into decision making. Predictive control enables more stable behav-
ior under rapidly changing conditions, while recognition of cryptographic
overhead prevents poor decisions that would otherwise degrade QoE. The
combination of cross-layer features, temporal prediction, and learned deci-
sion policies provides a mechanism to approximate near-optimal control
behavior with modest computation. The architectural separation between
prediction and decision modules also facilitates hybrid deployment config-
urations, including federated, distributed, or online adaptation strategies.

5 System Architecture and Implementation

This section describes the implementation of the proposed ML-driven adap-
tive bitrate system within a secure, edge-assisted video streaming platform.
The architecture operationalizes the predictive control methodology intro-
duced in Section 4 by integrating model components, data flows, and system
services into a distributed infrastructure composed of cloud, edge, and
device layers. The implementation is designed to meet real-time latency con-
straints, minimize computational overhead at mobile devices, and maintain
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compatibility with encrypted data transmission. We first discuss the software
and hardware environment for each layer, then describe system services and
interfaces, followed by details on data pipelines, synchronization, and model
deployment. Together, these elements define a practical blueprint for realizing
intelligent, secure, mobile video streaming at scale.

5.1 System Layers and Functional Responsibilities

The system is organized into three layers: the cloud layer, the edge layer,
and the device layer. The cloud layer consists of backend servers used for
long-term data storage, offline model training, periodic retraining, and cross-
device statistical aggregation. Computationally expensive operations such as
hyperparameter search and large-scale data preprocessing are executed at this
layer. Model updates are periodically distributed to edge nodes, reducing the
need for centralized inference.

The edge layer is the core computation site for real-time bitrate adapta-
tion. Each edge server maintains a model inference engine, a local cache of
multi-resolution video segments, and a messaging interface for interaction
with mobile users. The edge executes the closed-loop control logic described
in Section 4, performing feature extraction, bandwidth prediction, bitrate
selection, encryption, and segment scheduling at the granularity of individual
video chunks. Because the edge is physically or logically near the radio
access network, inference latency and control responsiveness are kept low.

The device layer consists of user terminals that receive encrypted seg-
ments, execute decryption and playback, monitor QoE metrics, and provide a
subset of telemetry to the edge server. The device is intentionally lightweight
and does not perform prediction or bitrate control, preserving battery life and
reducing hardware burden. Telemetry is compressed into compact reports,
minimizing uplink overhead.

5.2 Data Pipelines and Telemetry Collection

Streaming telemetry is essential for enabling prediction and decision making.
The pipeline begins at the device, where metrics such as packet loss rate,
throughput estimate, buffer occupancy, stall events, and signal strength are
periodically sampled and reported to the edge using a lightweight protocol.
Each report is compressed and timestamped to ensure temporal alignment.
At the edge, telemetry from multiple users is parsed, filtered, and inserted
into a feature buffer that implements a sliding time window. Because the
prediction network in Section 4 operates on time-dependent features, the
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system maintains a fixed horizon of recent measurements and discards
stale samples beyond this window. Additional contextual features, including
encryption overhead and CPU load, are locally computed at the edge rather
than provided by the device, ensuring low uplink cost.

Outbound data flows include encrypted video segments sent from the
edge to the device. These packets contain no raw metadata regarding internal
model state or user features, preserving privacy and security. Optional hash-
based identifiers are attached solely for packet integrity and synchronization.

5.3 Model Deployment and Execution

The ML decision engine introduced in Section 4 is deployed as a persistent
inference service at the edge. The service loads pre-trained weights for both
the bandwidth predictor and bitrate decision network and executes inference
at the beginning of each segment period. The model is implemented with a
lightweight runtime supporting CPU execution on commodity hardware, and
inference latency is typically on the order of a few milliseconds, which is
small relative to segment duration.

Model updates are distributed from the cloud using a versioned
model registry with rollback capability. Edge nodes verify signatures and
compatibility before accepting updates, preventing poisoned model injection.
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Because the bitrate decision network ultimately outputs discrete actions,
inference can be executed deterministically without stochastic sampling,
which simplifies testing and reduces operational variability.

The decision model is trained offline using collected traces and deployed
to the edge. In practical deployments, retraining can be performed period-
ically (e.g., weekly/monthly) depending on network drift. Model updates
are pushed centrally and validated via signatures, but incremental on-device
adaptation is also supported for future extension. This design balances
real-world maintainability and responsiveness.

5.4 Secure Communication and Cryptographic Integration

All video traffic between the edge and device is encrypted using authenticated
encryption, and session keys are negotiated periodically to minimize com-
promise exposure. Encryption and authentication introduce overhead both
in terms of throughput reduction and added latency, which are explicitly
modeled in Section 3 and incorporated into decision making in Section 4. In
the implementation, these cryptographic operations are performed at the edge
prior to transmission and at the device upon reception, enabling consistent
security semantics for all traffic. Telemetry is encrypted separately using
lightweight symmetric encryption to avoid vulnerabilities caused by metadata
leakage. Traffic analysis by adversaries is mitigated by padding and burst
shaping techniques, although aggressive shaping is avoided to maintain low
latency.

5.5 Synchronization and Timing

The system is synchronized around a stable segment period, typically
between 250-500 ms depending on configuration. At the start of each period,
the edge assembles a feature vector, predicts bandwidth, selects a bitrate,
and schedules an encrypted segment for transmission. Timing constraints
are enforced by event-driven loops rather than polling-based control, low-
ering power consumption and reducing jitter. Telemetry reports from the
device are buffered and timestamp-aligned with prediction cycles to minimize
misclassification due to temporal skew.

5.6 Scalability and Multi-User Resource Sharing

The architecture supports concurrent operation across multiple users, with
each user maintaining an independent feature buffer and control state.
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Figure 5 Multi-user resource management at the edge, illustrating parallel control loops
operating on shared computational and networking resources while maintaining independent
control policies.

Computational scalability is achieved through batching of model inference
when multiple users request updates within overlapping windows. Because
bitrate selection is independent across flows, no direct coupling between users
is required at the control level, although resource contention at the wireless
interface indirectly influences performance. Edge servers monitor aggregate
load to prevent pathological overload scenarios, and admission control is
used when capacity is insufficient to maintain QoE guarantees. The combined
bandwidth predictor 4 decision model contains ~2.3M parameters (1.8 MB
memory), requiring ~1.2 ms CPU inference latency per segment on the
edge device. Peak RAM footprint remained under 25 MB including feature
buffer and telemetry queue. These values confirm that computation overhead
is negligible compared to communication delay, supporting deployment on
lightweight MEC nodes.

5.7 Deployment Considerations and Practical Limitations

Real-world deployment introduces constraints not fully captured in theoreti-
cal models. Device energy limitations may restrict telemetry frequency, while
wireless interface variability may cause abrupt capacity drops or handoff
delays not predicted by the model. Edge nodes must operate under regulatory
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constraints that restrict logging of encrypted payloads, limiting availability
of detailed instrumentation. Further, retraining cycles must balance model
freshness with bandwidth consumption and operational cost. Despite these
limitations, the architecture remains robust due to its low inference cost,
distributed design, and predictive control capabilities.

6 Experimental Evaluation

This section evaluates the performance of the proposed ML-driven adaptive
bitrate algorithm in a secure, edge-assisted video streaming setting. The
objective of the evaluation is to assess whether the method improves user-
perceived Quality of Experience (QoE) under mobility-induced bandwidth
variability and cryptographic overhead. The experiments are designed to
quantify performance gains relative to conventional adaptive bitrate schemes
and to analyze the contribution of predictive control and cross-layer feature
integration. We begin by describing the experimental testbed and configura-
tion, then present baselines, metrics, and performance results, followed by a
discussion of findings and limitations.

6.1 Experimental Environment

The experiments were conducted using a hybrid testbed consisting of an
emulated mobile wireless environment, a real-time edge compute node, and
hardware client devices. Video content was encoded using H.264 at mul-
tiple resolution—bitrate pairs with segment durations between 250-500 ms.
The edge server was implemented on an embedded computing platform
supporting CPU-only neural network inference, while the user device was
implemented on a low-power mobile system-on-chip executing decryption
and playback. The learning model was trained using a dataset comprising
54 hours of streaming traces collected under heterogeneous wireless con-
ditions. The dataset includes ~8,200 segment-level sessions captured from
both emulated and real mobility environments. To ensure diversity, experi-
ments covered three mobility tiers: (1) Static/low mobility (0—1 m/s) indoor
WiFi and stationary cellular; (2) Walking mobility (1-5 m/s) urban pedes-
trian patterns; and (3) Vehicle mobility (5-25 m/s) highway-speed traces
with handoff events. Each trace contains timestamped throughput samples,
RTT, loss/ECN marking, buffer level, encryption overhead, and segment
delivery latency. To reflect real deployment, encryption settings included
AES-GCM (128/256-bit) and ChaCha20-Poly1305, enabling observation of
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CPU-bound vs. bandwidth-bound overhead. The dataset was partitioned 70%
training/15% validation/15% testing, ensuring mobility regime and crypto
configurations were uniformly distributed across splits. Training was per-
formed offline using supervised regression for bandwidth forecasting and
cross-entropy for bitrate classification until validation loss convergence. Dur-
ing deployment, the model runs fully online and adapts to telemetry without
gradient updates. This separation aligns with edge inference constraints and
simplifies model maintenance.

Wireless conditions were modeled using mobility traces with varying
velocities, handoff events, and channel impairments. Cryptographic overhead
was emulated using authenticated encryption with configurable cipher param-
eters, and security-induced bandwidth and latency penalties were measured
directly. Telemetry streams were collected continuously, enabling real-time
feature generation, prediction, and decision making at segment boundaries.
Model inference latency was consistently below one millisecond and did
not influence overall delay. The end-to-end inference latency per segment
was measured at 0.8-1.4 ms on edge CPU, well below segment duration,
confirming suitability for real-time streaming.

6.2 Baseline Methods

To contextualize performance, the proposed method was compared with
several baseline approaches representing common adaptive bitrate strate-
gies. Conventional throughput-based control, such as DASH-based heuristics,
served as a representative reactive method that selects bitrates based solely
on recent bandwidth samples. A buffer-based controller that increases bitrate
when buffer occupancy is high and decreases bitrate when it is low served
as another classical baseline. A naive static bitrate scheme was included as a
lower-bound reference, illustrating performance in the absence of adaptation.
None of the baselines explicitly modeled or compensated for cryptographic
overhead, nor did they incorporate prediction. These omissions allowed us
to evaluate the degree to which proactive, security-aware control affects
performance.

Reinforcement-learning based controllers such as Pensieve are rele-
vant comparators; however, applying RL baselines in encrypted edge envi-
ronments requires retraining to account for cryptographic overhead and
mobility-state coupling, which differs from cloud-only Pensieve assumptions.
Preliminary trials using an unmodified Pensieve-style agent showed unsta-
ble bitrate oscillations under encryption load and diminished QoE due to
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misaligned reward objectives. To maintain fairness and reproducibility, we
compare against widely deployed industry-style baselines (throughput- and
buffer-driven). Future work will integrate an RL baseline retrained using our
security-aware trace dataset.

6.3 Evaluation Metrics

Performance was evaluated using a collection of application-level and
system-level metrics. QoE was quantified using a continuous quality score
derived from objective perceptual metrics such as SSIM, integrated over
time and normalized to segment duration. Rebuffering time and stall fre-
quency were measured to assess playback continuity, while bitrate oscillation
frequency served as an indicator of control stability. System-level met-
rics included frame delivery latency, cryptographic overhead, and effective
throughput. Energy consumption at the device was monitored but not used as
a primary metric, since bitrate decisions were executed at the edge rather than
the device. Together, these metrics enabled multidimensional assessment of
streaming quality, responsiveness, and efficiency.

QoE was computed as a scalar metric incorporating perceptual video
quality, stall impact, and instability penalties. Video quality was mapped
using VMAF (normalized to [0,1]) and fused with playback behavior as:

QOoE = A1 - Qvideo — A2 - Tital — A3 - Ag

where Qvideo represents segment-level perceptual quality (VMAF—SSIM-
scaled), Tgian is total stall duration per segment (seconds), and Agq is quality
switching magnitude. We adopt A\; = 0.60, Ay = 0.30, A3 = 0.10, empha-
sizing stall avoidance as dominant user-experience determinant. Scores are
accumulated across the stream and normalized over total playback duration.

This formulation aligns with QoE scoring functions used in prior ABR
literature and allows interpretable comparison across controllers.

6.4 Performance Results

The proposed method consistently improved QoE compared with reactive
baselines under dynamic mobility and encryption overhead. Across a range of
channel conditions, the system achieved higher average QoE scores and sig-
nificantly reduced stall duration. These improvements were most pronounced
during rapid bandwidth fluctuations or mobility-induced degradation events,
where predictive control prevented aggressive misallocation of bitrate that
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Figure 6 Example time-series of bitrate, predicted bandwidth, stall events, and QoE for
the proposed method and a baseline controller, illustrating proactive adaptation and stability
during channel variations.

would otherwise cause rebuffering. Reactive controllers tended to over-
shoot during high-throughput windows and subsequently produce long stalls,
whereas the proposed method maintained more stable behavior.

Delay analysis showed that segment delivery times remained within
the application-defined bound, even when cryptographic overhead increased
substantially. Buffer-based schemes failed to account for encryption-induced
latency and occasionally selected bitrates that exceeded available capacity
once security cost was applied. The proposed method also demonstrated
reduced bitrate oscillation, indicating that prediction mitigated control insta-
bility.

6.5 Ablation Analysis

To assess the contribution of prediction and security-aware features, we eval-
uated reduced versions of the model in which either the prediction network
or security features were removed. Removing prediction produced behavior
similar to reactive DASH-style heuristics: bitrate oscillation increased, and
stall frequency rose due to delayed response to bandwidth drops. Removing
security-aware features caused the model to overestimate effective through-
put, resulting in bitrate selections that exceeded encrypted channel capacity.
These ablation results underscore the importance of both predictive inference
and awareness of cryptographic cost for high performance.
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Figure 7 Ablation results comparing the full model, prediction-only, security-only, and
baseline controllers, showing QoE, stall time, and latency across varying network conditions.

6.6 Multi-User Scalability

To evaluate scalability, we analyzed system performance under increasing
user density, where multiple independent video sessions were concurrently
served by a single edge node. Each session executed an autonomous control
loop, while sharing CPU, memory, and wireless resources. The evalua-
tion focused on how resource contention affected QoE, stall behavior, and
decision-making stability across users.

Under low to moderate load (up to approximately 10 concurrent sessions),
the system maintained high performance consistency. Average QoE remained
above 90% of single-user performance, stall duration was negligible, and
bitrate fluctuations were limited. Prediction and decision latency remained
bounded and did not interfere with segment scheduling. This behavior was
supported by the lightweight inference cost of the model and batching
optimizations within the inference engine. As load increased beyond 15
active sessions, performance degradation emerged, not because of model
inefficiency, but due to resource competition at the wireless interface and
scheduling dependencies between encrypted flows. Average QoE declined
progressively, and stall probability increased, particularly during periods of
correlated bandwidth loss. Despite this, the proposed model outperformed
baseline approaches, as prediction allowed partial mitigation of congestion
effects by proactively lowering bitrate before contention events. Above 20
users, performance declined sharply, and per-user QoE varied significantly,
demonstrating sensitivity to both instantaneous throughput allocation and
latency accumulation. These results suggest that while the architecture is
suitable for edge deployment with moderate concurrency, additional resource
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Figure 8 Average QoE and stall probability as a function of the number of concurrent
users. The proposed model maintains high performance under moderate load but exhibits
degradation under heavy contention.

management policies may be necessary to sustain performance at higher user
densities. Examples include admission control, fairness-aware scheduling,
and priority-based load balancing.

6.7 Per-User Fairness under High Contention

A limitation of many ABR systems is that performance becomes highly
unequal across flows under contention. To evaluate fairness, we measured
user-level variance in QoE and stall rate under increasing load. Under
low load, variance remained negligible, indicating uniform performance.
Under moderate load (10-15 users), variance increased slightly, but remained
bounded, suggesting that proactive control helped homogenize performance.
Under high load (20+), variance rose sharply, driven by random scheduling
interactions and shared wireless congestion. These findings illustrate that
prediction improves fairness, even when average QoE is modestly reduced.
However, beyond a threshold, fairness diverges, and resource allocation must
be explicitly managed.

The divergence beyond 20 users is primarily caused by medium con-
tention at the wireless interface. When channel capacity saturates, flows
compete via TCP queue dynamics, and users with temporarily better channel
estimates capture disproportionate airtime, leading to QoE variance. Since
our controller optimizes per-user QoE rather than fairness, it does not enforce
rate equalization. Consequently, high-load scenarios form a natural fairness
bottleneck unrelated to inference capacity. This highlights the need for future
integration with resource schedulers (e.g., proportional fairness allocation or
queue-aware bitrate selection).
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6.8 Resource Utilization and Throughput Efficiency

A complementary perspective is to examine how resource utilization evolves
with increasing concurrency. We measured normalized CPU usage at the edge
and effective throughput utilization at the wireless interface. CPU utilization
increased gradually with user count, reflecting inference and encryption cost,
but remained below 50% under moderate load. Above approximately 18-20
users, CPU utilization rose sharply due to resource contention and batching
overhead. Wireless throughput utilization increased linearly at first, but satu-
rated near hardware limits, causing cascading degradation in delay and stall
behavior. These results indicate that system bottlenecks are dominated by
network capacity, not model computation. As a result, further optimization
should prioritize scheduling, shaping, or bandwidth partitioning over model
compression.

To complement average performance trends, we examined fairness and
resource usage as concurrent user count increased. As shown in Figure 9,
variance in QoE and stall rate remained low under moderate load, demon-
strating that predictive control promotes equitable performance. As load
increased beyond system capacity, performance divergence widened, reflect-
ing uneven sharing of constrained wireless resources. Figure 10 shows that
CPU utilization remained below saturation even under high concurrency,
while throughput utilization approached hardware limits, indicating that the
dominant bottleneck arises from channel capacity rather than model com-
putation. These results reinforce that performance degradation at high load
is fundamentally a network-level phenomenon, rather than a computational
limitation of the proposed decision framework.
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Figure 9 Variance in per-user QoE and stall time as a function of concurrent user count,
illustrating divergence under heavy contention and fair allocation under moderate load.
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Figure 10 Normalized CPU utilization and effective throughput as a function of the number
of concurrent users, illustrating network saturation and computational load at scale.

Table 1 Summary of performance metrics

Proposed Static
Metric Method  Throughput-based  Buffer-based  Bitrate
Avg. QoE (normalized) 0.88 0.74 0.79 0.60
Stall time (s/min) 0.9 2.6 1.8 5.2
Stall frequency (#/min) 0.14 0.42 0.37 0.85
Bitrate oscillation freq. Low High Moderate None
Avg. segment latency (ms) 280 335 310 295
CPU utilization (%) 23 17 17 12
Throughput utilization (%) 88 75 82 55

6.9 Summary of Experimental Results

Table 1 summarizes the quantitative results obtained across all experiments,
comparing the proposed predictive, security-aware bitrate selection method
with three baseline strategies representative of conventional adaptive stream-
ing approaches. The results show that the proposed method consistently
outperforms baselines across key QoE-related metrics, including average
QoE score, stall time, stall frequency, and bitrate stability. On average, the
method achieved a normalized QoE score of 0.88, corresponding to a 12-28%
improvement over adaptive baselines and a 47% improvement over static
bitrate selection. This improvement is driven by both stable bitrate allocation
under favorable conditions and proactive bitrate reduction preceding channel
collapse, reducing stall events and preserving perceptual quality.
Stall-related metrics further highlight the value of predictive control.
The proposed method reduced stall duration to approximately 0.9 seconds
per minute of playback, compared with 2.6 seconds for throughput-based
control and 1.8 seconds for buffer-based control. Similarly, stall frequency
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was reduced to 0.14 events per minute, representing a 66% reduction relative
to reactive methods. These reductions demonstrate that future-aware bitrate
control mitigates queue buildup and congestion induced by cryptographic
overhead and mobility. Reactive controllers, in contrast, are prone to over-
shoot followed by abrupt reductions, generating oscillatory behavior that
directly translates to playback interruptions.

Bitrate oscillation frequency further distinguishes the proposed method
from traditional approaches. Throughput-based control, which adjusts bitrate
reactively according to short-term bandwidth measurements, exhibited the
highest oscillatory behavior, while buffer-based control showed moderate
instability. In contrast, the proposed method produced consistently low oscil-
lation frequency, reflecting improved temporal correlation between bitrate
decisions and underlying network dynamics. Static bitrate selection, although
stable by definition, performed poorly across all QoE metrics due to its
inability to adapt to bandwidth variability or security-induced capacity
reductions.

System-level metrics reveal the computational and network implications
of the proposed method. Segment delivery latency remained within accept-
able limits, averaging 280 milliseconds, and was comparable to baselines,
demonstrating that predictive inference does not impose meaningful delay.
CPU utilization of 23% was moderately higher than that of baseline meth-
ods due to neural network inference and encryption scheduling overhead,
but remained well under saturation thresholds. Throughput utilization was
highest for the proposed controller, reflecting effective exploitation of avail-
able capacity without triggering buffer starvation. This result highlights that
performance gains were not achieved by conservative under-allocation, but
through intelligent adaptation to instantaneous and anticipated conditions.

Collectively, these findings demonstrate that the proposed method pro-
vides substantial improvements in user-perceived streaming quality while
maintaining efficient resource utilization and low overhead. The combina-
tion of bandwidth prediction, security-aware adaptation, and low-latency
inference enables the system to sustain high performance across diverse
operating regimes, particularly in mobility-driven, encrypted environments
where reactive strategies are insufficient.

7 Security Analysis

This section analyzes the security properties of the proposed adaptive
bitrate optimization framework in the context of secure, edge-assisted video
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streaming. The system operates over encrypted channels using authenti-
cated encryption to protect confidentiality, integrity, and replay resistance,
and employs periodic key renegotiation to limit exposure in the event of
compromise. The key question addressed here is not whether cryptographic
primitives are secure in isolation, but whether the integration of predictive
bitrate control, telemetry processing, and distributed architecture introduces
vulnerabilities or opportunities for adversarial exploitation. We therefore
examine risks stemming from telemetry leakage, model manipulation, traf-
fic analysis, denial-of-service behavior, and system-level degradation, and
evaluate how architectural choices mitigate these risks.

All video segments transmitted from the edge to the device are encrypted
using authenticated encryption schemes that provide confidentiality, integrity,
and message origin authentication. Because encryption and authentication are
applied to full segments, no partial plaintext leakage occurs, and tampering
with ciphertext can be detected without decrypting the content. Key rotation
reduces susceptibility to long-term key compromise, while nonce manage-
ment prevents replay attacks. As a result, the security guarantees for content
distribution are consistent with modern transport protocols for encrypted
media, independent of bitrate adaptation logic.

The bitrate controller relies on telemetry from the user device, including
throughput estimates, buffer occupancy, stall events, and mobility indicators.
This data could reveal behavioral or contextual information if exposed to
an adversary. The system mitigates such disclosure by encrypting telemetry
reports separately using lightweight symmetric encryption and by omitting
semantic identifiers or sensitive application state. Furthermore, telemetry
sampling rates are modest, which reduces leakage granularity. As a result,
while the system accumulates sufficient data to enable predictive control,
adversaries observing network flows obtain limited insight into user behavior
beyond coarse traffic volume estimates.

The prediction and decision networks represent a potential attack surface
if an adversary attempts to induce harmful behavior by manipulating input
features, poisoning model updates, or injecting adversarial telemetry. Poi-
soning attacks are mitigated by the architectural separation between offline
model training at the cloud and online inference at the edge; edge-side
inference relies on frozen model parameters, and updates are cryptograph-
ically authenticated and version-controlled to prevent tampering. Adversarial
manipulation of telemetry is constrained by message authentication and
integrity checking, and forging telemetry at scale would require compromis-
ing device-side credentials or communication channels. While adversarial
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perturbations could theoretically degrade bitrate decisions, such attacks
would need to bypass multiple layers of authentication and encryption to
succeed.

Even with encrypted payloads, an external observer could infer char-
acteristics of user activity or network state through traffic analysis. Bitrate
adaptation introduces variability in packet size and inter-arrival times, which
could potentially correlate with content type, user actions, or environmental
conditions. The proposed method partially mitigates this risk by producing
smoother bitrate transitions and reduced oscillation frequency relative to
reactive baselines, which decreases temporal distinguishability. However,
cryptographic padding and burst shaping are not aggressively applied due
to their latency cost, leaving residual exposure to traffic-level inferences.
Further mitigation would require explicit privacy mechanisms, potentially at
the expense of QoE.

Edge-assisted systems are susceptible to denial-of-service (DoS) attacks
targeting computational and networking resources. In the proposed architec-
ture, inference costs are lightweight and scale predictably with user count,
but network bandwidth remains a critical bottleneck. An attacker that artifi-
cially increases demand or injects bogus connection requests could degrade
performance or trigger cascading stalls. Resource admission control and per-
session rate limiting provide partial mitigation but must be tuned to avoid
unfair degradation for legitimate users. From a security standpoint, the sys-
tem is robust against computational exhaustion but not immune to strategic
bandwidth flooding or targeted wireless interference.

The integration of security mechanisms into streaming directly influ-
ences performance, as encryption overhead reduces effective bandwidth and
increases latency. The proposed method accounts for this through explicit
representation of security-related features in the prediction and decision
networks, enabling bitrate adaptation that internalizes cryptographic cost.
Experimental results in Section 6 demonstrate that this integration improves
QoE relative to baseline methods that ignore security. However, this design
choice introduces a dependency: if encryption parameters are modified,
bitrate performance may shift in unexpected ways. This necessitates periodic
retraining or calibration to preserve optimal control behavior under evolving
cryptographic configurations.

Figure 11 shows Security—performance trade-off showing the relation-
ship between cryptographic overhead, user-perceived quality of experience
(QoE), and delivery latency. As encryption cost increases, QoE degrades and
latency rises, illustrating the tension between stronger security guarantees and
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Figure 11 Security—performance trade-off showing the relationship between cryptographic
overhead, user-perceived quality of experience (QoE), and delivery latency.

optimal streaming performance. The proposed system mitigates this trade-off
by integrating cryptographic cost into predictive bitrate control, improving
outcomes relative to reactive baselines.

Despite robust protection against standard attacks, residual vulnerabili-
ties exist. The system’s reliance on telemetry enables potential side-channel
exploitation if attackers gain access to encrypted metadata or statistical out-
put. Adaptive bitrate patterns may inadvertently reveal environmental context
under sophisticated traffic analysis, particularly in multi-user deployments.
Furthermore, while poisoning defenses mitigate model manipulation, the
architecture presumes honest execution of device software; compromise of
client platforms could enable arbitrary tampering with telemetry or play-
back state. Finally, DoS and interference remain open threats, requiring
complementary defensive strategies beyond bitrate control.

To contextualize the qualitative discussion of system vulnerabilities,
we categorize security threats using a CVSS-style risk classification that
considers both potential impact and likelihood of exploitation. Table 2 sum-
marizes the primary threat categories applicable to the proposed architecture,
including metadata leakage, adversarial manipulation of telemetry, denial-of-
service behavior, and model poisoning. The objective of the classification is
not to provide numeric assurance, but to highlight relative risk levels based on
architectural constraints, attacker capabilities, and operational assumptions.

Additionally, we consider minor adversarial telemetry perturbations. In
practice, small spoofing/noise (e.g., =23—7% bandwidth reporting jitter) does
not destabilize bitrate decisions because policy decisions rely on tempo-
ral features, smoothing transients. Robust filtering and optional anomaly
detection provide further protection against malicious or corrupted telemetry
streams.

The results indicate that the highest risk classes arise from adversaries
capable of exploiting systemic resource constraints, rather than cryptographic
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Table 2 CVSS-style classification of security risks associated with the proposed adaptive
bitrate streaming architecture

Threat CVSS Score  Severity
Traffic Analysis 8.2 High
Telemetry Leakage 5.0 Medium
Adversarial Telemetry 6.1 Medium
Poisoned Model Update 6.7 Medium
DoS/Resource Exhaustion 8.8 High
Replay Attack 3.9 Low
Device Compromise 9.2 Critical

or algorithmic vulnerabilities. In particular, denial-of-service attacks and
traffic analysis receive high risk ratings due to their feasibility in wireless
environments and potential for wide-reaching quality degradation. Medium-
level risks, such as telemetry manipulation or model poisoning, are largely
mitigated by authentication, version control, and centralized training. Low
risk ratings are associated with replay or integrity attacks due to robust
cryptographic protections. Overall, the table highlights that the dominant
security concerns are environmental and network-driven, reinforcing the need
for complementary safeguards outside the adaptive bitrate controller itself.

The proposed system integrates strong cryptographic mechanisms with
predictive, security-aware bitrate control to deliver encrypted media with
high QoE in mobile environments. The architecture provides confidential-
ity, integrity, and resilience to model manipulation, and partially mitigates
privacy risks by smoothing traffic patterns. However, residual vulnerabilities
remain related to traffic analysis, telemetry exposure, and network-level
attacks. Overall, the security posture is robust for mainstream deployment
scenarios, but full protection against adversarial environments would require
additional privacy mechanisms, intrusion detection, and proactive resource
management.

8 Discussion and Limitations

The results presented in Section 6 demonstrate that predictive, security-aware
adaptive bitrate control can significantly improve user-perceived stream-
ing quality in encrypted, mobility-driven environments. The architecture
effectively leverages forward-looking inference and cross-layer feature repre-
sentation to anticipate capacity fluctuations and optimize bitrate decisions in a
manner that traditional throughput-based or buffer-based approaches cannot.
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These benefits are particularly evident under moderate to high variability,
where proactive control mitigates the bursty overshoot—undershoot dynamics
that typically cause stall events and quality degradation. Experimental results
confirm that the model can sustain high QoE, low stall probability, and stable
bitrate allocation, while operating under stringent latency constraints and
supporting multiple users.

Despite these promising outcomes, several limitations temper the scope of
applicability of the proposed method. First, while the model internalizes cryp-
tographic overhead and mobility-related variability, performance remains
sensitive to extreme resource scarcity, as evidenced by QoE decline and
fairness divergence under very high concurrency. The architecture assumes
that predictive control can compensate for resource instability but does not
incorporate explicit resource reservation, fairness enforcement, or priority
mechanisms. As a result, performance degrades in contention regimes where
bandwidth is insufficient for all flows. Future work should explore integrating
multi-user scheduling, rate-limiting, or admission control with predictive
bitrate adaptation to improve resilience in congested environments.

A potential algorithmic weakness arises when bandwidth prediction is
inaccurate for sustained intervals. In stress tests where prediction error per-
sisted >5-7 consecutive segments, the controller temporarily selected over-
aggressive bitrates, leading to short-term stall bursts. However, the feedback
loop reacts through buffer drain observation, reducing bitrate and recover-
ing within ~3 segment intervals without collapse. This reveals that while
prediction improves stability, reliability under abrupt capacity drops can
further benefit from uncertainty estimation or conservative fallbacks. Incor-
porating confidence-aware control (e.g., variance-triggered bitrate lowering)
represents a promising future enhancement.

Second, while the model predicts effective bandwidth and utility, it does
not explicitly quantify uncertainty associated with its predictions. Prediction
errors may lead to inappropriate bitrate decisions, particularly under non-
stationary conditions or previously unseen mobility patterns. Although peri-
odic retraining and telemetry feedback can address model drift, the absence
of uncertainty estimation limits the system’s ability to reason about risk or
defer to conservative policies in high-variance states. Incorporating Bayesian
inference, confidence estimation, or risk-sensitive control frameworks may
further reduce stall probability and performance variance.

Third, although the model empirically demonstrates low computational
cost and strong edge-compatibility, scalability remains constrained by net-
work capacity rather than compute overhead. The architecture presumes that
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multiple independent flows can share edge resources without systemic coor-
dination, whereas in practice, coordinated scheduling or bandwidth partition-
ing may be necessary to maintain predictable performance. These limitations
highlight the environmental dependency of results and suggest that archi-
tectural enhancements, rather than algorithmic improvements alone, may
be required for large-scale deployment. One potential extension to mitigate
degradation beyond 15-20 users is integrating fairness-aware scheduling or
bandwidth partitioning into the decision loop. For example, bitrate selection
could incorporate queue-aware weights or proportional fairness to prevent
dominant flows from starving others. Although this lies beyond current scope,
it is a natural next step for scaling.

Finally, the interaction between security and performance introduces
an additional dimension of complexity. Cryptographic parameters influence
effective throughput and latency, and performance can change when encryp-
tion schemes, key sizes, or operational policies are modified. Although the
model partially compensates by embedding security-related features into its
representation, any modification to security configuration that changes per-
formance characteristics may require retraining or re-parametrization. Conse-
quently, sustaining optimal performance over long time horizons may entail
ongoing model maintenance, monitoring, and adaptation, which introduces
operational overhead not captured in the experimental evaluation.

Collectively, these limitations underscore that the proposed method offers
substantial benefits within a specific design envelope characterized by mod-
erate concurrency, sufficient telemetry granularity, and stable cryptographic
parameters. The method provides a meaningful advancement in adaptive
video streaming for secure mobile networks, but must be paired with com-
plementary architectural mechanisms to fully address fairness, congestion,
and long-term operational robustness. Future extensions should consider
hybrid architectures that combine uncertainty-aware prediction with fairness-
oriented scheduling, dynamic resource allocation, or collaborative edge-
cloud coordination to fully realize the potential of machine-learning-driven
adaptive streaming in security-constrained environments.

9 Conclusion

This paper presented a machine-learning-driven adaptive bitrate optimization
framework for secure, edge-assisted video streaming in mobile environ-
ments. Motivated by the increasingly complex interaction between mobility,
encryption, and latency constraints, the proposed system integrates predictive
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inference with cross-layer feature representation to proactively adjust bitrate
decisions at the edge. The approach models effective bandwidth, crypto-
graphic overhead, and player state, enabling bitrate selection that internalizes
both future capacity and security cost. A formal mathematical formulation
established the underlying optimization problem, and an implementation
architecture demonstrated the feasibility of deploying predictive control on
resource-constrained edge infrastructure.

Experimental results showed that the proposed method delivers sub-
stantial improvements over conventional adaptive bitrate schemes across
multiple performance dimensions, including average QoE, stall duration, stall
frequency, and bitrate stability. These improvements arose particularly in
mobility-driven, variable network conditions, where proactive control pre-
vented reactive overshoot behavior that typically leads to playback disruption.
Multi-user scalability analysis further demonstrated that the approach can
support multiple concurrent users with high performance consistency under
moderate load, while revealing network saturation as the dominant limiting
factor under heavy contention. Complementary security analysis indicated
that the architecture provides strong confidentiality, integrity, and robust-
ness to model manipulation, while identifying residual risks associated with
traffic analysis and denial-of-service attacks. In combination, these results
demonstrate that predictive, security-aware bitrate control is both feasible and
advantageous for next-generation mobile streaming systems.

Despite these benefits, performance remains sensitive to environmental
constraints, telemetry reliability, and evolving cryptographic configurations.
The system does not guarantee fairness under extreme contention, nor
does it explicitly account for uncertainty in bandwidth prediction. Further-
more, while inference cost is low, long-term performance may depend on
periodic model maintenance to adapt to changing deployment conditions.
Addressing these limitations will require integration with complementary
mechanisms such as fairness-aware scheduling, uncertainty-aware deci-
sion policies, and dynamic resource management across distributed edge
nodes.

Overall, this work contributes a principled and practical framework for
secure adaptive video streaming that bridges predictive machine learning,
real-time edge computation, and cryptographic protocol management. The
results demonstrate that incorporating predictive and security-aware intelli-
gence into bitrate control can meaningfully enhance streaming performance
in challenging mobile environments, while preserving security guarantees.
Continued exploration of hybrid learning- and system-level approaches
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promises to further improve robustness, scalability, and user experience in
intelligent networked multimedia systems.
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