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Abstract

The traditional network security situational awareness method is difficult to
deal with high-speed multi-source data flow because it relies on a centralized
data processing architecture, resulting in poor real-time performance and
weak data association. Therefore, building a perception prediction model
that can fuse multi-source data in real time, understand the internal struc-
ture of the network, and have cognitive reasoning capabilities similar to
experts is of great theoretical significance for realizing active intelligent
network security defense. The study hypothesizes that the integration of
distributed flow processing, network structure mode decomposition, and a
cognitive decision-making framework can build a security perception model
with high-precision perception and forward-looking prediction ability. The
core of this method is to integrate the above components into a unified
model of “data structure cognition” three-tier collaboration: Kafka+spark
stream processing layer is responsible for real-time data fusion and feature
supply. The Structural Modal Modeling and Decomposition (SMMD) layer
analyzes the functional topology of the network to achieve fine-grained
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situation decoupling; The Estimation Memory Control (EMC) cognitive layer
simulates the closed-loop process of expert evaluation, experience reuse, and
predictive decision-making. This architecture realizes the deep coupling of
data-driven, structural understanding, and cognitive intelligence, which is
different from the existing situational awareness framework that mainly relies
on a single data dimension or lacks explicit cognitive reasoning. To verify
this hypothesis, several experiments are designed and implemented. Firstly,
a distributed stream processing framework is built based on Kafka+spark to
realize the real-time fusion and feature extraction of multi-source security
data. Secondly, a safety perception prediction model combining the EMC
framework and SMMD is proposed. The network functional topology is
analyzed by structural mode decomposition, and the EMC framework is
introduced to simulate the expert cognitive decision-making process. The
core findings are as follows: Experiments on the Canadian Institute for
Network Security network intrusion detection dataset (cic-ids-2017) show
that the accuracy of the model in predicting the macro situation level is
93.7%, and the F1-Score for identifying five types of attacks is up to 97.2%.
This performance is superior to the mainstream baseline models of LSTM,
TCN, and GBDT. In the verification of the real network range, the model can
shorten the average response time of high-risk threats to 3.5 minutes, improve
the attack containment rate to 95.2%, reduce the false positive intervention
rate to 8%, and improve the analysis efficiency by about 83%. The conclusion
is that the proposed model is superior to the mainstream methods in percep-
tion accuracy, response speed, and operation and maintenance efficiency. This
study provides effective technical support for the construction of an active and
intelligent network security protection system.

This study also recognizes that the model has some limitations: Its
performance depends on high-quality labeled data for initial training and
pattern library construction; When dealing with large-scale networks (such
as more than 10,000 devices), the computational cost of mode division and
state estimation needs to be further optimized; In addition, the prediction
ability of the model to the new attack mode (zero day) that has not appeared
in the training data remains to be explored. Although the model has been
validated on the cic-ids-2017 standard dataset and enterprise-wide, its ability
to generalize to other network architectures (such as cloud native, IoT) and
more complex real-world operational environments is a direction that needs
to be evaluated before actual deployment in the future.

Keywords: Network security, situational awareness, structural modal
decomposition, cognitive decision-making, security perception prediction.
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1 Overview

With the popularization of technologies such as cloud computing and the
Internet of Things (IoT), the structure of cyberspace has become increas-
ingly complex, and cyberattacks have shown new characteristics of scale,
concealment, and intelligence. Traditional static and passive defense systems
are unable to cope with increasingly severe security challenges. Network
Security Situation (NSS) awareness technology has therefore become the
core of building an active and elastic defense system [1–3]. Its goal is
to understand and predict the overall security status of the network in
real time from massive and dynamic security data to provide support for
accurate and efficient response decisions. Currently, academia and industry
have conducted extensive research in NSS sensing. Chen Z proposed a
Radial Basis Function (RBF) neural network prediction model based on a
simulated annealing algorithm and a hybrid hierarchical genetic algorithm
optimization to address limited prediction accuracy caused by the use of
a single algorithm in traditional NSS sensing methods. The predicted sit-
uation value of the optimized RBF network in 15 samples was very close
to the actual value, indicating that the model has a good prediction effect
and can provide effective support for network security maintenance [4].
Oladosu S A et al. proposed a unified conceptual security framework
driven by artificial intelligence and incorporating zero trust principles. They
aimed to address the insufficient effectiveness of traditional network security
models due to the increased complexity and interconnection of modern
hybrid cloud and on-premises information technology infrastructure. The
framework detected anomalies, identified vulnerabilities, and prioritized
risks with extremely high accuracy, allowing for rapid mitigation before
potential threats escalate [5]. Vimal V et al. proposed a software-defined
network architecture based on cognitive protocol networks. The architecture
utilized random neural networks to extract information and make decen-
tralized decisions while integrating into SerIoT technology to strengthen
IoT encryption and access control, aiming to solve the security and energy
efficiency issues of IoT caused by limited node energy. This network infras-
tructure was able to circumvent the system’s unpredictable connections and
node performance degradation, and generate an end-to-end anti-theft solu-
tion that meets predetermined circuit constraints based on actual statistical
data [6]. Sheng C et al. proposed a self-growing attack traffic classification
model based on a new density heuristic clustering method, and designed
an effective Supervisory Control and Data Acquisition (SCADA) network
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traffic representation method. This method aimed to address that existing
methods are difficult to effectively classify attack traffic in SCADA net-
works due to the lack of attack samples and high real-time requirements.
In key scenarios with only normal SCADA network traffic, the perfor-
mance was better than the current advanced attack traffic classification
methods [7].

Although existing research has made some progress, there is still room for
improvement. At the data level, most methods still pay insufficient attention
to the deep integration and real-time cleaning of multi-source heterogeneous
security data, resulting in the phenomenon of data islands still existing, which
in turn makes the situation understanding lack comprehensiveness. At the
model level, existing prediction models often treat the network as a homo-
geneous whole and ignore its internal functional structure and topological
correlation, resulting in the model lacking the ability to conduct fine-grained
analysis of network micro-modes. These existing models also generally lack
a mechanism that can simulate the cognitive process of security experts and
effectively accumulate and reuse historical experience. As a result, their level
of intelligence in forward-looking prediction and decision support is limited
when dealing with complex and changing attack scenarios. To solve the
above problems, this study proposes a security perception prediction model
that integrates big data based on the Estimation Memory Control (EMC)
framework and Structural Modal Modeling and Decomposition (SMMD),
namely EMC-SMMD.

The reason why the EMC framework and SMMD are selected as the
core method is that they have more theoretical and practical advantages in
accordance with the nature of the problem than other cutting-edge technology
paths, such as Graph Neural Network (GNN), attention-based time series
model, or digital twin framework. Although GNN can describe the net-
work topology, its processing efficiency for dynamic, real-time, multi-source
stream data, and explicit modeling ability for the expert cognitive decision-
making process are insufficient. The attention model is good at capturing
temporal dependence, but it lacks explicit decoupling of network functional
structure and systematic reuse mechanism of historical experience. The dig-
ital twin framework focuses on high-fidelity simulation and faces challenges
in the lightweight of real-time perceptual prediction and the construction
of closed-loop decision-making. In contrast, SMMD provides an intuitive
and interpretable method to functionalize and decouple complex networks,
which lays a structural foundation for fine-grained situation understanding.
The EMC framework directly simulates the cognitive closed loop of human
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experts “assessing the status quo – learning from experience – predictive
control”, providing a natural paradigm for historical experience knowledge
and its application in forward-looking decision-making. The combination of
the two achieves the organic unity of structural understanding and cognitive
intelligence in theory, and balances the analysis granularity, real-time require-
ments, and decision-making interpretability in practice. It provides a solid
methodological foundation for the perception prediction model constructed
in this study.

Compared with the methods in the previous literature, the proposed
model shows clear advantages. For example, compared with the RBF neural
network model optimized by Chen Z et al. [2], the distributed flow processing
framework and EMC-SMMD cognitive model adopted in this study can not
only process static samples but also adapt to the data flow of continuous
evolution. The reuse mechanism of historical experience is embedded in the
model, which improves the prediction adaptability and decision intelligence
in a dynamic environment. Compared with the unified conceptual security
framework proposed by Oladosu SA et al. [3], this study provides a complete
and implementable technical path and quantitative model from data fusion,
structural analysis, to cognitive decision-making, rather than staying at the
level of architecture design. Compared with the method that Sheng C et al. [5]
focused on the classification of specific attack traffic of SCADA networks,
this study has the ability to deconstruct and analyze the general situation of
complex heterogeneous networks through SMMD and has a wider range of
applications. More importantly, this model realizes the closed-loop of “per-
ception memory prediction” through the EMC framework. It makes up for
the deficiency of Vimal V et al. [4]’s decentralized decision-making method
based on a stochastic neural network in global situation understanding and
experience accumulation.

The core innovation element is to propose a new paradigm of “data struc-
ture cognition” three-tier collaborative NSS awareness. Specifically, at the
data level, a distributed stream processing framework based on Kafka+spark
is constructed to realize the real-time fusion and high-quality feature extrac-
tion of multi-source heterogeneous security data. At the structural level,
SMMD is innovatively introduced into the field of network security. By
decoupling the function and topology of the network, fine-grained situation
analysis from macro to micro modes is realized. At the cognitive level,
the EMC framework is introduced to simulate the assessment, experience
reuse, and decision-making process of security experts, so that the model has
the ability of cumulative learning and situation deduction similar to human
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beings. The organic combination of these three levels together constitutes the
innovation, different from the existing methods.

Based on the above, this study is not only an improvement of the existing
technology path but also a forward-looking solution for future complex
network threats.

The proposed model is mainly for large and medium-sized enterprise
networks, cloud data centers, or network environments with clear functional
partitions, and its design can adapt to the daily terabytes of multi-source
secure data stream processing. The preconditions for model deployment
include: (1) The multi-dimensional data such as network traffic, host logs,
and security device alarms can be continuously collected by deploying agents
or images; (2) It has a marked historical security event dataset for the initial
training of the model and the construction of the pattern library; (3) It has
moderate computing resources that can support distributed stream processing
frameworks (such as Kafka+spark cluster) and model real-time reasoning.
The advantage of this model is that it is the most significant scenario where
resources are relatively sufficient, and the network structure can be divided
reasonably. For environments with extremely heterogeneous, highly dynamic
topologies, or where labeled data are extremely scarce (such as some large
IoT networks), the direct applicability of this model may be limited, and
targeted adaptation is required. Clarifying the scope and assumptions of these
applications will help to define the practical feasibility of this method and the
boundaries of its advantages.

2 Methods and Materials

2.1 Security Situation Data Stream Processing Framework
Based on Big Data Platform

The accuracy and real-time performance of NSS perception fundamentally
rely on the deep integration and real-time processing of massive, multi-
source, and heterogeneous security data. Traditional data processing archi-
tecture often faces problems such as throughput bottlenecks, data islands,
and processing delays when faced with multi-dimensional data flows such as
high-speed network traffic, distributed system logs, security device alarms,
and external threat intelligence. This makes it difficult to accurately char-
acterize the macro and micro security situation. To overcome the above
difficulties, this study designs a Data Stream Processing Framework (DSPF)
based on distributed computing technology. This framework aims to realize
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Figure 1 DSPF based on distributed computing technology.

the full-process, pipelined processing of security data from collection, inte-
gration, cleaning, to feature extraction. The architecture of DSPF based on
distributed computing technology is shown in Figure 1.

In Figure 1, the operation of this framework starts with the real-time
collection and access of multi-source security data. Data sources include
raw traffic data in the network, operating system, and application logs,
alarm information generated by security devices such as firewalls and intru-
sion detection systems, as well as external threat intelligence data obtained
from open communities or commercial channels [8]. Data sources have a



372 Changyao Yang and Yuan Yan

Figure 2 Streaming processing and data fusion stage.

certain degree of diversity, and data generation is continuous. Therefore,
to avoid rate-mismatch problems due to the access of heterogeneous data,
the research framework uses Apache Kafka (Kafka for short) as a uni-
fied high-throughput message queue for data buffering. Kafka is an open
source distributed stream processing platform whose core function is high-
throughput message publishing and subscription [9]. In this framework,
Kafka is mainly responsible for accepting data streams pushed from various
data collection agents and organizing these data into continuously updated
data topics. Based on this design, the data production and consumption links
can be effectively decoupled, so that the subsequent processing modules can
stably pull data from Kafka for processing at their own speeds, and respond
to the impact of data flood peaks. After completing the initial access of
data, the streaming processing and data fusion stages follow, as shown in
Figure 2.

In Figure 2, the research framework uses Apache Spark Structured
Streaming (ASSS) as the core computing engine. The main reason is that
ASSS can provide a high-level application programming interface that can
perform complex operations similar to static data on infinitely growing data
streams through micro-batch or continuous processing modes. After data
are ingested from a specific Kafka topic to Spark, schema parsing and data
normalization are first performed [10]. Unstructured log text uses regular
expressions and natural language processing technology to extract key fields.
Binary network traffic data can be converted into structured records through
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deep packet inspection or flow statistical feature analysis. The next step is to
perform data fusion operations, that is, to connect information from different
data sources through preset association keys [11]. The main purpose of this
process is to break down data silos and build a unified security event view,
including network behavior, host activities, and security events, as shown in
formula (1).

Dmerged =
N∑
k=1

Dks.t. Key(Di) ▷ ◁Key(Dj), ∀ i, j ≤ N (1)

In formula (1), Dj is the parsed and standardized structured data of the k-
th data source. Key is the default associated key. Dmerged is data fusion. ▷◁ is
the concatenation operator [12]. After completing the streaming processing
and data fusion stages, to ensure data quality, the framework continues to
perform data cleaning based on data fusion [13]. This stage will implement
predefined rules, including processing missing values in the original data,
identifying and eliminating duplicate records caused by network jitter or col-
lector anomalies, and filtering noisy data that obviously does not conform to
logic or known patterns based on the rule base and statistical outlier detection
methods [14]. At the same time, the framework standardizes timestamps and
uses them as the basis for event sorting. The structured data stream after
cleaning and fusion will enter the feature engineering stage. The goal is to
extract features from raw data that can effectively characterize the network
security status, as shown in Figure 3.

In Figure 3, feature engineering includes two categories: statistical fea-
tures and contextual semantic features. Statistical features mainly focus on
the aggregation calculation of network traffic and host behavior within a
sliding time window. For a given time window Wt, the traffic count and rate
characteristics of a specific entity can be expressed as formula (2).

FlowCount(e,Wt) =
∑
i∈Wt

I(entityi = e)

PacketRate(e,Wt) =

∑
i∈Wt

Packetsi · I(entityi = e)

∆t

(2)

In formula (2), e is the target entity. I is an indicator function, which
takes a value of 1 when the entity field of data record i matches e, otherwise
it takes a value of 0. Packets i is the number of packets recorded in the i
flow [15]. Semantic features are dedicated to extracting deeper contextual
information from raw data to capture semantic correlations between events,
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Figure 3 Feature engineering stage diagram.

including: extracting the User-Agent field from HTTP logs and analyzing
whether it is a known malicious or crawler tool, identifying the pattern
characteristics of dynamic domain name generation algorithm domain names
from domain name query records, and using pre-trained word embedding
models to vectorize security event description texts [16]. For the extraction
of text semantic features, the security event description S can be mapped into
a vector representation through the pre-trained word embedding model ϕ, as
shown in formula (3).

SemanticVector(S) =
1

|S|
∑
w∈S

ϕ(w) (3)

In formula (3), w is a word describing text S. ϕ(w) is the word vector
corresponding to word w, and finally the semantic feature vector of the event
description is obtained through average pooling [17]. Finally, all generated
statistical features and semantic features are assembled into a unified fea-
ture vector. This vector is continuously updated over time and constitutes a
dynamic, quantitative description of network entities and their interrelation-
ships. At this point, the feature data stream processed by the above framework
can be output to a specific data storage for real-time estimation and prediction
by subsequent models.
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2.2 Security Perception Prediction Model Integrating
EMC-SMMD

Although the above-mentioned DSPF can provide a high-quality data basis
for the quantitative perception of NSS, further analysis of this data is required
to achieve an in-depth understanding and forward-looking prediction of the
security situation. This study constructs an EMC-SMMD model, aiming to
simulate the cognitive decision-making process of human experts through
the EMC framework, and uses SMMD to analyze the intrinsic structure
of complex networks, thereby achieving dynamic estimation and accurate
prediction of the security situation. The specific structure of the model is
shown in Figure 4.

In Figure 4, the core of EMC-SMMD is to regard macroscopic NSS as
the joint action of several interrelated structural modes. SMMD first divides
the target network system into several relatively independent modes based
on its functions and topological characteristics, including user access mode,
core switching mode, data center service mode, and boundary protection
mode [18]. Each modality is defined by its unique set of assets, traffic
patterns, and security capabilities. By performing SMMD on the network,
the model decomposes the complex network-wide security analysis problem
into the analysis of a series of sub-modalities with clear structures and more
consistent behaviors, laying the foundation for subsequent perception. After
completing SMMD, the estimation module is responsible for quantitatively
evaluating the safety status of each mode at time t. The specific process is
shown in Figure 5.

Figure 4 EMC-MMD model diagram.
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Figure 5 Modal assessment process based on safety status.

In Figure 5, this state is a multi-dimensional vector whose dimensions
include key indicators such as abnormal traffic ratio within the mode, density
of high-risk vulnerabilities, and frequency of security events. The estimation
process relies on real-time feature data output from DSPF that has been
divided by modality [19, 20]. Specifically, for each modality, the estimation
module utilizes a lightweight machine learning model, namely a sequential
convolutional network, to fuse multi-source features. After fusion processing,
a comprehensive status score can be output. This state can be expressed as
formula (4).

Sk(t) = festimate(X⃗k(t); Θe) (4)

In formula (4), Sk(t) is the safe state of mode Mk at time t. X⃗k(t)
is the aggregated feature vector of Mk at time t. Θe is the parameter of
the estimated model. festimate is the estimation function [21]. The memory
module is mainly used to realize knowledge accumulation and evolution. Its
core is a dynamically updated network security model library, as shown in
Figure 6.

In Figure 6, the library stores historical and real-time learned attack
scenario patterns, situation evolution sequences, and their corresponding
effective response strategies. Each memory record can be represented as a
triplet. When the estimation module outputs the current and recent multi-
modal state sequences, the memory module retrieves the K most similar
historical records from the pattern library by calculating vector similarity.
These records can provide valuable prior knowledge for predicting future
situations [22]. Finally, the control module is mainly used to comprehensively
estimate the current status of the module, output similar historical patterns
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Figure 6 Network security model library.

provided by the memory module, and perform situation deduction and pre-
diction. Specifically, the core task of this module is to generate a prediction of
the comprehensive situation Y (t+∆t) of the entire network after time ∆t in
the future. This prediction is achieved through a weighted fusion mechanism,
as shown in formula (5).

Y (t+∆t) =
K∑
j=1

wj ·∆Sj (5)

In formula (5), wj is the weight, and its value is determined by the
matching degree between the current state sequence S(t) and the histori-
cal sequence Sj . The higher the matching degree, the greater the weight.
∆Sj corresponds to the subsequent situation evolution stored in the his-
torical record [23]. In addition, this module can also generate preliminary
defense strategy suggestions based on the prediction results. Ultimately,
EMC-SMMD transforms real-time data into status assessment through the
closed-loop collaboration of estimation, memory, and control, realizes the
integration of NSS perception, understanding, and prediction, and provides
core decision support for building an active defense system.

3 Results

3.1 Model Performance Comparison Experiments and Analysis

To verify the validity, the EMC-SMMD model is tested. The experiment
is conducted in a cluster environment consisting of 50 physical servers.
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Figure 7 Comparison of macro security situation level prediction performance.

The cluster is equipped with Apache Kafka 3.5.0 and Apache Spark 3.4.0,
which are used to deploy DSPF based on distributed computing. The exper-
iment uses the CIC-IDS-2017 network intrusion detection dataset, which
simulates the network traffic and system logs of normal and various typical
attack behaviors in a real enterprise network environment. The experiment
extracts 72 consecutive hours of data from it, totaling about 1.2TB of original
data stream, and divides it into a training set, a verification set, and a test
set in chronological order with a ratio of 7:2:1. The experiment adopts a
comparison method and selects three representative NSS prediction mod-
els as comparison baselines, including: prediction model based on Long
Short-Term Memory (LSTM), Temporal Convolutional Network (TCN), and
Gradient Boosting Decision Tree (GBDT). The experiment first compares the
classification performance of each model in the macro situation, as shown in
Figure 7.

Figure 7(a) shows the performance of each model on the accuracy index.
The accuracy of LSTM is 85.4%, TCN is 87.9%, and GBDT is 89.2%. In
comparison, EMC-SMMD has the highest accuracy of 93.7%. Figure 7(b)
shows the performance of each model on the precision index. The precision of
LSTM is 82.1%, TCN is 85.6%, and GBDT is 87.8%. In comparison, EMC-
SMMD has the highest precision of 92.5%. EMC-SMMD decouples complex
networks through SMMD and combines it with the cognitive decision-
making mechanism of the EMC framework to more accurately grasp the
changing trend of the overall security status of the network. In addition, to
further explore the model’s ability to perceive specific attack types at the
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Table 1 Comparison of F1-score for specific attack type identification
Model DDoS Attack Brute-Force Web Attack Port Scan Botnet
LSTM 88.5 75.2 82.4 90.1 79.8
TCN 91.2 78.9 85.7 92.5 83.1
GBDT 92.8 81.4 87.3 93.9 85.6
EMC-SMMD 96.5 89.7 92.1 97.2 91.4

Figure 8 Comparison of model resource consumption and processing delay.

micro level, experiments are conducted to test the performance of each model
in identifying five common attack types, as shown in Table 1.

In Table 1, compared with other models, EMC-SMMD achieves the
highest F1-Score in five types of attack identification. Its F1-Score scores
on DDoS attacks and port scanning are relatively high, at 96.5% and 97.2%.
In terms of concealed brute force cracking and botnet identification, although
EMC-SMMD’s F1-Score is lower than the first two attack types, its F1-Score
also reaches 89.7% and 91.4%. This shows that the research model has good
advantages in fine-grained identification of various types of network attacks.
Finally, the experiment evaluates the resource consumption and efficiency of
each model in a real-time prediction environment, as shown in Figure 8.

Figure 8(a) shows the CPU usage of each model. The CPU occupancy
rate of LSTM is 45.2%, TCN is 38.7%, GBDT is 32.1%, and EMC-SMMD is
35.5%. Figure 8(b) shows the memory usage and average processing delay of
each model. The memory usage of LSTM, TCN, GBDT, and EMC-SMMD
is 8.5GB, 6.8GB, 5.2GB, and 6.5GB, and the average processing delay is
120 ms, 95 ms, 80 ms, and 88 ms. Based on this result, it is found that despite
the high complexity of EMC-SMMD, its resource consumption is controlled
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within a reasonable range and can fully meet the real-time requirements for
situational awareness in most network security scenarios.

3.2 Application Verification in Network Security Scenarios

To evaluate the actual support ability of the research model in the real network
environment, this study uses the method of red and blue combat verification
based on the network range. The core of this method is to integrate the EMC-
SMMD into the workflow of the automated security operation center in a
highly simulated medium-sized enterprise network shooting range environ-
ment with 2,000 terminals and 50 servers. During the seven-day test period,
the system tests its full-chain capabilities under actual combat conditions by
allowing security experts (blue team) to simulate and launch multiple rounds
and multiple levels of real network attacks (such as network penetration,
data leakage, advanced persistent threats, ransomware, etc.). Including: real-
time perception and accurate identification of threats (corresponding to attack
detection and classification) and situation understanding and risk predic-
tion (corresponding to situation assessment and evolution). Ultimately, it is
intended to drive automated responses or provide assisted decision support to
analysts (corresponding to threat response time and attack containment effec-
tiveness). Specifically, it is evaluated through three quantifiable dimensions:
(1) Response timeliness, comparing the average response time of different
threat levels; (2) Effectiveness of protection, statistics of successful contain-
ment rate of various attacks; (3) Analysis of the average event processing time
and false alarm intervention rate. Through this practical, multi-dimensional
quantitative evaluation framework, the actual support capabilities provided
by the model in real complex network environments can be comprehensively
and objectively measured.

The experiment adopts a comparative method, and the baseline model
includes the traditional manual analysis process and the mainstream intel-
ligent security operation platform. The experiment first tests the average
response time of each method in response to different threat levels, as shown
in Figure 9.

Figure 9(a) shows the performance based on the traditional manual anal-
ysis process. The response time of this method under high-risk, medium-risk,
and low-risk threats is 45.2 min, 120.5 min, and 360 min, and the processing
delay is long. Figure 9(b) shows the performance of the intelligent security
operation platform. Regarding the three threats, the response times of the
intelligent security operation platform are 12.5 min, 45.8 min, and 150.3 min,
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Figure 9 Comparison of average response times for different threat levels.

and the processing delay is relatively short. Figure 9(c) shows the perfor-
mance of the EMC-SMMD-assisted automation process. Under this method,
the processing delay is the shortest. The response time for high-risk threats is
only 3.5 min, and the response time for medium-risk and low-risk threats is
also controlled at 15.8 min and 60.2 min. To quantify the model’s suppression
effect on actual security risks, the experimental statistics are calculated on
the proportion of various types of attacks launched by the blue team that are
successfully contained during the test period, and compared with the data
of historical benchmarks and intelligent security operation platforms that do
not deploy the model, as shown in Table 2. The quantitative process follows
the following definitions and calculation methods: first of all, “successful
containment” refers to that at the critical stage of the attack chain (such as
before the completion of initial intrusion, lateral movement, data theft or
destruction), the automatic or semi-automatic blocking, isolation, authority
revocation, and other disposal actions driven by the EMC-SMMD model
are verified to be effective, making the attack unable to achieve its ultimate
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Table 2 Comparison of successful attack containment rates (%)
Traditional Intelligent

Manual Security EMC-SMMD
Attack Type Process Operations Platform Model
Network Infiltration 65.8 85.5 92.5
Data Exfiltration 58.3 82.1 89.7
Advanced Persistent Threat (APT) 32.1 60.2 75.4
Ransomware 70.5 88.9 95.2

goal. Secondly, for each predefined attack type (such as network penetration,
data leakage, etc.), the calculation formula of “attack success containment
rate” is: (1 – the number of attacks successfully reaching the final goal/the
total number of attacks of this type launched by the blue team) × 100%.
This indicator directly reflects the actual ability to reduce business risks and
prevent losses in real confrontation.

In Table 2, the containment rates of traditional manual processes for net-
work penetration, data leakage, advanced persistent threats, and ransomware
are 65.8%, 58.3%, 32.1%, and 70.5%. The performance of the intelligent
security operation platform has improved, with containment rates reaching
85.5%, 82.1%, 60.2% and 88.9%. In comparison, EMC-SMMD has the
best containment effect, with containment rates of 92.5%, 89.7%, 75.4%
and 95.2%. This proves that the research model has excellent advantages in
protecting against complex network attacks. Finally, the experiment evaluates
the work efficiency of the security operation and maintenance team under
each method, as shown in Figure 10.

Figure 10(a) shows the performance of each method on the average event
analysis time indicator. It takes 90 min for a traditional operation center to
process a single incident, but for the intelligent security operation platform,
the time is relatively short, and it takes 35 min to process a single incident. In
contrast, the platform integrated with the EMC-SMMD model has the lowest
average event analysis time, only 15 min, which has a good analysis efficiency
advantage. Figure 10(b) shows the performance of each method in terms
of false alarm intervention rate. In terms of the rate of manual intervention
caused by false alarms, the traditional operation center has the highest rate
of false alarm intervention, reaching 40%. The false alarm intervention rate
of the intelligent security operation platform is relatively low, at 18%. In
comparison, the platform integrating the EMC-SMMD model has the lowest
false positive intervention rate of 8%. This shows that the research model can
greatly reduce the consumption of ineffective manpower.
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Figure 10 Comparison of security operation and maintenance manpower load.

4 Discussion and Interpretation

To improve the real-time performance and prediction accuracy of NSS per-
ception, this study proposed an EMC-SMMD model. Experiments showed
that the model had an accuracy of 93.7% and a precision of 92.5% in macro-
situation level prediction. In the identification of micro-attacks, the F1-Score
of the research model for DDoS attacks and port scanning reached 96.5%
and 97.2%, and the F1-Score for the identification of brute force cracking
and botnet attacks also reached 89.7% and 91.4%. In the real network range
test, the model shortened the average response time for high-risk, medium-
risk, and low-risk threats to 3.5 min, 15.8 min, and 60.2 min, and increased
the attack containment rates of network penetration, data leakage, advanced
persistent threats, and ransomware to 92.5%, 89.7%, 75.4%, and 95.2%. At
the same time, it also reduced the average event analysis time to 15 min
and controlled the false alarm intervention rate to 8%. Based on the above,
the research model had good performance in situation awareness accuracy,
response efficiency, and automation level.

In comparison with existing research, EMC-SMMD showed unique
advantages in NSS perception. Alharbi F et al. [24] focused on specific
scenarios of malware analysis and achieved quantitative analysis of honeypot
data by building a visual dashboard. However, their method had limitations in
real-time performance and multi-source data fusion. In contrast, the stream-
ing processing architecture of this study, based on Kafka+spark could achieve
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real-time fusion and feature extraction of multi-source security data, and had
more advantages in the data processing dimension. Although the deep belief
network model of Lv Z et al. [25] performed well in intrusion detection
in cloud environments, it was mainly aimed at specific types of network
attacks and relied on key hash self-synchronization technology. Its adaptabil-
ity in complex network environments needed to be verified. This study used
SMMD to decouple complex networks into multiple functional modes, and
combined the cognitive decision-making mechanism of the EMC framework
to achieve multi-level situational awareness from micro to macro, which has
more advantages in comprehensive attack identification and environmental
adaptability. In addition, the research model shortened the response time of
high-risk threats to 3.5 min while maintaining high detection accuracy, which
was significantly better than the comparison method, reflecting its practical
value in actual operation and maintenance environments. Nonetheless, there
was still room for improvement in this study. Due to the complex structure,
its CPU usage was 35.5%, and its memory consumption was 6.5 GB. These
two indicators were slightly higher than the GBDT model. Future work can
further reduce resource overhead and improve deployment adaptability in
resource-constrained environments through model lightweight design and
feature selection optimization.

5 Conclusion

To improve the ability of NSS awareness and prediction, this study pro-
poses a core assumption: by integrating the decision-making framework
of distributed flow processing, network structure mode decomposition, and
simulation expert cognition, a security awareness prediction model is con-
structed, which is superior to the existing methods in accuracy, speed, and
intelligence. Around this assumption, this study introduces a new paradigm
of “data structure cognition” collaboration. Its core innovation is to build
a real-time data fusion framework based on Kafka+spark, apply SMMD
to NSS decoupling, and integrate an EMC cognitive framework with the
ability of empirical learning and situation deduction. The experimental study
verified the effectiveness of the model. The main findings are summarized
as follows: on the cic-ids-2017 dataset, the model achieved a 93.7% macro
situation prediction accuracy and a maximum of 97.2% attack recognition F1-
Score; In the real shooting range, the model shortened the response time of
high-risk threats to 3.5 minutes, increased the containment rate of blackmail
software and other attacks to 95.2%, reduced the average event analysis time
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to 15 minutes, and controlled the false alarm intervention rate to 8%. These
findings jointly show that the proposed model greatly improves the accuracy
of NSS awareness, the timeliness of response, and the intelligence level of
operation and maintenance, and provides effective technical support for the
construction of an active defense system. Looking to the future, research work
can be carried out in depth from the following aspects: (1) Lighter vehicle
model deployment solutions can be explored to reduce resource consumption;
(2) The model can be extended to more complex heterogeneous network
environments, such as cloud native and IoT; (3) Reinforcement learning
can be introduced into the EMC framework to further improve the model’s
adaptive decision-making capabilities under unknown threats.
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