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Abstract

Traditional federated learning has challenges such as slow model conver-
gence, lagging situational awareness, and risk of gradient privacy leakage in
cyber threat collaborative analysis capability. This study proposes a federated
learning privacy-preserving collaboration model based on threat intelligence
drive and hierarchical aggregation. The model optimizes participating nodes
through a dynamic client selection mechanism, uses a hierarchical aggre-
gation strategy to balance the learning of basic features and advanced
threat patterns, and introduces an adaptive differential privacy mechanism
to strengthen gradient protection. The experiment is based on the CIC-IDS-
2018 public dataset, which covers various types of attacks in real network
environments, with a data volume of approximately 5 million pieces. It
is divided into 50 clients in a non-independent and identically distributed
manner to simulate cross organizational collaboration scenarios. In the threat
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detection task, the model designed by the research institute achieved an
accuracy of 91.8% and an F1 Score of 89.8% compared to baseline models
such as FedAvg, FedProx, and DP FedAvg. All indicators were superior
to the comparison model. In addition, in the advanced persistent threat
attack scenario, the attack chain detection rate increased to 95.6%, and
the average detection time was shortened to 2.8 hours. In terms of privacy
protection, the Rényi privacy loss was only 2.89 with a budget of ¢ = 3.0.
The proposed model effectively improves the efficiency and timeliness of
collaborative detection of cross-organizational threats while ensuring data
privacy and provides a feasible solution for building a safe and reliable
collaborative defense system. It should be pointed out that while improving
detection performance, the model introduces additional communication over-
head caused by hierarchical aggregation and dynamic selection mechanisms.
The average communication traffic in the experiment was about 13.8 GB.
As the number of clients expands to a larger scale, the computational load
and scheduling complexity of the coordination layer will further increase. In
addition, although the non-independent and identically distributed data parti-
tioning used in the experiment can simulate real heterogeneous scenarios, the
convergence efficiency of the model under extreme distributions still needs
further verification. The above limitations will be optimized in future work
by introducing asynchronous aggregation and lightweight communication
protocols.

Keywords: Federated learning, cyber threats, privacy leakage, privacy
protection, advanced persistent threats.

1 Introduction

As cyber-attack methods become increasingly advanced, organized, and con-
cealed, complex cyber threats such as Advanced Persistent Threat (APT) pose
severe challenges to the data defense capabilities of a single organization
[1-3]. Traditional threat detection methods based on isolated data are limited
by local vision and limited samples, making it difficult to comprehensively
perceive and accurately judge cross-domain coordinated attacks. In existing
research, federated learning, as a distributed learning paradigm, provides new
ideas for cross-organizational security collaborative. Shen et al. proposed
a multiplicative double privacy mask algorithm combined with a gradient
screening mechanism to solve the privacy leakage problem caused by upload-
ing plaintext gradients in federated learning. The results showed that this
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solution reduced the computational overhead by 51.78% and the communi-
cation traffic by 64.87% while maintaining almost no loss in model accuracy,
allowing the privacy-preserving federated learning framework to be deployed
on lighter and smaller cross-institution or cross-device terminals [4]. Yang
et al. proposed a federated multi-task machine learning framework, which
combined fairness modeling and privacy protection in multi-task learning
scenarios. Simulation experiments showed that this framework had strong
privacy protection capabilities while ensuring model accuracy and fairness
between tasks. It could provide a feasible solution for the privacy and security
of educational data and accelerate the digital transformation of education [5].
Xu et al. embedded blockchain smart contracts and homomorphic encryption
into the existing IoT architecture to achieve privacy-preserving aggregation
without sharing plaintext or trusted centers in IoT federated learning sce-
narios. The results showed that this scheme could support cross-terminal
joint modeling within an acceptable range of communication and computing
overhead and provided a feasible path for privacy federated learning on
large-scale lightweight IoT devices [6]. Yang et al. proposed a federated
deep neural network ownership verification scheme (Federated Intellectual
Property Right, FedIPR). By embedding verifiable digital watermarks in
federated models, it solved the intellectual property ownership that was prone
to plagiarism, misappropriation, and abuse during the distribution and sharing
process. The results showed that FedIPR watermarking was robust against
collusion, fine-tuning, and pruning while maintaining model accuracy, and
could provide an integrated framework for building trusted Al [7].

However, the above methods still have significant limitations in the
context of network threat intelligence collaboration. From the perspective of
convergence speed, although the multiplication dual privacy mask proposed
by Shen et al. [4] reduces computational and communication overhead, its
fixed client participation mode cannot prioritize the activation of clients with
the latest threat samples when facing dynamic evolving threat situations,
resulting in a lag in the model’s response to new attack modes. From the
perspective of non-independent and identically distributed data processing
capabilities, the federated multitasking framework proposed by Yang et al. [5]
and the blockchain scheme proposed by Xu et al. [6] both adopt a homoge-
neous aggregation strategy, where all client updates are equally weighted. In
the reality of highly heterogeneous distribution of network security data, this
can easily bias the model towards clients with large data volumes, thereby
weakening its learning ability for small sample but high-value threat patterns
(such as rare attack types). From the perspective of privacy utility trade-off,
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the above methods often adopt fixed privacy budget allocation strategies
and do not consider the differences in noise sensitivity at different stages
of training, resulting in a significant decrease in model utility under strong
privacy protection requirements (such as Yang et al.’s FedIPR scheme [7],
which protects model intellectual property, but the balance between privacy
protection and detection performance still needs to be optimized). In contrast,
threat intelligence driven federated learning needs to simultaneously meet
the requirements of fast convergence, adaptation to data heterogeneity, and
dynamic adjustment of privacy protection strength. However, existing meth-
ods have shortcomings in these dimensions, and there is an urgent need to
design privacy protection collaboration models specifically for network threat
collaborative analysis scenarios. Therefore, the study proposes a federated
learning privacy protection collaboration model driven by threat intelligence,
aiming to build a collaborative threat analysis framework that takes into
account detection efficiency and privacy protection, thereby achieving safe
sharing of cross-organizational security capabilities.

The research scope and system assumptions of this article are defined
as follows. The proposed model is aimed at collaborative threat assessment
scenarios across network security organizations. It is assumed that all par-
ticipants are operating under a semi honest threat model, meaning that both
the client and coordination server will strictly follow the protocol process,
but may attempt to infer sensitive information of other participants from
the received model updates or aggregation results. The attacker’s ability is
limited to being unable to break through the provable privacy protection
provided by the underlying differential privacy mechanism, nor can they
directly access the raw local data of any client. In terms of trust boundaries,
participating organizations do not trust each other, but they all trust the global
training protocol and privacy budget parameters published by the coordina-
tion layer. The model is not suitable for Byzantine attack scenarios where
malicious clients actively poison or damage the model, and additional robust
aggregation mechanisms need to be introduced to cope with such scenarios.

In addition, from the perspective of practical deployment, the application
of the proposed model in cross organizational network defense environments
needs to pay attention to the following practical constraints. In terms of
communication overhead, although hierarchical aggregation and dynamic
client selection mechanisms improve detection performance, they introduce
additional model update transmission burden, which needs to be optimized
in practical deployment by combining gradient compression or sparsity tech-
niques. In terms of scalability, when the scale of participating clients expands
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to hundreds or more, the scheduling complexity of the coordination layer
and the computational load of model aggregation will significantly increase,
which may become a system bottleneck. In the future, a layered federated
learning architecture can be explored to support larger scale collaborative
defense. In terms of cross organizational deployment constraints, there may
be differences in network latency, bandwidth limitations, and compliance
requirements among the participating parties. The proposed model naturally
fits these constraints through local training and gradient sharing, but the
actual implementation still requires coordination among all parties to estab-
lish a unified privacy budget negotiation mechanism and training protocol.
The above practical considerations will be further analyzed in subsequent
experiments and discussions.

The innovation of the research lies in: (1) constructing a dynamic client
selection mechanism, adaptively optimizing participating nodes based on
threat intelligence relevance, expected to accelerate the convergence speed
of the model to new threat patterns, and reduce training epochs; (2) design-
ing a hierarchical model aggregation strategy to handle both basic feature
updates and advanced threat pattern updates. Experiments have shown that
this strategy can increase the APT attack chain detection rate to 95.6% and
significantly enhance the learning ability for rare attack types; (3) designing a
dual protection mechanism based on adaptive differential privacy to achieve
dynamic allocation of privacy budget and precise control of gradient distur-
bance. Under a medium privacy budget of ¢ = 3.0, only 2.89 Rényi privacy
loss is generated while maintaining a detection accuracy of 91.8%, achieving
a good balance between privacy protection and model utility.

2 Methods and Materials

2.1 Federated Learning Architecture Design for Cyber Threat
Collaborative Analysis Capability

As cyber-attacks become increasingly complex, organized, and concealed, it
is often difficult for a single organization to comprehensively and accurately
perceive and judge complex cyber threats such as APTs relying only on its
own limited local data. Cross-organizational data collaborative is seen as a
key path to improving threat detection and analysis capabilities. However,
cybersecurity data often contains sensitive operational information, user pri-
vacy and even the operating status of critical infrastructure. Directly sharing
raw data faces legal and regulatory risks as well as security risks. Federated
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learning is an emerging distributed machine learning paradigm. “The data
does not move but the model moves” provides a potential technical solution
for achieving cross-subject collaborative threat analysis under the premise
of privacy protection [8, 9]. However, due to its static client selection and
homogenized aggregation strategy, the standard federated learning frame-
work is prone to problems such as slow model convergence and lagging
situational awareness when dealing with dynamically evolving cyber threats.
The original gradient updates it transmits are also susceptible to privacy
attacks such as member inference and attribute inference. To deal with these
problems, the study designs a federated learning architecture for collaborative
threat assessment. Based on standard federated learning, this architecture
introduces a threat intelligence-driven client selection mechanism and a
hierarchical model aggregation strategy, aiming to achieve efficient and safe
collaborative security capability improvement, as shown in Figure 1.

Figure 1 shows the federated learning architecture for collaborative threat
analysis. The architecture consists of three core logic layers, including mul-
tiple cybersecurity entities participating in collaborative as the client layer, a
central server responsible for coordinating the federated learning process as
the coordination layer, and a threat intelligence management layer that runs
throughout. At the client layer, each participating organization (including
different enterprise security operations centers, cloud service providers, and
national computer emergency response teams) maintains their own cyber-
security data locally. This data may include network traffic logs, system
audit events, and feature vectors of malware samples [10]. Each client uses
its local data set to train a local threat analysis model. The initial weight
of the model is uniformly distributed by the coordination layer to ensure
a consistent model structure. After training is completed, the client sends
the calculated model updates to the coordination layer. As the organizer of
federated learning, the coordination layer is mainly responsible for model
aggregation, process scheduling, resource allocation and other functions. The
specific operation process of the coordination layer is illustrated in Figure 2.

Figure 2 shows the specific process of the coordination layer. This layer
first implements a dynamic client selection mechanism driven by threat
intelligence. Before each round of federated training begins, the coordina-
tion layer will access a real-time updated global threat intelligence source
and calculate the semantic correlation between each client’s local data and
the current threat situation. To accurately quantify the client’s relevance
to the current threat landscape, the study introduces text embedding tech-
nology based on pre-trained language models. Specifically, the Sentence
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Figure 1 Federated learning architecture for cyber threat collaborative analysis capability
(Image source: https://colorhub.me/photos/voelE; https://colorhub.me/photos/JPG7q;
https://colorhub.me/photos/3r8zx).

Bidirectional Encoder Representations from Transformers (Sentence-BERT)
is used to convert unstructured threat intelligence text and metadata such
as industry attributes and system environment submitted by each client into
semantic embedding vectors in high-dimensional vector space [11, 12]. Then,
the semantic relevance is objectively measured by calculating the cosine
similarity between the threat intelligence vector and each client metadata
vector. On this basis, the selection probability is calculated based on a com-
prehensive function that takes into account the aforementioned correlation
measures, the client’s cumulative historical participation frequency, and the
current available computing resource status. By introducing the negative
exponential decay term of historical participation frequency, this mechanism
can effectively avoid the loss of model contribution caused by some nodes
not being selected for a long time while giving priority to high-correlation
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Figure 2 Step process of coordination layer (Icon source: https://iconpark.oceanengine.com
/official).

clients, thereby ensuring the fairness of federated training and the stability of
model convergence. This dynamic selection process can be expressed as:

im(D,. TI®Y - exp(—a - ¢y . g®
Pi(t): Sim(D;, TI\V) - exp(—a - C; ) - R; 0

SN Sim(D;, TIO) - exp(—a - D). RY

®)

where P, represents the probability that the i-th client is selected by
the coordination layer in the ¢-th round of federated learning training,
Sim(D;, TI®") represents the semantic similarity function, i stands for client,

D; is the local data corresponding to the client, TI(*) represents the global

threat intelligence in the ¢-th round, C’l-(t_l) represents the total number of
times that the ¢-th client has been successfully selected to participate in
federated training as of the ¢{ — 1-th round in history, « is the attenuation
coefficient, RZ@ represents the available resource weight of the i-th client
in the ¢-th round, IV is the total number of clients participating in federated
learning [13]. After completing client selection and receiving model updates
from the selected clients, the coordination layer will continue to execute the
hierarchical model aggregation strategy, as shown in Figure 3.
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Figure 3 Schematic diagram of hierarchical-based model aggregation strategy.

Figure 3 is a schematic diagram of a hierarchical-based model aggre-
gation strategy. Since the standard federated averaging algorithm weights
updates from all clients equally, in cybersecurity scenarios with heteroge-
neous data, this may cause the model to be biased towards clients with
large amounts of data, while ignoring clients with high-value, small-sample
threat data. Therefore, the research adopts a hierarchical aggregation strategy,
which divides model update into two levels: “basic feature update” and
“advanced threat pattern update”. The basic feature update corresponds to the
shallow and general network behavior feature extractor of the model, and its
aggregation adopts the traditional weighted average method, and the weight
is proportional to the local data volume of each client:

base,(t+1) |Dk| base,(t)
wglobal - Z Z ] |D . | Wy, (2)

keSt JESt J
where S; is the set of clients selected in round ¢, |[Dy| and |D;| represent the

sizes of the local data sets of clients k£ and j, respectively [14], k and j are

summation indexes, used to traverse all clients in the set Sy, wzase’(t) is the

weight of the basic feature layer in the local model of client & after the ¢

round of local training, wzfosbe ;Etﬂ) is the weight of the global model in the

basic feature layer [15]. To update advanced threat patterns corresponding to
the deeper layers of the model, the aggregation strategy introduces a quality
weight based on the performance of the client’s local model on the latest
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threat intelligence verification set:

ad'u ,(t+1) Br. - ‘Dk’ adv,(t)
Wolobal 3)
,; > jes B D51
where w;ld %’(fﬂ) is the weight of the global model in the advanced threat
adv,(t)

mode layer, 3}, and 3; are both quality weights, w) is the weight of
the advanced threat pattern layer in the local model [16]. Based on this
hierarchical aggregation mechanism, it is ensured that the model not only
learns general network behavior rules but also absorbs the latest insights of
new advanced threat models. In addition, the threat intelligence management
layer serves as the “intelligent hub” of the architecture and interacts closely
with the coordination layer. This layer is mainly responsible for providing
decision-making basis for client selection and quality assessment benchmark
for hierarchical aggregation. It is also responsible for refining the collective
knowledge contained in the aggregated model generated during the federated
learning process and reversely enriching and updating the global threat intel-
ligence library. Based on the above, the federated learning architecture for
collaborative threat analysis is designed.

2.2 Privacy Protection Mechanism Embedding Dynamic Weights
and Gradient Perturbations

Although the federated learning architecture based on the above design can
protect data privacy at the basic level, in the actual deployment of collab-
orative threat analysis, the model gradient updates exchanged between the
coordination node and participating clients still have the risk of leaking sen-
sitive information. Attackers can reconstruct the characteristics of the original
training data by analyzing the transmitted gradient information or implement
privacy attacks such as member inference and attribute inference. This poses
a serious threat to cybersecurity data that carries sensitive information such
as the operating status of critical infrastructure. To strengthen the privacy
protection boundary, based on the existing architecture, the research further
designs a dual privacy protection mechanism that integrates dynamic weight
adjustment and gradient perturbation, and then constructs a privacy protection
collaboration model, as shown in Figure 4.

Figure 4 is a schematic diagram of the dual privacy protection mechanism.
This mechanism first implements a dynamic weight clipping strategy in the
local training phase of the client. Traditional fixed clipping thresholds often
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Figure 4 Dual privacy protection mechanism.

make model convergence unstable or have poor privacy protection when
faced with non-independent and identically distributed cybersecurity data.
The research uses an adaptive clipping threshold determination scheme based
on local data distribution characteristics. Specifically, at the beginning of each
round of training, each client first calculates the L2 norm of all parameter

gradients in the current local model, recorded as g,(f). Then, based on the
sliding average and standard deviation of the client’s historical gradient norm,

the clipping threshold C,gt)

The specific calculation is

of this round of training is dynamically adjusted.

C = j- MA(gr)® + o - Std(g)® “

where MA(gk)(t) represents the sliding average of the historical gradient
norm of client £ up to the ¢-th round, Std(gk)(t) is the corresponding
standard deviation, u and o are hyperparameters that control the clipping
intensity [17]. After completing gradient clipping, considering that a single
clipping operation can only constrain the gradient norm but cannot com-
pletely block the leakage of private information contained in the gradient, this
study further introduces gradient perturbation based on differential privacy.
Different from the traditional method using a fixed noise addition scheme,
the study designs a privacy budget adaptive allocation strategy, as shown in
Figure 5.

Figure 5 is a schematic diagram of the privacy budget adaptive allocation
strategy. Considering the difference in sensitivity to noise at different training
stages in the federated learning process, this strategy allocates a larger privacy
budget in the early stages of training, allowing relatively small noise to be
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Figure 5 Privacy budget adaptive allocation strategy.

added to promote rapid model convergence. In the later stages of training, as
the model gradually stabilizes, the privacy budget is reduced and the intensity
of privacy protection is enhanced. The specific noise addition is:

5 =din(g, ") + N(0,0 - (G0)D)
o® =/21n(1.25/6) /¥

where o) is the noise coefficient of the ¢-th round of training, g,(f) is the

gradient generated by client & in round ¢ after clipping and noise perturbation,

clip(g,gt), C’,Et)) is the gradient clipping function, g]g,t) is the original gradient,

&)

C,Sf) represents the radius, N(0, o(*) - (C,gt))QI) represents a Gaussian distri-
bution with mean 0 and covariance matrix o(*) - (C,gt))2l, 0 is the relaxation
parameter [18], ¢® is the privacy budget, which is allocated according to the
exponential decay law:

e(t) = €total - ’Yt (6)
where €, 1S the total privacy budget, v is the decay rate. Based on this
design, it is possible to ensure the optimal privacy-utility trade-off under a
limited overall privacy budget. In the model aggregation stage, the coordi-
nation layer receives the post-perturbation gradient update gi”, gé”, ey gf,?
from each client and performs a weighted average. This mechanism takes into
account both the data quality of each client and the added noise level in the
design of the aggregation weight:

K (®)
D |/U ~(t
Aw(t)ZE :‘k—k'gl(g) (7)
=K Dl e

where Aw(® is the global model update amount obtained by aggregating all
client gradients in the ¢-th round of coordination layer. Based on this weight
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distribution method, clients that add less noise can obtain higher weights
in model updates, thereby offsetting the negative impact of noise addition
on model performance to a certain extent. To evaluate the overall privacy
protection level, the research uses Rényi differential privacy for privacy loss
accounting [19]. For the complete federated learning process including T’
rounds of training, the upper bound of the privacy loss can be expressed as:

T
e! In(1/0)
€total S E 2(0—(t))2 + a—1 (8)
t=1

where @ > 1 is the order of Rényi divergence. By carefully designing
the noise parameter o(*) of each round, it can be ensured that the overall
privacy loss does not exceed the preset privacy budget ot [20]. Based on
the above dynamic weight clipping and gradient perturbation mechanism,
together with the aforementioned federated learning architecture, a complete
privacy protection collaboration model can be formed, as shown in Figure 6.

Figure 6 shows the privacy protection collaboration model. The model
maintains efficient gradient updates through dynamic clipping, while achiev-
ing provable privacy guarantees with adaptive noise injection, and optimizes
final model performance with an aggregation strategy that takes noise levels
into account. This collaborative design can ensure that the data privacy of all
parties is strictly protected, effectively improve the collective collaborative
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Figure 6 Privacy protection collaboration model.
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ability of cyber threats, and provide a technical foundation for building a safe
and trustworthy collaborative defense system.

3 Results

3.1 Quantitative Evaluation of Model Performance and Privacy
Protection

To quantitatively evaluate the comprehensive effectiveness of the privacy
protection collaboration model proposed in the study, the study adopts a
comparative method to conduct experiments. The experimental environment
is built based on the PyTorch framework and the Flower federated learning
library, simulating a federated learning network composed of 1 coordina-
tion node and 50 clients. The data base uses the public CIC-IDS-2018
network intrusion detection data set and divides it into each client in a non-
independent and identically distributed manner to simulate the differences
in threat types and data volumes faced by different organizations in the real
world. The experiment selected the Federated Averaging algorithm (FedAvg),
the Federated Proximal Optimization (FedProx), and the Differential Privacy-
Federated Averaging (DP-FedAvg) that combines fixed gradient clipping and
Gaussian noise as the baseline model. All models use the same long short-
term memory network as the infrastructure of the local threat assessment
model and are trained under the same hyperparameter settings. The total
number of federated learning rounds is set to 100 rounds. The evaluation
indicators include accuracy, precision, recall and F1-Score. All indicators are
calculated on an independent test set composed of threat samples that did
not participate in training. The evaluation of privacy protection level strictly
follows the differential privacy theory and uses Rényi differential privacy
to calculate the cumulative privacy budget consumption. The performance
results of each model are presented in Figure 7.

From Figure 7(a), the accuracy of FedAvg, FedProx and DP-FedAvg was
88.5%, 89.3% and 84.1%, respectively, while the proposed model reached
91.8%. In Figure 7(b), the precision of the three was 85.2%, 86.7% and
80.5%, respectively, while the precision of the proposed model was 89.4%.
In Figure 7(c), the recall rates of FedAvg, FedProx and DP-FedAvg were
86.1%, 87.0% and 79.8%, respectively, and the proposed model was 90.2%.
The results show that the proposed dynamic weight clipping and adaptive
privacy budget mechanism achieves a better balance between model util-
ity and privacy protection. To explore the specific impact of the privacy
protection mechanism, the study analyzed the performance changes and final
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Figure 7 Performance results of each model.

Table 1 Model performance and privacy guarantee under different privacy budget configu-
rations

Privacy Budget (¢) Test Rényi Privacy Effective Noise
Configuration Accuracy (%) Loss (e =2)  Multiplier (Mean)
€ = 1.0 (Strong Protection) 89.5 0.98 1.28

e = 3.0 (Medium Protection) 91.8 2.89 0.75

€ = 8.0 (Weak Protection) 92.5 7.65 0.32

privacy protection level of the privacy protection collaboration model under
different privacy budget constraints. The experiment set up three different
global privacy budgets, corresponding to strong, medium and weak privacy
protection intensities, and recorded the final performance and privacy loss of
the model under the corresponding configurations, as shown in Table 1.

From Table 1, when configured for strong privacy protection (¢ = 1.0),
the amount of noise added to the model was the largest, and its accuracy
decreased by 2.3% relative to the neutral configuration (¢ = 3.0). However,
even at this strongest protection level, the accuracy of the proposed model
remained at 89.5%, which demonstrated the advantages of the adaptive
mechanism. As the privacy budget is relaxed, model performance gradually
improves, but the final privacy loss also increases. Under the default neutral
configuration (¢ = 3.0), the proposed model achieved a threat detection
accuracy of more than 91% with provable and limited privacy loss (2.89).
This configuration can be considered to achieve a good balance between
security and usability in practice. To evaluate the detection capabilities of
each model on different types of threats in more detail, the study calculated
the F1-Score of each model against four types of typical cyber-attacks on the
test set, as shown in Table 2.

The results in Table 2 showed that the F1-Score of the proposed model
in four types of cyber-attack detection was better than that of the baseline
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Table 2 Comparison of F1-Score of each model on different cyber-attack types (%)

Attack Type FedAvg FedProx DP-FedAvg Proposed Model
DoS 90.2 90.8 83.1 92.5
Probe 84.6 85.1 76.9 87.8
R2L 78.4 79.0 70.5 82.6
U2R 73.2 74.0 62.8 77.5
Weighted Average 85.6 86.2 77.3 89.1

model, with a weighted average of 89.1%. Especially in R2L and U2R
attacks, which were difficult to detect, the model improved by 4.2% and
4.3%, respectively, compared with FedAvg, proving that it could effectively
learn complex threat patterns. However, the performance of DP-FedAvg was
significantly degraded due to the fixed noise mechanism, which highlighted
the advantages of the adaptive privacy protection mechanism.

3.2 Verification of Collaborative Analysis Effectiveness in Cyber
Attack and Defense Scenarios

To verify the value of the proposed model in an environment closer to the
real world, the study designed a set of dynamic cyber-attack and defense
simulation scenarios to evaluate its effectiveness in collaborative threat anal-
ysis. This scenario simulates a 30-day continuous attack and defense cycle.
The attacker uses a variety of attack tactics including port scanning, brute
force cracking, vulnerability exploitation, and intranet lateral movement. The
attack strategy evolves dynamically over time. The defenders consisted of five
independent organizations, each deploying a client instance of the proposed
model, with different local network environments and types of initial attacks.
The experiment specially set up an APT attack chain. Each stage of the attack
chain will appear dispersedly in the networks of different organizations. It
is difficult for any single organization to discover a complete attack picture
based on its own data. The core goal of the experiment is to test whether
the federated learning collaborative mechanism can enable all participants to
identify such complex attacks earlier and more accurately through knowledge
sharing than when learning in isolation. The experiment first compared the
overall detection rate and average detection time of the APT attack chain by
the defender in different modes, as shown in Figure 8.

Figure 8(a) shows the overall detection rate results of APT attacks. When
each organization adopted the isolated learning mode, the overall detection
rate was the lowest at 71.3%. When using the FedAvg collaboration mode,
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Figure8 Comparison of detection performance of APT attack chains under different collab-
oration modes.

Table 3 Comparison of training rounds in each attack stage of APT when it is first detected

Isolated FedAvg Proposed
APT Attack Stage Learning Mode  Collaboration  Collaboration
Initial Reconnaissance 7 5 3
Vulnerability Exploitation 15 11 6
Execution 22 16 9
Lateral Movement 19 13 8
Data Exfiltration 25 18 11

the detection rate was 83.5%. When using the proposed collaboration mode,
the detection rate was the highest at 95.6%. Figure 8(b) shows the average
detection time results. In the isolated learning mode, the average time from
the beginning of the attack to the time it was recognized was the longest,
at 8.2 h. In the FedAvg collaboration mode, the average detection time was
5.1 h. In the proposed collaboration mode, the average detection time was
the shortest, only 2.8 h. The experiment further analyzed the early detection
capabilities of different models at each key stage of the attack chain, as shown
in Table 3.

From Table 3, for the initial reconnaissance stage, all models could be
discovered relatively quickly, but the proposed model only needed three
rounds to sense, which was faster than other modes. In the more critical stages
of attack execution and lateral movement, the advantages of the collabora-
tion model was apparent. For example, on “lateral movement”, the isolated
learning pattern was not discovered until the 19th round, but the proposed
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Figure 9 Comparison of resource overhead and collaborative efficiency of different models.

model issued an alert in the 8th round, gaining valuable response time for
the defender. This shows that the client selection mechanism based on threat
intelligence can preferentially activate those clients with relevant attack puz-
zles, thereby quickly forming an understanding of new threat patterns in the
global model. Finally, the study counted the average network communication
traffic generated by each client participating in federated learning and the
computing load of the central server, as shown in Figure 9.

Figure 9(a) shows the resource overhead of different models. The average
communication traffic of the FedAvg collaboration model was 12.3 GB and
the server computing load was 45.2 CPU hours. The average communication
traffic of the proposed model was 13.8 GB and the server computing load was
52.7 CPU hours. Figure 9(b) shows the collaborative efficiency of different
models. The FedAvg collaboration model increased the detection rate by
12.2%, and the collaborative efficiency index reached 1.70. The proposed
model increased the detection rate by 24.3%, and the collaborative efficiency
index reached 2.51. This shows that the additional computing resources
consumed by the proposed model bring about more cost-effective improve-
ments in security capabilities and have greater advantages in actual operating
environments with limited resources.

4 Discussion

To improve the cyber threat collaborative analysis capability under multi-
party collaborative while strictly protecting data privacy, this study proposes
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a federated learning privacy protection collaboration model that integrates
threat intelligence-driven selection and hierarchical aggregation. Experimen-
tal results showed that in the threat detection task, the proposed model had
an accuracy rate of 91.8%, a precision rate of 89.4%, a recall rate of 90.2%,
and an F1-Score of 89.8%, all of which were better than those of the baseline
model. In the simulated APT attack and defense scenario, the proposed model
increased the overall detection rate of the attack chain to 95.6% and shortened
the average detection time to 2.8 hours, which was better than those of the
isolated learning mode and FedAvg collaboration mode. The proposed model
effectively improves the effectiveness of collaborative defense while ensuring
provable privacy. Compared with other research in the same field, the design
ideas have obvious differences in problem focus and technical approaches.
The federated learning privacy protection framework for edge computing
proposed by Wang et al. [21] aims at limited device resources and unsta-
ble network in medical IoT scenarios, using lightweight secret sharing and
random mask technology to replace computationally intensive homomorphic
encryption. Its core lies in balancing privacy protection and computing effi-
ciency through periodic average training strategies to achieve stable operation
in edge environments. In contrast, the research is oriented towards cyber
threat analysis and judgment scenarios, which are characterized by dynamic
evolution of threat patterns and highly heterogeneous data. The hierarchical
aggregation strategy designed in this study is able to distinguish basic features
from advanced threat patterns, which is in contrast to the unified treatment
proposed by Wang et al. This difference reflects the differentiated needs of
federated learning architectures in different application fields: Medical IoT
focuses more on stability and efficiency, while threat detection requires the
ability to deal with concept drift and rare attack patterns. The research by
Jagarlamudi et al. [22] revealed a key issue in privacy protection in federated
learning from the methodological level: the lack of privacy measurement.
Through multi-index joint evaluation, they found that blindly enhancing
privacy protection will lead to a significant decline in model performance.
This result provides theoretical support for using adaptive privacy budget
allocation mechanisms. The proposed model allocates more privacy budget
in the early stage of training and gradually tightens it in the later stage. This
dynamic strategy is consistent with the security and performance imbalance
problem pointed out by Jagarlamudi et al. Experimental results showed that
under the medium protection intensity of € = 3.0, the proposed model only
produced a Rényi privacy loss of 2.89, while maintaining a detection accuracy
of 91.8%, which proves that the adaptive mechanism can indeed achieve a
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better balance between privacy protection and model utility. In addition, Li
and Chang [23] used the Takagi Sugeno fuzzy model to model the privacy
protection tracking control problem of nonlinear networked control systems.
By dynamically quantifying the network transmission pressure and introduc-
ing a privacy function protection reference model that converges over time,
the synergistic implementation of privacy protection and tracking control dual
objectives was verified on a nonlinear mass spring damping system. The idea
of coupling privacy mechanisms and control strategies in dynamic environ-
ments in this study is inherently consistent with the concept of achieving
privacy utility dynamic balance through adaptive differential privacy in this
paper. The FedPerGNN federated graph neural network framework proposed
by Wu et al. [24] integrates high-order graph information while ensuring
privacy through a privacy preserving model update mechanism and graph
extension protocol. Compared with existing methods, it reduces errors by
4.0% to 9.6% on six personalized datasets. The design concept of improving
model utility through information structure optimization is similar to the
client selection mechanism driven by threat intelligence in this article, both
reflecting an effective path to achieve performance improvement through
information enhancement under privacy protection constraints.

However, due to limitations of the experimental environment and data
set size, the federated network constructed by the research only contains 50
clients and relies on a single public data set for performance evaluation.
Future research can try to deploy verification in cross-domain and cross-
platform real operational networks and explore more efficient asynchronous
aggregation mechanisms and lightweight privacy protection technologies to
optimize communication and computing overhead.

5 Conclusion

The study proposed a federated learning privacy protection collaboration
model for cyber threat analysis. Threat intelligence-driven client selection
and hierarchical aggregation strategies improve threat detection capabilities
while protecting data privacy. The research shows that the accuracy and com-
prehensive performance indicators of the proposed model in threat detection
tasks are better than traditional federated learning methods. In simulated
attack and defense scenarios, the detection rate of APT attack chains has
been significantly improved, and the average detection time has been sig-
nificantly shortened. The model successfully controls privacy loss to a low
level under medium privacy protection intensity, achieving a good balance
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between privacy protection and model utility. These achievements provide a
reliable technical foundation for building a safe and trustworthy collaborative
defense system.
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