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Abstract

In response to problems such as a lack of trust, low resource utilization rates,
conflicts due to multiple constraints, and security risks associated with shar-
ing 5G wireless access network resources, this study proposes an efficient,
trustworthy, and secure distributed resource sharing system and optimizes the
resource allocation strategy. First, it performs virtual decoupling and atomic
modeling for the three core computing resources: spectrum, security, and
computing power. It also designs a five-layer distributed resource-sharing
framework that integrates blockchain and software-defined networks. Addi-
tionally, it proposes an improved delegated proof-of-stake consensus mech-
anism, as well as an asymmetric encryption transaction authentication and
resource status traceability mechanism. Second, for the multi-constraint con-
flict issue, it designs a multi-agent deep deterministic strategy gradient secure
resource allocation algorithm integrating long-term and short-term memory
state prediction. The verification experiments were carried out based on the
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5G-RAN public resource scheduling dataset in accordance with the 3GPP
TR38.901 protocol specification. The experimental hardware was equipped
with Intel Core i9-13900K processor, NVIDIA RTX 4090 graphics card, etc.
The simulation platform was built on the Ubuntu 22.04 LTS system using the
PyTorch 2.1.0 deep learning framework and the NS-3 3.36 simulation tool.
The comparison benchmarks were mainstream centralized resource alloca-
tion schemes, blockchain, federated deep reinforcement learning schemes,
and consortium chain hierarchical cross-slice schemes. The experimental
results showed that the resource utilization rate of this framework reached
89.3%, the transaction delay was only 21.8 ms, the service quality satisfaction
and security compliance rate were 96.7% and 98.2% respectively, the double-
spend attack resistance rate and resource status traceability accuracy rate
both reached 99.9%, and all related indicators were significantly superior
to the existing comparison schemes. This study provided technical support
for 5G resource collaboration in scenarios such as industrial internet and
vehicle networking, effectively solving the trust bottleneck and schedul-
ing problems in distributed environments. However, the research has not
fully considered the adaptability of resource scheduling in extreme network
environments. The computational power consumption of the algorithm in
large-scale node deployment scenarios must be optimized further. The com-
putational cost of the blockchain and multi-agent deep reinforcement learning
components is high. Additionally, the system’s scalability in ultra-dense 5G
scenarios must be improved. To a certain extent, this framework’s immediate
large-scale practical application in complex 5G network environments is
limited.

Keywords: 5G wireless access network, block chain, resource sharing,
secure resource allocation, multi-agent deep reinforcement learning.

1 Introduction

With the rapid evolution of 5G technology, wireless access networks, as
the key hub connecting terminals and core networks, bear the important
mission of supporting diversified services such as industrial Internet and high-
definition video transmission for Internet of Vehicles. Its resource sharing
efficiency and security assurance capabilities directly determine the ser-
vice quality and application expansion potential of the 5G network [1–3].
Resource sharing has become the core approach for improving network uti-
lization and reducing infrastructure construction costs during the deployment
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and operation of 5G wireless access networks. However, current industry
practices and technical research face multiple urgent challenges that need
to be overcome. The actual impacts of these problems are clearly quantifi-
able [4–6]. Under the traditional centralized resource allocation scheme, the
average resource utilization rate in the industry is only about 70% and the
transaction delay of core services is generally over 40 ms. In the distributed
sharing scenario, the occurrence rate of security threats such as double-
spending attacks remains high. For example, in the 5G deployment scenario
of connected vehicles, the failure rate of resource scheduling due to trust loss
is over 15%. The unwillingness of edge clouds and mobile virtual operators
to share resources further exacerbates the imbalance between the supply and
demand of network resources. These quantitative data and actual deployment
pain points fully confirm the urgency and practical relevance of optimizing
resource sharing in 5G wireless access networks [7–9]. Based on the above
issues, the core direction of this research lies in constructing an efficient,
reliable and secure distributed resource sharing system for 5G wireless access
networks. The core research questions focus on solving the bottlenecks of
distributed resource sharing in a trusted environment, optimizing resource
scheduling under multiple constraints and conflicts, ensuring full traceability
of resource status, and achieving a balance between efficiency and security.
The specific research goals are to efficiently match and schedule the three
core resources (computing, spectrum, and security) in 5G wireless access
networks. This will improve resource utilization and transaction processing
efficiency while enhancing the security of resource sharing and the ability to
resist attacks.

To eliminate the above difficulties, academia and industry have carried
out a large amount of related research. In response to the problem of
real-time and secure resource allocation in 5G wireless access networks in
shared infrastructure, Seid et al. integrated blockchain and multi-agent deep
reinforcement learning to propose a dynamic framework for multi-drone
assistance scenarios. This framework modeled resource allocation as a hierar-
chical Stackelberg game, which was then transformed into a stochastic game
and solved using the multi-agent deep deterministic policy gradient (MAD-
DPG) algorithm. Simulation showed that this method was superior to existing
solutions in terms of utility optimization and service quality satisfaction [10].
Aiming at the problem of slicing tenants falsely reporting resource require-
ments in 5G wireless access networks, leading to resource waste and shortage
and slowing down the response of centralized controllers, Ayepah-Mensah
et al. proposed a peer-to-peer resource trading framework. This research
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combined blockchain with federated deep reinforcement learning (FDRL)
to achieve decentralized and trusted cross-slice sharing. The results showed
that this mechanism was significantly better than the existing centralized
solution in terms of resource utilization, delay and service quality [11]. Edge
clouds are unwilling to share service images due to resource constraints. Zhou
et al. proposed an incentive sharing mechanism based on blockchain. This
study modeled service-oriented edge resource allocation as mixed integer
nonlinear programming. Moreover, this research decoupled user assignments
through Gibbs sampling, and combined Lyapunov and convex optimization
to reduce long-term energy consumption and budget. Experiments showed
that this solution was superior to existing methods in terms of delay, energy
consumption, and resource utilization [12]. Aiming at the problems of large
differences in computing resource utilization in multi-access edge network
slices, waste or shortage of idle virtual machine quotas, and the reluctance
of mobile virtual operators to share due to security concerns, Kwantwi et
al. proposed a hierarchical cross-slice computing resource trading frame-
work based on the alliance chain. This research used Hyperledger smart
contracts to ensure the security of peer-to-peer transactions. Research results
showed that this algorithm was better than the baseline scheme in terms
of slice satisfaction, resource utilization, and resistance to double payment
attacks [13].

In summary, these studies provide useful ideas for 5G wireless access
network resource sharing, but there are still obvious shortcomings; it is
difficult to balance the efficiency and security of the consensus mecha-
nism, and the interference of malicious nodes in the consensus process is
not effectively suppressed. The resource allocation algorithm fails to fully
consider the dynamic changes of the network and has limited ability to bal-
ance multi-constraint conflicts. Moreover, it lacks a full-process traceability
mechanism for resource status, making it difficult to ensure the credibility
and auditability of transactions. The research targets the shortcomings of
existing studies and constructs an atomic description model for three core
resources: computing, spectrum, and security. By virtualizing and decoupling
physical resources and standardizing their packaging, it achieves refined
characterization and management of resources. At the same time, a five-layer
distributed resource sharing framework integrating blockchain and software-
defined network (SDN) is designed. To realize distributed scheduling and
trusted management of resources, a hierarchical architecture consisting of the
resource access layer, atomic resource adaptation layer, blockchain consensus
layer, SDN control layer, and application service layer is established. The
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improved delegated proof-of-stake (DPoS) consensus mechanism proposed
in this study is based on the model and framework. It introduces node repu-
tation values to optimize the logic of account node election. This mechanism
incorporates historical reputation, resource contribution, and online duration
into the election priority calculation. Compared with the traditional DPoS
consensus mechanism, it effectively filters malicious nodes and improves
consensus efficiency and stability. The MADDPG security resource alloca-
tion algorithm integrates long-term and short-term memory (LSTM) state
prediction. It uses historical state data stored on the blockchain through the
LSTM module to predict the future availability of resources. The algorithm
then integrates these prediction results into its state space. At the same time,
the research establishes a transaction authentication mechanism based on
asymmetric encryption and a blockchain log storage structure. This mech-
anism secures the authentication of resource transactions and enables the
full-process traceability of resource states.

The key elements of this research’s innovation are reflected in four
aspects. First, it creates atomic description models for three types of core
resources – computing, spectrum, and security – to achieve virtual decou-
pling and standardized encapsulation of physical resources. The methods
in existing studies that use single-resource dimensions are compared with
this method. The method can achieve refined characterization and unified
management of multi-dimensional resources. This lays the foundation for
efficient resource matching. It also solves the problems of rough resource
characterization and poor adaptability in existing models. Second, it designs
a five-layer distributed resource sharing framework that integrates blockchain
and SDN, breaking the insufficient integration of blockchain and network
scheduling technology in existing research. Through collaborative imple-
mentation of the hierarchical architecture, distributed scheduling and trusted
resource management are realized, making it more suitable for the scheduling
requirements of 5G wireless access networks. This improves scheduling
flexibility and efficiency. Third, it proposes an improved DPoS consensus
mechanism that introduces node reputation values. Compared with tradi-
tional DPoS and proof-of-work (PoW) consensus mechanisms, it realizes
the selection of superior nodes through multi-dimensional election priorities.
This effectively suppresses the interference of malicious nodes. At the same
time, it improves the consensus efficiency while ensuring the security of
the consensus. This solves the core problem of the inability to balance
efficiency and security in existing consensus mechanisms. Fourth, it designs a
MADDPG security resource allocation algorithm that integrates LSTM state
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prediction. The LSTM module realizes the dynamic prediction of network
resource states and integrates the results into the state space and decision-
making process of the algorithm. This significantly enhances the algorithm’s
adaptability to dynamic changes in the network. At the same time, the ability
to balance multiple constraints, such as delay, energy consumption, and
security, is strengthened by introducing a penalty function with constraints.
This results in global optimization of resource allocation. The research work
holds significant reference value in areas such as communication network
optimization, industrial digital transformation, and intelligent transportation
development. At the theoretical level, the 5G core resource atomization
model and the five-layer distributed framework integrated with blockchain-
SDN proposed in this study enriches the theoretical system of 5G wireless
access network resource virtualization and distributed scheduling. This study
proposes an improved DPoS consensus mechanism and an LSTM-enhanced
MADDPG algorithm. These new theoretical ideas provide a foundation for
optimizing blockchain consensus mechanisms and applying deep reinforce-
ment learning to network resource scheduling. At the engineering practice
level, the solutions proposed in this study effectively address trust bottlenecks
and multi-constraint scheduling problems in 5G resource sharing within
a distributed environment. These solutions significantly improve resource
utilization and transaction efficiency while enhancing the security and anti-
attack capabilities of resource sharing. They can also provide direct technical
support for typical scenarios, such as the deployment of 5G private networks
in the industrial internet, low-latency and high-reliability communication in
vehicle networking, and the large-bandwidth resources necessary for high-
definition video transmission. It can also directly reduce the construction and
operation costs of 5G networks and accelerate the integration and application
of 5G technology with various industries.

2 Methods and Materials

This research first conducts virtual decoupling and atomization modeling
of the three core resources of the 5G wireless access network, computing,
spectrum, and security, builds a standardized atomic resource description
model, and then designs a distributed resource sharing framework integrating
blockchain and SDN. It proposes a cross-node consensus mechanism based
on improved DPoS and designs an intelligent allocation algorithm for security
resources based on MADDPG to achieve global optimization of resource
allocation.
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2.1 Design of a Distributed Resource Sharing Framework for a
5G Wireless Access Network Empowered by Blockchain

This study first implements virtualization decoupling and atomization model-
ing of 5G wireless access network resources. For the three core resources of
computing, spectrum, and security, a standardized atomic resource descrip-
tion model is constructed, as shown in Equation (1) [14].

RAk = Rk
type , C

k
comp , B

k
data , S

k
level , A

k
status , T

k
valid (1)

In Equation (1), RAk represents the kth resource atomic unit, Rk
type ∈

{1, 2, 3} is the resource type identifier (1 corresponds to computing
resources, 2 corresponds to spectrum resources, and 3 corresponds to security
resources), and Ck

comp represents the computing overhead of the resource
atom. The computing resource is taken as its own computing power value,
and the spectrum and security resources are taken as the amount of computing
resources required in the scheduling process. Bk

data is the data size of the
resource atom and Sk

level ∈ [1, 5] is the security protection level. Computing
and spectrum resources are based on the security requirement level of the
business they carry, and security resources are based on their own protection
capability level. Ak

status ∈ {0, 1} is the real-time availability status (1 is
available, 0 is occupied). T k

valid is the effective duration of resource atoms.
Based on the above atomization model, a distributed resource scheduling
architecture integrating blockchain and SDN is researched and designed. The
architecture includes the resource access layer, the atomic resource adaptation
layer, the blockchain consensus layer, and the SDN control layer, as shown
in Figure 1.

In Figure 1, the resource access layer deploys macro base stations, micro
base stations, edge computing nodes and other equipment. Each device maps
physical resources into atomic resources through a hardware abstraction
interface. The atomic resource adaptation layer is responsible for standard-
ized encapsulation of atomic resources, generating resource metadata, and
uploading it to the consensus layer through a lightweight blockchain client.
The blockchain consensus layer consists of verification nodes and accounting
nodes. The verification node verifies the legality of resource metadata, and
the accounting node packages the verified metadata into blocks. The SDN
control layer obtains the atomic resource status by calling the blockchain
smart contract, generating a resource scheduling flow table and sending it
to the access layer device to realize distributed scheduling of resources. To
ensure the consensus efficiency and security of the architecture, this research
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Figure 1 Distributed resource scheduling architecture integrating blockchain and SDN.

Figure 2 Priority-based accounting node election process.

proposes a cross-node consensus mechanism based on improved DPoS and
introduces node reputation value to optimize the accounting node election
logic. The calculation of its election priority is shown in Equation (2) [15].

Pnode = ω1 · Repnode + ω2 · Rescontrib + ω3 ·Uptimeratio (2)

In Equation (2), Pnode is the election priority of the node, Repnode ∈
[0, 100] is the historical reputation value of the node (5 points are added for
successful performance and 20 points are deducted for breach of contract),
Rescontrib is the total number of resource atoms contributed by the node,
Uptimeratio is the proportion of the node’s online time, and ω1, ω2, and ω3

are weight coefficients (default values are 0.4, 0.3, and 0.3). The accounting
node election process based on this priority is shown in Figure 2.

In Figure 2, the system first counts the reputation value, resource con-
tribution and online time of all nodes, calculates and sorts the priority of
each node, and selects the top 10% nodes as candidate accounting nodes.
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The candidate node generates a rotating random value through a verifiable
random function (VRF) to determine the final accounting node sequence.
After the accounting node completes the block packaging, the results will
be synchronized to the entire network. Meanwhile, the node reputation value
is updated to complete a consensus cycle. To achieve secure authentication
of resource sharing transactions, this research designs a transaction signature
and verification mechanism based on asymmetric encryption. The signature
of the transaction initiator is generated as shown in Equation (3) [16].

Sig tx = ESK sender
(Hash(RAk∥Txinfo∥Timestamp)) (3)

In Equation (3), Sig tx is the transaction signature, SK sender is the initia-
tor’s private key, Hash(·) is the SHA-256 hash function, Txinfo is transaction
information, Timestamp is the transaction timestamp, and ESK sender

is
the private key encryption. The transaction initiator generates a transac-
tion request containing a signature, and the verification node decrypts the
signature through the initiator’s public key and verifies the hash consis-
tency. Transactions that pass verification are broadcast to the accounting
node, which integrates the transaction and resource metadata into transaction
records and packages them into new blocks. New blocks are uploaded to the
chain through the consensus mechanism, and the SDN control layer updates
the available status of resource atoms based on the transaction results. In
order to realize the full-process traceability of resource status, this research
designs a resource status log storage structure based on blockchain. Its log
entry format is shown in Equation (4) [17].

Logra = {RAk, Optype ,Nodeaddr ,Timestamp,Signode} (4)

In Equation (4), Logra is the status log of resource atoms, Optype is
the operation type, Nodeaddr is the node address where the operation is
performed, and Signode is the node’s signature on the log. The state change
operation of each resource atom generates corresponding log entries, which
are stored in blockchain blocks in chronological order. When it is necessary
to trace the resource status, all relevant logs are retrieved through the resource
atomic identifier. After verifying the validity of the log signature, the resource
occupation, release, and update processes are restored in order of timestamps
to implement full-link auditing of resource usage. Finally, the blockchain-
enabled 5G wireless access network distributed resource sharing framework
designed in this study is shown in Figure 3.

In Figure 3, the blockchain-enabled 5G wireless access network dis-
tributed resource sharing framework achieves virtualized decoupling and
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Figure 3 Blockchain-enabled 5G wireless access network distributed resource sharing
framework.

standardized encapsulation of physical resources through a five-layer archi-
tecture. It relies on the improved DPoS consensus mechanism to ensure
trusted collaboration between nodes and uses SDN’s flexible scheduling
capabilities to match the diverse QoS requirements of 5G services. Moreover,
it integrates smart contracts, asymmetric encryption and dynamic sensing
mechanisms to achieve automated execution of resource transactions, data
cannot be tampered with and the entire process is traceable. This not only
breaks the trust bottleneck of resource sharing in a distributed environment,
but also takes into account scheduling efficiency, security, and service conti-
nuity through multi-constraint adaptive optimization. It adapts to the resource
collaboration needs of multiple scenarios such as the Industrial Internet and
Internet of Vehicles. A five-layer distributed resource sharing framework
integrating blockchain and SDNing is designed for the deployment scenarios
of medium-scale 5G wireless access networks consisting of 10 to 100 nodes.
It uses a distributed trust model based on node reputation values. It also
has protection mechanisms against typical network threats, such as double-
spending attacks, malicious node consensus interference, and forged resource
information. It can seamlessly adapt to public, private, and hybrid deployment
modes of 5G wireless access networks. It enables trusted resource sharing
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and intelligent scheduling in various 5G deployment scenarios, including
industrial internet private networks, public vehicle networks, and government
and enterprise mixed networks.

2.2 Optimization Method for Intelligent Allocation of Security
Resources in a 5G Wireless Access Network Under Multiple
Constraints

This study designs a secure resource intelligent allocation algorithm based
on MADDPG, using the constructed blockchain-enabled distributed resource
sharing framework. This algorithm addresses the multi-constraint conflict
issues of delay, energy consumption, and security in 5G wireless access
network resource allocation. It achieves global optimization of resource
allocation by clarifying the core elements of the algorithm and integrating
the state prediction mechanism and security filtering logic. First, it defines
the state space of the algorithm, which comprehensively covers resource
status, business requirements and network dynamic characteristics, as shown
in Equation (5) [18].

S = {RAk,QoS req , ρnet , τconsensus} (5)

In Equation (5), S is the global state space of the agent, RAk is a
collection of resource atomic units, QoS req is the multi-dimensional demand
parameter of the business, ρnet is the network load fluctuation coefficient,
and τconsensus is the blockchain consensus delay. The action space of the
algorithm is defined as the allocation decision matrix of resource atomic
units, which directly maps resource scheduling execution instructions, as
shown in Equation (6) [19].

A = [aij ]M×N (6)

In Equation (6), A is the action space, M is the number of concurrent
services, N is the total number of resource atomic units, and aij is the
allocation decision of the ith service to the jth resource atom. To guide the
agent to converge in the direction of multi-objective optimization, a reward
function incorporating constraint penalties is studied and designed, as shown
in Equation (7) [20].

R = λ1 · Udelay + λ2 · Uenergy + λ3 · Usec − γ · (Pdelay + Psec) (7)

In Equation (7), R is the reward value obtained by the agent in a single
interaction, Udelay is the delay effect, Uenergy is energy consumption utility,
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Figure 4 Schematic diagram of the MADDPG algorithm.

Usec is the safety utility, Pdelay is the penalty for delay constraint violation,
Psec is the penalty for security constraint violation, λ1, λ2, and λ3 are utility
weights, and γ is the constraint penalty coefficient. Based on the above
definitions of status, action and reward, this study designs the core process
of the MADDPG algorithm, including two stages: centralized training and
distributed execution. The algorithm diagram is shown in Figure 4.

In Figure 4, the centralized training stage integrates the status and actions
of all agents through the global critic network and calculates the global Q
value to evaluate the quality of decisions. The policy network of each agent
updates parameters through policy gradient descent. The update formula is
shown in Equation (8) [21].

∇θµi
J(θµi) = E s∼D

∗ai∼µi

∇aiQi(s, a1, . . . , aN )|ai=µi(si)∇θµi
µi(si) (8)

In Equation (8), θµi is the parameter of the ith agent’s policy network,
J(θµi) is the policy objective function, D is the experience replay pool,
Qi outputs the Q value for the critic network of the ith agent, and µi(si)
is the action of the agent based on the local observation si output. The
experience replay pool stores samples generated by the interaction between
the agent and the environment and is used for batch training to avoid the
impact of data correlation. The blockchain module synchronizes resource
allocation records and constraint satisfaction during the training process,
providing credible data support for reward calculations. In the distributed
execution stage, each agent outputs an allocation decision based on the
local policy network and verifies the legitimacy of the decision through the
blockchain consensus layer. After passing the verification, the SDN control
layer executes resource scheduling. Meanwhile, it uploads feedback data such
as actual delay and energy consumption to the training module. This research
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Figure 5 Fusion process of state prediction module and resource allocation algorithm.

integrates an LSTM status prediction module into the algorithm to solve the
problem of allocation failure caused by sudden changes in resource status in
dynamic networks. The module predicts the future availability of resource
atoms based on historical status data stored in the blockchain. Its prediction
formula is shown in Equation (9) [22].

Âk
status(t+T )=LSTMAk

status(t), A
k
status(t−∆t), . . . , Ak

status(t−(L−1)∆t)
(9)

In Equation (9), Âk
status(t + T ) is the predicted available state of the kth

resource atom at time t+T , L is the time window length of LSTM, ∆t is the
status sampling interval, and Ak

status(t) is the actual available state at time
t. The integration process of the state prediction module and the resource
allocation algorithm is shown in Figure 5.

In Figure 5, the state prediction module reads the historic available state
sequence of resource atoms from the blockchain. The agent incorporates the
predicted state into the current state space, adjusts the allocation decision in
the action space, and gives priority to resource atoms that are continuously
available during the prediction period. After the allocation is executed, the
actual state is compared with the predicted state, the prediction error is calcu-
lated, and the error is fed back to the LSTM module to update parameters.
Meanwhile, it writes the error data into the blockchain as a certificate to
ensure the traceability of the prediction model optimization [23, 24]. The
intelligent allocation optimization method of 5G wireless access network
security resources under multiple constraints is shown in Figure 6.
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Figure 6 Optimization method for intelligent allocation of security resources in 5G wireless
access network under multiple constraints.

In Figure 6, the blockchain support layer provides resource atomic status
data, consensus delay data and trusted certificate storage services, providing
data input and security guarantee for the algorithm. The core layer of the algo-
rithm includes the MADDPG training module, the LSTM prediction module
and the security filtering module. The constraint adaptation layer translates
business QoS requirements into quantitative indicators that the algorithm
can identify. At the same time, it converts the allocation decisions that the
algorithm produces into scheduling instructions that the SDN control layer
can execute. The execution feedback layer collects delay, energy consump-
tion, and security level data after resource scheduling for algorithm parameter
optimization and ultimately achieves global optimal resource allocation under
multiple constraints.

3 Results

This research builds a 5G wireless access network simulation platform based
on specific hardware, software environments and data sets. It selects main-
stream resource allocation algorithms and different consensus mechanisms
as comparison benchmarks, and conducts tests from the dimensions of algo-
rithm performance, consensus efficiency, and comprehensive resource allo-
cation performance. It evaluates the performance of the proposed MADDPG
security resource intelligent allocation algorithm and blockchain-enabled 5G
wireless access network distributed resource sharing framework.
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3.1 Performance Analysis of the Security Resource Intelligent
Allocation Algorithm Based on MADDPG

The dataset adopts the public 5G-RAN resource scheduling data set, which
includes three types of typical business scenario data: industrial Internet,
Internet of Vehicles, and high-definition video transmission. It covers 1000
resource atomic units, 5000 business request records, and 100,000 resource
status history logs. The data sampling interval is 100 ms and complies with
the 3GPPTR38.901 protocol specification. The experimental configuration
parameters are shown in Table 1.

In Table 1, all hardware configurations are selected based on the high
computing power and high concurrency requirements of 5G network sim-
ulation, blockchain node deployment, and multi-agent deep reinforcement
learning algorithm training. Among them, the Intel Core i9-13900K processor
(3.0GHz, 24 cores) provides multi-core parallel computing capabilities, sup-
porting the distributed training of algorithms and large-scale data processing.
The NVIDIA RTX 4090 graphics card, which has 24 GB of GDDR6X
memory, provides professional-grade GPU acceleration for calculating gra-
dients and updating parameters of deep learning models. This significantly
improves the efficiency of model training. The 64 GB DDR5 55600 MHz
memory ensures high-speed reading and writing of massive experimental
data and simulation processes, avoiding memory bottlenecks. The 1 TB
NVMe SSD storage is used to store 5G-RAN resource scheduling data
sets, blockchain node operation data, and the entire algorithm training log,

Table 1 Experimental configuration parameter table
Configuration Category Specific Configuration Specific Parameters

Hardware configuration CPU IntelCore i9-13900K (3.0 GHz,
24 cores)

GPU NVIDIA RTX 4090 (24 GB GDDR
6X memory)

Memory 64 GB DDR 55600 MHz
Storage 1TB NVMe SSD

Software environment Operating system Ubuntu 22.04 LTS
Programming language Python 3.9

Deep learning framework PyTorch 2.1.0
Network simulation tool NS-33.36 (5G network simulation

module)
Blockchain platform Hyperledger Fabric2.5 (blockchain

node deployment)
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ensuring low latency in data access. The software environment all selects
mainstream and compatible tools and systems that are adapted to 5G com-
munication, blockchain, and deep learning fields. The Ubuntu 22.04 LTS
operating system provides a stable, open-source foundation for deploying
various tools. Python 3.9 has been adopted as the primary programming
language, ensuring compatibility with most deep learning and network
simulation development libraries. The PyTorch 2.1.0 deep learning frame-
work is used for model construction, training, and parameter optimization
of the MADDPG+LSTM secure resource allocation algorithm, supporting
dynamic computation graphs and GPU acceleration adaptation. The NS-3
3.36 5G network simulation module provides an experimental environment
that closely resembles the operation of actual 5G wireless access networks.
It can accurately simulate the network traffic and resource demand charac-
teristics of businesses such as the industrial internet, vehicle networking, and
high-definition video transmission. The Hyperledger Fabric 2.5 blockchain
platform is used for deploying blockchain nodes, developing and operating
smart contracts, and supporting the experimental verification of the improved
DPoS consensus mechanism, as well as for authenticating transactions with
asymmetric encryption and tracking the status of resources. This experiment
selects three types of mainstream resource allocation algorithms as compari-
son benchmarks, namely deep Q-Network (DQN), deep deterministic policy
gradient (DDPG), and FDRL. The accuracy comparison results of different
algorithms on the value function and policy function are shown in Figure 7.

In Figure 7(a), when the number of iterations reaches 200, the accuracy
of MADDPG rises to above 0.8. Moreover, when the number of iterations

Figure 7 Accuracy comparison results of different algorithms on value function and strategy
function.
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Figure 8 The convergence of different algorithms on the value function and policy function.

reaches 500, the accuracy of MADDPG stabilizes at around 0.95. In Fig-
ure 7(b), after 500 iterations, the accuracy of MADDPG remains around 0.93.
This shows that MADDPG’s multi-agent collaboration and centralized eval-
uation mechanism can more accurately optimize value and strategy functions
and improve the accuracy and stability of resource allocation decisions. The
convergence of different algorithms on the value function and policy function
is shown in Figure 8.

In Figure 8(a), in the initial iteration stage, the loss values of MADDPG,
DDPG, DQN, and FDRL decrease rapidly. When the number of iterations
reaches 30, the loss value of MADDPG drops below 10−4. In Figure 8(b),
after 50 iterations, the loss value of MADDPG stabilizes below 10−6. MAD-
DPG’s value function and policy function loss value converge significantly
faster than other algorithms, and the final convergence accuracy is higher.
MADDPG’s centralized training and multi-agent collaboration mechanism
can optimize value and strategy functions more efficiently and improve the
convergence efficiency and stability of the algorithm. The ROC curves of
different algorithms are shown in Figure 9.

Figure 9(a) shows the ROC curve of the MADDPG algorithm, and its
area under the curve (AUC) reaches 0.92. When the false positive rate is
0.2, the true positive rate has risen to 0.85. When the false positive rate
increases to 0.4, the true positive rate is close to 0.95. This reflects that the
algorithm has higher accuracy in identifying malicious requests in secure
resource allocation scenarios. Figures 9(b), 9(c), and 9(d) correspond to the
ROC curves of the DDPG, DQN, and FDRL algorithms respectively. The
AUCs of the three are 0.81, 0.75, and 0.78 respectively. The comparison
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Figure 9 ROC curves of different algorithms.

results show that the ROC curve of MADDPG is always above the other three
algorithms. This shows that MADDPG can achieve a higher true positive rate
at a lower false positive rate in security threat detection tasks. Its ability to
identify malicious behaviors in 5G wireless access network resource sharing
scenarios is better.

3.2 5G Radio Access Network Resource Sharing Framework
Verification

To verify the consensus efficiency of the proposed blockchain-enabled 5G
wireless access network distributed resource sharing framework, this study
tests the block packing latency and consensus success rate of the improved
DPoS consensus mechanism under different node scale scenarios and selects
the traditional DPoS consensus mechanism and PoW consensus mechanism
as comparison benchmarks. The test results are shown in Figure 10.

In Figure 10(a), as the node scale expands, the block packing latency of
the three mechanisms gradually increases, but the latency growth rate of the



Blockchain-based 5G Wireless Access Network Resource 595

Figure 10 Performance comparison of different consensus mechanisms under different node
sizes.

proposed improved DPoS mechanism is significantly lower. When the node
size is 100, its block packing latency is only 18.6 ms, which is 31.9% lower
than the 27.3 ms of traditional DPoS and 79.2% lower than the 89.5 ms of
PoW. Even in the 20 scenarios with the smallest node size, the 8.32 ms delay
of the improved DPoS is far better than the traditional DPoS (11.5 ms) and
the PoW (42.8 ms). This fully reflects the effect of the improved DPoS on
consensus efficiency after optimizing the node election logic. In Figure 10(b),
the proposed improved DPoS mechanism maintains a very high consensus
success rate at each node scale, reaching 99.8% when the node scale is 20.
Even if the node size increases to 100, the success rate remains at 99.6%,
with a fluctuation of only 0.2%. The consensus success rate of traditional
DPoS decreases more obviously as the node scale increases. It drops from
99.1% for 20 nodes to 97.8% for 100 nodes, a decrease of 1.3%. PoW’s
consensus success rate is the worst, only 88.3% when there are 100 nodes,
which is 11.3 percentage points lower than the improved DPoS. This is due to
the improved DPoS that introduces node reputation value to filter accounting
nodes, which effectively reduces the interference of malicious nodes on the
consensus process and ensures the stability of the consensus in a distributed
environment.

3.3 5G Wireless Access Network Security Resource Allocation
Performance Evaluation

To comprehensively evaluate the comprehensive performance of the frame-
work’s security resource allocation, the existing centralized resource
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Table 2 Comparison table of security resource allocation performance of different resource
sharing schemes

Evaluation Index

Proposed
Framework

(Blockchain+
SDN+

MADDPG)

Centralized
Resource

Allocation
Scheme

Blockchain+
FDRL

Solution

Hierarchical
Cross-slice
Solution for
Consortium

Chains

Resource utilization rate (%) 89.3 72.5 78.6 81.2

Transaction delay (ms) 21.8 47.6 30.5 29.2

QoS satisfaction degree (%) 96.7 83.4 88.9 90.3

Safety level compliance
rate (%)

98.2 79.6 86.8 89.5

Constraint violation rate (%) 1.80 8.70 5.30 4.60

Double payment attack
defense rate (%)

99.9 75.3 92.6 94.8

Accuracy rate of resource
status traceability (%)

99.9 82.4 93.1 95.2

allocation scheme, the blockchain+FDRL scheme (FDRL), and the con-
sortium chain hierarchical cross-slicing scheme are selected as comparison
benchmarks. The results are shown in Table 2.

Table 2 presents a comparison table of the security resource allocation
performance of the blockchain+SDN+MADDPG distributed resource sharing
framework and the existing mainstream 5G wireless access network resource
sharing schemes. The multi-scheme comparison tests are conducted under the
same 5G-RAN simulation data set and experimental environment. All data
are the averaged results of multiple experiments. The resource utilization rate
reflects the accuracy and efficiency of resource scheduling. It is calculated
by dividing the actual usage of the three types of core resources by the total
available resources and expressing the result as a percentage. The transaction
delay is the total time consumed from the initiation of the resource transaction
request to the update of the status (ms), reflecting the processing efficiency
of transactions. The QoS satisfaction rate is the proportion of requests that
meet the preset quality of service requirements. The compliance rate of the
security level is the proportion of the number of services that meet the preset
security protection level. The violation rate of constraints is the proportion of
the number of services that violate the multi-dimensional preset constraints.
The rate of resisting double spending attacks is the proportion of successful
resistance to the attack, reflecting the core security protection capability.
The accuracy rate of resource status traceability reflects the accuracy and
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credibility of status traceability by measuring the percentage match between
the results of blockchain log tracing and the actual status of the resources.
The framework proposed in the study performs best in all indicators, with
a resource utilization rate of 89.3%. Compared with the centralized solution
(72.5%), the FDRL solution (78.6%), and the alliance chain solution (81.2%),
it increases by 23.2%, 13.6%, and 10.0%, respectively. This is due to the
synergy between atomized resource modeling and SDN dynamic scheduling,
achieving precise resource matching. The transaction delay is only 21.8 ms,
which is 28.7–62.3% lower than other solutions, reflecting the efficiency of
the improved DPoS consensus mechanism and lightweight blockchain client.
The QoS satisfaction and security level compliance rates reach 96.7% and
98.2% respectively, and the constraint violation rate is as low as 1.8%. This
shows that the framework effectively balances the multi-constraint conflicts
of delay, energy consumption and security. In terms of security protection, the
double payment attack resistance rate and resource status tracing accuracy
rate both reach 99.9%, which is significantly higher than the comparison
solution. This verifies the security protection effect of asymmetric encryption
and the blockchain log storage mechanism, ensuring the credibility and
traceability of resource sharing transactions.

4 Conclusion

The research constructed an atomic description model for three core
resources. These resources were computing, spectrum, and security. The
model achieved virtual decoupling and standardized encapsulation of physi-
cal resources. This laid the foundation for precise multi-dimensional resource
matching. It designed a five-layer, distributed resource-sharing framework
that integrated blockchain and SDNing. It proposed an improved, DPoS
consensus mechanism that introduced node reputation values to achieve dual
optimization of consensus efficiency and security. It established a transaction
authentication mechanism based on asymmetric encryption and a blockchain
log storage structure, to achieve secure authentication throughout the resource
transaction process and traceability of the resource status throughout the
entire life cycle. It proposed a multi-agent, deep, deterministic strategy
gradient algorithm that integrated dynamic predictions of resource status
into its decision-making process. It also designed a reward function with
constraint penalties, which significantly enhanced the algorithm’s ability
to adapt to dynamic network changes and resolve conflicts under multiple
constraints.
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The research was based on the assumption of a medium-scale 5G wireless
access network deployment scenario with 10 to 100 nodes. It adopted a
distributed trust model centered on node reputation values and designed
protection mechanisms against double spending attacks, malicious node con-
sensus interference, and resource information forgery. The framework could
be adapted to public, private, and hybrid 5G deployment modes. Experimen-
tal verification showed that under this assumption, the proposed technical
solution had good applicability and feasibility.

The experimental results showed that the resource utilization rate of this
framework was 89.3%, the transaction delay was only 21.8 ms, and the
service quality satisfaction rate and security compliance rate were 96.7% and
98.2%, respectively. The double spending attack resistance rate and resource
status traceability accuracy rate both reached 99.9%, and compared with
existing solutions, significant performance improvements were achieved. The
improved DPoS consensus mechanism had a block packaging delay of only
18.6 ms and a consensus success rate of 99.6% at a scale of 100 nodes.
After 500 iterations of the multi-agent deep deterministic strategy gradient
algorithm, the accuracy of the value and strategy functions stabilized at
around 0.95 and 0.93, respectively. This fully verified the comprehensive
advantages of the proposed framework and algorithm in terms of resource
scheduling efficiency, security, and stability. It effectively broke through
the trust bottleneck and multi-constraint scheduling problem in distributed
environments for 5G resource sharing.

The research achieved performance improvement in 5G wireless access
network resource sharing. However, it has not fully considered the adaptabil-
ity of resource scheduling in extreme network environments. The computa-
tional power consumption of the algorithm in large-scale node deployment
scenarios still needs to be optimized. The system scalability in ultra-dense
5G scenarios needs to be further improved. In the future, the scope of the
research will expand to include resource scheduling requirements in extreme
network environments and ultra-dense deployment scenarios. The algorithm
model will be optimized to reduce computational costs, and the integration
path of the framework with 6G network resource management technology
will be explored.
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