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Abstract

This study proposes a secure routing planning algorithm that integrates an
improved Dempster-Shafer Evidence Theory (D-S ET) and enhanced Multi-
Objective Ant Colony Optimization (MOACO) to balance security protection
and Energy Consumption (EC) in Wireless Sensor Networks (WSN). For the
D-S ET, we correct third-party recommendation bias by calculating evidence
distance and introducing discount coefficients, thereby optimizing its conflict
handling mechanism, solving the problem of node credibility misjudgment
caused by traditional evidence fusion, and achieving accurate Node Trust
Evaluation (NTE) through a direct and indirect dual trust mechanism. For
MOACO, we integrated elite retention strategy, improved crowding distance,
and mutation convergence operation to optimize the Pareto optimal solution
set, improving the search accuracy and stability of the algorithm, and achiev-
ing multi-objective routing optimization with node trust value and remaining
energy as the core objectives. Based on a 100 node WSN simulation envi-
ronment, the algorithm was compared with typical baseline methods under
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consistent initial parameter settings. The experimental results show that when
the proportion of Malicious Nodes (MN) is 25%, the detection rate of MN in
this algorithm is 84.5%, and the false positive rate is 9.2%, which is better
than the comparative methods. In terms of routing performance, it extends
the lifecycle of WSN to 937 rounds, maintaining a stable throughput of 4344
bps and a minimum average delay of 33 ms. Without black hole attacks, the
MN is only 37.5 J. Faced with 10 single type black hole attack nodes, its MN
decreases by 4.8%, and the packet loss rate is controlled at 9.9%, demonstrat-
ing excellent anti-attack performance. This algorithm effectively balances the
security and energy efficiency of WSN, and innovative improvements to the
core algorithm provide reliable technical support for the efficient and stable
operation of WSN, with significant practical application value.

Keywords: Wireless sensor network, secure routing, D-S evidence theory,
MOACO.

1 Overview

Wireless Sensor Network (WSN), as the core perception layer technology of
the IoT, has been widely used in key fields like environmental monitoring,
industrial control, and intelligent security due to its advantages of flexible
deployment and low cost. However, WSN nodes are usually deployed in open
and unattended complex environments. In addition, the nodes themselves
have limited energy and weak computing and storage resources, making
them extremely vulnerable to security threats such as Malicious Node (MN)
attacks and data tampering [1–4]. At the same time, excessive pursuit of
security protection will increase Energy Consumption (EC), shorten the
network lifecycle, and form a “security-EC” contradictory dilemma [5, 6].
Currently, WSN secure routing research mostly focuses on single-objective
optimization. Some algorithms identify MNs through trust mechanisms but
ignore the need for efficient energy utilization. Another part of the energy-
saving routing algorithms lacks effective consideration of security protection
and is difficult to resist malicious behaviors such as black hole attacks [7, 8].
In addition, traditional trust evaluation models often lead to misjudgments
of node credibility due to evidence conflicts, and it is difficult for single-
objective optimization algorithms to balance multi-dimensional performance
indicators.

Saravanaselvan and Paramasivan proposed a feedforward-backpropaga-
tion neural network optimized based on the woodpecker mating algorithm
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for secure routing and data encryption problems in WSN. The method was
divided into three stages. Stage 1 was based on FFBPNN to form a dynamic
clustering sensor network. Stage 2 used elliptic curve-based Hill cipher for
key generation for data encryption and decryption. Stage 3 used a homomor-
phic encryption scheme for timely delivery of aggregated data. Compared
with existing models, this method reduced latency by 99.01%, 98.34%,
95.23%, and 97.45% [9]. Kumar et al. proposed an energy-saving optimal
routing framework based on Bayesian networks and heuristic genetic algo-
rithms to address issues such as service quality, energy dissipation, processing
overhead, and link failures in WSNs. The framework derived disjoint paths by
learning node/network connectivity and availability information to alleviate
routing issues, improve service quality, and optimize energy efficiency. This
framework improved service quality, reduced EC, and ensured the applica-
bility of real-time applications [10]. Sharma et al. proposed a multi-level
hierarchical security and optimal routing protocol to address that WSNs
used for environmental monitoring are susceptible to illegal intrusion. The
protocol was divided into four stages: registration, clustering, authentication,
and optimal routing, conducted multi-level trust assessment to detect MNs,
and used the chimpanzee optimization algorithm based on polar learning to
select the best data transmission path. The protocol had a packet delivery rate
of 99.8%, a throughput of 48,000 bits per second, and a detection rate of
95% [11].

Multi-Objective Ant Colony Optimization (MOACO) is a Multi-
Objective Optimization (MOO) algorithm built on ant colony behavior and
is taken to deal with complex optimization issues. MOACO can optimize
multiple objective functions and evaluate the quality of the solution by main-
taining the Pareto front. Meanwhile, it has the advantages of fewer parameters
and strong robustness. Nasouri and Delgarm proposed a simulation-oriented
Pareto optimization method for building energy efficiency in response to the
problems of high EC intensity, lack of optimal design, and excessive release
of toxic gases in the building industry. This method combined EnergyPlus
with the MOACO algorithm to help engineers in optimizing in the early
stages of building design. Compared with single-objective optimization, the
optimal solution provided by Pareto optimization was more reliable, and
the optimized building configuration significantly improved the efficiency
of solar collectors with a slight increase in building EC [12]. Amir Prasad
et al. designed a hybrid framework fusing Non-Dominated Sorting Genetic
Algorithm-III (NSGA-III) and MOACO to address the growing demand
for sustainable practices in the construction industry while maintaining
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efficiency and cost-effectiveness. Compared with independent NSGA-III,
MOACO, teaching-based MOO, and multi-objective Particle Swarm Opti-
mization (PSO), the hybrid framework had superior performance. Trade-off
analysis provided actionable insights, revealed connections between goals,
and enable informed decision [13]. Hou et al. proposed a MOACO algo-
rithm built on a dynamic constraint evaluation strategy to address small and
discontinuous feasible regions in highly constrained optimization problems.
The algorithm proposed a dynamic constraint violation metric to evaluate the
degree of constraint violation of a solution. Furthermore, for subpopulations
with evolutionary advantages, an evolutionary strategy based on dynamic
transition probability was proposed to improve evolutionary efficiency, and a
Gaussian mutation evolution strategy was proposed to increase the diversity
of subpopulations with higher constraint violations. Compared with other
constrained MOO algorithms, this algorithm could achieve more satisfactory
performance in highly constrained optimization [14].

In summary, although the current secure routing model for WSN can
significantly improve its security, it is still difficult to effectively solve the
“security-EC” problem. Most trust routing algorithms only achieve MN
identification through simple evidence fusion, without designing dynamic
correction mechanisms for evidence conflicts, which can easily lead to
trust misjudgments, and do not incorporate Node Trust Values (NTV) and
remaining energy into a unified MOO framework. Although mainstream
multi-objective routing algorithms consider energy optimization, they lack
accurate Node Trust Evaluation (NTE) models, making it difficult to effec-
tively avoid MN. When facing malicious behaviors such as black hole attacks,
network performance drops sharply. In view of this, this study proposes a
WSN-Secure Routing Planning (SRP) algorithm that integrates improved
Dempster-Shafer Evidence Theory (D-S ET) and MOACO. It aims to real-
ize the collaborative optimization of WSN security, energy efficiency, and
transmission performance, and enhance the network’s resistance to malicious
behaviors such as black hole attacks. The innovation lies in, first, by opti-
mizing the conflict handling mechanism of D-S ET, an accurate NTE model
is constructed and, second, MOACO is improved by combining the elite
retention strategy and mutation close operation to achieve multi-objective
collaborative optimization of trust value and EC.

The research on the improvement of D-S ET and MOACO is based on the
practical requirements of WSN secure routing, and the core technical logic
is designed. For D-S ET, the similarity of third-party recommendation trust
vectors is quantified by calculating the evidence distance, and the weight of
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conflicting evidence is dynamically modified by introducing discount coef-
ficients, replacing the traditional fixed weight fusion method. This resolves
trust misjudgments caused by evidence conflicts from the root, making the
fusion of direct and indirect trust more in line with the actual behavior of
nodes. For MOACO, on the basis of elite retention and crowding distance,
a mutation convergence operation is added to achieve precise convergence
of the solution through random mutation of individual positions combined
with Hamming distance multi-point intersection. At the same time, the
crowding distance sorting rule is optimized to solve the problem of uneven
distribution of the Pareto solution set in traditional algorithms, making
MOO more suitable for the collaborative optimization needs of WSN trust
and MN.

The research contribution lies in proposing an improved NTE model
based on D-S ET, which optimizes the conflict handling mechanism through
evidence distance calculation and discount coefficient, integrates direct
indirect dual trust mechanisms, and effectively solves the problem of
node reliability misjudgment caused by evidence conflicts. Simultaneously
improving the MOACO algorithm, introducing elite retention strategy, opti-
mizing crowding distance, and mutation convergence operation, to achieve
collaborative multi-objective routing optimization of NTV and remaining
energy. Through multidimensional experimental verification from a single
black hole attack to a combination attack scenario, sensitivity analysis of
core parameters has been completed, verifying the robustness, resistance to
attacks, and engineering feasibility of the algorithm, providing a new solution
for WSN secure routing design.

Section 2 elaborates on the methods and principles of algorithm design,
including the construction of an improved D-S ET NTE model and an
improved MOACO secure routing model. Section 3 verifies the trust evalua-
tion performance, routing optimization performance, and anti-attack perfor-
mance of the model through simulation experiments, and conducts parameter
sensitivity analysis. Section 4 discusses the experimental results and analyzes
the advantages of the algorithm and the limitations of existing research.
Section 5 summarizes the research results of the entire text and looks forward
to future research directions.

2 Methods and Materials

To reduce EC while ensuring network security, this study proposes a WSN-
SRP model based on D-S ET and MOACO. This study first uses the optimized
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D-S ET to assess the NTV, and then implements a secure routing protocol
through MOACO to avoid MNs with the lowest EC.

2.1 NTE Model Based on Conflict Handling Mechanism and
D-S ET

To standardize the symbols, this article adopts a consistent symbol system
for trust vectors, time indexes, and node indexes: i and j are used to represent
any node index, and t is the time index. The direct/indirect trust vector of
node i towards j at time t is denoted as Tij(t), and the comprehensive trust
vector is denoted as T ∗

ij(t). All vector dimensions and element definitions
are kept consistent, and the index symbols are reused without ambiguity
throughout the process, ensuring the consistency of formula derivation and
model description. The NTE model is a key component to achieve secure
routing, which improves the overall security and reliability of the network
by evaluating the credibility of nodes. Establishing a trust assessment model
requires accurate and reasonable trust measurement. D-S ET solves the prob-
lems of subjective uncertainty and evidence conflict by combining evidence
from various sources and improves the accuracy of trust assessment. The NTE
model based on D-S ET is shown in Figure 1.

In Figure 1, the model calculates the direct trust value by comprehensively
considering key indicators such as the reception rate, forwarding rate, and
consistency of data packets to evaluate the direct credibility of the node. In
addition, the model also introduces third-party evidence sources to evaluate
the indirect trust of nodes to comprehensively evaluate the reliability of nodes
from different perspectives. Direct trust and indirect trust are synthesized
through D-S ET to derive a comprehensive trust value, which is then used to
evaluate the node’s overall trust level to ensure the reliability of the evaluation
process [15, 16]. Assuming that there are several mutually exclusive and
exhaustive evidence under the recognition framework, according to the D-S

Figure 1 NTE model based on D-S ET.
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synthesis rule, its credibility function is as shown in Equation (1).

c(A) = (c1 ⊕ c2 ⊕ · · · ⊕ cn)(A)

=

(1− C)−1
∑

∩Ai=A

⋂
1≤i≤n

ci(Ai), A ̸= Φ, A ⊂ Ω

0, A = Φ
(1)

In Equation (1), c(A) is the credibility function of proposition A. cn is
the credibility function of the n-th evidence. C is the conflict factor. Φ is the
empty set. Ω is the recognition frame. At the same time, by processing the
trust function and likelihood function of D-S ET, the evaluation function can
be obtained, as shown in Equation (2).

E(A) = t(A) +
|A|
|Ω|

× [l(A)− t(A)] (2)

In Equation (2), E(A) is the evaluation function. t(A) is the trust
function. |A| and |Ω| are proposition A and the number of elements of
the recognition frame. l(A) is the likelihood function. For node credibility
assessment, if it has direct knowledge of node behavior, the direct trust model
can be used for assessment. The direct trust model mainly relies on direct
evidence or information to evaluate the trustworthiness of a node [17, 18].
In this model, trust measures are based on evidence obtained directly from
nodes rather than through recommendations or ratings from other nodes. The
direct trust vector calculation formula is shown in Equation (3).

T⃗d(t) =

V ti,j(t)
V ni,j(t)
V ui,j(t)

 =

 c({T})
c({−T})

c({T,−T})


=

 ω1SR,ij(t) + ω2ST,ij(t) + ω3SC,ij(t)
ω1RR,ij(t) + ω2RT,ij(t) + ω3RC,ij(t)

1− V ti,j(t)− V ni,j(t)

 (3)

In Equation (3), T⃗d(t) is the direct trust vector. V ti,j(t) is a trusted
value. V ni,j(t) is an untrusted value. V ti,j(t) is an uncertain value. c({T}),
c({−T}), and c({T,−T}) are the basic credibility functions of trusted
values, untrustworthy values, and uncertain values. ω1, ω2, and ω3 are the
weights of different evidence sources. SR,ij , ST,ij , and SC,ij are the reception
success rate, forwarding success rate and packet consistency between nodes i
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and j. RR,ij , RT,ij , and RC,ij are the rejection rate, rejection forwarding rate
and packet inconsistency between i and j. To avoid increasing the trust value
of MNs, this study uses historical interactions during consecutive cycles to
update the trust value. In the absence of direct evidence, the indirect trust
model is utilized to evaluate the node. In the node trust model, when there is
no direct interaction record between nodes a and b, a will query other nodes
for their trust in b. By combining the direct and the indirect trust models, a
more comprehensive NTE system can be formed. At the same time, to solve
the one-vote veto problem of D-S ET, this study improves the combination
rules, that is, adjusts the weight according to the similarity. The essence
of D-S ET conflict resolution strategy is dynamic weight correction based
on evidence distance, which introduces discount coefficients by calculating
the similarity of recommendation trust vectors, corrects third-party evidence
bias, breaks through the limitations of traditional fixed weight fusion, and
resolves trust misjudgments caused by evidence conflicts from the root. The
calculation of the evidence distance of the node recommendation trust vector
is shown in Equation (4).

Du,v =

√
1

2
(T⃗

k2v
s,ij + T⃗

k2u
s,ij − 2T⃗ kv

s,ij , T⃗
ku
s,ij), v = 1, 2 . . . , s; u =, 2 . . . , s

(4)
In Equation (4), Du,v is the evidence distance. T⃗ kv

s,ij is the indirect trust
vector of node kv. At this time, the similarity formula between recommended
trust vectors is shown in Equation (5).

Su,v = 1−Du,v (5)

In Equation (5), Su,v is the similarity between recommended trust vectors.
Since the evidence difference degree is inversely proportional to the accuracy
of the recommended trust value, to avoid the impact of evidence conflict
on trust synthesis, this study introduces a discount coefficient to correct the
indirect trust vector. The discount coefficient is shown in Equation (6).

ηu = φu/φmax (6)

In Equation (6), ηu is the discount factor. φu and φmax are the standard
weight and the maximum weight. At this time, the comprehensive trust degree
and comprehensive evaluation function are as shown in Equation (7).

C⃗t,ij(t) = (T⃗ k1
s,ij(t)⊕ T⃗ k2

s,ij(t)⊕ . . .⊕ T⃗ ki
s,ij(t))⊕ Td,ij(t)

Ec,j(t) =
1

2
[li,j({T})− ti,j({T})] + ti,j({T})

(7)
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Figure 2 Trusted ant colony routing algorithm.

In Equation (7), C⃗t,ij(t) is the comprehensive trust vector. Ec,j(t) is the
comprehensive evaluation function. li,j(·) and ti,j are the likelihood function
and trust function between nodes i and j. After introducing Ant Colony Opti-
mization (ACO) into the above NTE model, the trusted ant colony routing
algorithm can be obtained, as shown in Figure 2.

In Figure 3, the first step is to initialize the parameters, set the taboo table,
and start forward ant search. The next step is to select the next hop node,
determine whether the constraints are met and update the pheromone, and
modify the taboo table at the same time. The next step is to check whether the
target node is reached. If it is reached, the ant search will be ended; otherwise,
the next search will be continued. If all ant searches are completed, the global
pheromone will be updated to check whether the maximum iterations have
been reached: if so, the result will be output, otherwise the taboo list will be
reset.

2.2 WSN-SRP Model Based on MOACO

After the NTE model is built, the SRP model can be built based on it. Due to
the limited resources of WSN, the unilateral pursuit of security will lead to the
degradation of other network performance. Therefore, to achieve a balance
between energy and security, this study proposes a WSN-SRP model based
on MOACO. MOACO is an extended algorithm based on ACO, which is
used to solve MOO problems. MOACO aims to optimize multiple conflicting
objective functions simultaneously, finding a set of Pareto Optimal Solutions
(POSs) that provide different trade-offs between multiple objectives. The
process of MOACO is shown in Figure 3.

In Figure 3, Step 1 is parameter initialization and to place a group of ants
at the initial point of the current period. The ant with the earliest departure
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Figure 3 Process of MOACO

time is selected and judged whether it times out. If it does not time out,
candidate points will be generated based on constraints and the next point
will be selected based on probability. If all the ants in the group have finished
walking, it will enter the next cycle, otherwise it will continue [19, 20].
When all cycles are traversed, and if all groups of ants are completed, the
pheromone, fast non-dominated sorting and POS sets will be updated. If
the maximum iteration is not reached, iteration will continue; otherwise, the
optimal solution will be output and ended [21]. The mathematical model of
the MOO problem is given by Equation (8).

min y = f(x) = (f1(x), f2(x), . . . , fn(x)), n = (1, 2, . . . , N)

s.t.gi(x) ≤ 0, i = 1, 2, . . . , p

hj(x) = 0, j = 1, 2, . . . , q

(8)

In Equation (8), y is the target vector. f(x) denotes the objective function.
fn(x) means the n-th f(x). x is the decision variable. N is the target quantity.
gi(x) and hj(x) are the i-th and j-th inequality and equality constraints. p is
the constraint quantity. q is the equality constraint quantity. To ensure network
security and lower network EC at the same time, this study builds a secure
routing model with the trust value and node residual energy as the goals, as
given by Equation (9).

max f(t) = (f1(t), f2(t))

s.t .


Ei(t) ≥ 0

DRi,j(t), DTi,j(t) > 0

0 ≤ t ≤ tmax

(9)
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In Equation (9), f(t) is the secure routing model. f1(t) and f2(t) are the
objective functions of residual energy and trust value. Ei(t) is the remaining
energy of node i at time t. DRi,j(t) and DTi,j(t) are the number of packets
received by the node and forwarded by the node. tmax is the maximum
simulation time. WSN-SRP aims to achieve efficient energy utilization under
security and EC constraints. Security constraints require that the NTV in the
path is ≥0.23, and MNs are excluded. The EC constraint limits the total EC
of the path to no more than 15% of the remaining energy of the network.
In the priority rules, security is the primary consideration. After security
is met, the remaining energy and transmission delay are optimized through
MOACO to extend the network life cycle. The expressions of f1(t) and f2(t)
are calculated as Equation (10).

f1(t) =
N∑
j=1

Ej(t)/N

f2(t) =
N∑
j=1

Tj(t)/N

(10)

In Equation (10), Tj(T ) is the trust value. By using MOACO to solve
the above model, MOO of WSN secure routing can be achieved. The state
transition probability P k

i,j(t) of MOACO is shown in Equation (11).

P k
i,j(t) =



τλαi,j (t) · µ
(1−λ)α
i,j (t)

·ηλβi,j (t) · ϑ
(1−λ)β
i,j (t)∑

l∈allowealk∩Area(i) τ
λα
i,j (t)

·µ(1−λ)α
ij (t) · ϑ(1−λ)β

i,j (t)

, if j ∈ allowed ∩Area(i)

0, other

(11)

In Equation (11), τi,j and µi,j are the pheromone concentrations of f1(t)
and f2(t). Both α and β are weight parameters. λ is the weight value of ants
for different goals. ηi,j and ϑi,j are the inspiration pheromones for f1(t) and
f2(t). The pheromone update formula is shown in Equation (12).

τni,j(t+ 1) = (1− ρ)τni,j(t) + ρ∆τni,j(t), ∀(i, j) ∈ T, n = 1, 2 (12)

In Equation (12), τni,j(t+1) is the pheromone concentration at time t+1.
ρ is the pheromone volatility coefficient. ∆τni,j(t) is the initial pheromone
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Figure 4 Elite retention strategy.

concentration of the n-th optimization objective. Since the POS set contains
a large number of non-inferior solutions, the efficiency of the algorithm
is seriously affected. In view of this, this study introduces elite retention
strategy and crowding distance to improve algorithm efficiency. MOACO
adds mutation convergence dual operations on the basis of elite retention
and crowding distance, combining random mutation individual positions
with Hamming distance multi-point cross convergence to improve the search
accuracy of Pareto solutions. At the same time, it optimizes the crowding
distance sorting rules to avoid uneven distribution of solutions and enhance
the algorithm’s optimization ability and stability. The elite retention strategy
is shown in Figure 4.

In Figure 4, during the population update process of each generation, by
comparing the newly generated population with the non-dominated layer of
the parent population, the optimal individuals are selected to enter the next
generation. An elitist strategy selects which individuals should be retained
to the next generation based on these layers and crowding distance. In
addition, due to sorting according to the crowding distance from small to
large and eliminating small solutions, the distribution of Pareto solutions will
be uneven [22, 23]. The crowding distance dc is put into calculation as shown
in Equation (13).

dc =

2∑
n=1

(f r+1
n − f r−1

n )/(fmax
n − fmin

n ), 1 < r < l (13)

In Equation (13), f r
n denotes the function value of the r-th optima on the

objective n. fmax
n and fmin

n are the maximum and minimum function values
of the target n. To enhance the search accuracy of the algorithm, this study
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Figure 5 Mutation and convergence operation.

Figure 6 Process for improving MOACO.

also introduces mutation and moving operations to retain the information of
excellent individuals in the next generation. The mutation close operation is
displayed in Figure 5.

In Figure 5, the operation generates new information individuals by
randomly selecting the mutation positions of individuals and replacing them
with optional numbers. The moving operation calculates the Hamming dis-
tance and uses multi-point cross mutation to move closer to generate new
information individuals. At this time, the process of improving MOACO is
shown in Figure 6.

In Figure 6, first the WSN and population size are initialized, and the
algorithm parameters are set. Next, the taboo list is initialized, and then
the next hop node selection is performed. If the node is located within the
constraint domain, the local pheromone will be updated; otherwise, the node
will be re-selected. At this time, if the ants reach the convergence node, they
turn into backward ants. At the same time, each solution is collected and
sorted non-dominated, and excellent individuals are retained to screen the
Pareto solution set, otherwise the node will be re-selected. Then, the global
pheromone is updated. At this time, if the maximum iterations are reached,
the optimal solution will be output; otherwise, mutation and close operations
will be performed to generate a new population. Here we quantitatively
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analyze the WSN-SRP algorithm from both time and space complexity
perspectives. Let the total number of nodes in WSN be N , The ant population
size is M , and the maximum number of iterations for the algorithm is K.
In the NTE stage, based on the improved D-S ET trust vector calculation,
it is necessary to traverse the interaction information between nodes and
third-party recommendation evidence, with a time complexity of O(N2)
and a space complexity of O(N) (storing node trust vectors and evidence
matrices). For the MOACO routing optimization stage, the time for a single
ant to complete a path search is O(N), the time complexity for population
iterative search is O(M · K · N), and the space complexity is O(M · N)
(storing ant colony paths and Pareto solution sets). Overall, the algorithm has
an overall time complexity of O(M · K · N + N2) and a space complexity
of O(M · N + N). It has excellent computational efficiency in small-scale
WSN with N of 100, and the complexity increases polynomial with node
size, making it feasible for engineering implementation.

3 Results

To validate the performance of the WSN-SRP, this article tests the NTE model
and the secure routing model. The study ensures comparative fairness through
unified experimental settings with the same simulation environment, initial
parameters, and evaluation indicators. All algorithms are implemented and
tested based on the same WSN node size, initial energy, attack scenario,
and other basic configurations. The simulations are all implemented on the
MATLAB R2023b platform, and are independently repeated 20 times to take
the mean to ensure the reliability of the results. WSN nodes are randomly
and uniformly deployed in a 100 m × 100 m monitoring area, using the
classic radio MN model (with transmission/reception MN of 50 nJ/bit and
10 nJ/bit, respectively). The traffic model is a Constant Bit Rate (CBR),
with continuous and stable data transmission. The network topology is an
undirected connected graph, with a communication radius of 50 m. The
remaining core simulation parameters are uniformly set and applied to all
comparison algorithms.

3.1 Test Results of NTE Model

To verify the performance of the NTE, the article conducts simulation
analysis on it and compares it with Dynamic Trust Evaluation based on Multi-
Index Fusion (DTEMIF) and Importance Score-Column, Row, and Diagonal
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Figure 7 Trust value curve and detection rate of MNs.

Matrix Decomposition (ISCRUMD). DTEMIF and ISCRUMD were selected
as baselines, as they are typical multi-criteria fusion and matrix factorization
methods in the current WSN NTE field, widely cited and validated by relevant
research. In the experiment, ω1, ω2, and ω3 are 0.04, 0.88, and 0.06, and
the constant factors are 0.4–0.6. The initial trust value and initial energy
are 0.5 and 2 J, the data forwarding rate of normal nodes is 0.9–1.0, the
Packet Loss Rate (PLR) of MNs is 0.1–0.5, the data packet size is 800 bit,
and the total amount of nodes is 100. The experiment was independently
repeated 20 times, and the mean ± standard deviation was taken as the final
evaluation index to verify the statistical significance of the data. To verify
whether the performance difference between the proposed algorithm and the
baseline method is statistically significant through independent sample t-test,
eliminate the influence of random errors in a single simulation, and ensure the
reliability and effectiveness of the experimental conclusions. Under different
proportions of MNs, the malicious NTV curve and detection rate are shown
in Figure 7.

In Figure 7(a), under different proportions of MNs, as the iteration period
grows, the trust value of MNs first increases and then decreases. Taking 15%
of MNs as an example, when the iteration period is 8, the trust value of
the MN is 0.74, and when the iteration period is 50, its trust value is 0.15.
This is because the trust evaluation model may take some time to detect
and confirm malicious behavior of nodes. The trust value of the MN may
temporarily increase due to the lack of negative feedback. In Figure 7(b),
under different proportions of MNs, when the trust threshold reaches 0.3, the
detection rate of the model gradually decreases. Taking 45% of MNs as an
example, when the trust threshold is less than 0.3, the detection rate is 100%.
When the trust threshold is 0.4, its detection rate is 50%. In view of this, after
comprehensive consideration, it is more reasonable to set the trust threshold
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Figure 8 NTVs using different methods.

Figure 9 Detection rate and false detection rate of different methods.

to 0.23. This shows that the proposed NTE model is more sensitive to MNs.
The NTVs of different methods are shown in Figure 8.

In Figure 8(a), compared with other methods, the normal NTV of the
research method increases more slowly, which can effectively increase the
trust value quickly in a short period of time. When the iteration period is
20, the normal NTVs of DTEMIF, ISCRUMD, and the research method are
0.82, 0.84, and 0.73. In Figure 8(b), for MNs, the trust value of the research
method is smaller. When the iteration period is 20, the malicious NTVs of
DTEMIF, ISCRUMD, and the research method are 0.17, 0.19, and 0.13.
The research method can more accurately evaluate the trust between WSN
nodes. Figure 9 shows the detection rates and False Positive Rates (FPRs) of
different methods.

In Figure 9(a), the MN detection rate of the research method is
always higher. Taking 25% of MNs as an example, the detection rates of
DTEMIF, ISCRUMD, and the research method are 82.1%, 81.2%, and 84.5%
(p <0.05). In Figure 9(b), as the proportion of MNs rises, the FPR of each
method gradually increases, but the FPR of the research method is always
lower than other methods. Taking 25% of MNs as an example, the FPRs of
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DTEMIF, ISCRUMD, and the research method are 12.6%, 13.5%, and 9.2%
(p <0.05). The research method can more accurately identify MNs in WSN.

3.2 WSN Secure Routing Model Test Results

To validate the performance of the research method, it is tested and com-
pared with Secure Routing Model based on Multi-Factor Trust Mecha-
nism (SRMMFTM) and Non-dominated Sorting Multi-Objective Hiking
Optimization Algorithm (NSMOHOA). SRMMFTM and NSMOHOA were
selected as baselines, as they are respectively classic multi-factor trust routing
models and mainstream MOO routing algorithms, which are highly consis-
tent with the research direction of this paper and have comparative reference
value. In the experiment, the initial energy of WSN is 0.5 J, the length of the
data packet sent and the length of control information are 4000 bit and 200
bit, the maximum amount of hops is 10, and the nodes are 100. The Number
of Surviving Nodes (NoSNs), remaining energy, throughput and delay of
different methods are shown in Figure 10.

In Figure 10(a), the NoSNs of SRMMFTM and NSMOHOA begins
to decrease after iterations of 646 and 753 rounds, while the NoSNs of
the research method begins to decrease after iteration of 892 rounds. In

Figure 10 NoSNs, remaining energy, throughput, and time delay.
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Figure 11 EC and PLR of different methods.

Figure 10(b), SRMMFTM and NSMOHOA consume the energy of all nodes
after iterations of 638 and 800 rounds, while the research method only
consumes the energy of all nodes after iteration of 937 rounds. Research
methods can effectively extend the life cycle of WSN. In Figure 10(c), the
throughput of SRMMFTM and NSMOHOA is stable at 3468 bps and 3921
bps, while the research method is stable at 4344 bps. In Figure 10(d), at 600
rounds of iteration, the average delays of SRMMFTM, NSMOHOA, and the
research method are 55 ms, 40 ms, and 33 ms. The research method has
shorter delay, which can not only effectively ensure the throughput of WSN,
but also reduce its delay. The EC and PLR of different methods are shown in
Figure 11.

In Figure 11(a), as the number of Black Hole Attack Nodes (BHANs)
rises, the EC of each method gradually decreases. When no black hole attack
occurs, the EC of the research method is only 37.5J. When the number of
NoSNs is 10, the EC of SRMMFTM and NSMOHOA is reduced by 19.0%
and 11.1%, while the research method only reduces by 4.8% (p < 0.05).
MN attacks will not have a large impact on the EC of the research method.
In Figure 11(b), when the number of NoSNs is 2, the PLRs of SRMMFTM,
NSMOHOA, and the research method are 7.3%, 7.3%, and 6.8%. When the
number of NoSNs is 10, the PLRs of the three methods are 14.3%, 12.5%,
and 9.9% (p<0.05). The research method can effectively resist attacks from
MNs. The routing load is shown in Table 1.

In Table 1, when the number of NoSNs does not exceed 3, the routing
overhead of the research algorithm is slightly larger than that of others. This
is because the research method requires additional routing control packets.
When the number of NoSNs is greater than 4, the research algorithm can more
effectively avoid MNs and reduce routing overhead through the deepening
of the trust model. To verify the robustness and strength of the proposed
algorithm, parameter sensitivity analysis is conducted on core parameters



WSN Secure Routing Planning Algorithm Based on MOACO 701

Table 1 Routing load
Number of Nodes
Attacked by Black Holes SRMMFTM NSMOHOA Ours
0 0.45 0.44 0.45
1 0.46 0.43 0.46
2 0.46 0.43 0.46
3 0.48 0.45 0.47
4 0.50 0.47 0.48
5 0.51 0.50 0.49
6 0.54 0.54 0.50
7 0.58 0.56 0.49
8 0.59 0.57 0.49
9 0.62 0.59 0.52
10 0.64 0.62 0.54

Table 2 Parameter sensitivity analysis results
Evidence Discount Pheromone Volatility Mutation

Core Parameter Coefficient Coefficient Probability
Value range 0.10–0.90 0.01–0.10 0.05–0.20
Detection rate fluctuation range ≤2.1% ≤1.8% ≤1.5%
WSN lifecycle fluctuation range ≤3.5% ≤2.9% ≤2.3%
Optimal value 0.60 0.05 0.11

of the NTE model and improved MOACO, including evidence discount
coefficient, pheromone volatility coefficient, and mutation probability. Taking
MN detection rate and WSN lifecycle as evaluation indicators, the single-
factor variable method is adopted for simulation, with parameters adjusted in
their respective reasonable ranges, and the results are shown in Table 2.

As shown in Table 2, the fluctuation ranges of the two key indicators
are all less than 3.5% when the core parameters change in the reasonable
range, which indicates that the proposed algorithm has low sensitivity to core
parameters and strong robustness. The optimal values of each parameter are
determined through the analysis, which not only ensures the optimal perfor-
mance of the algorithm, but also provides a reliable parameter configuration
basis for the practical application of the algorithm in different WSN scenar-
ios. To explore the algorithm performance under complex attack scenarios, a
combined attack test is conducted, which simulates the coexistence of black
hole attack, selective forwarding attack, and data tampering attack in WSN.
The number of MN is set to 10, and the attack intensity is consistent with
the single attack test. SRMMFTM and NSMOHOA are still used as the
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Table 3 Performance comparison under combined attack.
Energy Consumption

Algorithm Detection Rate (%) Packet Loss Rate (%) Attenuation Rate (%)
SRMMFTM 62.3 21.5 18.7
NSMOHOA 68.9 17.2 13.5
Ours 76.4 12.8 7.3

comparison methods, with the detection rate, PLR and MN attenuation rate
as evaluation indicators. The test results are shown in Table 3.

The results show that the proposed algorithm still maintains a relatively
high MN detection rate under combined attacks, and the PLR and MN
attenuation rate are significantly lower than the comparison methods. This
is due to the accurate NTE of the improved D-S ET and the MOO of the
improved MOACO, which enables the algorithm to effectively identify multi-
type malicious behaviors and maintain the stable operation of the network
under complex attack scenarios. However, the detection rate of the algorithm
is reduced by about 8% compared with the single black hole attack, which
indicates that the defense capability for combined attacks needs to be further
optimized.

4 Discussion and Interpretation

WSN consists of a large number of wireless nodes with low cost, low power
consumption, and limited computing power. It can monitor and collect envi-
ronmental information in real time and transmit the processed information to
users. However, since WSN nodes usually have limited computing, storage,
and energy resources, it is necessary to design efficient and low-energy
routing protocols. The application environment of WSN determines that the
network itself is vulnerable to attacks by MNs, so security issues are the
primary consideration. To isolate MNs in the network, prevent data from
being tampered with, forged, or leaked, and reduce network EC, this study
proposes a WSN-SRP that integrates the improved D-S ET and MOACO to
balance network security and energy efficiency.

At the NTE level, compared with DTEMIF and ISCRUMD, this study
optimizes D-S ET through the conflict handling mechanism and introduces
a discount coefficient to correct the third-party recommendation bias, effec-
tively solving the problems of misjudgment of MNs and falsely high trust
values of normal nodes in the traditional trust model. Experiments show that
the model has a detection rate of up to 84.5% for MNs and an FPR as low as
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9.2%. It can avoid MN camouflage behavior by dynamically updating trust
values, laying a reliable node selection basis for secure routing. However,
the weight setting of trust evaluation factors is based on empirical values. In
scenarios where node density changes dynamically, parameter configuration
needs to be further optimized through adaptive algorithms.

At the routing optimization level, the MOACO framework achieves a col-
laborative trade-off between trust value and node remaining energy through
MOO. Compared with SRMMFTM and NSMOHOA, the proposed algorithm
extends the life cycle of WSN by 18.4∼38.3%, increases the throughput by
10.8∼25.5%, and has better EC stability and anti-packet loss performance
under black hole attacks. This is due to the optimization of the Pareto solution
set by the elite retention strategy and improved crowding distance, as well as
the algorithm search accuracy enhanced by the mutation close operation.

The above results show that the research method can effectively balance
EC and security and reduce network EC as much as possible while ensuring
WSN security. However, in large-scale networks, the computational overhead
of pheromone update and non-dominated sorting will increase significantly.
The resistance performance of this algorithm to single type black hole attacks
has been experimentally verified to be excellent, but its defense ability against
composite network attacks such as collusion attacks, witch attacks, and selec-
tive forwarding has not been validated, and it is currently unable to achieve
universal attack resistance. In high-density relay node scenarios, the disguise
and concealment behavior of MN will reduce the accuracy of algorithm
detection, and the generalization of attack defense still needs to be further
improved. In the future, the clustering routing mechanism can be combined
to simplify the search space and improve the real-time performance of the
algorithm. In addition, this study only tests for black hole attack scenarios.
Follow-up work needs to be expanded to compound attack scenarios such
as Sybil attacks and selective forwarding to further verify the robustness
of the algorithm and explore integration paths with lightweight encryption
technology to build a more comprehensive WSN security protection system.

5 Summary

To solve the balance problem between security protection and EC in WSN,
this study proposed an SRP algorithm that integrates improved D-S ET
and MOACO. By building an accurate NTE model to identify MNs and
combining it with MOACO to achieve multi-objective routing optimization,
it ultimately achieved the core goals of ensuring network security, reducing
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EC, and improving transmission performance. In experiments, the proposed
NTE model performed excellently. When the ratio of MNs was 25%, the
detection rate of MNs reached 84.5%, and the FPR was 9.2%. Compared
with DTEMIF and ISCRUMD, it could more accurately distinguish between
normal nodes and MNs. The trust value of normal nodes increased more
slowly, while the trust value of MNs was lower. At the same time, the research
model significantly improved the overall network performance. The lifecycle
of WSN was extended to 937 rounds, which was 43.7% and 17.1% higher
than SRMMFTM and NSMOHOA. The throughput was stable at 4344 bps,
the latency was as low as 33 ms, and the EC was 37.5 J. In the scenario of 10
NoSNs, the EC dropped by only 4.8%, and the PLR was controlled at 9.9%,
demonstrating stronger attack resistance and stability. The research algorithm
effectively balances the security and energy efficiency of WSN, improves
network transmission quality and anti-interference capabilities, provides a
reliable routing solution for the safe and efficient operation of WSN, and
has important practical application value.
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