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Abstract

At present, there are numerous security vulnerabilities in the smart grid,
which seriously threaten the usage environment of the smart grid and the
privacy of users. This study addresses this problem by building a vulnerabil-
ity collaborative defense framework that strengthens smart grid’s resilience
against vulnerabilities by utilizing the immutability of blockchain technology
and the semantic association capabilities of knowledge graphs, and ensure
the data security. The model created by combining these two technologies
is examined first in the study. According to the findings, the model increased

Journal of Cyber Security and Mobility, Vol. 15 2, 391–414.
doi: 10.13052/jcsm2245-1439.1525
© 2026 River Publishers



392 Dongxi Lu et al.

vulnerability description accuracy by 32.1% and decreased data tampering by
11.4%. Analysis of the collaborative defense framework based on this model
later showed that it reduced the vulnerability false positive rate to 4.8% while
achieving a 95.7% detection rate for covert vulnerabilities. From the above
analysis results, it can be observed that the vulnerability collaborative defense
framework proposed in the study can improve the accuracy of vulnerability
detection and defense capabilities of the smart grid, thereby providing a
secure environment for the smart grid, preventing external interference, and
ensuring the accuracy of data.

Keywords: Smart grid, knowledge graph, blockchain, data security, vulner-
ability collaborative defense.

Overview

Artificial intelligence (AI) refers to the theories, methods, technologies, and
application systems that simulate, extend, and augment human intelligence
through computer systems. This technology is being applied across various
fields [1]. Meanwhile, the smart grid serves as the core infrastructure of the
energy revolution, enabling the intelligent upgrade of power systems through
AI technology [2]. However, with the development of smart grids, the various
attacks and threats that the grids are subjected to are also increasing [3].
Many smart grids have low defense capabilities against network attacks,
which can easily lead to data vulnerabilities, resulting in data being tampered
with and affecting the judgment of managers on the status of grid equipment
[4, 5]. Therefore, numerous scholars have conducted research on vulnerabil-
ity defense technologies. For instance, Luo Y et al. designed a vulnerability
defense framework based on offensive and defensive games to improve the
ability of the power system to resist external attacks. The test results showed
that the framework could increase the defense capability of the power system
by 21.2% [6]. Dutta A et al. also employed security control networks and
satisfiability model theory to defend against vulnerabilities in power grids.
Results demonstrated a 9.7% improvement in defense capabilities [7]. To
enhance smart grids’ resilience against cyberattacks, Zhang Z et al. utilized
machine learning to design a cyberattack resistance framework. Test results
indicated a 14.2% increase in the framework’s resistance to cyberattacks [8].
To address various attacks targeting smart grids, Banik S et al. employed sim-
ulation testing to assess smart grid vulnerabilities and enhance grid resilience.
Grid vulnerability was reduced by 10.8%, according to test results [9].
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Although these techniques improve the power grid’s vulnerability defense
capabilities, an analysis of the aforementioned research shows that they still
fall short of expectations, making data vulnerable to manipulation. Therefore,
to increase their resilience against cyberattacks and fortify their ability to
counter vulnerabilities, more optimization of the current vulnerability defense
techniques is required.

Relationships between different entities can be shown using knowledge
graphs (KG), which can show how one entity affects others [10]. This
approach is commonly used in a variety of data formats. For example, the
Zhang Y et al. used KG technology to predict network threat situations to
ensure network security, with a prediction accuracy of 90.3% [11]. Deep
learning models trained on enormous volumes of textual data are known as
large language models (LLMs). They can produce natural language text and
understand its meaning through training [12]. Numerous data analyses also
commonly use this model. Using LLM and deep neural networks, The Bayer
M et al. designed a network threat mitigation model based on the LLM model
to resist various threats in the network. The test results show that the model
can reduce network security threats by 10.2% [13]. Blockchain technology
(BT) is a distributed ledger technology that prevents data tampering by using
cryptographic techniques to link data blocks chronologically into a chained
structure [14]. Numerous data encryption applications also commonly use
this technology. For example, Ray RK et al. used BT to protect transaction
security and data in the retail industry. Test results show that data security in
the network has been improved by 17.2% [15].

In conclusion, in existing literature, the combination of KG and BT in
the field of smart grid security has been preliminarily explored, but there are
obvious limitations. First, the level of technological integration is low. Most
research only applies blockchain or a KG independently without establishing
a deep collaborative mechanism. Second, existing solutions focus on attack
detection or data validation, with less analysis on vulnerability discovery. To
solve the above problems, this research utilizes LLM to optimize the KG,
thereby improving the KG’s ability to identify the information of intelligent
grid entities, and then combines LLM-KG with BT to design a vulnerability
defense framework, thereby enhancing the vulnerability defense capability
of the grid and reducing the probability of data tampering in the smart grid,
ensuring the security of grid information. The asset ledger is a detailed
account in the smart grid that records, tracks, and verifies fixed assets such as
transformers, transmission lines, and switchgear, as well as intangible assets
such as software systems and data assets. The smart grid asset ledger is a
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digital accounting system that registers, classifies, and dynamically manages
all assets owned or controlled by power grid operating enterprises. When
verifying the smart grid asset ledger, there is a risk of data tampering,
which requires extremely high security requirements. Moreover, the asset
ledger verification has the characteristic of multi-source, heterogeneous data.
This allows for the precise verification of the technical advantages of KG
processing of complex relationships and blockchain, which ensures data
immutability. Therefore, this study uses the verification of smart grid asset
books as its research object and analyzes the effectiveness of the vulnerability
collaborative defense framework using examples of various attacks encoun-
tered during the verification process. BT will defend and fix vulnerabilities.
The innovation point of this research is to use the self-attention mechanism
and multi-head attention mechanism in LLM to capture the implicit entity
relationships and logical rules in the text, and combine the cross-attention
mechanism of the LLM decoder and the information generation in the KG
to generate more accurate supplementary content, thereby improving the
incompleteness of the KG. Finally, LLM-KG is combined with BT, and
through the grid KG constructed by LLM-KG to query the affected grid
equipment by the vulnerability, and then use BT to defend and repair the
vulnerability.

1 Vulnerability Collaborative Defense Framework Based
on Knowledge Graphs and Blockchain Technology

1.1 KG Integrated with LLM

At present, when the smart grid is in operation, it is vulnerable to various
external attacks, which can affect various data within the smart grid and
reduce its security [16]. For instance, during the verification of asset ledgers,
due to the low resistance of the smart grid to external attacks, when con-
ducting the verification of asset ledgers, the asset data of the smart grid is
prone to being leaked or tampered with, and cannot reflect the true state of
the power grid equipment [17]. Therefore, it is urgent to design a framework
for collaborative defense against vulnerabilities that can enhance resistance
to network attacks. KG is a series of different graphs that can display the
process and structural relationship of knowledge development, and can show
the connections between them [18]. Through KG, various entities in the
smart grid can be accurately identified and defined, and the relationships
between the entities can be regarded as the connections in the KG, thereby
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Figure 1 KG construction process and visualization display.

constructing a KG about the entities in the smart grid, which can quickly
locate the devices related to the vulnerability and analyze the possible impact
of the vulnerability on the devices [19, 20]. The construction process and
visualization of KG are shown in Figure 1.

In Figure 1(a), when constructing a KG, the first step is to define the KG’s
application domain and specific purpose. Based on the application scenario,
the specific data required for the KG is then identified. The application
domain for this study is smart grid security defense. The specific data needed
for the KG includes knowledge about various assets such as power genera-
tion equipment, transmission equipment, and distribution equipment, along
with the relationships between them. Subsequently, knowledge extraction is
performed to collect KG-relevant data from multiple sources. Specifically,
within the smart grid, this involves obtaining KG-related data from equipment
management systems, operation and maintenance records, and technical doc-
umentation. Re-identify and extract entities such as generators, transformers,
and transmission lines from the data as fundamental elements within the
KG. This establishes relationships between entities, describing their con-
nections and interactions. Subsequently, the attribute information of entities
is extracted, including details such as generator model and rated power.
After information extraction, the retrieved data is merged to consolidate
information about the same entity from different data sources. Finally, the
collected data is stored in a graph database format. Its storage representation
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is shown in Figure 1(b). During this process, when performing relation
extraction, scores for different label sequences must be computed to identify
the sequence with the highest score, thereby determining the relationships
between entities within the input sequence. The calculation formula is shown
in Equation (1).

s(x, y) =

n∑
i=1

Ayi−1,yi +

n∑
i=1

Pi,yi (1)

In Equation (1), s denotes the score of the label sequence. x represents
the input sequence. y is the label sequence. Ayi−1,yi is the transition feature
function, indicating the score for transitioning from label yi − 1 to label
yi. Pi,yi is the state feature function, representing the score for labeling
input x as y. n denotes the length of the input sequence. Furthermore, to
evaluate the constructed KG, its entity coverage must be calculated as shown
in Equation (2).

E = |Eactual |/|Etotal | (2)

In Equation (2), E denotes entity coverage. Eactual represents the actual
number of entities contained within the KG. Etotal indicates the true total
number of entities. The completeness of entities within the KG is evaluated
through the calculated value. Although the KG can interconnect attributes
and information among various entity devices in the smart grid asset ledger,
this method cannot cover all entities and relationships, potentially omitting
some information. LLM models, based on the Transformer architecture,
utilize encoders and decoders to deeply comprehend textual meaning, thereby
identifying entity information within text. Furthermore, LLM models can
generate new textual information based on existing knowledge to supplement
missing content in the KG, thereby addressing its incompleteness. The basic
structure of LLM and the schematic diagram of LLM model-enhanced KG
are shown in Figure 2.

In Figure 2(a), the LLM consists of an input layer, an encoder, a decoder,
and an output layer. In the input layer, text is converted into vectors using
word embedding techniques. The encoder employs a Transformer archi-
tecture to extract semantic features, with its core comprising self-attention
mechanisms, multi-head attention, and feedforward neural networks. The
self-attention mechanism maps each position in the input sequence to three
vectors, Query, Key, and Value, through linear transformations. The attention
score is computed by calculating the dot product between the query and key.
After applying softmax normalization, the values are weighted and summed
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Figure 2 Basic structure of LLM and LL-KG process.

to generate the context vector for the current position. The generation of
query, key, and value is shown in Equation (3).

Q = XWQ

K = XWK

V = XW V

(3)

In Equation (3), X denotes the input sequence. Q denotes the query
matrix. K denotes the key matrix. V denotes the value matrix. The calculation
of the attention score is shown in Equation (4).

Attention = QKT /
√
dk (4)

In Equation (4),
√
dk denotes the scaling factor. Attention represents the

attention score. The expression for generating the context vector is shown in
Equation (5).

Z = Softmax (QKT /
√
dk)V (5)

In Equation (5), Z represents the generated context vector. Softmax
denotes the activation function. Multi-head attention projects the input
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sequence’s Query, Key, and Value into distinct subspaces through multiple
independent linear transformations. Each head independently computes its
self-attention. Finally, concatenating the outputs from all heads captures
diverse features across different subspaces, enhancing the model’s expressive
power. To compensate for the linear combination limitations of the attention
mechanism, the feedforward neural network employs two linear transforma-
tions and a ReLU activation function to augment feature representation. Its
mathematical expression is shown in Equation (6).

FNN (a) = max(0, aW1 + b1)W2 + b2 (6)

In Equation (6), a denotes the input vector. W1 and W2 represent the
weight matrices. b1 and b2 denote the bias vectors. max(0, ) denotes the
ReLU activation function. LLM enables the model to simultaneously focus
on features across different subspaces through self-attention and multi-head
attention, while the feedforward neural network refines the global features
captured by the self-attention mechanism via nonlinear transformations. The
decoder progressively generates text by integrating the encoder’s outputs
through cross-attention mechanisms. The output layer converts the vector
into specific textual content via the Softmax function. In Figure 2(b), when
optimizing the KG using the aforementioned LLM architecture, the LLM
leverages self-attention and multi-head attention mechanisms to capture
implicit entity relationships and logical rules within the text. Combined
with the decoder’s cross-attention mechanism and information from the
KG, it generates more accurate supplementary content to address the KG’s
incompleteness.

1.2 Vulnerability Defense Framework Based on KG and BT

LLM-KG can accurately display various information within smart grid and
equipment, including relationships between entities and entity attributes,
thereby identifying grid devices potentially affected by vulnerabilities. Once
devices are identified, vulnerability defenses must be strengthened. BT
incorporates distributed storage, encryption algorithms, and consensus mech-
anisms to ensure information security and prevent data tampering [21].
This study employs BT to defend against vulnerabilities identified in LLM-
KG, thereby safeguarding smart grid information security. The fundamental
structure of BT’s encryption algorithm is illustrated in Figure 3.

In Figure 3, the encryption algorithm in BT consists of an asymmetric
encryption layer and a hash algorithm layer. The asymmetric encryption
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SKData D C

PKC E Data

hash key key M

Figure 3 Basic structure of encryption algorithm.

layer employs the state cryptographic standard (Shang Yong Mi Ma, SM2)
SM2 algorithm to prevent data tampering. SM2 key pairs are generated by
the State Grid Cryptography Administration, with the public key published
on the blockchain. The private key is split into multiple fragments and
distributed to authorized nodes via secure channels. Each authorized node
stores a fragment locally and dynamically reconstructs the private key using
threshold cryptography. Subsequently, data is encrypted and uploaded to the
blockchain. Highly sensitive data, such as substation coordinates and high-
risk equipment information, undergoes encryption using the SM2 algorithm
with the public key from the blockchain to generate ciphertext, as shown in
Equation (7).

C = EPK (Data) (7)

In Equation (7), C denotes the generated ciphertext. E represents the
encryption algorithm. PK denotes the blockchain public key. Data denotes
highly sensitive data. The ciphertext is then combined with the data label and
transmitted to the blockchain for storage. When a node requests decryption, it
must provide a digital signature, which the blockchain verifies for legitimacy.
The node performs decryption using the SM2 algorithm, as expressed in
Equation (8).

Data = DSK (C) (8)
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Figure 4 Consensus mechanism repair process.

In Equation (8), D represents the decryption algorithm, and SK denotes
the key after sharding and reassembly. However, certain attacks cannot be
entirely prevented. The hash algorithm layer can detect compromised points
within the blockchain and verify them. When a blockchain node triggers an
event, the hash algorithm calculates the hash value of the current blockchain.
It then compares this current hash value with the hash value input by the
device to determine if the data has been tampered with. If tampering is
detected, an alarm is triggered. The formula for calculating the hash value
is shown in Equation (9).

hash(key) = keymodM (9)

In Equation (9), hash(key) denotes the hash value obtained by perform-
ing a hash operation on the given key . key represents the corresponding
original data value. M denotes a positive integer set by the cosine function.
After discovering a vulnerability in BT’s encryption algorithm, the vulner-
ability must be patched. This patching process requires leveraging BT’s
consensus mechanism. The vulnerability patching flow for the consensus
mechanism is illustrated in Figure 4.

In Figure 4, upon triggering an alert, the blockchain dispatch center writes
vulnerability information to the blockchain, activating a smart contract. The
smart contract generates a repair work order based on predefined rules. This
work order contains details of all affected devices, along with vulnerability
remediation requirements and resource demands. The smart contract stores
the work order on the blockchain. Upon receiving the work order, the dispatch
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Figure 5 Basic process of vulnerability repair.

center checks its contents to determine if corresponding resources exist in
local storage. If regional resources are insufficient, the blockchain’s edge
layer allocates resources across regions and updates the resource path within
the work order. The vulnerability is then repaired. Through the above pro-
cess, the vulnerabilities of the smart grid are repaired. When the proposed
vulnerability collaborative defense framework is used for the verification of
the asset ledger, the specific process is shown in Figure 5.

In Figure 5, vulnerability defense within the smart grid asset ledger
verification process comprises five steps: asset ledger graph construction,
blockchain construction, vulnerability discovery, vulnerability remediation,
and remediation verification. In the KG construction process, LLM-KG tech-
nology is first employed to model the relationships and attributes of equip-
ment within the smart grid asset ledger, thereby establishing a KG for the
smart grid ledger assets. This KG is then partitioned into regional segments
based on equipment types. Utilizing blockchain’s distributed storage capabil-
ities, these KG segments are stored on the blockchain, forming a distributed
storage KG on the blockchain. Furthermore, BT’s asymmetric encryption
ensures data security by encrypting the information. Vulnerability detection
is achieved by blockchain nodes collecting real-time device operation data.
Combined with hash algorithms, this enables real-time vulnerability detec-
tion within nodes, pinpointing the location of vulnerabilities. Furthermore,
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based on the constructed KG, it identifies potential vulnerabilities in other
devices associated with ledger assets. Next, the detected vulnerabilities and
potential vulnerabilities are addressed using the consensus mechanism within
the blockchain. Finally, the vulnerabilities in the asset ledger verification
process are re-examined using the hash algorithm to validate the results
of the remediation. Moreover, to reduce false positives and false negatives
during detection, the study adopts a multiple-validation approach. The same
vulnerability is confirmed five times. It is determined to be a vulnerability
only when it is confirmed three or more times. This controls the false alarm
rate and false alarm rate of the defense framework. In this process, KG
models smart grid asset devices as a triple structure of entity relationship
entity to achieve vulnerability correlation analysis. The analysis process is
as follows: based on the hash algorithm, the attacked node is identified and
the initial vulnerability is located. Then, KG searches for devices directly
connected to the attacked node, assigns different impact weights based on the
connection type, and tracks the vulnerability propagation path according to
the connection relationship. Finally, it collects the device criticality score and
outputs a risk list.

2 Analysis of the Effectiveness of Vulnerability
Collaborative Defense Framework

2.1 Effects of Integrating Blockchain and KG

To evaluate the practical effectiveness of the proposed vulnerability defense
framework, this study first analyzes the performance of the LLM-KG-BT
model using the IEEE 118 Bus Test System dataset as the experimental
dataset. This dataset simulates the topological relationships and operational
parameters of power grid equipment, enabling the construction of a KG-
based equipment relationship model to validate the model’s reasoning capa-
bility for equipment-related vulnerabilities. The experimental environment
configuration is shown in Table 1.

During experimentation, the parameters for LLM-KG-BT are set as fol-
lows: the maximum context length for the LLM model is set to 8192, kernel
sampling is set to 0.9, the learning rate is set to 1e-5, and the batch size is set
to 16. The embedding dimension for the KG is set to 128. The experimental
dataset comprises 100 instances each of node data, branch data, generator
data, and load data from the IEEE 118 Bus Test System dataset. This dataset
is divided into training and testing sets in an 8:2 ratio. An ablation study is
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Table 1 Experimental environment configuration
Project Index Allocation
Hardware environment CPU Intel Core i7-12700K

GPU NVIDIA RTX 3090
RAM 64GB DDR4

OS Windows 10
Software environment Deep learning framework PyTorch 1.12

ML library Scikit-learn 1.1
Data analysis software Python 3.9

Figure 6 Results of ablation experiment.

first conducted on the node dataset using LLM-KG-BT. The results are shown
in Figure 6.

In Figure 6(a), the computational accuracy of KG fluctuates between 30%
and 60%. Its average accuracy is 49.7%, while LLM-KG, BT, and LLM-
KG-BT achieve computational accuracies of 56.7%, 82.6%, and 93.7%,
respectively. In Figure 6(b), the computation durations for KG, LLM-KG,
BT, and LLM-KG-BT are 1.4 s, 1.1 s, 0.6 s, and 0.4 s, respectively. In
summary, LLM-KG-BT optimizes both standalone KG and BT, enhancing
KG computational accuracy while reducing processing time. The amount of
reduction in data tampering rate achieved by the LLM-KG-BT model across
different datasets is further analyzed. The results are shown in Figure 7.

In Figure 7(a), LLM-KG-BT reduces the data tampering rate from 25.8%
to 14.4%, achieving an 11.4% decrease. In Figures 7(b), 7(c), and 7(d), LLM-
KG-BT maintains a data tampering rate below 16% when protecting branch
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Figure 7 Changes in data tampering rate.

Figure 8 Change in accuracy of vulnerability description.

data, generator data, and load data, respectively. The average reduction across
the four data types is 11.4%. Finally, the accuracy of the model in identifying
vulnerability descriptions within the graph is analyzed, with results shown in
Figure 8.



Smart Grid Security Vulnerability and Defense Frameworks 405

According to Figure 8(a), before using LLM-KG-BT technology, the
accuracy of describing vulnerabilities in node data, branch data, generator
data, and load data is 65.2%, 63.2%, 61.7%, and 64.3%, respectively, with
an average of 63.6%. The accuracy of describing vulnerabilities is relatively
low. In Figure 8(b), after LLM-KG-BT optimization, the model’s accuracy in
describing vulnerabilities in the four types of data is 96.8%, 96.1%, 95.2%,
and 94.7%, respectively, with an average of 95.7%. The accuracy of its
description increases by 32.1% compared to before using LLM-KG-BT. In
summary, the proposed LLM-KG-BT approach reduces the risk of data tam-
pering and enhances vulnerability description accuracy, thereby supporting
subsequent vulnerability remediation efforts.

2.2 Analysis of the Actual Effectiveness of the Defense
Framework

After verifying the performance of the LLM-KG-BT model, taking the verifi-
cation of asset ledgers in the smart grid as an example, the actual performance
of the model is analyzed. CVE/NVD is selected as the dataset for this
analysis, which contains publicly disclosed vulnerability information for grid
equipment. This dataset can be used to verify the framework’s ability to
detect and remediate known vulnerabilities. The CVE/NVD dataset includes
common vulnerability scoring system (CVSS) ratings. The dataset contains
vulnerabilities with varying severity levels. This study selects vulnerabilities
with CVSS scores of 2, 4, 6, and 8 for testing. Each vulnerability category
uses 300 test cases. First, the discovery rate and repair rate of LLM-KG-BT
for vulnerabilities with different CVSS scores are analyzed. The results are
shown in Figure 9.

Figure 9 Vulnerability discovery rate and vulnerability repair rate.
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Figure 10 False alarm rate and discovery time of vulnerabilities.

In Figure 9(a), when diagnosing vulnerabilities with CVSS = 2,
CVSS = 4, CVSS = 6, and CVSS = 8, the vulnerability discovery rate of
the LLM-KG-BT defense framework is 95.4%, 96.0%, 95.6%, and 95.8%,
respectively. Its average vulnerability discovery rate reached 95.7%. In
Figure 9(b), after applying the LLM-KG-BT defense framework to repair
vulnerabilities, the framework achieves a repair rate exceeding 95% for all
vulnerability types. The false positive rate and vulnerability discovery time
of the LLM-KG-BT defense framework are further analyzed. The results are
shown in Figure 10.

The false positive rate of vulnerabilities is the proportion of defense
frameworks that incorrectly identify normal behavior as attack vulnerabili-
ties. This rate can reflect the system’s accuracy. The calculation method is
the ratio of the number of false alarms to the total number of alarms. In Fig-
ure 10(a), the LLM-KG-BT vulnerability defense framework demonstrates
low false positive rates when querying different types of vulnerabilities in
smart grids. In Figure 10(b), vulnerability diagnostics within smart grids
using this approach consistently complete within 2 s. When diagnosing
vulnerabilities with CVSS = 2, CVSS = 4, CVSS = 6, and CVSS = 8,
the average diagnostic durations are 0.97 s, 1.02 s, 1.32 s, and 1.42 s,
respectively. These results demonstrate that the LLM-KG-BT vulnerabil-
ity defense framework can accurately detect vulnerabilities. Finally, the
LLM-KG-BT defense framework is compared with defense frameworks
based on regular expression-support vector machine (RE-SVM), path sorting
algorithm-knowledge graph (PSA-KG), and random forest-knowledge graph
(RF-KG). The results are shown in Table 2.

Table 2 compares the actual effectiveness of the LLM-KG-BT defense
framework against other vulnerability defense frameworks. Results show that
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Table 2 Comparison of defense framework performance
Vulnerability Vulnerability

Algorithm Discovery Rate False Positive Rate Time-consuming Repair Rate
RE-SVM 91.7 ± 0.7% 10.4 ± 1.1% 4.9 ± 0.1s 91.3 ± 1.6%
PSA-KG 89.4 ± 0.3% 8.1 ± 1.4% 4.1 ± 0.5s 89.7 ± 3.1%
RF-KG 87.3 ± 1.2% 6.5 ± 0.9% 3.2 ± 0.3s 87.3 ± 1.9%
LLM-KG-BT 95.7 ± 0.5% 4.8 ± 0.7% 1.4 ± 0.2s 96.8 ± 0.4%

the LLM-KG-BT defense framework achieves a vulnerability discovery rate
of 95.7% in smart grids, surpassing RE-SVM’s 91.7%, PSA-KG’s 89.4%,
and RF-KG’s 87.3%. Furthermore, the LLM-KG-BT defense framework
achieves a vulnerability repair rate of 96.8%, which also surpasses the repair
rates of other vulnerability defense frameworks. Meanwhile, LLM-KG-BT
demonstrates lower vulnerability false positive rates and reduced processing
time compared to the other three vulnerability defense frameworks in smart
grid asset ledger verification. In summary, the proposed LLM-KG-BT vulner-
ability defense framework can promptly detect various vulnerabilities within
smart grids and accurately repair them.

3 Discussion and Interpretation

To enhance the resilience against cyberattacks in smart grids and ensure data
integrity, this research exploited LLM to optimize KG. The optimized LLM-
KG was then integrated with BT, aiming to diagnose vulnerabilities in smart
grids through the combined LLM-KG-BT framework and promptly address
these vulnerabilities. The study first evaluated the performance of the LLM-
KG-BT method. Results indicated that when tested on various data within
the IEEE 118 Bus Test System dataset, LLM-KG-BT reduced data tampering
rates by 11.4%. Additionally, the model’s accuracy in characterizing data
vulnerabilities improved from 65.2%, 63.2%, 61.7%, and 64.3% to over 90%,
respectively, following optimization using this method. This was a 32.1%
improvement on average. Additionally, ablation experiments showed that
LLM-KG-BT reduces computational time while improving computational
accuracy when compared to standalone LLM and BT.

This result is roughly consistent with the experimental results of Rajeyya-
gari S et al. [22]. However, in Rajeyyagari S et al.’s experiment, when using a
combination of convolutional neural networks, African vulture optimization
algorithms, and BT technology to protect data, the method only reduced the
data tampering rate by 4.5%, which is lower than the LLM-KG-BT method
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used in this study. By using LLM to compensate for the KG’s incompletely
defined entity data, LLM-KG-BT allowed the model to more accurately
depict relationships and attributes among different entities, according to an
analysis of the two methods. This feature decreased the possibility of data
tampering by enabling the model to accurately identify data vulnerabilities.

Taking the verification of asset ledgers in the smart grid as an exam-
ple, the actual effectiveness of the vulnerability defense framework based
on LLM-KG-BT was analyzed. According to the analysis’s findings, this
defense framework could be applied to protect against a number of smart grid
vulnerabilities. The findings demonstrated that the framework had a 95.7%
vulnerability detection rate. Additionally, the framework showed compar-
atively short vulnerability detection times when diagnosing vulnerabilities
with CVSS scores of 2, 4, 6, and 8, finishing detection in 0.97 s, 1.02 s,
1.32 s, and 1.42 s, respectively. This framework was also contrasted with
other frameworks for vulnerability defense. According to the findings, the
LLM-KG-BT vulnerability defense framework was able to diagnose vulner-
abilities with a vulnerability discovery rate of 95.7% and a vulnerability false
positive rate as low as 4.8%. These results showed parallels to the study
by Li P et al. However, Li P et al.’s vulnerability discovery rate of 90.6%
was marginally less than the approach suggested in this study. Because Li P
et al.’s vulnerability detection method only used BT to scan for vulnerabilities
in the smart grid asset inventory without using KG to map relationships
among assets, a comparison of the two approaches showed that it was
flawed [23]. On the other hand, this problem was resolved by the study’s
suggested LLM-KG-BT framework, which allowed the defense framework
to precisely identify vulnerabilities. According to the test results, the LM-
KG-BT framework performs well in the validation of the CVE/NVD dataset,
with discovery rates of 95.4%, 96.0%, 95.6%, and 95.8% for CVSS = 2/4/6/8
vulnerabilities, respectively. The vulnerability repair rates are all over 95%,
and the average detection time is 1.18 seconds with a false positive rate
of less than 2%. Among them, CVSS = 4 has the best detection effect
for critical vulnerabilities (discovery rate of 96.0%, time of 1.02 s). After
analysis, it is found that the best technical match was formed between
its local attack characteristics and KG topology tracking, BT configuration
verification, and LLM semantic understanding. Although the detection rate
of the CVSS = 8 severe vulnerability is relatively low (95.8%), the time
it take to detect it increased by 46%. This is mainly due to the overhead
of multi-stage attack chain reconstruction and the emergency consensus
mechanism.
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In summary, the proposed LLM-KG-BT framework can defend against
vulnerabilities in AI-driven asset ledger verification within smart grids.

4 Summary

This study used LLM technology to enhance the KG, in order to solve the
problem of weak defense capabilities of smart grids and data tampering. To
identify and promptly fix the vulnerabilities of the smart grid, this study
constructed a KG specifically for the smart grid and combined it with
BT technology. According to the research results, the vulnerability defense
framework based on LLM-KG-BT achieved a good detection rate for vul-
nerabilities, and the LLM-KG-BT method had high accuracy in describing
vulnerability data. Furthermore, in the practical application of the intelligent
grid asset ledger verification, this framework also demonstrated excellent
performance. Based on these results, this study concluded that the proposed
vulnerability defense framework could protect against vulnerabilities in smart
grid asset ledgers. It was also suitable for scenarios involving multi-source,
heterogeneous data fusion in smart grids and data tampering in asset ledgers,
such as those containing key equipment parameters, maintenance records,
and logs. However, the ongoing growth of smart grids and the quick rise
in data volume could jeopardize the current LLM-KG-BT model’s real-time
performance when handling massive datasets, despite the fact that it shows
comparatively short vulnerability detection times. To address this issue,
future approaches can employ model compression techniques to streamline
the model, thereby enhancing its cloud operational efficiency. Moreover, this
study can also try to use distributed architectures such as edge computing and
federated learning to improve the real-time performance of the algorithm. It
can also be combined with AI vulnerability prediction models and dynamic
KG update strategies.
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