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Abstract

Under the normalized network security situation of artificial intelligence-
assisted attacks, deep semantic obfuscation has become the core means of
vulnerability hiding. Attackers evade detection by legitimizing semantic asso-
ciations and obfuscating code logic, posing serious threats to infrastructure
and software supply chain security. Therefore, to enhance the robustness
and accuracy of vulnerability detection under deep semantic obfuscation
scenarios, the research proposes a vulnerability detection method based on
tensor circulant matrix. The method preserves code semantic integrity and
local correlations based on tensor circulant matrix. On this basis, it com-
bines Gated Graph Convolutional Neural Networks (GGCNN) to improve
the model’s feature capture capability for hidden vulnerabilities. On obfus-
cated vulnerability datasets, the average detection accuracy for obfuscated
vulnerabilities reaches 96.24%, precision reaches 83.62%, recall reaches
87.53%, and F1 score reaches 85.54%. Compared with the Long Short-Term
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Memory Network (LSTM) baseline model, the False Negative Rate (FNR)
has decreased by 16.73%, demonstrating significantly improved robustness
under semantic obfuscation scenarios. The vulnerability detection model con-
structed in this study can effectively resist semantic obfuscation interference,
provides a reliable technical approach for deep semantic obfuscation vulner-
ability detection, and has important practical significance for strengthening
code security protection.

Keywords: Network security, vulnerability detection, tensor matrix, gated
graph convolutional neural networks (GGCNN).

1 Introduction

1.1 Research Background

In the network security situation where artificial intelligence-assisted attacks
are normalized, deep semantic camouflage has become a core technical
means for hiding vulnerabilities [1]. Attackers construct highly concealed
malicious code variants by legitimizing code semantic associations, con-
fusing program control flow and logical structures, and effectively evading
detection systems based on traditional feature matching and static rules.
Such advanced persistent threats pose serious challenges to the security of
critical information infrastructure and global software supply chains [2, 3].
Deep semantic confusion differs from traditional obfuscation methods that
only change the local structure of the code. Its core lies in systematically
disrupting the statistical characteristics and structural patterns of the code
while maintaining the functional equivalence of the program through con-
trol flow flattening, opaque predicate insertion, and semantic equivalence
transformation. This makes the obfuscated code exhibit a highly similar
semantic relationship pattern to the legitimate code, thereby avoiding detec-
tion based on static rules. Therefore, breaking through the limitations of
existing detection technology on semantic confusion and building a robust
detection model that can penetrate surface camouflage and accurately identify
deep vulnerabilities has become an urgent need to improve active defense
capabilities and ensure code security.

1.2 Current Research Status

Current software vulnerability detection research has evolved from rule-
based pattern matching to the intelligent detection stage based on machine
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learning. Traditional static analysis tools rely on predefined vulnerabil-
ity patterns, and the false positive rate and False Negative Rate (FNR)
increase significantly when dealing with semantic confusion. In recent years,
deep learning-based methods, especially techniques that utilize graph neural
networks to process code structure representation, have made significant
progress in the field of vulnerability detection. For example, to cope with the
network security challenges brought by the popularization of IoT devices,
Xu et al. addressed the issue that the security strength of software obfus-
cation technology was unclear and became more difficult to evaluate as
software diversified. They proposed a hierarchical obfuscation method based
on the hierarchical security concept, achieving a systematic review of existing
obfuscation technologies and establishing an orthogonal branch classifica-
tion method. This method helps developers select obfuscation technologies
according to specific needs and design reliable hierarchical obfuscation
schemes [4]. To solve the insufficient detection accuracy caused by existing
program vulnerability detection methods that ignore the complementarity of
multi-dimensional feature spaces, Xiao et al. implemented a vulnerability
detection method based on enhanced graph structure representation learning.
It integrated the context graph and program dependency graph, integrated
Abstract Syntax Tree (AST) and paragraph embedding features, and com-
bined gated graph neural network and attention mechanism to improve
feature learning capabilities. The results showed that the F1 score on open
source datasets was 6% higher than that of the existing technology, signifi-
cantly optimizing the vulnerability detection performance [5]. To improve the
quality and compliance of code generated by large language models and avoid
defects and violations in pre-training data, Jahanshahi et al. implemented
automated data screening technology based on open source software version
history. In the “The Stack” v2 dataset, 17% of code versions have updates,
17% of which contain vulnerability fixes, and 2.36% fix known Common
Vulnerabilities and Exposures (CVE) vulnerabilities. A total of 58% of the
code has not been modified, may lack actual use value, and poses license
compliance risks [6]. To deal with the infringement of sensitive information
and key assets of organizations by insider threats, Cheng et al. addressed
the issue that the vulnerabilities in modern software systems are diverse
and lack clear norms, and traditional static detection methods are difficult
to handle them precisely and efficiently. They proposed the DeepWukong
method based on deep learning, achieving better results than four traditional
static detectors and three cutting-edge deep learning methods on 105,428 real
programs. This method has the potential and effect of integrating program
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analysis with deep learning to solve the challenges of general static code
analysis [7]. For the challenges of dealing with obfuscation techniques, high
precision and computational efficiency in the detection of Android malware,
Bakur proposed the TuneDroid method. The accuracy rate of the validation
set was 99.44% and that of the test set was 98.00%, which was significantly
better than the result of the static end-to-end model without hyperparameter
optimization (<91.17%). This method has the effect of improving detection
accuracy, enhancing robustness against obfuscation, and demonstrating the
importance of dynamic optimization [8].

However, most existing methods have shortcomings in high-dimensional,
heterogeneous code semantic fusion and deep correlation modeling. When
the code is obfuscated by a carefully designed semantic layer, its detection
performance often declines significantly. Especially when dealing with hid-
den vulnerabilities with complex multi-dimensional semantic associations
and structural variations, the feature capture capabilities and robustness of
existing models still need to be improved.

1.3 Motivation and Methods

To improve the feature capture capabilities of existing models and improve
the detection accuracy and robustness in deep semantic camouflage sce-
narios, the research innovatively proposes a fusion detection model based
on tensor circulant matrix and gated graph convolutional neural network.
Our research motivation follows. Firstly, a code representation method is
constructed that is able to maintain the original semantic integrity of the
code and explicitly model its multidimensional local correlations. Secondly, a
network architecture that can perform efficient feature learning based on this
representation and adaptively fuse multi-dimensional semantic information is
designed. To this end, the research method first constructs a tensor circulant
matrix to uniformly represent the high-dimensional structure and semantic
associations of the code, retaining complete contextual information of syntax,
control flow, and data dependencies. A gated graph convolutional neural
network is introduced to enhance the model’s ability to extract discriminative
features from complex obfuscated code through its gating mechanism and
multi-level propagation aggregation strategy, ultimately precisely locating
and classifying deep hidden vulnerabilities. In summary, this study focuses on
the vulnerability detection problem in scenarios of deep semantic confusion
and proposes and validates a robust detection model based on tensor recurrent
matrices and GGCNN.
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1.4 Article Structure

The organization structure of the research part is as follows. First, the code
feature extraction algorithm based on tensor circulant matrix is introduced
in detail, as well as the overall architecture and key technologies of the
vulnerability detection model that integrates GGCNN. Secondly, the system
analyzes the performance on the deep semantic camouflage vulnerability
dataset, verifying the effectiveness of the code feature extraction algorithm,
as well as comparative experimental results between the proposed method
and various mainstream benchmark models. Finally, the full text work is
summarized, the main contributions are summarized, and the limitations of
the current work and possible future research directions are pointed out.

2 Design of Vulnerability Detection Model based on Tensor
Circulant Matrix

2.1 Construction of Code Feature Extraction Algorithm Based
on Tensor Circulant Matrix

To better detect and analyze the tensor structure code and vulnerability
characteristics, this study uses the tensor code feature representation structure
to define and analyze the data of the tensor code. Tensor codes usually
have complex data structures and data correlation impressions, clustered with
higher-dimensional structural operations and designs. Therefore, to enhance
this correlation, the high-order tensor code is used for tensor visualization.
Equation (1) is a high-order tensor expression [9, 10]:

QD c Ell><l2><"'ln (1)

where ¢ represents a high-order tensor, I/ represents the elements in the
tensor, where all elements are real numbers, [, represents the size of the
tensor in dimension n, which is the dimension length of the tensor. The
main display form of the tensor matrix is a circulant matrix, as shown in
Equation (2):
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In Equation (2), the matrix is sliced in multiple dimensions to obtain
a three-dimensional tensor slice, where C'(x) represents the tensor cyclic
operation and x(3) represents the ng-th slice in the third dimension. Based
on the existing tensor decomposition and cyclic matrix theory, the proposed
tensor cyclic matrix representation method maps the AST, control flow graph,
and data dependency graph of the code into the three dimensions of the
tensor. Within each dimension, the local cyclic dependencies and periodic
associations of code elements are encoded through the cyclic shift operations
of the cyclic matrix, thereby explicitly modeling multi-dimensional context
information while preserving the complete semantic structure. The subse-
quent slice propagation and aggregation are implemented based on this cyclic
structure for cross-dimensional information interaction. The theoretical basis
lies in the fact that the convolution equivalence of the cyclic matrix can
effectively capture the repeated logical fragments and loop body charac-
teristics in the code. The matrix product of the tensor matrix is shown in
Equation (3) [11, 12]:

m2

T X P(’il,/{4,i3) = Z $(i1,’i2,i3)P(k4,i2) (3)

io=1

where i1, 72, %3 represent the three indexes of the matrix, k4 represents the
row index of the matrix. The tensor product of the matrix is shown in
Equation (4) [13]:

x *t = fold(C(x) Matver(t)) 4)

where Matver(t) represents matrixization, ¢ represents tensor. During the
matrix analysis process, since the parameter calling process of the matrix
will be parsed into a specific instruction sequence, the final form of the tensor
matrix vulnerability will be directly denied. Therefore, the state vulnerabil-
ities caused by the abnormal execution path of the matrix operation code
are detected and analyzed. Therefore, the research uses dynamic computing
and Long Short-Term Memory Network (LSTM) for tensor feature analysis.
Figure 1 shows the tensor feature analysis framework structure.

From Figure 1, the tensor matrix feature analysis process will first obtain
block transaction data from the Ethereum main chain, and generate an opcode
sequence dataset containing vulnerability characteristics through instrumen-
tation and replay technology. Then, the dataset will be divided into a training
set, a verification set, and a test set. In the model processing stage, the data is
converted into dense vectors through the embedding layer in sequence, and
is input into the LSTM layer to capture temporal dependencies. Then, the
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Figure 1 Tensor feature analysis framework structure.

features are integrated through the fully connected layer. The classification
probability is finally output through the Softmax function. The loss value is
calculated by comparing the predicted category with the real label, thereby
automatically classifying and detecting vulnerability opcode sequences. In
the process of analyzing the matrix parameters, the matrix parameters are
trained and verified through the structure and parameters of the neural
network. Figure 2 presents the structure parameter structure.

From Figure 2, the network structure adopts a sequence processing
architecture in the neural network structure. After the input layer receives
the sequence data with a length of 2000, each discrete element is mapped
into a 32-dimensional dense vector through the embedding layer, forming a
2000 x 32 time series feature representation. The LSTM layer then encodes
the sequence, extracts temporal dependence features and outputs a 100-
dimensional global feature vector. Finally, the features are mapped to the
7-dimensional space through the fully connected layer to output the multi-
classification task. Finally, to realize the characteristic analysis of the tensor
matrix, a tensor matrix code diagram is built. Figure 3 shows the tensor matrix
code diagram.
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Figure 3 shows three different matrix diagrams of the tensor feature
map, in which the three dimensions correspond to the source node, the
target node of the adjacency relationship, and the hierarchical stacking of the
feature map. This structure can ensure the effective isolation between various
semantic levels on the basis of maintaining the complete connection of the
multi-dimensional semantic context of the code, and rely on the interactive
calculation between dimensions to promote the information transmission and
integration between code nodes. Slicing in the first dimension can propagate
feature graph node information, while the second dimension can aggregate
node hidden information. The third dimension enables information dissemi-
nation of matrix codes. Through its three-dimensional slicing operation, the
three-dimensional tensor realizes two-way propagation between graphs and
intra-graph propagation respectively, thereby integrating multi-dimensional
code feature node information.
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2.2 The Vulnerability Detection Model combining Feature
Extraction Algorithm and GGCNN

After constructing the tensor matrix code, to analyze the source code feature
detection effect in multi-dimensional semantic fusion, a new source code
vulnerability detection model is proposed. The new model framework uses
Graph Tensor Convolutional Network (GTCN), which can improve the detec-
tion effect of vulnerabilities through multi-dimensional code semantic fusion.
Figure 4 shows the model structure.

From Figure 4, the tensor vulnerability detection model includes two
path frames. The vulnerability detection model uses adjacency tensors to
define multi-dimensional structural relationships between code nodes, and
initializes semantic features with node embeddings. One of the structural
frameworks performs multiple rounds of information propagation on the
graph through a gated graph neural network, integrating node states with
global structural context. The structure-aware features and heterogeneous
semantic features are fused and enhanced, then the local patterns are extracted
through the convolution layer. The second structural framework is aggregated
through graph pooling and input into the classifier to accurately determine
the existence and type of vulnerabilities. Based on the two framework struc-
tures, the tensor matrix vulnerability detection results are finally output.
TensorGCN independently performs graph convolution operations on the
feature matrices of each dimension of the tensor, allowing the network to
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Figure 4 Vulnerability detection model.
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effectively integrate and encode the multi-source heterogeneous semantic
information contained in high-order graph tensors. Equation (5) displays the
network propagation [14, 15]:

Gl — G%mtra — Gl+1 (5)
where G' represents the hidden node feature tensor in the [ layer, —
represents the feature tensor propagation process, G% . represents the
intermediate state obtained after propagation within the graph. The update
equation of the feature map in the vulnerability detection model is shown in
Equation (6) [16, 17]:

(i,e,2) = o(P(i,2, )G (i, 2,) Qi) (6)

intra

Gt

wntra

where Géntm(z’, g,¢€) represents the updated feature matrix of the i-th graph
node, P(i,¢,¢€) signifies the normalized symmetric adjacency matrix of the
i-th graph, G'(i, ¢, €) signifies the node feature matrix of the i-th graph in
the [ layer, Qg;;)n represents the graph content propagation weight matrix
in the [ layer. To improve the accurate detection effect of high-dimensional
code semantic association after the model update is propagated, a new multi-
dimensional semantic embedding model is proposed. Figure 5 shows the
introduced gated graph neural network.

From Figure 5, after inputting a multi-code graph, the cyclic gated graph
neural network line updates and slices different graphs through different
cyclic adjacency matrices. Then, a set of nodes with different characteristics
is obtained. The node set constructs a cyclic code graph through gated cyclic
units. All loop code graphs are then aggregated, and the aggregated code
graph is finally output. The main function of the gated graph neural network
is to aggregate and update the feature code graph to transfer it from a node in
the graph to another node. The information propagation process through the
neural network is shown in Equation (7):

gqgljast = 91()1—)Cf§ = gi()l—)ddg = gq(Jl—)ncs = [553;7 O]T (7

where gf}_)ast, gfjljcfg, gqglj ddg and gf,l,)ncs all represent the structural hidden

state vector of a certain graph, [x7]7 represents zero-padding the initial
eigenvector into a vector of length D. The matrix operation equation adapted
to the high-dimensional semantic embedding model is shown in Equation (8):

a1(1t) = A?;trc(v) [(giil)T e (gi‘:j)T] +m (8)
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where avt) represents the intermediate vector of node v aggregated in step ¢,
AZ;TC(U) represents the edge type matrix related to node v, gifl signifies the
hidden state of a neighbor node of node v in step ¢ — 1, m represents the
bias term. The node propagation aggregation information update is shown in

Equation (9) [18, 19]:
dy = o(Qal +Yeg!™") )

where ¢!, represents updated gate, Q¢ and Y © represent weight matrices. The
reset equation is shown in Equation (10):

fl=0(Qal) + YT gli=l) (10)

where f! represents the reset gate. The hidden state of the model is shown in
Equation (11) [20]:

gh = tanh(Qal) + Y (fi @ g{=")) (11)

where g! represents the hidden state of node v at time step ¢t — 1. The gated
recurrent neural network achieves multi-view semantic fusion by performing
cyclic iterative gate updates and cross-graph average aggregation on the hid-
den states of the same code node in four graph structures. To clearly illustrate
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the collaborative working mode of the two frameworks in Figure 4 and
the specific process of the tensor recurrent matrix input gated convolutional
network, the pseudo-code as shown in Algorithm 1.

Algorithm 1: Tensor Circulant Matrix Enhanced GGCNN for Vulnerability Detection
Input: Code tensor X € RN {I1 x I2 x I3}, initial node feature matrix H*{(0)} € R" {|V| x d- in}
Output: Vulnerability class label y € {0,1,...,C — 1}

// Step 1: Construct adjacency tensor using circulant structure (Eq. (2))
For each slicei=1to I3:

A_slice_i = circ(slice_i of X)) // each slice becomes a circulant matrix
End
Assemble A as a 3D tensor stacking A _slicei /A € RMNI1 x 12 x I3}
Normalize each slice: A_hat = DN{—1/2}AD"{—1/2}  //Eq. (5)

// Step 2: Multi-dimensional propagation across K slices (K = 13)
Initialize list H_slices = []
For each slice k = 1 to K:
HkMN(0)} = HM{(0)} // initial node features for slice k
Fort =1toT: /I'T propagation steps
// Message aggregation from neighbors (Eq. (8))
For each node v in V:
av ()} = (Alhatslice k) v NT*[HEMN(t — D)}[1];.. ;s HEMN(E = DI V)]] +b
End
// Update gate (Eq. (9))
For each node v:
zv {(t)} = sigmoid (W"z*av"{(t)} + UNz*H_k"{(t — 1)}[v])
End
/l Reset gate (Eq. (10))
For each node v:
rvM{(t)} = sigmoid (W r*av N {(t)} + U Nr*HK"N{(t — 1)}[v])
End
// Candidate hidden state (Eq. (11))
For each node v:
h_tilde v {(t)} = tanh (W*a v {(t)} + U* (r-v {(t)} © HX N{(t — 1)}[v]))
End
// Final hidden state (Eq. (12))
For each node v:
HM{(0}F] = (1 - 2v" {(H)}) @ HIM(6 = D}V + 29" {(8)} @ hotildevA{(£)}
End
End
Append Hk"{(T)} to H.slices  // store final node features of slice k
End
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Algorithm 1: Continued

// Step 3: Cross-slice fusion
H_fused = Average( H_slices ) // element-wise mean across K slices

// Step 4: Right branch — convolution and pooling
C = Conv1D( H_fused, kernel_size=3, activation="relu’ )
P = GlobalMaxPooling1D ( C)

/I Step 5: Classification

Z = FullyConnected( P, units=128, activation="relu’)
y-hat = Softmax( FullyConnected( Z, units=C ) )

y = argmax( y_hat )

Return y

This pseudo-code provides a detailed description of the entire process of
constructing the normalized adjacency tensor from the tensor loop matrix,
the gated update at each slice and node level in the graph neural network, the
cross-slice averaging aggregation, the convolutional pooling, and the final
classification.

3 Performance Analysis of Vulnerability Detection Model
under Deep Semantic Obfuscation

3.1 Performance of Code Feature Extraction Algorithm

To analyze the performance of the code extraction algorithm using dynamic
computing and LSTM, the study uses a multi-source integrated C/C++ vul-
nerability detection dataset. The dataset system integrates code from multiple
authoritative sources, including official examples in the NVD and SARD
vulnerability databases, historical vulnerability fix patches on GitHub, and
functions extracted from nine widely used open source software, including
Linux Kernel, QEMU, and FFmpeg. All samples have undergone static
analysis and manual review, and are accurately marked as “safe” or “vul-
nerable”, and the corresponding CWE-ID vulnerability types are identified
for vulnerable samples. The final dataset contains a total of 158,259 samples,
covering 13 types of common vulnerabilities, and has been divided into a
training set, a verification set, and a test set. The original vulnerability code
does not contain any obfuscation. The research employed automated tools to
uniformly perform deep semantic obfuscation on security and vulnerability
samples. The specific methods included control flow flattening, insertion of
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Figure 6 Performance comparison of different extraction algorithms.

opaque predicates, and semantic equivalence transformation. The generated
obfuscated dataset was used to evaluate the model’s performance in adver-
sarial scenarios. The computing core uses the Intel Xeon Gold 6234 model
central processor and is paired with the Nvidia Quadro RTX5000 professional
graphics processor for accelerated computing. The system memory is 128
GB and is equipped with 8 TB of hard drive storage space. The system runs
on Linux operating system. The software stack mainly includes the Python
programming language, program analysis tool Joern, PyTorch deep learning
framework, Keras advanced neural network API, as well as the Pandas library
and Gensim natural language processing library for data processing. The
study compared the extraction accuracy and recall rate of the current code
extraction algorithms, including AST, Control Flow Graph (CFG) and Code
Property Graph (CPG), as shown in Figure 6.

From Figure 6(a), the proposed method had the highest extraction accu-
racy of 92.8%. The AST algorithm had the lowest extraction accuracy of only
58.6%, which was about 34.2% lower than that of the proposed method. The
accuracy of the code extraction algorithm has been significantly improved,
which may be due to the dynamic calculations. From Figure 6(b), the highest
extraction recall rate of the proposed method could reach 94.1%. The highest
extraction recall rate of AST was only 53.8%, which was 40.3% lower than
that of the proposed method. The study compared the matrix effect when
processing a tensor code with a length of 2000, as shown in Figure 7.

From Figure 7(a), in the heat map of the classification matrix, the chro-
maticity difference of the main diagonal cells did not directly reflect the
model’s ability to identify various types of vulnerabilities, but was due to the
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Figure 7 Algorithm processing effect test.

Table 1 Comparison of extraction performance of different algorithm codes

Avg.
Extraction Max Project Success
Processing ~ Time Per Peak CPU GPU Scale Rate on
Speed Function Memory Utilization Utilization Supported ~ Real-World
Method/Metric (sec/KLoc) (ms) (MB/KLoc) (%) (%) (KLoc) Code (%)
AST 1.2 15 85 65 / 500 94.2
CFG 35 42 120 80 / 300 88.5
CPG 8 110 320 95 30 1000 97.8
Proposed method 2.5 28 180 88 65 >2000 99.1

uneven distribution of the number of samples of different vulnerability types.
Taking category zero and category one as an example, the performance of the
former was higher than that of the latter, but the amount of data in category
zero was smaller, resulting in a darker tone on the main diagonal of the heat
map. Combining the average accuracy rate (92.8%) and recall rate (94.1%)
reported in the classification report, the deep learning model constructed by
the dynamic LSTM achieved high performance in all categories, demonstrat-
ing its excellent code extraction capability. From Figure 7(b), when the model
processed the training set and verification set with a sequence length of 2000,
the error curves obtained gradually decreased with iteration, and the final
training set error dropped to 0.38, and the verification set error stabilized at
0.43. The trends of the two curves were consistent and the training set error
was always slightly lower, showing ideal model generalization characteris-
tics. The algorithm has better code extraction capabilities when facing new
data. The study compared the code extraction capabilities, as presented in
Table 1.

From Table 1, the proposed method had a maximum actual code process-
ing success rate of 99.1%, while the AST method had a maximum success
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rate of 94.2%, which was about 4.9% lower than that of the research method.
The success rate of the CFG method was 88.5%, which was 10.6% lower
than that of the proposed method. This shows that the proposed method
performs significantly better in robustness to real-world code, possibly due
to its stronger syntactic fault tolerance and context recovery mechanism. In
terms of processing speed, the research algorithm could reach a maximum
of 2.5 seconds/thousand rows, which was significantly better than the 8
seconds/thousand rows of the CPG method. In addition, at the maximum
project scale supported, the research algorithm could handle more than 2000
thousand lines of code, which was much higher than the 1000 thousand lines
of the CPG method and the 500,000 lines of the AST method. The scalability
is the most outstanding. Taken together, the proposed method achieves a good
balance between speed, scale, and success rate, which is more suitable for
code analysis and extraction of large-scale actual projects.

3.2 Performance Validation of Vulnerability Detection Model

To analyze the actual detection effect of the vulnerability detection model,
the study conducted comparative analysis and testing on different fuzzy
vulnerability datasets. The dataset used included CWE79, which contains
1320 vulnerable samples and 8600 safe samples, with a total of 9920 samples.
CWES9 contains 1850 vulnerable samples and 9200 safe samples, with
a total of 11,050 samples. CWE22 contains 2100 vulnerable samples and
10,500 safe samples, with a total of 12,600 samples. In addition, the two
variants of CWE78 respectively cover 980 vulnerable samples and 7500 safe
samples, a total of 8480 samples, and 5200 vulnerable samples and 38,000
safe samples, a total of 43,200 samples. The further constructed composite
dataset Composite-A contains 2450 vulnerable samples and 10,200 safe sam-
ples, totaling 12,650 samples. Composite-B is the largest, containing 16,800
vulnerable samples and 42,000 safe samples, totaling 58,800 samples. The
study compared different vulnerability detection models, including Devign,
Line-level Vulnerability Detection (LineVD) and Pre-trained model based on
BERT architecture (CodeBERT). All the comparison models were re-trained
and tested on the same deep semantic confusion dataset. The hyperparameters
were optimized based on the validation set through grid search (such as
learning rate {1e-5, 3e-5, Se-5}, batch size {16, 32, 64}), to ensure fair com-
parison. Different indicators of these algorithms were compared, as shown
in Figure 8. The number of iterations of the model was set to 1000, and its
indicator results on the CWE79 dataset were tested.
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Figure 8 Performance comparison results of different algorithms.

From Figure 8(a), the proposed method had the highest extraction accu-
racy of 93.1%. The extraction accuracy of Devign model was the lowest,
at 58.6%, which was about 34.5% lower than that of the proposed model.
The vulnerability detection accuracy of the proposed method has been sig-
nificantly improved. This may be due to the graph neural network. From
Figure 8(b), the proposed method had the highest extraction recall rate of
91.3%. The highest extraction recall rate of Devign was only 51.8%, which
was 39.5% lower than that of the proposed method. From Figure 8(c), the
highest F1 value of the proposed method was 91.6%, while the highest F1
value of Devign was only 46.8%, which was 44.8% lower than that of the
proposed method. This model can better detect vulnerabilities. The study
compared the FNR of different models in vulnerability detection in different
datasets, as shown in Figure 9. FNR measures the degree of false negatives a
model makes. The lower the value, the fewer vulnerabilities are missed.
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Figure 9 Comparison of false negative rates among different models.

Table 2 Comparison results of different model indicators
Average Detection

Model Accuracy (%) Precision (%) Recall (%) FI1-Score (%)
CodeBERT 93.5 75.2 85 79.8
LineVD 94.1 80.5 80 80.25
Devign 94.8 78.3 83 80.58
Proposed Model 96.24 83.62 87.53 85.54

From Figure 9(a), the proposed method had a maximum FNR of only
11.3%. The FNR of the Devign model was 34.6%, which was approximately
23.3% higher than that of the proposed method. The FNR was significantly
reduced. From Figure 9(b), in the dataset CWER9, the proposed method had
the highest FNR of only 11.6%. The FNR of Devign was 35.2%, which
was 23.6% higher than that of the proposed method. The performance of
the proposed method is better. The study compared the performance on the
same dataset, as presented in Table 2.

From Table 2, the proposed method had an average detection accuracy
of up to 96.24%, while the CodeBERT model had an average detection
accuracy of up to 93.50%, which was about 2.74% lower than that of the pro-
posed method. The LineVD model was 94.10%, a decrease of approximately
2.14%. This shows that the proposed method has a clear advantage in overall
classification performance due to its more advanced graph representation
learning architecture. In terms of the accuracy index that measures accurate
alarm capabilities, the proposed method reached 83.62%, which was higher
than the 80.50% of the LineVD model and 75.20% of the CodeBERT model.
In terms of the recall index that measures vulnerability detection capabilities,
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Table 3 Performance comparison with advanced baseline model (Confusion Leakage
Dataset)

Average Detection

Model Accuracy (%) Accuracy Rate (%) Recall Rate (%) F1 score (%)
GraphCodeBERT 94.82 79.63 84.91 82.18
LineVul 94.35 80.12 83.75 81.89
VulBERTa 93.91 78.85 83.24 80.98
Proposed Model 96.24 83.62 87.53 85.54

Table 4 Comparison of false negative rates among different models

Baseline Model (LSTM) This Study
Dataset Accuracy Precision Recall F1 FNR  Accuracy Precision Recall F1 FNR
CWET9 85.2 72.1 68.5 70.26  31.5 90.15 78.3 82.4 80.3 17.6
CWE89 83.5 70.5 65.8 68.07 34.2 88.9 76.8 80.6 78.66 19.4
CWE22 82.8 69.8 63.2 66.34  36.8 89.25 71.5 84.3 80.78 15.7
CWET78-1 81.6 68.2 60.5 64.08  39.5 87.4 75.6 79.2 77.37 20.8
CWET78-2 86.5 73.5 71 72.23 29 91.8 80.2 85.1 82.58 149
Composite-A 84.3 71.6 66.8 69.11 332 89.65 78.9 83.5 81.15 16.5
Composite-B 87.1 74.3 73.5 73.9 26.5 92.45 82.1 88.6 85.22 114
Average 84.43 71.43 67.04 69.14  32.96 89.94 78.49 83.39 80.87 16.61

the proposed method reached 87.53%, significantly better than that of Code-
BERT (85.00%) and Devign (83.00%). To further verify the superiority of
the proposed method, additional comparative experiments were conducted
with GraphCodeBERT, LineVul, and VulBERTa on the same dataset of
misconfiguration vulnerabilities. The results are shown in Table 3.

As shown in Table 3, the proposed model outperforms the three advanced
baselines in all indicators. Specifically, the F1 score is 3.36 percentage points
higher than that of GraphCodeBERT, 3.65 percentage points higher than that
of LineVul, and 4.56 percentage points higher than that of VulBERTa, veri-
fying the significant advantages of the proposed method in the deep semantic
confusion scenario. The study compared the FNR of different models, as
presented in Table 4.

From Table 4, the proposed model achieved an average overall accuracy
of 89.94%, while the average precision of the benchmark model was 84.43%,
a relative improvement of 5.51%. The average precision of the proposed
method reached 78.49%, which was 7.06% higher than the 71.43% of the
benchmark model. This shows that the proposed method has a clear advan-
tage in reducing false positives, possibly due to its more accurate semantic
understanding and pattern recognition capabilities. In terms of key indicators
that measure vulnerability detection capabilities, the average recall rate of
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Table 5 Comparison of false negative rates among different models

Dataset CodeBERT LineVD Devign This Study
CWE79 23.8 28.5 34.6 17.6
CWES89 242 29.1 352 19.4
CWE22 21.5 26.3 31.8 15.7
CWE78-1 26.7 30.9 36.5 20.8
CWE78-2 20.4 25.2 28.9 14.9
Composite-A 22.9 27.6 324 16.5
Composite-B 18.6 23.0 26.1 114
Average 22.59 27.23 32.21 16.61

the proposed method reached 83.39%, which was an increase of 16.35%
compared to the 67.04% of the baseline model. Taken together, the proposed
method significantly improves the recall rate and significantly reduces the
FNR while maintaining high accuracy and precision. It achieves a better
balance between security, reliability, and usability, which is more suitable for
actual security audit scenarios that have strict requirements on vulnerability
coverage and detection credibility. The study compared the FNR of different
models in different datasets, as presented in Table 5.

From Table 5, the proposed model had the lowest FNR on all datasets.
On the CWE79 and CWES89 datasets, the FNR of the proposed model was
17.6% and 19.4%, respectively, while Devign was able to achieve 34.6% and
35.2%. On the CWE22 and CWE78 datasets, the equation of the proposed
model ranged from 11.4% to 20.8%, which was significantly lower than that
of CodeBERT, LineVD, and Devign. In terms of average performance, the
average equation of the proposed model was 16.61%, which was 26.5%,
39.0%, and 48.4% lower than that of CodeBERT, LineVD, and Devign,
respectively. This shows that the proposed model has extremely strong robust-
ness and false negative suppression capabilities in deep semantic camouflage
scenarios. This may be due to the tensor circulant matrix of the proposed
model having a maintenance mechanism for the semantic integrity of the
code.

To verify the independent contributions of each core component, an
ablation experiment was designed: removing the tensor recurrent matrix,
removing the gating mechanism, and removing both simultaneously. The
experiment was conducted on the Composite-B dataset, and the results are
shown in Table 6.

As shown in Table 6, the complete model has the best performance. After
removing the tensor cyclic matrix, the F1 score decreased by 6.44 percentage
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Table 6 Results of the ablation experiment (Composite-B dataset)

Accuracy Recall

Model Configuration Accuracy (%) Rate (%) Rate (%) F1 Score (%)
Complete model 92.45 82.1 88.6 85.22
Non-tensor cyclic matrix 88.3 76.5 81.2 78.78
No gating mechanism 87.6 75.8 80.1 77.89
No tensor cyclic matrix 83.2 70.4 73.5 71.91

and no gating mechanism

points; after removing the gating mechanism, it decreased by 7.33 percentage
points; and when both were removed, it decreased by 13.31 percentage points.
This proves that both the tensor cyclic matrix and the gating mechanism have
significant independent contributions to the detection performance.

4 Conclusion

To deal with the severe threat to code security posed by vulnerability hiding
behavior under deep semantic camouflage and improve the robustness and
accuracy, a vulnerability detection method based on tensor circulant matrix
was built. This method maintained the integrity and local correlation of
code semantics through tensor circulant matrices, and integrated GGCNN
to enhance the model’s ability to capture hidden vulnerability features. Com-
pared with mainstream models such as Devign and CodeBERT, the proposed
model could more effectively resist semantic confusion interference. In the
test on the obfuscation vulnerability dataset, the average detection accu-
racy was 96.24%, and the precision, recall, and F1 scores were 83.62%,
87.53%, and 85.54%, respectively. Compared with the baseline model, the
FNR was significantly reduced by 16.73%. The proposed method is supe-
rior to traditional AST, CFG, and CPG methods in key indicators such as
processing speed, maximum supported project size, and actual code pro-
cessing success rate. The average FNR was reduced by 26.5%, 39.0%, and
48.4%, respectively, compared with the traditional model. The vulnerability
detection framework performs better in deep semantic understanding and
structural analysis, and is more in line with the demand for highly robust
detection tools in actual confrontational environments. Although the research
has achieved results, there are still some shortcomings. For example, the
experiment mainly focuses on specific vulnerability types of C/C++ code, and
the generalization ability to other programming languages or more diverse
vulnerability types still needs to be further explored. Meanwhile, the research
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focuses on offline detection scenarios. The real-time detection and early
warning performance integrated into the development process still needs
to be further verified and optimized in the actual software supply chain
environment.
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