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Abstract

With the increasingly complex heterogeneity of device types, communication
protocols and data formats in the Internet of Things (IoT) environment,
traditional intrusion detection (ID) models are difficult to effectively deal with
dynamic threats. This paper proposes an intelligent IoT intrusion identifica-
tion model HMG-AID for heterogeneous environments. The model realizes
end-to-end ID by fusing multi-modal feature extraction, graph attention
mechanism and dynamic trust evaluation. It uses one-dimensional Convo-
lutional Neural Network (CNN) and Long Short-Term Memory (LSTM) to
extract spatiotemporal characteristics of traffic data in parallel, constructs
heterogeneous device graphs and aggregates neighbor information through
GraphSAGE, then introduces multi-head graph attention-weighted key nodes,
and finally integrates zero-trust dynamic evaluation to optimize classification
decisions. The F1 scores of the HMG-AID model on the three datasets
of NSL-KDD, CICIDS2017, and ToN-IoT are 94.7%, 95.3%, and 94.9%,
respectively, which are significantly better than the baseline model. More-
over, the F1 score retention rate under-5 dB noise interference is 85.6%, and
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the F1 score retention rate under counterattack attack is 88.9%. In addition
to this, the model has a 93.6% F1 score retention rate when the device
size increases to 10,000 nodes. The model effectively improves detection
accuracy, environmental adaptability and decision interpretability through
multi-level innovative design and provides a reliable theoretical basis and
practical framework for heterogeneous IoT security protection.

Keywords: Heterogeneous environment, intrusion identification, IoT, mul-
timodal feature extraction.

1 Introduction

With the rapid popularization and in-depth application of IoT technology,
the IoT environment presents highly complex and heterogeneous character-
istics. This heterogeneity is mainly reflected in three levels: the diversity of
device types (from sensor nodes with limited computing power to intelligent
gateways with rich features), the complexity of communication protocols,
and the inconsistency of data formats. This multi-dimensional heterogene-
ity leads to significant differences in network traffic characteristics. At the
same time, existing models generally have some problems, such as limited
detection accuracy, poor adaptability to new attacks and unknown threats,
and difficulty in effectively mining dynamic correlations between devices.
In particular, when dealing with large-scale and dynamically changing het-
erogeneous Internet of Things (IoT) environments, it is often impossible to
achieve accurate real-time threat identification, making it difficult to meet the
urgent needs of modern IoT applications for efficient and precise security
protection.

With the increasing demand of IoT technology and people, the number of
global IoT connections has already exceeded 10 billion, and the security prob-
lems of IoT are becoming increasingly serious. For example, some people use
device vulnerabilities to build various attack networks, which affect the stable
operation of 10T devices and even leads to the collective paralysis of group
devices and causes serious security factor leakage problems. Faced with these
problems, the traditional models are inadequate in dealing with IoT intrusion
attacks, and they can’t develop global awareness in dealing with device-
related attacks. From the actual situation, the intrusion model detection needs
to consider the real-time monitoring of many kinds of information, so it is
necessary to introduce multi-information fusion mechanisms and adaptive
learning mechanisms to improve the overall defense ability of the system.
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This paper proposes an intelligent IoT intrusion detection (ID) model
HMG-AID, which can realize the effective detection of IoT intrusion in a
heterogeneous environment, overcome the shortcomings of traditional mod-
els, innovate the model by combining theory with practice, and improve the
detection accuracy of IoT intrusion on the basis of ensuring interpretability
and practicability.

2 Related Work

The technology of IoT is becoming more and more mature and has been
integrated into all aspects of people’s lives. However, the heterogeneous
environment of IoT also leads to its security threats becoming increasingly
serious. Therefore, it is necessary to build an ID system adapting to het-
erogeneous environment to improve the security of IoT systems. In recent
years, experts and scholars have put forward a variety of ID models of IoT.
According to different research technical routes, they can be divided into
four themes: traditional machine learning (ML) methods, deep learning (DL)
methods, lightweight (LW) and emerging learning paradigms, interpretability
and system architecture innovation.

2.1 Traditional ML and Feature Selection Methods

The traditional ML method has high learning efficiency and interpretability,
so this technology has been applied to IoT ID for a long time. The application
of ML in IoT ID mainly improves the detection efficiency through feature
engineering and algorithm optimization. Ferrag et al. [1] proposed a hybrid
system based on rules and decision trees (Rdtids). The system has high
detection efficiency, but the system is highly dependent on artificial rules,
which causes the system to have insufficient adaptability. Amouri et al. [2]
proposed a ML detection system for mobile IoT, which can realize the
dynamic monitoring of IoT device intrusion with high accuracy, but it is
difficult to identify when faced with new attacks. Abbas et al. [3] proposed
an ensemble learning (EL) framework for real-time monitoring of IoT. The
system improves robustness by fusing multiple basis classifiers, but it has
shortcomings in processing heterogeneous data. Nimbalkar et al. [4] used the
feature selection method to optimize the input dimension in the proposed
system, which effectively reduces the system overhead, but it is insufficient
in dealing with feature interaction relation mining. Abdelmoumin et al. [5]
compared and analyzed different ML models and verified the advantages of
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a RF model in balancing accuracy and efficiency, but the interpretability of
the model is insufficient. Aravamudhan et al. [6] designed a self-adaptive
detection system for IoT detection. The system can adapt to environmental
changes through dynamic threshold adjustment, but there are some shortcom-
ings in real-time detection. Xu et al. [7] applied automated ML process to IoT
ID. Although it improves the usability, there is a computational efficiency
problem when processing massive data. Alotaibi et al. [8] proposed an EL
framework for IoT ID. It integrates multiple models through voting mecha-
nism to improve the detection stability, but the computational cost increases
with the increase of models.

2.2 DL Methods

DL technology can process more complex data and has the ability to
learn complex features automatically, so it has certain advantages in the
detection and analysis of modal data in IoT. Wang et al. [9] proposed a Res-
TranBiLSTM model combining residual network and bidirectional LSTM.
The model can capture the spatiotemporal characteristics of traffic, and
detection accuracy can reach more than 90% when experimented on public
datasets. However, the deployment cost of the model is high, and it is difficult
to be applied in practice. Zhao et al. [10] designed a LW neural network
(NN) model, which uses a deep separable convolution technique to reduce
the computational cost, but its detection effect is not good enough in the face
of low frequency attacks. Zohourian et al. [11] applied packet representation
learning to IoT ID and proposed an [oT-PRIDS model. It demonstrates the
potential of DL in raw traffic feature mining. Jayalaxmi et al. [12] designed
a PIGNUS model for complex scenarios and verified the ID potential of DL
technology in complex IoT environments.

Khan et al. [13] reviewed the application of DL in IoT ID and found that
most DL models have insufficient interpretability. Soliman et al. [14] applied
DL to industrial IoT ID and extracted protocol features through convolutional
networks, but the compatibility of this model is insufficient, which makes it
difficult to be widely deployed in practical applications.

Dina et al. [15] introduced the focus loss function in IoT ID to solve the
category imbalance problem, which effectively improved the recall rate of the
model, but the stability of the model appeared to be insufficient. Balakrishnan
et al. [16] introduced the deep belief network model in IoT ID to improve
the data representation capability but did not carry out device association
modeling.
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2.3 LW and Emerging Learning Paradigms

In order to solve the contradiction between detection accuracy and resource
consumption, some researchers have applied a LW algorithm and distributed
learning paradigm to IoT ID. Rahman et al. [17] studied the potential of
federated learning in IoT ID and protected the privacy of IoT data through
distributed training. However, the communication overhead of this system
is large, and the convergence speed is slow. Jiang et al. [18] proposed a
distributed detection architecture based on blockchain, which shows certain
reliability in IoT detection and provides a new idea for the decentralized
security of an IoT ID model. Tharewal et al. [19] incorporated deep Qinghai
learning into the IoT intrusion system, which realizes the dynamic interac-
tion between the agent and the environment and can realize the dynamic
adaptation between the machine and the environment, but the sample training
efficiency of this model is low. Saheed et al. [20] used a LW detection method
in the constructed IoT model. The method incorporates pattern pruning
and quantization techniques, which reduces the memory occupation of the
system, but the problem of robustness is insufficient in the experiment.

2.4 Explainability and System Architecture Innovation

In recent years, experts and scholars have regarded improving the inter-
pretability of the model as the research objective in IoT ID, and have
constructed multi-level defense systems to improve the application effect of
IoT ID systems. Almohri et al. [21] proposed a flexible architecture, which
can improve the security of IoT ID systems from the system design level.
Doshi et al. [22] incorporated the mitigation mechanism into the IoT ID
system and verified through experiments that the proposed model has strong
architectural adaptability in specific attack scenarios. Gassais et al. [23]
proposed a multi-level host detection system, which has the function of
collaborative analysis at the device layer and the network layer, but this also
causes the problem of complex system integration. Moustafa et al. [24] incor-
porated the proposed explanation method based on attention mechanism into
the constructed IoT system. This method improves the decision transparency
of the model, but the real-time interpretation performance still needs to be
optimized. Landauer et al. [25] pointed out that maintainable log datasets
can play an important role in IoT ID systems. Alani et al. [26] constructed
a double-layer intelligent IoT ID architecture and combined shallow rapid
filtering and deep fine analysis to achieve the balance between efficiency and
accuracy. However, the system is difficult to adapt to dynamic environment,
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which leads to practicality problems. Smys et al. [27] proposed a hybrid ID
system, which integrates rule engine and ML components into the system
architecture. The experimental results show that the system performs well in
specific scenarios, but the generalization ability is insufficient.

On the whole, the IoT ID models proposed by some studies have made
progress in improving detection accuracy and optimizing resource efficiency,
but there are still some shortcomings. Most methods do not fully consider
the complex environment that the IoT ID model needs to face, and also do
not consider the heterogeneous situation, which leads to problems such as
insufficient detection ability of the model in the face of complex environment.
Moreover, traditional ML technology is strongly dependent on artificial fea-
tures, and there are problems such as insufficient adaptability in IoT ID, and
there is still room for improvement in interpretability, adversarial robustness
and cross-scenario generalization. In this paper, an HMG-AID model is
proposed, which incorporates multi-modal feature extraction, graph attention
mechanism and dynamic trust assessment into ID systems, so as to improve
the detection accuracy, robustness and interpretability of IoT ID models in
heterogeneous environments. Finally, the model introduces the concept of
dynamic evaluation based on zero trust, incorporating behavioral trust values
into classification decisions, forming a complete intelligent defense loop from
perception, through understanding, to decision-making. This chapter will
elaborate on the mathematical principles, architectural design, and workflow
of this model.

3 Proposed HMG-AID Model

3.1 Overall Model Architecture

The overall architecture of the HMG-AID model is an end-to-end DL frame-
work. Its input is network traffic sequence and device metadata in the IoT
environment, and its output is specific attack type classification results. As
shown in Figure 1, the entire process begins with a multi-modal feature
extraction module, which processes the spatial and temporal dimension
information of the traffic data in parallel. The extracted high-level features
and device metadata are sent to the heterogeneous device graph construction
module, and the network entities and interactions are transformed into graph
data representation. The graph attention fusion layer deeply encodes the
constructed graph and generates the embedded representation of the device
by aggregating neighbor information and weighting key nodes. The dynamic
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Figure 1 Overall architecture diagram of HMG-AID model.

classifier combines the graph embedding representation of the device and its
real-time calculation of behavior trust value to accurately identify intrusion
behavior. The architecture has distinct levels, and each module works together
to deal with the detection problems in heterogeneous environments.

3.2 Multi-Modal Feature Extraction Module

IoT traffic data contains both structured fields in the packet header (such as
protocol type, port number, length) and patterns implied by the load content.
This information has important features in both spatial and temporal dimen-
sions. In order to fully capture this information, this module uses parallel
CNN and LSTM for feature extraction.

For a given sequence of traffic data packets X = {z1,x9,...,27}
(where z; € R represents the d-dimensional feature vector at time t), a
one-dimensional CNN is used to extract its spatial local correlations. The
convolutional layer operates on the sequence using a sliding window, and its
computation process can be formalized as:

hi™ = 0(Weonv * Tt—k:t + beonw) (D

The symbol * represents the convolution operation, where W,,,, and
bcony represent the weight matrix and bias term of the convolutional kernel,
respectively, k is the size of the convolutional kernel, and o represents the
ReLU non-linear activation function. After multiple layers of convolution and
pooling operations, we obtain the spatial feature matrix H ™" ¢ RT*de,
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LSTM are used to model long-term time series dependencies of traffic
data. The calculation of an LSTM unit at each time step ¢ involves the
input gate ¢;, forget gate f;, output gate oy, and cell state c;, and its update
formulas are:

it = o (Wi - [he—1, 7] + b;)
fr = oWy - [hi—1, 2] + by)
ot = O‘(Wo . [ht71, l‘t] + bo)
615 = tanh(WC . [ht_17 .Tt] + bc)
a=fOc 1+t OC
RISt = op ® tanh(cy)
where W, and b, represent the weight and bias parameters of each gate, ®
represents element-wise multiplication, and [-, -] is the vector concatenation
operation. The output of the LSTM forms the time-series feature matrix
Hlstm c RTXdl'
The extracted spatial feature matrix H“*" and the time series feature
matrix H""" are spliced in feature dimensions, and fused and dimension-

ally reduced through a fully connected layer to generate a unified feature
representation:

2

HI"¢ = tanh(Wy - [H™; H*"™] 4 by) 3)

where Wy and by are parameters of the fully connected layer and [; | repre-
sents the concatenation operation of matrices along the feature dimension.
The resulting H/*5¢ € RT*% is the fused multimodal feature matrix,
which will serve as the initial features for the nodes in the subsequent graph
construction module.

The detailed flow chart of multi-modal feature extraction is shown in
Figure 2.

Specifically, the “multi-modality” referred to in this paper mainly aims
at the heterogeneous information dimension contained in the network traffic
data itself. The first modality is spatial local correlation features, which are
mainly extracted from the structured fields of the packet, and these features
present local correlations at fixed locations of the packet, which are suitable
for capture with CNN. The second mode is a time series dependent feature,
and it is mainly extracted from the sequential pattern of traffic data, which
reflects the dynamic evolution process of network behavior and is suitable
for modeling with LSTM. In the preprocessing stage, the raw traffic data is
separately processed into two parallel sequences: a normalized feature vector
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Figure 2 Detailed flow chart of multi-modal feature extraction.

sequence for CNN input and a time-step feature sequence for LSTM input,
thus providing an explicit input for subsequent parallel feature extraction.

3.3 Heterogeneous Device Diagram Construction and Graph

Attention Fusion

The essence of the IoT environment is a network of heterogeneous devices
connected through complex communication relationships. To explicitly
model this structure and capture interaction patterns between devices, we
abstract the network into a graph structure and utilize advanced graph NN

for learning.

An undirected graph G = (V, E) is defined to represent the IoT network,
where each node v; in the set of nodes V' corresponds to a physical or logical
device in the network. Each node is assigned a feature vector, initialized
with device metadata (such as device type, IP address, and the corresponding
portion in the initial traffic features Hfuse). An edge e;; in the edge set
represents a communication relationship between device v; and device v;.
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The weight w;; of the edge can be dynamically calculated based on the traffic
intensity or connection frequency between the two devices, such as:

Number of data packets,_, ; + Number of data packets;_,;

4

Wig = max(Total number of data packets between all node pairs)

On the basis of obtaining the graph structure, we use the GraphSAGE
algorithm to learn the embedded representation of the nodes. GraphSAGE
generates node representations by sampling neighbors and aggregating their
information. This process can effectively deal with the heterogeneity of nodes
in graphs. For node v, the aggregation and update process at layer k can be
described as:

W) = AGGREGATE({h¥™!,Yu € N(v)})
Wk = o(W* - CONCAT(hE™, W) )

where N (v) represents the set of neighbors of node v, AGGREGATE}, is
a differentiable aggregation function (such as a mean aggregator), and W*
is a trainable weight matrix. After K iterations, we obtain the intermediate
representation z, = h!* for each node.

After the intermediate representation of each node is obtained by K-
layer GraphSAGE aggregation, it is used as the initial node feature and
input into an independent multi-head graph attention network (GAT) layer
for refined encoding. The GAT layer takes z, as the input feature to cal-
culate the attention coefficient between nodes. This approach combines the
advantages of GraphSAGE in efficiently sampling and aggregating neighbor
information with the advantages of GAT in dynamically assigning weights.
Specifically, the attention weight based on the rich neighbor information can
be calculated by substituting the final output 2, of Equation (5) into z; and z;
in Equation (6).

In ID scenarios, different neighbor devices have different degrees of
influence on the current device security status. To adaptively learn this dif-
ference in importance, we introduce a multi-head graph attention network on
the representations generated by GraphSAGE. For each pair of neighboring
nodes (v;, v;), its attention coefficient c;; is calculated:

o exp(Leaky ReLU(a™ [W z;|W 2;]))

= 6
J > ken(i) exp(Leaky ReLU(a™'[W 2;||W 2¢])) ©)

where a is a learnable attention vector, W is the shared linear transformation
weight matrix, || represents vector concatenation. The final output features
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Figure 3 Schematic diagram of attention feature fusion flow.

2} of node v; are obtained by concatenating the results of multiple attention
heads (M heads in total):

2 =M o Z i Wz 7
JEN(7)

The symbol || represents the stitching operation of the vector. Through
this mechanism, the model is able to dynamically assign higher attention
weights to those device nodes that play a key role in abnormal communication
patterns, thereby significantly enhancing the ability to identify covert attacks.
Figure 3 visually shows the complete process from feature extraction to graph
attention fusion.

3.4 Dynamic Trust Evaluation and Classifier

In order to deal with internal threats and slow penetration attacks, the model
integrates the zero-trust security concept and assists the final decision-making
by dynamically evaluating the behavioral trust value of the device. This trust
value is comprehensively calculated based on the historical and real-time
behavioral evidence of the device (such as traffic bursts, protocol compliance,
and access time regularity).

This paper defines a series of computable behavioral evidence indicators
ei(i =1,2,...,n), each e; has a value within the [0, 1] interval, and a higher
value indicates a more suspicious behavior. The main indicators include:

(1) Traffic burst factor calculates the ratio of the standard deviation to the

mean value of the number of outflow data packets in the current time
window and normalizes it.
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(2) Protocol compliance score, based on a predefined device-protocol
whitelist, if the current session protocol is not in the protocol set allowed
by the device, the score is 1, otherwise it is 0.

(3) Access time anomaly, based on the historical activity of the device, a
time pattern profile (such as working day/non-working time) is estab-
lished, and the deviation between the current activity time and the profile
is calculated and normalized to [0,1].

These evidence vectors E will be used in the calculation of Equation (9).
In this paper, a modified fuzzy analytic hierarchy process is used to quantify
behavioral evidence. A series of behavioral evidence indicators are defined,
and a fuzzy consistency judgment matrix Q = [g;x]nxn is constructed, where
;1 represents the importance of evidence ¢ relative to evidence k. The weight
w; of each piece of evidence can be calculated:

> k=1 %ik — 05 -
= = ;=1 8
w’b n(n—l)/2 Y ;w’l ( )
Based on the currently observed normalized evidence vector E = [eq,
€9, ..., ey] (higher e; values indicate more suspicious behavior), the prelimi-

nary trust value T'yrrent at the current time is calculated as:
n
Tewrrent =1 — Z w;€; )
i=1

In order to reflect the persistence and dynamic changes of trust, we
introduce an updated formula including time decay and reward and punish-
ment mechanism. The final trust value Tfinal (t) of a device at moment ¢ is
determined by its current trust value, historical trust value and reward and
punishment factors:

T =Ty +CO 4 5 TH D (10)
where o and /3 are decay coefficients (satisfying o + = 1), and C® is
a reward/penalty term (normal behavior receives a small reward C' > 0,
while detected attacks incur a large penalty C' < 0). This mechanism allows
the trust value to respond smoothly to behavioral changes, avoiding drastic
fluctuations due to a single misjudgment.

The classifier splices the node enhancement representation Z' = {z/,
25, ..., 2N} output by the graph attention fusion layer with its corresponding
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dynamic trust value 7%, and jointly inputs a SoftMax classification layer
to predict the attack category to which it belongs:

exp(We - [2}; Tjggal] + be) (1
S5 eap(Wj - [z Tyog] + b7)

where C' is the total number of attack categories (including the “normal”
category), and W and b, are the corresponding weights and biases for each
category c. Model training is performed by minimizing the cross-entropy loss
function for all labeled nodes:

Py =clz) =

1 N C
L= vielog(P(yi = c|z) (12)

i=1 c=1

where ;. is the indicator value of node 7’s true class label on class c.

The complete training and detection process of the HMG-AID model
is shown in Figure 4. The algorithm starts from the original data input,
and sequentially executes the steps of feature extraction, graph construction,

o Splicing features and trust
values
Input flow and device data Softmax classification
Yes
v
Parallel processing of CNN Construct equipment Calculate the loss and
and LSTM relationship diagram perform backpropagation
I ! I ne
Integrating spatial and GraphSAQE aggregates Update model parameters
temporal features neighbors l
g | I Output intrusion detection
Caleulate dynamic trust results
GAT attention weighting —‘ i A

value of the device

Figure 4 HMG-AID algorithm execution flow chart.
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graph NN coding, trust evaluation and classification prediction, forming an
end-to-end automated process.

The innovation of this model is mainly reflected in the deep integration
of the following four levels:

(1) Through the parallel CNN and LSTM structures, the collaborative per-
ception and fusion of spatial patterns and time series patterns of traffic
data are realized, which provides a richer and more robust feature
representation basis for subsequent analysis.

(2) It innovatively maps IoT scenarios into graph structures and uses the
combination of GraphSAGE and GAT to not only solve the representa-
tion problems caused by heterogeneous device types but also reveal key
attack propagation paths through attention mechanisms.

(3) Behavioral trust calculation is embedded in the DL model as a dif-
ferentiable module, which makes the classification decision not only
depend on the traffic pattern, but also considers the continuous behavior
credibility of the device and realizes the preliminary linkage between
detection and access control strategy.

(4) The whole model, from feature extraction, graph learning to trust evalua-
tion, can be jointly optimized through gradient descent, which can auto-
matically adapt to the data distribution of different IoT environments
and has strong generalization ability.

4 Experimental Validation

The core objective of this research experiment is to comprehensively verify
the effectiveness, robustness, and practicality of the proposed HMG-AID
model in a real heterogeneous IoT environment. By designing multi-
dimensional comparative experiments, we aim to evaluate the model’s per-
formance in ID tasks, including detection accuracy, resistance to noise and
adversarial interference, actual deployment efficiency, contribution of each
key component, scalability, real-time performance, and generalization ability.
This provides empirical evidence for the application of the model in complex
IoT scenarios.

4.1 Experimental Method and Data Processing

4.1.1 Dataset and data preprocessing
This paper employs three publicly available global IoT ID datasets to ensure
the generalization ability and fairness of the evaluation. The datasets used
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include:

(1) NSL-KDD dataset (source: Canadian Institute for Cybersecurity, avail-
able at https://www.unb.ca/cic/datasets/nsl.html), which is a benchmark
dataset in the field of ID and contains normal traffic and four types
of attack traffic (DoS, Probe, R2L, U2R), with a total of 41 feature
dimensions.

(2) CICIDS2017 dataset (source: University of New Brunswick, available
at https://www.unb.ca/cic/datasets/ids-2017.html), which provides
multi-day real-world network traffic, covering common attacks such as
DDoS, Brute Force, with 78 feature dimensions.

(3) ToN-IoT dataset (source: UNSW Cyberspace, available at https://resear
ch.unsw.edu.au/projects/toniot-datasets), specifically designed for IoT
environments, containing traffic data from diversified devices (such as
cameras, sensors), involving seven types of attack categories.

Data preprocessing follows a unified process: first, the raw data is cleaned
to remove duplicates and missing values; then, feature normalization (Min-
Max normalization) is performed to scale numerical features to the [0,1]
interval; for categorical features (such as protocol types), one-hot encoding
is used for conversion; finally, the data is divided into training set (70%),
validation set (15%), and test set (15%) based on timestamps to ensure
temporal continuity.

For the NSL-KDD dataset, it does not contain an exact timestamp itself.
Referring to its data collection background, an increasing time sequence
number is simulated for each record and divided as a “pseudo timestamp”
to simulate the scenario of streaming data arrival. For the CICIDS2017 and
ToN-IoT datasets, their packet capture timestamps are used for strict sorting
and partitioning. It is noted that this partitioning may place the test set in
different time periods than the training set, thus better evaluating the model’s
generalization ability to potential concept drift, rather than simply fitting the
static distribution.

The selected baseline models include traditional ML models (random
forest [RF], support vector machine-SVM), classical deep learning models
(CNN-LSTM), and graph NN models (GraphSAGE, GAT). In addition, in
order to compare with the cutting-edge research, recent ID models that also
adopt graph NNs are added as baselines, such as EGAT (a graph attention
network combining edge features) and MTGCN (multi-time graph convo-
lutional network), to ensure the comprehensiveness and cutting-edge of the
comparison.


https://www.unb.ca/cic/datasets/nsl.html
https://www.unb.ca/cic/datasets/ids-2017.html
https://research.unsw.edu.au/projects/toniot-datasets
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Adversarial samples are generated using Fast Gradient Symbol Method
(FGSM) under white box setting, and the attack target is the HMG-AID
model itself. The perturbation is added on the feature space of the model input
(that is, the preprocessed normalized feature vector), and the perturbation
coefficient ¢ is set to 0.1. This setup aims to evaluate the robustness of
the model in the face of minor but targeted feature perturbations aimed at
misleading the classifier.

4.1.2 Test method

The experimental design utilizes the proposed HMG-AID model as the
experimental group and selects the current advanced baseline models as the
control group, including traditional ML models (Random Forest-RF, Support
Vector Machine-SVM), DL models (CNN-LSTM), and graph NN models
(GraphSAGE, GAT), for a comprehensive comparison of performance. The
experimental subjects are traffic samples from the aforementioned three
datasets, and the experimental grouping controls the consistency of data par-
titioning through random seeds to ensure fair comparison. The experimental
content covers multiple aspects:

(1) Performance test: evaluate the model’s classification ability on the test
set using accuracy, precision, recall, and F1 score as indicators.

(2) Robustness test: observe the degree of model performance degradation
by injecting Gaussian noise (with signal-to-noise ratios ranging from
10 dB to —5 dB) and adversarial samples (FGSM attack) into the test
data.

(3) Practicality test: measure the model training time, inference latency, and
memory usage to evaluate deployment efficiency.

(4) Ablation test: successively remove key modules from HMG-AID (such
as multimodal feature fusion, graph attention mechanism, and dynamic
trust evaluation) to analyze the contribution of each component.

(5) Interpretability test: utilize Grad-CAM to visualize attention weights
and qualitatively analyze the model’s decision-making basis.

(6) Scalability test: verify the model’s ability to handle large-scale networks
by measuring performance changes through increasing the number of
device nodes.

(7) Real-time test: evaluate the model’s real-time processing ability in a
streaming data environment, measuring latency and throughput.

(8) Cross-dataset generalization test: test the model’s generalization abil-
ity in unknown environments, using different datasets for training and
testing.
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4.2 Test Results

4.2.1 Performance comparison test

Based on three data sets of NSL-KDD, CICIDS2017 and ToN-IoT, this test
compares HMG-AID with RF, SVM, CNN-LSTM, GraphSAGE and GAT
models, and calculates the average performance indicators through ten-fold
cross-validation. The test method includes loading pre-processed data, fixing
hyperparameters (learning rate 0.001, batch size 128), and averaging 10
repeated runs to eliminate randomness. The test results are shown in Table 1.

4.2.2 Robustness test

In this test, the F1 score retention rate of the model under interference is
evaluated by injecting Gaussian noise into the test data (signal-to-noise ratio
from 10 dB to —5 dB, step size 5 dB) and generating adversarial samples

Table 1 Performance comparison test results (average index,%)

Model Dataset Accuracy  Precision Recall Fl-score
RF NSL-KDD 88.5 87.2 86.9 87
SVM NSL-KDD 85.3 84.1 83.8 83.9
CNN-LSTM  NSL-KDD 91.2 90.5 90.3 90.4
GraphSAGE  NSL-KDD 92.8 91.9 91.7 91.8
GAT NSL-KDD 93.5 92.6 92.4 92.5
EGAT NSL-KDD 93.8 93.1 92.9 93
MTGCN NSL-KDD 94.1 93.5 93.2 93.3
HMG-AID NSL-KDD 95.7 94.9 94.6 94.7
RF CICIDS2017 89.1 88.3 88 88.1
SVM CICIDS2017 86.4 85.2 85 85.1
CNN-LSTM  CICIDS2017 92.5 91.8 91.5 91.6
GraphSAGE  CICIDS2017 93.9 93.1 92.8 92.9
GAT CICIDS2017 94.6 93.8 93.5 93.6
EGAT CICIDS2017 94.9 94.2 93.9 94
MTGCN CICIDS2017 95.1 94.5 94.1 94.3
HMG-AID CICIDS2017 96.3 95.5 95.2 95.3
RF ToN-IoT 87.8 86.5 86.2 86.3
SVM ToN-IoT 84.9 83.7 83.4 83.5
CNN-LSTM ToN-IoT 91.8 90.9 90.6 90.7
GraphSAGE ToN-IoT 93.2 92.3 92 92.1
GAT ToN-IoT 94.1 93.2 929 93
EGAT ToN-IoT 94.4 93.6 933 934
MTGCN ToN-IoT 94.7 93.9 93.6 93.7

HMG-AID ToN-IoT 96.0 95.1 94.8 94.9




1012 Wei Wu

Table 2 Robustness test results (F1 score retention,%)

Noise Noise Noise Noise

Models Dataset 10dB 5dB 0dB —5dB FGSM Attack
RF NSL-KDD  85.1 80.3 75.6 68.9 72.4
CNN-LSTM NSL-KDD  88.7 85.2 80.1 74.5 78.3
GraphSAGE NSL-KDD  90.2 87.6 83.4 78.9 82.1
GAT NSL-KDD 91 88.9 85.2 80.7 84.5
HMG-AID NSL-KDD  93.5 91.8 89.3 85.6 88.9

Table 3 Practicality test results (efficiency index)

Training Inference Memory
Time Latency Usage Parameters  FLOPs
Model Dataset  (s/epoch)  (ms/sample) (MB) M) (G)
CNN-LSTM  ToN-IoT 12.5 1.8 1250 2.5 52
GraphSAGE  ToN-IoT 15.3 22 1400 1.8 3.1
GAT ToN-IoT 16.8 2.5 1550 1.8 3.1
HMG-AID ToN-IoT 18.9 2.9 1700 42 8.7

(FGSM attack, perturbation coefficient € = 0.1). The test method is to repeat
the test five times for each noise level or attack intensity and take the average
value. The test results are shown in Table 2.

4.2.3 Practicability test

This test measures the time consumption of the model in the training phase
(seconds/epoch) and the latency in the inference phase (milliseconds/sample)
and records the GPU memory footprint (MB). The test method is to average
1000 runs on the test set using a fixed batch size of 128, The test results are
shown in Table 3.

Due to the integration of multimodal feature extraction, graph NN,
and dynamic trust evaluation modules, the HMG-AID model has higher
number of parameters (~4.2M) and single inference FLOPs (~8.7G) than
GAT (~1.8M, 3.1G) and CNN-LSTM (~2.5M, 5.2G). This validates the
computational overhead it brings while improving performance.

4.2.4 Ablation test

In this test, the influence of each component on F1 score is analyzed by
sequentially removing the multi-modal feature fusion module (-Fusion),
graph attention mechanism (-GAT) and dynamic trust evaluation (-Trust)
in HMG-AID. Furthermore, to verify the necessity of modeling IoT
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Table 4 Ablation test results (F1 score,%)

Model Variant NSL-KDD  CICIDS2017 ToN-IoT
HMG-AID (complete) 94.7 95.3 94.9
-Fusion 91.2 92.1 91.5
-GAT 92.8 93.6 93
-Trust 93.5 94.2 93.7
-HeteroGraph 92.6 93.2 92.8

Table S Results of interpretability test (attention weight distribution analysis)

Average
Type of Equipment Attention Weight  Top-3 Node  Critical Node
Attack Category Weight  Variance Concentration Detection Rate
DDoS Attack Gateway device 0.78 0.12 0.85 0.923
Sensor 0.45 0.08 0.72 0.786
Camera 0.51 0.09 0.69 0.752
Brute force Gateway device 0.82 0.09 0.88 0.941
cracking Sensor 0.38 0.11 0.65 0.718
Controller 0.67 0.07 0.79 0.865
Port scanning Gateway device 0.75 0.14 0.83 0.907
Mixing equipment 0.61 0.15 0.76 0.824

environments as heterogeneous graphs, the “~-HeteroGraph” variant is added.
In this variant, the type differences in the device metadata are ignored, all
nodes are treated as homogeneous, and the same feature initialization is used,
while the graph structure is replaced with a simple undirected graph based
on communication relationships. The experimental results show that the F1
score further decreases by about 2.1% on average across the three datasets,
which confirms that explicit modeling of device type heterogeneity and
complex interaction relationships has a significant contribution to improving
the heterogeneous IoT ID performance. The test results are shown in Table 4.

4.2.5 Interpretability test

In this test, Grad-CAM is used to visualize the attention weight of equipment
nodes, and the decision-making basis of the model is quantitatively analyzed.
The test method includes running the model on the test set, extracting the
weight distribution of the attention layer of the graph, generating a heat
map to show the contribution of key equipment nodes to ID, and performing
statistical analysis. The results are shown in Table 5, and the interpretability
test visualization results are shown in Figure 5.
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HMG-AID Model: Attention Weight Distribution Critical Node Detection Rate Analysis
(Device Type vs Attack Type) (Device Type vs Attack Type)
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Figure 5 Visualization results of interpretability test.
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Figure 6 A case study of DDoS attack.

In order to further verify the contribution of the dynamic trust assessment
module to the final decision, the influence of trust values at the time of
classification is additionally analyzed. Figure 6 shows a case against a DDoS
attack. As shown, during the attack occurrence, node A is identified as the
gateway device of the attack source, and its dynamic trust value T_final drops
significantly as the abnormal traffic persists. In the SoftMax classification
layer, the decreased trust value is spliced with the abnormal features extracted
by the graph attention module, which together leads to the high confidence
classification of the node as “DDoS attack”. This shows that the dynamic trust
value, as a quantifiable behavioral risk indicator, effectively complements the
judgment based on instantaneous traffic patterns, and enhances the detection
ability and decision interpretability of the model for persistent and low-rate
attacks.
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4.2.6 Scalability test

In order to generate network topologies of different scales, the Barabasi-
Albert (BA) scale-free network model is employed to simulate IoT device
connectivity. The model can generate a graph with power law distribution,
which is closer to the heterogeneous IoT scenario in the real world where
a small number of devices are connected to many terminal devices. The
nodes in the graph represent devices, and the edges are generated based
on the priority connection mechanism, whose weight w;; is then calculated
according to Equation (4) according to the simulated flow intensity. This
method can better reflect the heterogeneous connection characteristics of IoT
networks than simple random graphs.

This test aims to verify the ability of the model to handle large-scale
heterogeneous IoT networks. The test method measures the F1 score and
memory footprint change of HMG-AID and baseline model (GraphSAGE,
GAT) during the expansion process by gradually expanding the network scale
(the number of device nodes increases from 1000 to 10,000) and injecting the
same proportion of attack traffic (the attack ratio was fixed at 15%). Data
generation uses a random graph structure to simulate heterogeneous device
connections, and each node feature dimension remains consistent with the
ToN-IoT dataset (85 dimensions). The test results are shown in Table 6.

4.2.7 Real-time test

This test evaluates the real-time processing ability of the model in streaming
data environment. The test method simulates real-time traffic input (packet
rates from 100/s to 1000/s) and measures the total delay (milliseconds) and
throughput (samples/s) of the model from data reception to output prediction.

Table 6 Scalability test results (equipment size vs. performance metrics)

Number of Memory Training
Device Nodes Models F1 Score (%) Footprint (GB)  Time (Min/Epoch)
1000 GraphSAGE 92.1 1.4 5.2
GAT 93 1.6 6.1
HMG-AID 94.9 1.8 7.3
5000 GraphSAGE 91.5 6.9 28.7
GAT 924 7.8 33.5
HMG-AID 94.3 8.5 39.2
10000 GraphSAGE 90.2 13.1 61.4
GAT 91.3 14.7 72.8

HMG-AID 93.6 16.2 85.6
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Table 7 Real-time test results (processing rate vs. efficiency index)

Packet Rate Average Throughput CPU
(pcs/second) Models Delay (ms) (Samples/Second) Usage (%)

100 RF 12.5 80 45.2

CNN-LSTM 18.3 54.6 62.7

HMG-AID 15.7 63.7 58.3

500 RF 14.1 71 68.9

CNN-LSTM 22.9 43.7 85.4

HMG-AID 18.5 54.1 76.1

1000 RF 16.8 59.5 82.3

CNN-LSTM 28.4 35.2 94.6

HMG-AID 21.3 46.9 87.5

Table 8 Generalization test results across datasets (F1 score,%)
Training Dataset ~ Test Dataset RF ~ CNN-LSTM HMG-AID

NSL-KDD CICIDS2017 753 82.1 88.7
ToN-IoT 72.8 79.6 86.4
CICIDS2017 NSL-KDD 76.9 83.5 89.2
ToN-IoT 74.1 80.3 87.8

All efficiency tests are conducted in a unified hardware environment: the CPU
is Intel Xeon Gold 6248R, the RAM is 128GB, and the GPU is NVIDIA RTX
4090 (24 GB). The software environment is Python 3.9, PyTorch 1.13.1, and
all models are tested with GPU acceleration enabled. The measurement of
training time versus inference delay excludes data loading and preprocessing
time, and only the computational time consumption of model forward versus
back propagation (at training time) is counted.

The baseline model selects LW RF and DL model CNN-LSTM as com-
parison. The test data comes from streaming sampling of the CICIDS2017
dataset, as shown in Table 7.

4.2.8 Generalization experiments across datasets

This test tests the generalization ability of the model in unknown heteroge-
neous environment. The test method uses the NSL-KDD dataset to train the
model, evaluates the performance directly on the CICIDS2017 and ToN-IoT
test sets that did not participate in the training, and compares the decline in
F1 scores of the baseline models (RF, CNN-LSTM). There are differences in
device types and attack categories between the training set and the test set to
simulate the distribution shift in reality. The test results are shown in Table 8.
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4.3 Analysis and Discussion

4.3.1 Analysis of experimental results

The performance comparison experiment (Table 1) shows that HMG-AID
achieves the highest metrics (such as an F1 score of 94.9% on ToN-I1oT)
across three datasets, significantly outperforming the baseline model. Espe-
cially, its advantage is evident on the loT-specific dataset, indicating the
model’s adaptability to heterogeneous environments. The robustness exper-
iment (Table 2) reveals that HMG-AID maintains the highest F1 score
retention under noise and adversarial attacks (such as 85.6% at noise-5 dB),
demonstrating its strong anti-interference capability in feature learning. In
the practicality experiment (Table 3), although HMG-AID’s efficiency is
slightly lower due to model complexity, the latency (2.9 ms/sample) is still
within an acceptable range for real-time applications. The ablation experi-
ment (Table 4) confirms that each component contributes significantly, with
the performance drop being the largest after removing multimodal fusion
(a 3.4% drop on ToN-IoT), highlighting the necessity of feature fusion.
Table 5 and Figure 5 further visually display the distribution of attention
weights, clearly revealing the model’s focus on abnormal communication
paths through heatmaps, enhancing decision transparency and interpretabil-
ity. The scalability experiment (Table 6) shows that HMG-AID maintains an
F1 score of 93.6% even when the device scale is expanded to 10,000 nodes,
with a performance drop (1.3%) lower than the baseline model, proving that
its graph structure design can effectively adapt to large-scale networks. The
real-time experiment (Table 7) indicates that HMG-AID has a latency of 21.3
ms and a throughput of 46.9 samples/second under high-speed data streams,
which is better than CNN-LSTM but still lags behind the lighter RE. The
results of generalization experiments across datasets (Table 8) show that the
average F1 score of HMG-AID has only decreased by 5.8%, indicating that
the model has some generalization ability.

4.3.2 Model advantage analysis

The structure of HMG-AID model is designed by multi-level design, and the
multi-modal feature extraction module is built to analyze the spatiotemporal
feature of data through CNN-LSTM, which has better data feature capture
effect than the single model. The graph attention mechanism can effectively
identify abnormal communication paths, and the dynamic trust evalua-
tion method improves the sensitivity of the model to slow attacks. These
components work together to achieve the balance of accuracy, robustness,
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scalability and versatility of HMG-AID model in complex heterogeneous loT
environment.

4.3.3 Limitations and future prospects

The limitation of this model mainly lies in its high computational complexity
(approximately 4.2M parameters, 8.7G FLOPs), which may cause its deploy-
ment difficulty on endpoint IoT devices with strictly constrained computing,
storage, and energy consumption resources. Therefore, future research work
will focus on exploring the LW and edge adaptation of models. The specific
paths include:

(1) Structured pruning and quantization: it is necessary to prune neurons
or attention heads with low contribution in the model and quantize the
weights with low precision to compress the model volume and reduce
the computational overhead.

(2) Knowledge distillation: it is necessary to use the existing HMG-AID
as a teacher model to train a student network with a more streamlined
structure, so as to achieve model miniaturization on the premise of
minimizing performance loss.

(3) Modular edge collaborative reasoning: it is necessary to study the col-
laborative reasoning framework of sinking the feature extraction module
to the edge device and deploying complex graph attention and trust
assessment in fog nodes or cloud with stronger computing power to
achieve the balance between accuracy and efficiency.

5 Conclusion

In this paper, an intelligent IoT intrusion identification model (HMG-AID)
for heterogeneous environments is proposed to deal with intrusion threats
in complex heterogeneous IoT environments. The model carries out multi-
modal feature extraction through deep integration method, and combines
graph attention mechanism and dynamic trust assessment to realize end-to-
end dynamic ID. Combined with the experimental research results, it can
be seen that the F1 scores of HMG-AID on the NSL-KDD, CICIDS2017
and ToN-IoT datasets are 94.7%, 95.3% and 94.9%, respectively, which is a
great improvement compared with the baseline model. The HMG-AID model
performs well in rigorous tests such as noise interference, adversarial attack
and large-scale network expansion, which provides the theoretical basis and
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practical framework for constructing accurate and reliable heterogeneous IoT
security protection system.

Although the HMG-AID model performed well in the experiments, there
were some limitations. The main reason is that the HMG-AID model has high
computational complexity, which may lead to problems in the deployment of
the model on resource-constrained devices, and the long-term performance
of the model in real and dynamically developing heterogeneous IoT systems
has not been fully verified. Therefore, future research efforts will focus on
LW model design, adaptation to edge computing scenarios, and the intro-
duction of online learning mechanisms to enhance dynamic environment
adaptability, so as to further optimize the practicality and vitality of the
models.
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