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Abstract

As a critical educational carrier, university cyberspace bears the impor-
tant mission of educating students. Network intrusion – unauthorized and
improper activities such as penetration, theft, surveillance, and destruction
targeting university networks – not only threatens campus cybersecurity but
also constitutes illegal technical conduct that erodes the outcomes of higher
education. As attack techniques grow increasingly sophisticated, university
intrusion detection systems urgently need to accurately identify increas-
ingly complex attack behaviors from massive, rapidly evolving campus
network traffic. Integrating the SOR (Stimulus-Organism-Response) theoret-
ical model, this study conceptualizes network attack events and abnormal
traffic as external environmental stimuli (S). The system performs privacy-
aware feature processing on raw network traffic data, reducing unnecessary
collection of personal information of faculty and students from the technical
source, and minimizing the model’s reliance on sensitive or directly identi-
fiable traffic attributes. Parallel convolutional branches with different kernel
sizes (3×3, 5×5, 7×7) are employed to extract local, medium-range, and
global campus network traffic patterns from multiple receptive fields. The
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extracted multi-scale features are fused and then fed into a BiLSTM module
(O). The optimized adaptive class balancing, precise intrusion recognition,
and classification decisions are conceptualized as behavioral responses (R).
To address the class imbalance problem, an adaptive class optimization
strategy is incorporated into the training objective, assigning greater learn-
ing weights to minority classes and hard-to-classify attack categories at
the loss function level, thereby constructing an intelligent intrusion detec-
tion theoretical-practical model for university network security. Experiments
are evaluated on three benchmark datasets – CIC-IDS2017, UNSW-NB15,
and CSE-CIC-IDS2018 – achieving 98.84% accuracy on CIC-IDS2017 and
99.98% accuracy on CSE-CIC-IDS2018, while robustness experiments under
feature missing and noise perturbation conditions further validate its security
and stability. In conclusion, the proposed SOR theory-driven privacy-aware
multi-scale feature fusion and adaptive class optimization practical model
provides an effective and practical technical solution for complex university
network security scenarios, and can offer solid technical support for the con-
struction of smart campus networks and ideological and political education
platforms in universities.

Keywords: Network intrusion detection, CNN-BiLSTM, multi-scale fea-
ture fusion, class imbalance, privacy-aware learning, SOR theoretical model,
University network education.

1 Introduction

University cyberspace, as a critical carrier of ideological and political edu-
cation, has its security directly related to the realization of the fundamental
task of fostering virtue through education in higher education institutions.
The Internet serves as the shared online home for university faculty and
students. However, with the deep penetration of Internet technologies and
the comprehensive digitization of higher education, university network envi-
ronments, while supporting teaching, research, and administrative activities,
are also facing increasingly severe security threats. Cyberattacks are becom-
ing increasingly covert, diverse, and intelligent. Traditional rule-based or
signature-based intrusion detection methods often prove inadequate when
facing unknown vulnerability exploits, multi-stage attacks, and covert behav-
iors within encrypted traffic. Data-driven intrusion detection systems gener-
ally outperform traditional rule-based systems [1, 2]. From the perspective
of ideological and political education, a successful network intrusion can not
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only lead to technical consequences such as leakage of teaching and research
data and campus network paralysis, but may also serve as a technical channel
for the infiltration of negative information, dissemination of erroneous values,
and even ideological attacks, directly eroding the foundational position of
university ideological and political education. Therefore, constructing a cam-
pus network intrusion detection system with intelligent detection capabilities,
privacy protection awareness, and adaptability to ideological and political
education has transcended being a purely technical issue and has become an
important institutional guarantee for universities to fulfill their responsibility
of educating through the Internet and maintaining a clear and wholesome
cyberspace.

In recent years, artificial intelligence technologies, represented by deep
learning, have injected new momentum into the performance enhancement
of network intrusion detection. Various neural network structures, including
Convolutional Neural Networks (CNN), Recurrent Neural Networks (RNN),
and Long Short-Term Memory networks (LSTM), have been combined with
traffic analysis and threat identification [3–6]. Hybrid models combining
CNN and LSTM can jointly model both the spatial structure and temporal
evolution of traffic data, demonstrating superior detection performance across
multiple studies [7, 8]. However, existing deep learning-based intrusion
detection research is primarily designed for general network environments,
lacking in-depth consideration of the specific characteristics of university
educational scenarios, and still faces several critical issues that require urgent
resolution.

First, university campus network traffic exhibits significant periodicity,
diversity, and user behavioral complexity. Single-scale feature extraction
methods struggle to simultaneously capture local burst anomalies and overall
behavioral shifts. Multi-scale feature extraction has been proven to sig-
nificantly enhance the representation capability of complex data, yet its
systematic application in intrusion detection research for university scenar-
ios remains limited [9, 10]. Second, class imbalance is a pervasive and
prominent issue in network intrusion datasets. In university network envi-
ronments, the vast majority of traffic samples consist of normal teaching
and research activities or a few high-frequency attack types, while numerous
low-frequency but high-impact attack categories (such as covert penetra-
tion and data theft targeting ideological and political education platforms)
are severely underrepresented. Consequently, although many models excel
in overall accuracy, they nearly lose their ability to identify these critical
minority attack categories [11–13], which seriously contradicts the “bucket
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effect” reality of university cybersecurity defense – overall security level
depends on the weakest protective link. Moreover, campus network traffic
data often carries privacy-sensitive content involving faculty and student
identities, communication behaviors, learning habits, and other dimensions of
varying sensitivity. Feeding all such data into models without constraints can
easily trigger privacy leakage risks, infringe upon the legitimate rights and
interests of faculty and students, and violate the fundamental requirements of
educational data ethics.

To systematically analyze the intrinsic relationships among the above
issues, this study introduces the SOR theoretical framework from cognitive
psychology. The SOR (Stimulus-Organism-Response) model, proposed by
scholars Mehrabian and Russell in 1974, posits that stimuli from the external
objective environment (S) can influence the subjective psychology of individ-
uals within that environment (O), which in turn drives behavioral responses
(R) [14]. This theory has been widely applied in recent years to user behav-
ior research in online environments, including online review information
adoption [15], e-commerce consumption decisions [16], public emergency
behaviors during public health events [17], and continuous usage intention of
smart devices [18]. In intrusion detection scenarios, the SOR framework also
demonstrates explanatory power: network attack events and abnormal traffic
constitute external stimuli (S), while the feature extraction and data fusion
of the intrusion detection system (O) constitute the organism’s cognitive
processing, and the precise detection results and security responses constitute
behavioral reactions (R). Based on this framework, this study organically
integrates privacy protection, multi-scale feature representation, and class
imbalance optimization into a unified analytical and design architecture.

Current academic research has begun to address privacy protection
in intrusion detection, with explorations including federated learning and
privacy-aware feature processing [19, 20]. However, most studies still treat
privacy protection, feature representation, and class optimization as inde-
pendent modules, lacking a unified design perspective from the standpoint
of technological ethics and system architecture, and even more so lack-
ing targeted optimization for university ideological and political education
scenarios. In this study, “privacy awareness” does not merely refer to com-
putationally intensive techniques such as differential privacy, but rather
constitutes an ethical consciousness that permeates the entire data processing
workflow, emphasizing the bottom-line principle of “no collection unless
necessary, no use without desensitization,” cutting off privacy leakage paths
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at the technical source, and embodying the “people-centered” development
philosophy in the specific practice of university cybersecurity.

To address the above issues, this paper proposes a privacy-aware multi-
scale feature fusion and adaptive class optimization method for university-
oriented network intrusion detection based on the SOR theoretical frame-
work. This framework maps the three-component structure of the SOR model
to the intrusion detection system design: the stimulus layer (S) corresponds
to the privacy-aware feature processing mechanism, reducing reliance on
faculty and student personal information by filtering out sensitive fields; the
organism layer (O) corresponds to parallel multi-scale convolutional feature
extraction and BiLSTM bidirectional temporal modeling, achieving deep
cognition of multi-granularity spatial patterns and temporal dependencies in
campus network traffic; the response layer (R) corresponds to the adaptive
class optimization strategy, dynamically increasing the learning weights of
minority classes and hard-to-classify attack samples at the loss function level,
ensuring unbiased and comprehensive detection results. The technical value
of this design lies in breaking the reliance of traditional models on sensitive
features while maintaining stable and efficient classification performance
under imbalanced data conditions. Its educational and social value lies in
aligning with the intrinsic requirements of university network ideological and
political education for a clear cyberspace and the protection of faculty and
student rights.

The contributions of this study can be summarized in the following three
points. First, it introduces the SOR theory into network intrusion detection
research, constructing an analytical framework of “attack stimuli → privacy
awareness and feature cognition → detection and classification response,”
providing a new theoretical perspective for privacy protection and algorithm
optimization in intrusion detection systems. Second, it designs a multi-
scale feature fusion intrusion detection model based on the combination of
CNN and BiLSTM, capable of simultaneously capturing the local statistical
characteristics, medium-range patterns, and global temporal dependencies
of campus network traffic, accurately identifying various network threats
from simple scanning attacks to complex multi-stage intrusions. Third, it
incorporates feature-level privacy-aware processing mechanisms and adap-
tive class optimization strategies into the intrusion detection framework,
reducing unnecessary collection of faculty and student personal information
at the technical source, and dynamically adjusting the model’s attention to
minority classes at the loss function level, effectively safeguarding faculty
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and student personal information rights while maintaining high detection
performance.

2 Theoretical Foundation and Research Framework

2.1 SOR Theory Model and its Applicability in Network Intrusion
Detection

The SOR model posits that external objective environmental stimuli (S)
first act upon the individual’s subjective internal psychology – the “organ-
ism” (O) – which encompasses psychological activities including sensation,
perception, representation, and identification. This progressively deepening
psychological process precisely represents the movement from the object
(external objective environmental stimuli) toward the subject, and upon com-
pletion, further determines the individual’s ultimate behavioral response (R) –
that is, the objectification of the subject. Thus, the SOR theoretical model
demonstrates that external stimuli do not directly determine behavior, but
rather indirectly guide behavioral responses by influencing the individual’s
internal cognition and emotional states [21], representing a bidirectional
process of subjectification of the object and objectification of the sub-
ject. The SOR theoretical model has been widely applied across multiple
domains. Chang et al. applied the SOR model to retail environments, reveal-
ing the mechanisms through which environmental characteristics, design,
and social factors influence impulsive purchasing behavior via emotional
responses [22]. Deng and Yi employed the SOR model to construct an ana-
lytical framework for online users’ adoption mechanisms of supplementary
review information [15]. Xu et al. explored the formation mechanism of
social networking site user churn behavior based on SOR theory [23]. Wang
et al. validated the impact of event stimuli on public emergency awareness
and behavior based on the SOR model [17]. In summary, the SOR theoretical
model is well-suited for analyzing individuals’ cognitive processing and
behavioral decision-making in complex information environments.

In network intrusion detection scenarios, the SOR theory similarly
demonstrates profound applicability. This study incorporates the operational
process of the intrusion detection system into the SOR theoretical model.

2.1.1 Stimuli (S)
Network attack events, malicious traffic, and abnormal network behav-
iors constitute external environmental stimuli. These stimuli originate from
various forms of threats including Distributed Denial of Service (DDoS)
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attacks, port scanning, malware communication, and covert penetration. The
intensity, frequency, and diversity of stimuli directly affect the perceptual load
of the detection system.

2.1.2 Organism (O)
The core algorithm modules of the intrusion detection system constitute the
“cognitive processing center.” Specifically, this includes three sub-processes:
(1) privacy-aware feature processing – screening and desensitizing raw traffic
data to filter out attributes that could directly or indirectly identify faculty
and student identities, while retaining discriminative behavioral features;
(2) multi-scale spatial feature extraction – capturing local, medium-range,
and global spatial patterns of traffic data through convolution operations
with different receptive fields; (3) bidirectional temporal modeling – utilizing
BiLSTM networks to capture forward and backward dependency relation-
ships in traffic feature sequences. These three sub-processes collectively
constitute the system’s deep cognition and understanding of traffic data.

2.1.3 Response (R)
The classification decisions of the detection system on traffic samples consti-
tute behavioral responses. Considering the severe imbalance between normal
samples and minority attack categories in network intrusion datasets, the
system introduces an adaptive class optimization strategy at the loss function
level, assigning greater learning weights to minority classes and hard-to-
classify samples, ultimately outputting unbiased and comprehensive attack
category identification results.

Thus, the SOR theoretical model provides an “end-to-end” analytical
framework for the design of intrusion detection systems: from the perception
and purification of input stimuli, to feature extraction and fusion within inter-
nal cognitive modules, and finally to the optimization and decision-making of
output responses, forming a complete logical closed loop. The unique value
of this framework lies in integrating privacy protection (stimulus layer pro-
cessing), feature learning (organism layer cognition), and class optimization
(response layer regulation) into unified system design principles.

2.2 Research Framework and Model Mapping

Based on the SOR theoretical model, this study constructs a practical model
of privacy-aware multi-scale feature fusion and adaptive class optimization
for university-oriented network intrusion detection, as shown in Figure 1.
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Figure 1 Intrusion detection practical model based on SOR theory.

2.2.1 Stimulus layer (S): Privacy-aware feature processing
In the stimulus dimension of the SOR theoretical model, this study focuses
on the raw input of campus network traffic. Campus network traffic data
exhibits distinct field-specific characteristics: traffic sources include different
areas such as teaching buildings, libraries, living quarters, and administrative
offices; subjects consist of students, faculty, logistics support personnel, and
other stakeholders; traffic behaviors show obvious temporal patterns. Mean-
while, raw traffic data contains sensitive information content – including IP
addresses, port numbers, and timestamps – that could directly or indirectly
identify specific faculty or student individuals.

The core of privacy-aware feature processing lies in “purifying” the raw
stimuli at the technical source. Specifically, the system rigorously screens raw
traffic features, eliminating sensitive fields that could directly or indirectly
identify individuals, while retaining only non-sensitive features at the statis-
tical and behavioral levels, such as protocol types, packet length distributions,
inter-packet intervals, and traffic direction ratios. This design adheres to the
principle of “no collection unless necessary, no use without desensitization,”
ensuring that subsequent organism cognitive processing does not depend
on any personally identifiable raw information, thereby achieving respect
for and protection of faculty and student personal information rights while
maintaining detection performance.

2.2.2 Organism layer (O): Multi-scale feature fusion and
bidirectional temporal modeling

In the organism dimension of the SOR model, this study focuses on the deep
cognitive processing of “purified” traffic features by the intrusion detection
system. This process comprises two interconnected sub-modules:



A Privacy-Aware Multi-Scale Feature Fusion 1169

Multi-scale spatial feature extraction. To capture spatial features of campus
network traffic data at different granularities, the system designs parallel
multi-scale convolutional branches with kernel sizes set to 3×3, 5×5, and
7×7, respectively. Small kernels excel at extracting local burst patterns and
fine-grained statistical features, suitable for identifying simple attacks such as
short-term anomalous connections. Medium kernels capture medium-range
contextual associations, useful for detecting scanning or probing behav-
iors of moderate duration. Large kernels perceive global traffic behavioral
trends, particularly important for identifying cross-temporal, multi-stage
advanced persistent threats. The feature maps extracted by each branch are
fused through concatenation or weighted aggregation, enabling the model to
simultaneously perceive campus network traffic behavioral patterns across
different spatiotemporal ranges.

Bidirectional temporal dependency modeling. The fused multi-scale fea-
ture sequences are fed into the BiLSTM network. Campus network traf-
fic exhibits distinct temporal characteristics, with attack behaviors often
embedded within routine teaching and research activity sequences. BiLSTM
processes sequences through forward and backward independent LSTM
layers respectively, concatenating the hidden states from both directions,
enabling the model to make comprehensive judgments based on both his-
torical information and future context simultaneously – particularly suitable
for identifying relatively complex attack behaviors requiring cross-temporal
correlation analysis.

2.2.3 Response layer (R): Adaptive class optimization and
detection decision-making

In the response dimension of the SOR model, this study focuses on the
system’s final classification decision results. Class imbalance is prevalent in
university network intrusion detection data – normal teaching and research
traffic along with a few high-frequency attack types occupy the vast major-
ity of samples, while low-frequency, high-impact attack categories remain
scarce. If traditional loss functions are employed, model training will bias
toward majority classes, thereby reducing detection capability for critical
minority attack categories.

Attack categories are predicted through fully connected layers and Soft-
max classifiers. Adaptive loss design can be applied during training to reduce
class imbalance and improve detection accuracy [24–26]. The adaptive class
optimization strategy can dynamically adjust the learning weight proportions
of different categories at the loss function level, rather than mechanically
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resampling the original data distribution, mainly through methods such as
SMOTE oversampling, undersampling, cost-sensitive learning and so on to
balance sample distribution [27]. Even for attack categories with fewer sam-
ples and complex, low-confidence classification instances, the adaptive class
optimization strategy assigns higher loss contributions, guiding the training
process to pay greater attention to categories that are easily overlooked
but critically important to campus network security. This strategy not only
maintains detection accuracy but also enhances the identification capability
for low-frequency attacks, ensuring comprehensive coverage of university
cybersecurity protection.

3 Method Design

3.1 Overall Architecture

The SOR model-based intrusion detection method theoretical-practical model
proposed in this paper follows the main thread of “stimulus purification –
organism cognition – response optimization.” The initial layer (stimulus
layer) processes privacy-aware features of raw network traffic and outputs
purified behavioral feature vectors. The progressive layer (organism layer)
is particularly critical, employing parallel multi-scale convolutional branches
and a BiLSTM temporal network to perform deep cognitive processing of
purified features across spatial and temporal dimensions. The ultimate layer
(response layer) optimizes model outputs using an adaptive loss function,
finally outputting attack category predictions.

3.2 Initial Layer – Stimulus Layer: Privacy-Aware Feature
Processing

Privacy-aware feature processing represents the concrete implementation of
the “stimulus” component in the SOR framework. This study rigorously
screens raw campus network traffic features, eliminating sensitive fields –
including IP addresses, port numbers, and timestamps – that could directly
or indirectly identify specific faculty or student individuals or devices, while
retaining only non-sensitive statistical and behavioral features such as pro-
tocol types, packet length distributions, inter-packet intervals, and traffic
direction ratios. This design adheres to the defensive mindset of “no col-
lection unless necessary, no use without desensitization,” cutting off privacy
leakage paths at the technical source, ensuring that subsequent modeling
processes do not depend on any personally identifiable raw information,
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thereby achieving respect for and protection of faculty and student personal
information rights while maintaining detection performance.

3.3 Progressive Layer – Organism Layer: Multi-Scale Feature
Fusion and Bidirectional Temporal Modeling

3.3.1 Multi-scale convolutional feature extraction and fusion
This study designs parallel multi-scale convolutional branches with kernel
sizes of 3×3, 5×5, and 7×7. Feature maps extracted by each branch are fused
through concatenation or weighted aggregation, yielding fused multi-scale
feature representations:

Ffusion = ϕ(F3, F5, F7) (1)

Multiple studies have shown that multi-scale architectures can significantly
enhance intrusion detection performance by capturing diverse traffic pat-
terns and strengthening feature discriminability [11]. However, within many
existing IDS frameworks, the integration of multi-scale feature extraction
and sequential traffic modeling remains underexplored. In Equation (1), Fk

represents the feature map output from the k-th convolutional branch, and
ϕ(·) denotes the feature fusion operation. This design enables the practical
model to simultaneously perceive traffic behavioral patterns across different
ranges, thereby enhancing the representation capability for diverse attack
forms.

3.3.2 Bidirectional temporal modeling
The fused multi-scale feature sequences are fed into the BiLSTM network
to capture bidirectional temporal dependencies in campus network traffic
features. LSTM units effectively address the vanishing gradient problem of
traditional RNNs through the coordinated control of forget gates, input gates,
and output gates. The cell state update is expressed as:

ct = ft ⊙ ct−1 + it ⊙ c̃t [28] (2)

where ft and it represent the forget gate and input gate respectively, c̃t rep-
resents the candidate cell state, and ⊙ denotes element-wise multiplication.
BiLSTM processes forward and backward sequences through two indepen-
dent LSTM layers and concatenates the hidden states from both directions,
enabling the model to make comprehensive judgments using both historical
information and future context.
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3.4 Ultimate Layer – Response Layer: Adaptive Class
Optimization

To address the class imbalance issue commonly found in university network
intrusion detection datasets, several methods for handling the issue of imbal-
anced classes include data resampling, cost-sensitive learning, and changes
to the loss function [27]. Among the above methods, adaptive loss functions,
including Focal Loss, show effectiveness in emphasizing difficult examples
to improve detection accuracy of low-probability scenarios [29].

This study introduces an adaptive class optimization strategy into the
training objective. Unlike traditional resampling methods that introduce over-
fitting or data distribution distortion risks, the adaptive class optimization
strategy dynamically adjusts the learning proportions of different categories
at the loss function level. Drawing on the design concept of Focal Loss [29],
the adaptive loss function can be expressed as:

FL(pt) = −α(1− pt)
γ log(pt) (3)

where pt represents the predicted probability for the true class, α controls
the balance between classes, and γ adjusts the focusing strength on hard
samples, thereby improving the identification capability for low-frequency
attacks while maintaining overall detection accuracy.

4 Experimental Validation

4.1 Experimental Setup

To comprehensively evaluate the performance and generalization capabil-
ity of the proposed method in university network environments, this study
selects three publicly available benchmark datasets: CIC-IDS2017, UNSW-
NB15, and CSE-CIC-IDS2018. These datasets cover various attack scenarios
ranging from conventional attacks to large-scale DDoS attacks, effectively
simulating the complex traffic environment of university campus networks.

The data preprocessing workflow includes removing missing and infinite
values, eliminating duplicate records, discarding non-numerical features such
as timestamps, unifying column names and label formats, and standardizing
numerical features. The processed data is divided into three distinct datasets –
training set, validation set, and test set – with a ratio of 7:1.5:1.5. Evalua-
tion metrics include Accuracy, Precision, Recall, F1-score, Macro-F1, and
Weighted-F1 dimensions.
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Table 1 Overall classification performance of the CNN-BiLSTM model

Metric Value

Test Accuracy 0.9884

Macro Precision 0.8367

Macro Recall 0.6915

Macro F1-score 0.7096

Weighted Precision 0.9888

Weighted Recall 0.9884

Weighted F1-score 0.9882

4.2 Experimental Results and Analysis

4.2.1 Overall classification performance
As shown in Table 1, the proposed model achieves 98.84% Accuracy on the
CIC-IDS2017 test set. The macro-average Precision, Recall, and F1-score are
0.8367, 0.6915, and 0.7096, respectively. The weighted-average Precision,
Recall, and F1-score are 0.9888, 0.9884, and 0.9882, respectively. These
metrics indicate that the model performs stably on the majority of categories,
though performance on extremely scarce categories remains insufficient –
consistent with the real-world challenge of low-frequency attack detection in
university network environments.

On CSE-CIC-IDS2018, the model achieves 99.98% accuracy, with both
Macro-Average and Weighted-Average metrics approaching 1.000, demon-
strating the proposed framework’s efficient detection capability in large-scale
DDoS attack scenarios.

4.2.2 Ablation experiment
To validate the effectiveness of each module within the SOR framework,
this paper designs ablation experiments. Results show that using only single
traffic data yields 90.0% accuracy; incorporating multi-source data fusion
improves accuracy to 92.0%; further introducing the multi-scale feature
extraction module increases accuracy to 94.0%; and the complete method
(including privacy-aware processing, multi-scale fusion, BiLSTM temporal
modeling, and adaptive class optimization) achieves optimal performance
at 95.0%. The progressive performance improvement from the incremental
addition of each module validates the synergistic effectiveness of stimulus
purification, organism cognition, and response optimization under the SOR
framework.
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4.2.3 Robustness analysis
To evaluate the security and stability of the practical model under interference
conditions, this study conducts feature missing and Gaussian noise perturba-
tion experiments on CIC-IDS2017. Results demonstrate that when the feature
missing rate reaches 50%, the model accuracy remains at 83.77%; when the
noise level reaches 0.10, accuracy stands at 56.42%. These findings indicate
that the practical model maintains detection security and stability even in
real-world scenarios involving incomplete data collection or transmission
interference, providing reliability support for continuous security monitoring
in authentic campus network environments.

5 Discussion

5.1 Expanding the Breadth of the SOR Theoretical Model

This study introduces the SOR theoretical model into the field of net-
work intrusion detection, constructing a practical model of “attack stimuli
→ privacy awareness and feature cognition → detection and classification
response.” It breaks through the conventional practice of treating data prepro-
cessing, feature extraction, and class optimization as independent modules
in intrusion detection research, revealing that the privacy attributes of raw
traffic data directly affect the boundaries of subsequent feature cognition, and
the quality of feature representation fundamentally determines the accuracy
and fairness of classification responses. This provides a systematic analytical
tool for privacy protection design and algorithm optimization in intrusion
detection systems.

5.2 Important Implications for University Network Ideological
and Political Education

The practical model’s performance on the UNSW-NB15 dataset is lower than
on the other two datasets. UNSW-NB15 contains more heterogeneous traffic
distributions and more diverse attack types, including Analysis, Backdoor,
DoS, Exploits, Fuzzers, Generic, Reconnaissance, Shellcode, and Worms
[30, 31]. Several of these categories have relatively limited samples or
overlapping features, making them more difficult to distinguish. This is
reflected in the lower Macro-Average Precision, Recall, and F1-scores. In
particular, extremely rare categories such as Analysis, Backdoor, and Worms
are almost undetectable. This does not simply reflect the limitations of the
practical model. This difference indicates that the effectiveness of intrusion



A Privacy-Aware Multi-Scale Feature Fusion 1175

detection models is strongly influenced by dataset characteristics, including
traffic distribution, attack-category diversity, feature separability, and class
imbalance [25, 26, 31, 32]. Meanwhile, categories such as Generic and
Normal achieve stronger results, indicating that the model can still identify
categories with clear feature patterns and sufficient sample support. These
findings are consistent with prior research, suggesting that minority class
learning and imbalanced traffic distribution remain major challenges in IDS
tasks [33–36].

From the perspective of university network ideological and political edu-
cation, this “performance disparity” precisely reflects the “bucket effect” in
cybersecurity defense: the overall security level of a campus does not depend
on the categories the model detects best, but on the few types of attacks that
are most vulnerable and most easily overlooked. University ideological and
political education cyberspace similarly requires a governance philosophy of
full coverage, no blind spots, and no omissions. Therefore, enhancing the
model’s identification capability for minority attack categories is not merely a
technical optimization issue, but also a concrete manifestation of algorithmic
fairness and social justice in the field of university cybersecurity.

6 Conclusion

This study proposes a privacy-aware multi-scale feature fusion and adaptive
class optimization method for university-oriented network intrusion detection
based on the SOR theoretical framework. The framework maps the three-
component structure of the SOR model to the intrusion detection system
design: the stimulus layer (S) corresponds to privacy-aware feature pro-
cessing, reducing unnecessary collection of faculty and student personal
information at the technical source; the organism layer (O) corresponds
to parallel multi-scale convolutional branches and BiLSTM bidirectional
temporal modeling, achieving deep cognition of multi-granularity spatial
patterns and temporal dependencies in campus network traffic; the response
layer (R) corresponds to adaptive class optimization strategies, ensuring
comprehensive and unbiased detection results. Experiments on three bench-
mark datasets – CIC-IDS2017, UNSW-NB15, CSE-CIC-IDS2018 – validate
the effectiveness of the method, which demonstrates good robustness under
feature missing and noise perturbation conditions.

The technical significance of this framework lies in breaking the reliance
on sensitive raw fields and providing a feasible path for constructing an
intrusion detection system with imbalance resilience and privacy awareness
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for university scenarios. Its educational significance lies in responding to the
deep-seated needs of university network ideological and political education
for a clear cyberspace and the protection of faculty and student rights. Future
work will focus on extending privacy-aware mechanisms from feature-level
processing to differential privacy and federated learning frameworks, and
conducting deployment validation in authentic university campus network
environments.
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