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Abstract

A persistent challenge in software vulnerability detection is the failure of
many existing approaches to handle highly imbalanced datasets reliably. In
practical vulnerability datasets, vulnerable functions usually account for only
a small proportion of all samples, which makes model evaluation highly
sensitive to feature representation, threshold selection, and class distribution.
To address this issue, this study proposes a lightweight feature-based detec-
tion pipeline for function-level vulnerability detection. The implemented
method combines TF-IDF lexical features with numerical code-statistical fea-
tures and evaluates several conventional machine-learning classifiers under
a unified experimental protocol. PrimeVul is used as the primary dataset,
while DiverseVul is introduced for external cross-dataset validation. The
experiments include baseline comparison, feature ablation, threshold selec-
tion, sensitivity analysis, random-seed stability testing, imbalance-handling
evaluation, and cross-dataset assessment. The results show that the proposed
feature-based pipeline achieves stable performance under highly imbalanced
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settings. On the PrimeVul test set, the best configuration achieves an accuracy
of approximately 0.9697, an F1-score in the range of 0.26–0.27, and a ROC-
AUC above 0.83. The external evaluation on DiverseVul further indicates that
the learned feature representation retains a certain degree of cross-dataset
generalization. These findings suggest that carefully designed lightweight
feature representations, combined with systematic multi-metric evaluation,
can provide a reproducible and interpretable baseline for practical software
vulnerability detection.

Keywords: Software vulnerability detection, imbalanced learning, feature
representation, cross-dataset generalization.

1 Introduction

As the scale of software systems continues to expand and open-source
development accelerates, source-code vulnerabilities have become a major
threat to software reliability and system security. This problem is especially
prominent in C/C++ system software, where manual memory management
and flexible syntax make defects difficult to locate. Traditional manual review
and rule-based static analysis are costly and often insufficient for complex
real-world code. Therefore, more automated and intelligent vulnerability-
detection technologies are needed [1].

Recent deep-learning-based vulnerability detection studies have improved
automated source-code analysis. Early methods mainly used sequence mod-
els to represent code, including VulDeePecker and SySeVR [2, 3]. These
methods can extract lexical and local contextual features from code frag-
ments. However, their sequence-based representation is limited in modelling
structural information in programs. Later studies introduced graph-based
neural networks for program semantics, such as Design, DeepWukong,
and ReGVD [4–6]. These methods use abstract syntax trees, control-flow
graphs, or program dependencies to strengthen semantic representation [7].
With the development of pre-trained code models, studies based on Code-
BERT and GraphCodeBERT have also improved generalization, including
VulBERTa [8], VulDeBERT, and SCL-CVD [9]. Large-scale vulnerability
datasets provide an important basis for model development and perfor-
mance evaluation. BigVul, DiverseVul, and PrimeVul are commonly used
benchmark datasets for source-code vulnerability detection. Although exist-
ing approaches achieve promising results on individual datasets [10], two
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issues remain unresolved. First, many methods have difficulty identifying
vulnerability-related information under highly imbalanced class distributions.
Second, distribution differences across datasets may weaken generalization
when models are applied to external scenarios [11].

To address the above problems, this paper will focus on function-level
source-code vulnerability detection under highly imbalanced data. Instead of
building a large-scale graph neural network, we will design a feature-based
detection pipeline by combining lexical representations and lightweight
numerical code statistics. TF-IDF features are generated on tokenized source
code to capture discriminating lexical patterns, and basic structural charac-
teristics of functions are described by numerical features. Several machine-
learning classifiers have been trained using the same preprocessing, threshold
selection and testing protocols, such as logistic regression, random forest,
gradient boosting, LinearSVC, and XGBoost. PrimeVul is selected as the
main dataset, and DiverseVul is used for external cross-dataset validation.
This study is to determine whether well-engineered feature representa-
tions and systematic evaluations can achieve strong vulnerability-detection
performance without the need for unsupported graph-based modules.

2 Relevant Research

2.1 Deep Learning-Based Vulnerability Detection

Early studies on software vulnerability detection mainly relied on sequence-
based deep learning models [12]. Representative methods include VulDeeP-
ecker, SySeVR, and µVulDeePecker [13]. These methods usually transform
source code or vulnerability-related code fragments into token sequences
and then use neural encoders to learn latent representations for vulnerability
classification. Their main advantage is that they can automatically capture
lexical and local contextual patterns from source code without relying entirely
on manual rule design. However, sequence-based models mainly represent
source code as ordered token streams. As a result, they may have limited
ability to model complex program relationships, such as control dependence,
data dependence, and long-range semantic interactions. This limitation has
motivated later studies to explore more expressive code representations,
including graph-based models, pre-trained code models, and feature-fusion
methods. Although these deep-learning-based approaches provide an impor-
tant foundation for automated vulnerability detection, their performance can
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still be affected by dataset imbalance, threshold selection, and cross-dataset
distribution differences

h = fθ(X) (1)

where fθ denotes a neural network (e.g., CNN or RNN). The final vulnerabil-
ity prediction is obtained via ˆ︁y = σ(Wh + b) (2)

Such methods do not consider the structural dependence of codes and
cannot reveal semantic relationships well.

2.2 Graph-Based Vulnerability Detection

To better capture program structure, graph-based vulnerability detection
methods have been widely investigated. Representative studies include
Design, which learns program semantics through graph neural networks,
DeepWukong, which applies deep graph neural networks for static vul-
nerability detection, and ReGVD, which revisits graph neural networks
for vulnerability detection [14]. These methods usually represent source
code using graph structures derived from abstract syntax trees, control-flow
graphs, data-flow graphs, or program dependence graphs [15]. By applying
graph neural networks, they can aggregate information from neighboring
nodes and learn structural representations of code [4–6]. Compared with
sequence-based models, graph-based methods are more suitable for mod-
elling dependencies among program elements [16–18]. Nevertheless, they
usually require additional graph construction procedures and more complex
model architectures. Since the present study does not implement a graph
neural network or a semantic dependency graph, these methods are discussed
here only as related work and comparative background

h(k+1)
v = σ

⎛⎝ ∑︂
u∈N(v)

W (k)h(k)u

⎞⎠ (3)

where N(v) denotes the neighbors of node v. After multiple layers, a graph-
level representation is obtained via pooling

hG = READOUT ({hv}) (4)

Although these methods are effective in modelling program structures,
they often require additional graph construction procedures and more com-
plex model architectures.
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2.3 Pre-Trained Models for Code Representation

Recent studies have also applied pre-trained code models to vulnerability
detection. Representative studies include LineVul, VulBERTa, VulDeBERT,
and SCL-CVD [19]. These methods learn contextual representations from
source-code corpora and use them to improve vulnerability detection at
different granularities, such as function-level or line-level prediction [20].
Compared with models trained from scratch, pre-trained code models can
provide stronger semantic representations and may improve generalization
across different vulnerability detection tasks. However, their performance
can still be affected by highly imbalanced datasets, where vulnerable func-
tions account for only a small proportion of all samples. In addition, their
effectiveness may depend on fine-tuning strategies, threshold selection, and
dataset distribution [21, 22]. These issues motivate the need for systematic
evaluation under realistic imbalanced settings

hi = Transformer(xi, X) (5)

and transform it into a function-based form

h = Pooling({hi}) (6)

Although pre-trained models can improve generalization, they mainly
learn implicit code representations and may still be affected by dataset
imbalance, fine-tuning strategies, threshold selection, and distribution shifts.

2.4 Feature Fusion-Based Methods

Feature fusion has been used to combine complementary information from
different code representations. Existing studies have explored the integra-
tion of sequence features, graph embeddings, structural representations, and
multimodal code features to improve source-code vulnerability detection
performance [23]. The motivation behind feature fusion is that different
feature types may capture different aspects of vulnerable code. For example,
lexical features can reflect token-level patterns, while structural or statistical
features can describe function-level code characteristics. Previous studies
have shown that combining multiple feature views can improve the repre-
sentation ability of vulnerability detection models [24]. However, complex
fusion architectures may also increase computational cost and reduce inter-
pretability. In this study, we adopt a lightweight feature-based pipeline that
combines TF-IDF lexical features with numerical code statistics [25–27].
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This design is consistent with the actual implementation and allows us to
evaluate whether simple but carefully constructed feature representations can
provide stable vulnerability detection performance under imbalanced and
cross-dataset settings.

hfusion = ϕ(hseq , hgraph , hstat) (7)

where ϕ(·) denotes a fusion function (e.g., concatenation or attention-based
fusion)

hfusion = Concat(hlex , hsem) (8)

Finally, it is predicted that

ˆ︁y = σ(Whfusion + b) (9)

Most of the existing fusion methods fail to explicitly consider the
semantic dependencies among paths in vulnerability analysis [28].

Figure 1 Illustrates a typical sequence-based vulnerability detection
framework. The source code is first transformed into token embeddings,
which are then encoded by neural models (e.g., RNN or CNN) to learn latent
representations [29]. Based on the learned feature vector h = fθ(X), the final
prediction is obtained through a sigmoid classifier ˆ︁y = σ(Wh+b). However,
such methods mainly rely on sequential representations and fail to capture
structural and semantic dependency information in code [30], which limits
their effectiveness in modeling complex vulnerability patterns (see Figure 1).

h f Xθ= hy W bσ= +

Learned 
representation Final prediction

PredictionToken Embedding

Neural Encoder
(RNN, CNN)

Figure 1 Sequence-based vulnerability detection framework.
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3 Experiments

3.1 Experimental Arrangement

All experiments were conducted under the same experimental environment,
including data preprocessing, feature extraction, model training, threshold
selection, and result evaluation. All models were evaluated using the official
training, validation, and test splits provided by PrimeVul. To further validate
cross-dataset generalization, the model trained on PrimeVul was directly
applied to DiverseVul without fine-tuning.

Table 1 presents the experimental environment adopted for this study. All
experiments were carried out in a Windows 11 environment using Python
version 3.11. The primary baseline model implementation in scikit-learn,
and additionally compared with another method using XGBoost. PrimeVul
was selected as the primary test case because it has provided an official pre-
defined train/val/test partition for functions-based vulnerability detections in
C/C++ programs. DiverseVul was used for cross-dataset external validation
to evaluate the generalization ability. CleanVul was only used as an additional
candidate set, so it did not appear in the final binary assessment because of
the current size limitation.

3.2 Dataset and Evaluation Scheme

PrimeVul was used as the primary dataset in this study. Its official training,
validation, and test splits were adopted to evaluate different models. Because
the dataset is highly imbalanced, accuracy, precision, recall, F1-score, Macro-
F1, Weighted-F1, ROC-AUC, and PR-AUC were reported together. Among
these metrics, F1-score and PR-AUC were emphasized because they are more
informative for evaluating detection performance on the minority vulnerable

Table 1 Experiment environment configuration
Category Configuration
Operating System Windows 11
CPU Intel Core i7
Memory 16 GB RAM
Programming Language Python 3.11
Development Tool PyCharm
Data Processing Pandas, NumPy
Machine Learning Scikit-learn
Visualization Matplotlib
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Table 2 Statistics of the PrimeVul dataset used in this study

Split Total Samples Non-vulnerable Vulnerable Vulnerable Ratio Split

Training 175,797 170,935 4,862 2.77% Training

Validation 23,948 23,355 593 2.48% Validation

Test 24,788 24,239 549 2.21% Test

Total 224,533 218,529 6,004 2.67% Total

class. To assess cross-dataset robustness, the model trained on PrimeVul was
directly evaluated on DiverseVul using the threshold selected on the PrimeVul
validation set.

PrimeVul was selected as the primary reference dataset because it pro-
vides official training, validation, and test splits for function-level vulner-
ability detection in C/C++ programs. After preprocessing, the experimen-
tal dataset contained 224,533 functions, including 218,529 non-vulnerable
samples and 6004 vulnerable samples.

3.3 Features Modelling and Baseline Test

Two types of feature representations were constructed to describe source-
code functions from complementary perspectives. First, TF-IDF lexical
features were extracted from tokenized source code to represent token impor-
tance and lexical distribution. Second, numerical code-statistical features
were extracted to describe basic function-level characteristics. Based on these
two feature types, three settings were compared under the same experimental
protocol: TF-IDF only, numerical features only, and TF-IDF plus numer-
ical features. The main experiments, ablation study, parameter sensitivity
analysis, random-seed stability test, and imbalance-handling experiments
were then conducted to evaluate how feature representations and model
configurations affect vulnerability detection performance.

Algorithm 1 Core procedure of the proposed vulnerability detection framework
Input: PrimeVul dataset, DiverseVul dataset DtrainDvalDtestDext

Output: Predicted vulnerability labels and evaluation results
1: Load and preprocess the source code samples from PrimeVul.
2: Perform tokenization and extract TF-IDF lexical features htex.
3: Extract numeric structural features hnum from source code statistics.
4: Construct feature representations: htfidf , hnum, and hfusion = Concat(htfidf ,hnum).
5: Train baseline models (LR, RF, GB, LinearSVC, XGBoost) on Dtrain.
6: For each model, tune hyperparameters and select optimal threshold τ on Dval.
7: Apply the trained model with threshold τ on Dtest to obtain predictions.
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8: Compute evaluation metrics: Accuracy, Precision, Recall, F1-score, Macro-F1, Weighted-
F1, ROC-AUC, and PR-AUC.
9: Perform ablation studies on different feature settings.
10: Conduct sensitivity analysis and stability analysis under different hyperparameters and
random seeds.
11: Apply the trained model directly on Dext for cross-dataset evaluation.
12: Output final experimental results and analysis.

This section briefly explains the actual feature construction and baseline
evaluation procedure used in this study. The implemented pipeline does
not construct program dependency graphs or train graph neural networks.
Instead, it uses TF-IDF lexical features, numerical code-statistical features,
and conventional machine-learning classifiers to evaluate vulnerability detec-
tion performance under imbalanced data conditions. Three feature settings
are compared, namely TF-IDF only, numerical features only, and TF-IDF
plus numerical features. The models are trained on the PrimeVul training
set, the decision threshold is selected on the validation set, and the final
performance is evaluated on the PrimeVul test set and the DiverseVul external
dataset.

4 Results

4.1 Base-line Performance Comparison

Tables 3 and 4 present the validation and test results of the baseline models
on PrimeVul under the same experimental conditions. On the validation set,

Table 3 Performance comparison of baseline models on the validation set
Model Threshold Accuracy Precision Recall F1-score
Logistic Regression 0.85 0.9550 0.2068 0.2884 0.2408
Random Forest 0.20 0.9635 0.2727 0.2833 0.2779
Gradient Boosting 0.15 0.9636 0.2504 0.2361 0.2431
LinearSVC 0.65 0.9470 0.1712 0.2968 0.2171

Table 4 Comparison of model performance metrics in the test set
Model Threshold Accuracy Precision Recall F1-score Macro-F1 Weighted-F1 ROC-AUC PR-AUC

Logistic
Regression

0.85 0.9538 0.1825 0.3115 0.2301 0.6032 0.9597 0.8304 0.1413

Random
Forest

0.20 0.9670 0.2527 0.2514 0.2521 0.6176 0.9669 0.8341 0.1815

Gradient
Boosting

0.15 0.9648 0.2318 0.2550 0.2428 0.6124 0.9656 0.8468 0.1537

LinearSVC 0.65 0.9453 0.1535 0.3260 0.2087 0.5902 0.9548 0.8034 0.1229
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logistic regression achieved an accuracy of 0.9550, a precision of 0.2068, a
recall of 0.2884, and an F1-score of 0.2408 at a threshold of 0.85. The random
forest classifier achieved a validation accuracy of 0.9635, with a precision
of 0.2727, a recall of 0.2833, and an F1-score of 0.2779 at a threshold of
0.20. Gradient boosting achieved an accuracy of 0.9636, with a precision of
0.2504, a recall of 0.2361, and an F1-score of 0.2431 at a threshold of 0.15.
LinearSVC achieved an accuracy of 0.9470, a precision of 0.1712, a recall of
0.2968, and an F1-score of 0.2171 at a threshold of 0.65.

On the test set, logistic regression achieved an accuracy of 0.9538, a
precision of 0.1825, a recall of 0.3115, and an F1-score of 0.2301. Its Macro-
F1, Weighted-F1, ROC-AUC, and PR-AUC values were 0.6032, 0.9597,
0.8304, and 0.1413, respectively. Random forest achieved an accuracy of
0.9670, with a precision of 0.2527, a recall of 0.2514, and an F1-score
of 0.2521. Its Macro-F1 and Weighted-F1 values were 0.6176 and 0.9669,
while its ROC-AUC and PR-AUC values were 0.8341 and 0.1815. Gradient
Boosting achieved an accuracy of 0.9648, with a precision of 0.2318, a recall
of 0.2550, and an F1-score of 0.2428. Its Macro-F1 and Weighted-F1 values
were 0.6124 and 0.9656, respectively, while the ROC-AUC and PR-AUC
values were 0.8468 and 0.1537.

LinearSVC achieved an accuracy of 0.9453. Its precision, recall, and
F1-score were 0.1535, 0.3260, and 0.2087, respectively. Its Macro-F1,
Weighted-F1, ROC-AUC, and PR-AUC values were 0.5902, 0.9548, 0.8034,
and 0.1229, respectively.

The validation and test results cover several evaluation metrics, including
threshold-dependent precision, recall, F1-score, ROC-AUC, and PR-AUC.
Tables 3 and 4 present the full results. Figure 2 shows the ROC and precision-
recall curves for all baseline models on the PrimeVul test set. The ROC

Figure 2 (a) ROC curves and (b) Precision-Recall curves of baseline models on the Prime-
Vul test set.
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Figure 3 Confusion matrices (raw sample counts) for the Random Forest model at both the
PrimeVul test set and the DiverseVul external dataset levels.

curve depicts the relationship between the true-positive rate and false-positive
rate across different thresholds. The precision-recall curve provides a more
informative view of model behavior under class imbalance.

Figure 3 shows the confusion matrices of the Random Forest model’s pre-
dictions on both sets: PrimeVul test set and DiverseVul external datasets with
raw sample counts. In contrast to normalized matrices, this one provides a
clearer visualization of the classification outcomes for each category directly.
In the PrimeVul test set, most non-vulnerable samples were correctly iden-
tified. Only a small proportion of non-vulnerable samples were incorrectly
labelled as vulnerable. For vulnerable samples, the model correctly identified
part of the minority class, while the remaining vulnerable samples were still
predicted as non-vulnerable. The same type of pattern appears in another data
set, DiverseVul External. Confusion matrices offer a visual representation of
the behavior classes at both in-domain and out-of-domain testing stages.

4.2 Feature Effects and Ablation Studies

Table 5 shows the ablation results on the PrimeVul validation set. The TF-
IDF-only setting achieved an accuracy of 0.9654, a precision of 0.2942, a
recall of 0.2833, and an F1-score of 0.2887. Its Macro-F1 and Weighted-F1
values were 0.6355 and 0.9651, respectively. Its ROC-AUC and PR-AUC
values were 0.8208 and 0.1938, respectively. The numerical-only setting
achieved an accuracy of 0.9565, a precision of 0.2157, a recall of 0.2867,
and an F1-score of 0.2462. Its Macro-F1 and Weighted-F1 values were
0.6119 and 0.9595, while its ROC-AUC and PR-AUC values were 0.7973
and 0.1703. The combined TF-IDF plus numerical feature setting achieved
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Table 5 Ablation results of the PrimeVul validation set
Feature

Setting Threshold Accuracy Precision Recall F1-score Macro-F1 Weighted-F1 ROC-AUC PR-AUC

TF-IDF
only

0.20 0.9654 0.2942 0.2833 0.2887 0.6355 0.9651 0.8208 0.1938

Numeric
only

0.15 0.9565 0.2157 0.2867 0.2462 0.6119 0.9595 0.7973 0.1703

TF-IDF +
Numeric

0.20 0.9635 0.2727 0.2833 0.2779 0.6296 0.9639 0.8236 0.1942

Table 6 Ablation results of the PrimeVul test set
Feature

Setting Threshold Accuracy Precision Recall F1-score Macro-F1 Weighted-F1 ROC-AUC PR-AUC

TF-IDF
only

0.20 0.9695 0.2833 0.2477 0.2643 0.6244 0.9685 0.8282 0.1868

Numeric
only

0.15 0.9568 0.1891 0.2896 0.2288 0.6033 0.9612 0.8235 0.1628

TF-IDF +
Numeric

0.20 0.9670 0.2527 0.2514 0.2521 0.6176 0.9669 0.8341 0.181

an accuracy of 0.9635, a precision of 0.2727, a recall of 0.2833, and an F1-
score of 0.2779. Its Macro-F1, Weighted-F1, ROC-AUC, and PR-AUC values
were 0.6296, 0.9639, 0.8236, and 0.1942, respectively.

Table 6 presents the ablation results on the PrimeVul test set. The TF-
IDF-only setting achieved an accuracy of 0.9695, a precision of 0.2833, a
recall of 0.2477, and an F1-score of 0.2643. Its Macro-F1 and Weighted-F1
values were 0.6244 and 0.9685, respectively. Its ROC-AUC and PR-AUC
values were 0.8282 and 0.1868, respectively.

The numerical-only setting achieved an accuracy of 0.9568, a precision
of 0.1891, a recall of 0.2896, and an F1-score of 0.2288. Its Macro-F1,
Weighted-F1, ROC-AUC, and PR-AUC values were 0.6033, 0.9612, 0.8235,
and 0.1628, respectively. The combined TF-IDF plus numerical feature set-
ting achieved an accuracy of 0.9670, a precision of 0.2527, a recall of 0.2514,
and an F1-score of 0.2521. Its Macro-F1, Weighted-F1, ROC-AUC, and
PR-AUC values were 0.6176, 0.9669, 0.8341, and 0.1810, respectively.

Figure 4 shows the precision-recall curves for different feature config-
urations on the PrimeVul test set. The curves correspond to three settings:
TF-IDF only, numerical features only, and TF-IDF plus numerical features.
The PR-AUC values of the three settings were 0.186, 0.162, and 0.181,
respectively. Across the recall range, precision generally decreased as recall
increased. In the low-recall region, relatively higher precision values were
observed. In the high-recall region, all configurations converged to lower pre-
cision values. The TF-IDF-only setting maintained relatively higher precision
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Figure 4 Precision-Recall curves for various feature configurations on the PrimeVul test set.

Figure 5 Raw sample count confusion matrix for various feature setting types in the
PrimeVul test set.

at most recall levels, while the numerical-only setting showed weaker
precision. The combined feature setting produced performance between the
two individual feature settings.

Figure 5 presents the raw-count confusion matrices for different feature
settings on the PrimeVul test set. The TF-IDF-only setting correctly classified
most non-vulnerable samples and achieved a true-positive rate of approxi-
mately 24.8% for vulnerable samples. The numerical-only setting identified
approximately 29.0% of vulnerable samples, but it produced weaker overall
discrimination. The combined TF-IDF plus numerical feature setting cor-
rectly identified approximately 25.1% of vulnerable samples, while 74.9%
were still misclassified as non-vulnerable. Figure 5 displays the raw-count
confusion matrices for the three feature configurations on the PrimeVul test
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Table 7 Cross-dataset evaluation results of the random forest model trained on PrimeVul
Evaluation

Split Threshold Accuracy Precision Recall F1-score Macro-F1 Weighted-F1 ROC-AUC PR-AUC

PrimeVul
Validation

0.20 0.9654 0.2942 0.2833 0.2887 0.6355 0.9651 0.8208 0.1938

PrimeVul
Test

0.20 0.9695 0.2833 0.2477 0.2643 0.6244 0.9685 0.8282 0.1868

DiverseVul
External
Validation

0.20 0.9411 0.4758 0.2700 0.3445 0.6569 0.9334 0.7688 0.3565

set. Compared with normalized matrices, raw-count matrices present the
classification outcomes more directly. Most non-vulnerable samples were
accurately identified across the three settings, whereas vulnerable samples
remained difficult to detect. The TF-IDF-only and combined feature settings
showed similar patterns, while the numerical-only setting performed less
consistently.

4.3 Cross-Dataset Generalization Analysis

Table 7 presents the cross-dataset evaluation results. A fixed threshold of
0.20, derived from the validation data, was applied consistently across all
test runs without recalibration. On the PrimeVul validation set, the model
achieved an accuracy of 0.9654, a precision of 0.2942, a recall of 0.2833, and
an F1-score of 0.2887. On the PrimeVul test set, it achieved an accuracy of
0.9695, a precision of 0.2833, a recall of 0.2477, and an F1-score of 0.2643.

On the DiverseVul external dataset, the model achieved an accuracy
of 0.9411, a precision of 0.4758, a recall of 0.2700, and an F1-score of
0.3445. Its Macro-F1, Weighted-F1, ROC-AUC, and PR-AUC values were
0.6569, 0.9334, 0.7688, and 0.3565, respectively. Figure 6 shows the ROC
and precision-recall curves for cross-dataset evaluation. Under the same deci-
sion threshold, these curves demonstrate the performance variation across
different datasets.

4.4 Robustness and Sensitivity Analysis

Table 8 presents the sensitivity analysis results for random forest hyper-
parameters, including the number of estimators, maximum tree depth, and
decision threshold. When the maximum depth was not limited, the model
remained stable across different numbers of estimators. Its accuracy ranged
from 0.9680 to 0.9697, and its F1-score ranged from 0.2643 to 0.2718.
The ROC-AUC and PR-AUC values ranged from 0.8068 to 0.8351 and
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Figure 6 ROC and Precision-Recall curves on cross-dataset evaluation.

Table 8 Sensitivity analysis of the random forest hyperparameter in the PrimeVul test set
n max Test Test Test Test Test Test Test

estimators depth Threshold Accuracy Precision Recall F1-score Macro-F1 Weighted-F1 ROC-AUC PR-AUC

100 None 0.20 0.9680 0.2698 0.2605 0.2651 0.6244 0.9677 0.8068 0.1747

200 None 0.20 0.9693 0.2846 0.2550 0.2690 0.6266 0.9685 0.8190 0.1820

300 None 0.20 0.9695 0.2833 0.2477 0.2643 0.6244 0.9685 0.8282 0.1868

500 None 0.20 0.9697 0.2911 0.2550 0.2718 0.6282 0.9688 0.8351 0.1903

100 30 0.35 0.9572 0.2023 0.3169 0.2470 0.6125 0.9618 0.8387 0.1744

200 30 0.30 0.9369 0.1542 0.4117 0.2243 0.5957 0.9507 0.8451 0.1791

300 30 0.40 0.9680 0.2565 0.2332 0.2443 0.6140 0.9673 0.8489 0.1811

500 30 0.35 0.9593 0.2184 0.3242 0.2610 0.6200 0.9632 0.8496 0.1809

100 20 0.50 0.9589 0.1940 0.2714 0.2263 0.6026 0.9622 0.8452 0.1588

200 20 0.55 0.9698 0.2512 0.1840 0.2124 0.5985 0.9675 0.8476 0.1619

300 20 0.55 0.9692 0.2476 0.1913 0.2158 0.6001 0.9673 0.8492 0.1646

500 20 0.55 0.9697 0.2578 0.1967 0.2231 0.6038 0.9677 0.8510 0.1678

100 10 0.65 0.9487 0.1632 0.3188 0.2159 0.5947 0.9567 0.8406 0.1376

200 10 0.65 0.9482 0.1625 0.3224 0.2161 0.5947 0.9564 0.8420 0.1424

300 10 0.65 0.9482 0.1639 0.3260 0.2182 0.5957 0.9565 0.8431 0.1434

500 10 0.65 0.9482 0.1638 0.3260 0.2180 0.5956 0.9565 0.8430 0.1437

from 0.1747 to 0.1903, respectively. When max depth was set to 30, 20,
or 10, the selected thresholds and performance metrics varied across con-
figurations. Shallower trees generally required higher decision thresholds
and produced different precision-recall trade-offs. These results show that
hyperparameter settings influence precision, recall, and F1-score, while the
overall performance distribution remains within a limited range.

Table 9 reports the stability analysis under different random seeds. Across
five random seeds, accuracy ranged from 0.9535 to 0.9697. Precision ranged
from 0.1939 to 0.2833, and recall ranged from 0.2350 to 0.3661. F1-score
ranged from 0.2490 to 0.2652, while Macro-F1 ranged from 0.6125 to
0.6244. Mean accuracy was 0.9634 ± 0.0083, and mean F1-score was
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0.2595 ± 0.0070. Mean ROC-AUC and PR-AUC values were 0.8280 and
0.1844, respectively. These relatively small variations indicate that the model
is not overly sensitive to random initialization.

Table 10 compares the performance of different imbalance-handling
strategies, including the baseline setting, undersampling, and oversampling.
The baseline model achieved an accuracy of 0.9695, with a precision of
0.2833, a recall of 0.2477, and an F1-score of 0.2643. Under the undersam-
pling ratio of 1:3, the training set contained 19,448 samples. This setting
achieved an accuracy of 0.9581, a precision of 0.2051, a recall of 0.3097,
and an F1-score of 0.2467. Under the oversampling settings, the training
sizes increased to 185,521 and 195,245 samples for the 1:3 and 1:5 ratios,
respectively. The corresponding F1-scores were 0.2677 and 0.2651, while
the ROC-AUC values were 0.8244 and 0.8286 and the PR-AUC values were
0.1902 and 0.1888.

Table 11 compares the performance of Random Forest and XGBoost on
the PrimeVul test set. XGBoost achieved an accuracy of 0.9634, a precision
of 0.2110, a recall of 0.2386, and an F1-score of 0.2239. Its Macro-F1,
Weighted-F1, ROC-AUC, and PR-AUC values were 0.6026, 0.9645, 0.8545,
and 0.1540, respectively.

The Random Forest model with TF-IDF features and oversampling at a
ratio of 1:3 achieved an accuracy of 0.9662, a precision of 0.2576, a recall
of 0.2787, and an F1-score of 0.2677. Its Macro-F1 and Weighted-F1 values
were 0.6252 and 0.9669, respectively. Its ROC-AUC and PR-AUC values
were 0.8244 and 0.1902, respectively.

Overall, the experimental results show that feature representation plays an
important role in function-level vulnerability detection under highly imbal-
anced data conditions. The TF-IDF-based representation generally provided
stronger discriminative ability than the numerical-only setting, while the
combined feature setting offered stable performance across different evalua-
tions. The results also indicate that accuracy alone is insufficient for assessing
vulnerability detection models, because the vulnerable class accounts for
only a small proportion of the samples. Therefore, precision, recall, F1-score,
PR-AUC, and cross-dataset performance should be considered together. The
sensitivity, stability, and imbalance-handling experiments further show that
the implemented feature-based pipeline maintains relatively stable behavior
under different parameter settings, random seeds, and sampling strategies.
In addition, the external evaluation on DiverseVul confirms that the model
trained on PrimeVul retains a certain degree of generalization ability without
additional fine-tuning.
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5 Conclusion

This study investigated function-level software vulnerability detection under
realistic imbalanced data conditions. A lightweight feature-based pipeline
was implemented using TF-IDF lexical features, numerical code-statistical
features, and conventional machine-learning classifiers. Experiments on
PrimeVul and external validation on DiverseVul show that carefully con-
structed feature representations, validation-based threshold selection, and
multi-metric evaluation can provide stable and reproducible detection perfor-
mance without relying on complex graph-based architectures. Although the
proposed pipeline improves interpretability and experimental reproducibility,
its ability to identify vulnerable functions is still limited by the severe class
imbalance and the restricted semantic information captured by lightweight
features. Future work will further explore richer program representations,
more effective imbalance-learning strategies, and broader validation across
additional vulnerability datasets.
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