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Abstract

The network security threats faced by the power monitoring system in the
open network environment are becoming increasingly complex, and the
attack forms are diversified and concealed. Undetected attacks may lead
to abnormal monitoring data, control command failures, or even critical
equipment shutdown, thereby threatening the security and stability of the
power system. Therefore, network security protection methods that bal-
ance detection accuracy, response speed, and edge deployment efficiency
have significant engineering application value. To improve the security
protection capabilities and real-time response performance in a dynamic
network environment, a network security protection method that integrates
lightweight intelligent sensing and edge collaborative deployment is con-
structed. Through multi-source feature fusion and lightweight detection mod-
els, combined with the cloud-edge collaborative mechanism, efficient detec-
tion and low-latency response to complex attacks are achieved. Experiments
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showed that the Macro-averaged F1-score reached 0.93, which was 2.08–
8.60% higher than that of baseline methods, respectively. The proportion
of high-confidence samples of the proposed method was more than 77%,
and it could still maintain an attack detection rate of more than 0.94 under
different attack traffic proportions. The results show that the method achieves
a good balance between detection accuracy, robustness and deployment effi-
ciency, making it suitable for resource-constrained edge devices that require
real-time detection and rapid response. This provides technical support for
building a low-latency, deployable network security protection system for
power monitoring systems.

Keywords: Power monitoring system, network security protection,
lightweight detection model, multi-source feature fusion, cloud-edge
collaborative.

1 Introduction

Affected by the informatization and digitization of the power system, the
power monitoring system has gradually evolved towards networking and
intelligence, which has greatly improved the operating efficiency and man-
agement level. However, in an open network environment and multi-source
heterogeneous device access, the network security risks continue to increase,
facing multiple complex threats such as malicious intrusions, abnormal
traffic attacks, lateral penetration, and covert data tampering [1–3]. Once
the key control system is attacked, it may cause equipment loss of con-
trol, data anomalies and even large-scale power outages, seriously affecting
the safe and stable operation [4, 5]. Therefore, building efficient, real-time
and deployable network security protection methods has become a crucial
research direction in the current power information security. Traditional
power network security protection methods mostly rely on rule matching,
feature library detection and shallow machine learning models. They are
effective in identifying known attacks, but have obvious limitations in new
attacks, variant attacks and complex dynamic environments [6, 7]. Deep
learning technology has made significant progress in the field of network
intrusion detection [8]. However, existing deep models usually have complex
structures, large parameter scales, and high computational overhead, making
them difficult to directly deploy on resource-constrained power edge devices.
With the development of edge computing technology, sinking security detec-
tion capabilities to the edge nodes of the power monitoring network to achieve
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local rapid perception and response has become an important means to
improve system security protection capabilities [9]. The study proposes a net-
work security protection method for power monitoring systems that integrates
lightweight intelligent sensing and edge deployment to achieve lightweight
model design and efficient edge deployment while ensuring detection accu-
racy. A lightweight detection model is built based on You Only Look Once
version 8 (YOLOv8). Mobile Network version 3 (MobileNetv3) backbone
network and efficient convolution structure are introduced to achieve model
compression and acceleration.

The innovation of this paper lies in constructing a lightweight edge
intrusion detection method for power monitoring systems. This method first
models network traffic, protocol, and behavioral characteristics, and repre-
sents key attack features through weighted fusion and attention mechanisms.
Then, based on YOLOv8, MobileNetv3 and Grouped Shuffle Convolution
(GSConv) are introduced to reduce the number of model parameters and
computational complexity. Finally, it combines a cloud-edge collaborative
deployment mechanism to collaboratively optimize attack detection, local
response, and cloud model updates, thereby balancing detection accuracy,
real-time performance, and edge deployment capabilities.

This paper addresses the shortcomings of traditional intrusion detection
in power monitoring systems, such as insufficient real-time performance,
high computational overhead of deep learning models, and difficulty in
deployment on resource-constrained edge devices. It presents a solution
with practical engineering applications. The proposed method maintains
high detection accuracy and robustness while reducing inference latency and
resource consumption, and demonstrates stable performance under varying
attack traffic ratios. This research can provide technical support for real-
time security awareness, rapid alarm, and proactive edge protection in power
monitoring systems.

The structure of the paper is arranged as follows. Section 2 reviews related
research progress. Section 3 introduces the proposed method. Section 4 gives
results and analysis. Section 5 summarizes the full paper and looks forward
to future research directions.

2 Related Work

Network security protection technology for power monitoring systems has
become a hot research topic. Hu et al. proposed a MimicStudio com-
prehensive development framework to address the complex heterogeneous
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processing, difficult dynamic management, and availability maintenance
in dynamic heterogeneous redundant architecture application development.
Through mechanisms such as standardized workflow, zero-copy synchroniza-
tion, parallel construction, multi-core collaborative debugging and dynamic
structure adjustment, flexible and efficient support for the characteristics of
dynamic heterogeneous redundant fault-tolerant systems was achieved [10].
Rabie et al. built a new detection method that integrated optimization and
classification models to address the complexity of security threat detection
faced by smart grid Supervisory Control and Data Acquisition (SCADA)
systems. Min-max normalization was used for noise removal, the correlation
estimation mechanism was used for feature dimensionality reduction, and
the Holistic Harris Hawks Optimization (H3O) algorithm was used to select
the optimal features, thereby efficiently identifying normal data and attack
data [11]. Aiming at the insufficient anomaly recognition and differentiation
efficiency, Tong et al. proposed a video anomaly recognition algorithm that
combined multi-instance learning to optimize the wavelet transform algo-
rithm and Long Short-Term Memory Network (LSTM). The method achieved
an overall recognition accuracy and image classification accuracy of more
than 90%, improving the substation safety management [12].

To address the problem that SCADA industrial IoT systems face multiple
network attack threats such as attacks, deceptions, and advanced intrusions,
and existing intrusion detection systems are insufficient in accuracy, scala-
bility, and adaptability, Kuncham et al. proposed the CyberFortis network
security framework. By integrating the twin dual-deep Q network and the
autoencoder, and using the PopHydra optimizer to calculate the reinforce-
ment learning discount factor, the system’s protection against emerging
threats was improved [13]. Qi et al. built a causal inference method based
on SCADA data to address the problem that existing power system operating
variable relationship analysis methods mainly rely on mathematical models
and component parameters and lack data-driven spatio-temporal characteris-
tics analysis. A multi-data sequence regression model was constructed, and a
priori causal knowledge and real variable amplitude effects were introduced
to achieve a higher-precision analysis of the spatiotemporal causality of
power system operating variables [14]. Li and Shen proposed an infrared
sensing detection solution based on edge computing to solve the insufficient
fault detection efficiency of power electronic equipment. A communication
network between edge nodes and power servers was established to realize
intelligent processing and scheduling of infrared data [15]. Jain et al. pro-
posed a fog computing architecture as a solution for smart city infrastructure
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in response to the massive data processing and real-time requirements
brought about by the proliferation of 5G IoT devices. Data storage, control
and communication were implemented at the edge layer, combined with
algorithm optimization and architecture design, thereby reducing network
latency [16].

In summary, existing research has made certain progress in network
security protection of power monitoring systems. However, most research
focuses on a single data source or a single model structure and lack compre-
hensive modeling capabilities for multi-source heterogeneous data in power
monitoring systems. In addition, although some deep models have high
detection accuracy, the model scale is large and it is difficult to directly
adapt to the computing and energy consumption constraints of edge devices.
Therefore, the research builds a lightweight network security detection model
based on YOLOv8, combined with multi-source feature modeling and edge
collaborative deployment mechanism, aiming to collaboratively improve
detection accuracy and real-time performance. The research introduces the
MobileNetv3 backbone network and GSConv to improve YOLOv8, and
combines the multi-source feature fusion mechanism to improve the repre-
sentation ability of complex attacks, achieving efficient deployment on edge
devices.

3 Research Methods

3.1 Multi-source Network Security Perception and Feature
Modeling Method

To improve the power monitoring system’s ability to identify multiple types
of attack behaviors in complex network environments, the study starts
from the perspective of multi-source data fusion and constructs a multi-
dimensional security perception model that integrates traffic characteristics,
protocol characteristics and behavioral characteristics. Considering that the
SCADA power monitoring system has diverse data sources, complex protocol
types, and dynamic changes in behavior patterns, it is difficult for a single
feature modeling method to comprehensively describe attack behavior, so
multi-source heterogeneous data are unified modeled and expressed [17, 18].
The overall modeling process is presented in Figure 1.

From Figure 1, the original data from the power monitoring network is
first collected and preprocessed. The data sources include network traffic
data, communication protocol data, and system behavior logs. According to
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Figure 1 Multi-source cybersecurity data fusion and processing pipeline.

the feature differences, representative traffic features, protocol features, and
behavioral features are extracted. The original data set is D = {X(i)}Ni=1 ·N
signifies the number of samples and X(i) signifies the i th network behavior
sample. Each sample is composed of multi-source features, as presented in
Equation (1).

X(i) = [x
(i)
f , x(i)p , x

(i)
b ] (1)

where x
(i)
f ∈ Rdf represents the flow characteristics (such as packet length,

flow rate), x
(i)
p ∈ Rdp represents protocol characteristics (such as port,

protocol type), x
(i)
b ∈ Rdb represents behavioral characteristics (such as

access frequency, session sequence). df , dp and db are the corresponding
feature dimensions, respectively. During the feature processing process, to
eliminate the impact of different feature dimension differences on model
training, the original features are normalized. The min-max normalization
method maps the features of each dimension to a unified numerical interval,
given in Equation (2) [19].

x̃
(i)
j =

x
(i)
j −min(xj)

max(xj)−min(xj)
(2)

where x
(i)
j represents the original eigenvalue, x̃(i)j represents the normalized

eigenvalue. min(xj) and max(xj) respectively represent the minimum and
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maximum values of the feature in the data set. On this basis, multi-source
features are fused and modeled, a unified feature vector is constructed
using splicing, and a weighted fusion mechanism is introduced, as shown
in Equation (3). ⎧⎨⎩Z(i) = x̃

(i)
f ⊕ x̃

(i)
p ⊕ x̃

(i)
b

Ẑ(i) = Wf · x̃(i)f ⊕Wp · x̃(i)p ⊕Wb · x̃
(i)
b

(3)

where ⊕ signifies the feature splicing operation, Wf ,Wp, and Wb represent
the weight coefficients of traffic, protocol, and behavior features, which are
trained as learnable parameters along with other model parameters. During
training, the three weights are normalized using the Softmax function to
satisfy the constraints of non-negativity and a sum of 1. Backpropagation
is performed based on the detection loss, and gradient descent is used to
automatically update the weights of various features. Ẑ(i) is the fused feature
representation. In addition, an attention mechanism is introduced to model
feature importance to enhance the ability to represent complex attack behav-
iors. The feature importance score is calculated and normalized through the
Softmax function to obtain the attention weight. The details are shown in
Equation (4) [20]. ⎧⎪⎨⎪⎩

ek = wTzk + b

αk =
exp(ek)∑︁d

m=1 exp(ek)

(4)

where ek signifies the feature importance score, w signifies the learnable
weight vector, zk represents the k-th component in the fused feature vector,
b represents the bias term, αk signifies the importance weight of the k-th
dimension feature, d = df+dp+db represents the feature dimension. Finally,
the weighted feature representation is obtained, as shown in Equation (5).

Z
(i)
att =

d∑︂
k=1

αkzk (5)

where Z
(i)
att signifies the feature vector after introducing the attention mech-

anism. The multi-dimensional feature construction and encoding structure is
shown in Figure 2.

In Figure 2, the fused features are first mapped and encoded to form
a high-dimensional representation, and then the key feature information
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Figure 2 Multi-dimensional feature construction and encoding structure.

is enhanced through the attention mechanism, thereby generating the final
feature vector used to detect the input of the model. The proposed method can
more comprehensively characterize complex attack behavior and improve the
ability to identify covert attacks and variant attacks.

3.2 Lightweight Intelligent Detection Model Construction
Method

On the basis of completing the multi-source feature modeling, to realize
the efficient identification and edge deployment requirements of network
attacks in the power monitoring system, the research further constructs a
lightweight intelligent detection model based on YOLOv8. Compared with
models that directly process tabular data, YOLOv8’s convolutional structure
can extract local combination relationships between different security fea-
tures. Its multi-scale feature fusion structure can simultaneously characterize
single abnormal features and complex attack patterns [21, 22]. Meanwhile,
YOLOv8 has high parallel inference efficiency and a mature lightweight
deployment foundation, making it more suitable for resource-constrained
power monitoring edge devices [23].

As the fused traffic features are one-dimensional vectors, while YOLOv8
uses a two-dimensional convolution, the fused features must undergo tensor
transformation. First, the normalized traffic features, protocol features, and
behavioral features are concatenated in a fixed order to form a fused feature
vector of length D. The arrangement of features in each dimension is deter-
mined based on their importance, and this arrangement is mapped to a two-
dimensional feature tensor of size M ×H×C0. When the feature dimension
is less than M×H×C0, zero-padding is performed at the ends of the vector;
when the feature dimension exceeds the target tensor capacity, features with
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higher importance are retained according to attention weights. The input fea-
ture tensor is I = RM×H×C0 . H and M represent the height and width of the
input feature map, respectively. C0 represents the number of input channels.
After basic feature extraction, a multi-scale feature set

...
F = {F1,F2,F3}

can be obtained. F1,F2,F3 represent feature maps at different scales, which
are used to represent attack mode information at different levels. Considering
that the original YOLOv8 backbone network still has a high computational
burden in edge scenarios, MobileNetv3 is introduced to replace the original
backbone network to reduce the amount of parameters and floating point
operations. MobileNetv3 is built based on depth-separable convolution and
lightweight attention mechanism, which not only ensures feature extraction
capabilities, but also reduces computational complexity [24]. For the input
feature I = RM×H×C0 , after the YOLOv8 backbone network is replaced
with a depthwise separable convolution structure, the convolution operation
process is decomposed into two parts: channel-by-channel convolution and
point-by-point convolution, as shown in Equation (6).{︄

Fdw = σ(I ∗Kdw)

Fpw = σ(Fdw ∗Kpw)
(6)

where σ(·) represents the activation function, Fdw represents intermediate
features, Fpw represents the output features, Kdw represents the channel-
by-channel convolution kernel, Kpw represents the point-wise convolution
kernel. To optimize the feature expression ability, a channel attention mecha-
nism is introduced based on depth-separable convolution to adaptively weight
the feature channels. The output feature of the backbone network is Fpw, and
its weight calculation process can be shown in Equation (7).

s = δ(W2 · ρ(W1 ·GAP(Fpw))) (7)

where GAP(·) represents Global Average Pooling (GAP), W1 and W2

are weight matrices, ρ(·) and δ(·) represent ReLU and Sigmoid functions,
respectively. The final output feature is shown in Equation (8).

Fatt = s⊙ Fpw (8)

where ⊙ represents channel-by-channel multiplication. Figure 3 presents the
improved backbone network.

From Figure 3, the improved backbone network employs the
MobileNetv3, replacing standard convolutions with depth-separable convo-
lutions. Through this structure, the model calculation complexity is reduced
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Figure 3 Lightweight backbone architecture based on MobileNetv3.

from O(k2C0C1MH) to O(k2C0MH+C0C1MH), where C1 signifies the
number of output channels.

After completing the lightweighting of the backbone network, the feature
fusion network Neck of YOLOv8 is further optimized. Traditional feature
fusion usually relies on standard convolution to achieve cross-layer infor-
mation transfer, which suffers from computational redundancy. Therefore,
GSConv is introduced to replace some standard convolution structures to
reduce parameters and improve feature fusion efficiency. GSConv first per-
forms grouped convolution operations and enhances information interaction
between different groups through channel rearrangement to obtain the final
output features, given in Equation (9) [25].⎧⎪⎨⎪⎩

Fg = GConv(Fatt)

Fs = Shuffle(Fg)

Fout = ϕ(Fs)

(9)

where ϕ(·) represents the activation function, GConv(·) means dividing
the input channels into G groups and performing convolution operations,
respectively, Shuffle(·) indicates channel rearrangement. Through the group-
ing calculation and channel interaction mechanism, GSConv can reduce the
computational complexity while maintaining the feature expression ability.
Its computational complexity is approximately expressed as O( 1

Gk
2C2

1MH).
In addition, in the detection output stage, the Anchor-free mechanism is
used to directly predict the target category and location parameters, and
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Figure 4 Overall architecture of the improved lightweight YOLOv8-based cybersecurity
detection model.

attack types and abnormal locations are collaboratively learned through joint
optimization of classification loss and regression loss. The structure of the
improved YOLOv8 lightweight model based on MobileNetv3 and GSConv
is shown in Figure 4.

From Figure 4, the entire model consists of an input feature layer, a
lightweight backbone network, an optimized feature fusion network, and
a detection output layer. The input layer receives high-dimensional feature
representation obtained by multi-source feature modeling. The backbone net-
work is responsible for low-complexity feature extraction. The feature fusion
network realizes multi-scale information interaction. The detection head
completes attack category identification and abnormal location prediction.

3.3 Edge Deployment and Collaborative Protection Methods

To satisfy real-time and low latency of the power monitoring system, the
research further deploys the improved YOLOv8 lightweight model in the
edge computing environment. A cloud-edge collaborative network security
protection mechanism is built. The data in the power monitoring system
has high-frequency generation and distributed characteristics. If all data is
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transmitted to the cloud for centralized processing, it will result in large
communication overhead and response latency. Therefore, the core detec-
tion task is moved to the edge side to achieve rapid local perception and
response. On the edge side, the input feature is Xe, the lightweight detection
model is denoted as Qe(·), and its reasoning process can be expressed as
Equation (10).

Ye = Qe(Xe; θe) (10)

where θe represents the edge side model parameters and Ye represents the
detection output result. To characterize the real-time performance of edge
nodes, the inference process is decomposed into three stages: pre-processing,
model inference, and post-processing. The total latency can be expressed as
Equation (11).

Tedge = Tpre + Tinf + Tpost (11)

where Tpre represents the data preprocessing time, Tinf represents the model
forward inference time, Tpost represents the result analysis and output time.
On this basis, to further reduce the overall system latency, some non-critical
data and detection results are uploaded to the cloud for centralized analysis.
The uploaded data set is S, the cloud model parameter is θc, and the update
process can be expressed as Equation (12).

θt+1
c = θtc − η∇L(S; θtc) (12)

where L(·) represents the loss function and η represents the learning rate.
The updated model parameters are synchronized to each edge node through
the network to achieve dynamic optimization and continuous learning of the
model. In the cloud-edge collaborative process, the overall response time of
the system can be expressed as Equation (13).

Ttotal = Tedge + Ttrans + Tcloud (13)

where Ttrans represents the data transmission latency between the edge and
the cloud. Tcloud represents cloud processing time. In addition, to ensure that
the system has the ability to respond quickly when an attack occurs, a local
decision-making mechanism based on confidence is introduced at the edge
node. The detection output confidence is ω and the threshold is τ . The alarm
triggering rule is expressed as Equation (14).

Alarm =

{︄
1, ω ≥ τ

0, ω < τ
(14)
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Figure 5 Cloud-edge collaborative cybersecurity framework for power monitoring systems.

where Alarm represents whether to trigger local security protection oper-
ations. When the detection result exceeds the threshold, the edge node
can immediately implement blocking, isolation or alarm strategies, thereby
reducing the risk of attack spread. The overall cloud-edge collaborative
security protection architecture is shown in Figure 5.

From Figure 5, the system has a data collection layer, an edge computing
layer and a cloud platform layer. The data completes real-time detection and
preliminary response on the edge side, and key data is uploaded to the cloud
for in-depth analysis and model updating. The updated model is then fed back
to the edge node.

4 Results

4.1 Experimental Setup

To verify the effectiveness and engineering applicability of the proposed
method, experimental settings and evaluations were conducted. The specific
software and hardware configurations are presented in Table 1.
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Table 1 Experimental setup
Category Item Specification

CPU Intel Xeon Silver 4210 @ 2.20 GHz
Hardware (Server) GPU NVIDIA RTX 3090 (24 GB)

Memory 64 GB
Storage 1 TB SSD
Device NVIDIA Jetson Xavier NX

Hardware (Edge device) GPU 384-core Volta GPU
Memory 8 GB
Storage 128 GB

Operating system Ubuntu 20.04
Framework PyTorch 2.0

Software environment CUDA CUDA 11.8
Inference engine TensorRT 8.x

Programming language Python 3.8

The server in Table 1 is used for model training and parameter opti-
mization, while Jetson Xavier NX simulates resource-constrained power
monitoring edge nodes, and TensorRT accelerates model inference. The
Canadian Institute for Cybersecurity Intrusion Detection System 2017 dataset
(CICIDS2017) and the University of New South Wales Network-Based 2015
dataset (UNSW-NB15) were selected as basic data sources, and filtered
and reconstructed based on the communication characteristics. By extracting
traffic characteristics, protocol characteristics and behavioral characteristics,
multi-source feature input data is constructed. To unify the data structures
of CICIDS2017 and UNSW-NB15, this study first merges the original labels
according to attack behavior semantics, retaining normal traffic and the main
attack categories related to power monitoring networks. Secondly, the feature
names, data types, and units in the two datasets are standardized, removing
duplicate records, invalid values, and features with overlapping physical
meanings, retaining only common features that correspond between the two
data types. Continuous features are normalized using Min-Max, discrete
protocols and connection states are encoded using one-hot encoding, and
missing values are imputed using the median. After completing category
mapping and feature alignment, the two datasets are merged according to
a unified field order, and stratified sampling and dataset partitioning are
performed. Finally, six categories of samples are retained: normal traffic,
denial-of-service attacks, reconnaissance scans, brute-force attacks, vulner-
ability exploits, and malware attacks. The data set contains 120,000 samples,
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of which normal samples account for 40% and attack samples account for
60%. The data set is split into training, verification and test sets according
to the 70%, 15% and 15%, and normalization processing and stratified
sampling strategy are used to optimize the training stability. During the
model training process, the stochastic gradient descent algorithm optimizes
the model parameters. The initial learning rate was 0.01, the batch size was
32, and the quantity of training rounds was 100. A learning rate decay strategy
was introduced to improve model convergence performance. To address
class imbalance, this study employs a synthetic minority class oversampling
technique applicable to mixed continuous and discrete features only on the
training set to generate minority class attack samples, thereby improving the
model’s ability to identify minority class attacks. The validation and test sets
maintain the original class distribution to avoid data leakage and ensure the
objectivity of the evaluation results.

4.2 Model Performance and Detection Effect Analysis

To assess the performance in the power monitoring system network security
detection task, machine learning methods such as Support Vector Machine
(SVM), Random Forest (RF) and typical deep learning models such as
Convolutional Neural Network (CNN), LSTM and YOLOv5 were selected
for comparison. The Macro-averaged F1-score (Macro-F1) and weighted F1
values of different models under different training data proportions are shown
in Figure 6.

From Figure 6(a), as the training data ratio increased from 20% to 100%,
the proposed model performed optimally under each data ratio. At 100% data
ratio, the Macro-F1 of improved YOLOv8 reached 0.93, which was 8.60%,
4.36%, 3.20%, 2.98% and 2.08% higher than that of SVM, RF, CNN, LSTM

Figure 6 Performance variation under different training data ratios.
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Figure 7 Statistical distribution of model discriminative performance.

and YOLOv5, respectively. Under the low data ratio (20%), the Macro-F1 of
the proposed model still reached 0.89, which was 14.23% and 3.60% higher
than that of SVM and YOLOv5, respectively, indicating that the model has
stronger feature learning capabilities in small sample scenarios. Combined
with Figure 6(b), the weighted F1 value of the proposed model reached
0.96 under 100% data ratio, which was 8.64%, 5.05%, 2.80%, 1.70% and
0.95% higher than that of the other five baseline methods, respectively. The
performance improvement of the proposed method is more obvious in small
sample scenarios, reflecting good data utilization capabilities and robustness.
The evaluation results of the Macro-Area Under the Receiver Operating
Characteristic Curve (Macro-AUC) and Matthews Correlation Coefficient
(MCC) of different models are shown in Figure 7.

From Figure 7(a), the improved YOLOv8 had the highest median on the
Macro-AUC index, at 0.97, which was 7.64%, 5.08%, 3.29%, 2.53% and
1.78% higher than that of SVM, RF, CNN, LSTM and YOLOv5, respectively.
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Figure 8 Prediction confidence distribution and high-confidence sample proportion analysis.

From the overall trend, improved YOLOv8 performed best among all mod-
els. In addition, the box range was significantly more concentrated and the
interquartile range was smaller, indicating that the model had better stability
and consistency under different experimental conditions. In Figure 7(b), the
median MCC of the improved YOLOv8 was about 0.92, which was signifi-
cantly better than that of other methods, and the box height was lower. This
shows that the proposed model has smaller fluctuations in multiple experi-
ments. From Figures 7(c) and 7(d), the precision and recall of the improved
YOLOv8 were also significantly better than those of comparison methods,
indicating its effectiveness and robustness in network security detection tasks.
The prediction confidence distribution of different models on the test set is
illustrated in Figure 8.

From Figure 8(a), the confidence of traditional models (SVM and RF)
was mainly concentrated in the 0.4–0.7 range, while the deep learning models
(CNN and LSTM) gradually moved to the 0.6–0.8 range. In contrast, the
confidence distribution of YOLOv5 and improved YOLOv8 was obviously
concentrated in the high confidence area (above 0.8). The distribution peak
of improved YOLOv8 was mainly located around 0.85, and the overall
distribution was most shifted to the right, indicating that the model has
stronger discrimination certainty and output consistency in the prediction
process. Figure 8(b) shows the high confidence sample proportion (Confi-
dence ≥0.8). The improved YOLOv8 reached 77.80%, which was the best
among all comparison models, and the advantage was more obvious in the
high confidence interval. The rightward shift of the confidence distribution
and the increase in the proportion of high-confidence samples indicate that
the model not only has strong classification capabilities in complex network
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Figure 9 Security performance variation under different attack traffic ratios.

attack detection tasks, but can also output more stable and reliable prediction
results.

4.3 Lightweight and Deployment Performance Analysis

To further verify the effectiveness in actual network security protection sce-
narios, the MobileNet-based Intrusion Detection System (MobileNet-IDS)
was compared with the lightweight target detection model Tiny-YOLOv5,
and the security protection capabilities and deployment performance were
compared. The results of the Attack Detection Rate (ADR) and False Alarm
Rate (FAR) under different attack traffic proportions are shown in Figure 9.

From Figure 9(a), when the attack ratio was 50%, the ADR of improved
YOLOv8 reached 0.958, which was 5.27% and 3.01% higher than that of
MobileNet-IDS and Tiny-YOLOv5, respectively. Under high attack intensity
(90%) conditions, the improved YOLOv8 still maintained a detection rate
of 0.94, indicating that the model is more robust in complex environments.
Combined with Figure 9(b), the improved YOLOv8 maintained the lowest
FAR under various conditions, and the FAR growth rate under high attack
load conditions was significantly lower than that of the comparison model.
The model has better stability and anti-interference ability in complex envi-
ronments. The real-time processing capability and performance change trends
under different lightweight configuration conditions are shown in Figure 10.

From Figure 10(a), as the model size increased, the inference speed of
each method showed a downward trend. The improved YOLOv8 maintained
the highest frame rate (Frames Per Second, FPS) at all scales. The FPS
of improved YOLOv8 at 1.0× scale increased by 5.34% and 3.01% com-
pared with MobileNet-IDS and Tiny-YOLOv5, respectively, indicating that
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Figure 10 Deployment performance comparison under different model scales.

the model has advantages in computational efficiency. In Figure 10(b), the
latency of improved YOLOv8 at 1.0× scale was reduced by 9.59% and 4.81%
respectively compared with MobileNet-IDS and Tiny-YOLOv5. Combined
with Figure 10(c), the improved YOLOv8 showed the lowest FAR under
various scale conditions. This shows that the proposed model effectively
reduces the FAR while maintaining high inference speed and low latency,
and collaboratively optimizes detection efficiency and safety performance.
Finally, the study further evaluated the practical deployment feasibility of the
three methods on edge devices, as shown in Table 2.

From Table 2, MobileNet-IDS had the lowest parameters and Floating
Point Operations (FLOPs), showing better lightweight characteristics. Tiny-
YOLOv5 was slightly higher in model size and computational overhead. Its
parameter volume and FLOPs were 4.18 M and 10.96 G, respectively, and
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Table 2 Model resource consumption and deployment overhead
Model Parameter (M) FLOP (G) Memory (MB) Power (W) Latency (ms)

MobileNet-IDS 3.42 8.75 986.37 10.84 21.87

Tiny-YOLOv5 4.18 10.96 1123.58 12.27 20.73

Improve YOLOv8 5.12 13.85 1286.94 13.76 19.83

its memory usage and power consumption were 1123.58 MB and 12.27 W,
respectively. In contrast, compared with improved YOLOv8 and MobileNet-
IDS, the proposed method increased memory usage and power consumption
by 30.47% and 26.93%, respectively. Compared to Tiny-YOLOv5, the
improved YOLOv8 increases performance by approximately 14.54% and
12.14%, respectively. Combining the aforementioned detection performance
and inference efficiency results, while the proposed model consumes slightly
more resources than the two lightweight comparison models, it outperforms
in attack detection rate, false positive rate, Macro-F1 score, and inference
speed. Particularly at the 1.0× model scale, the proposed model achieves
inference speed improvements of 5.34% and 3.01% compared to MobileNet-
IDS and Tiny-YOLOv5, and reduces inference latency by 9.59% and 4.81%,
respectively. Therefore, the slight increase in memory usage and power
consumption are justified by higher detection accuracy, lower false positive
rate, and faster response speed, achieving a favorable balance among security
performance, computational cost, and deployment efficiency. This renders the
model particularly suitable for resource-constrained edge scenarios in power
monitoring, where real-time responsiveness is critical.

5 Conclusion

Power monitoring systems face challenges in network security protection,
including high model complexity, insufficient real-time response, and limited
edge deployment. To address these issues, this study proposes a protection
method that integrates lightweight intelligent sensing with cloud-edge collab-
orative. First, a multi-source feature modeling method fusing traffic features,
protocol features, and behavioral features is constructed, and an attention
mechanism is used to enhance the representation of key attack features.
Second, to achieve model lightweighting, MobileNetV3 and GSConv are
incorporated into the YOLOv8 framework. Furthermore, cloud-edge col-
laborative deployment and a confidence-based local response mechanism
are combined to achieve coordinated optimization of attack detection, rapid
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alarm, and model updates. Experiments verify the basic assumptions of
this paper: multi-source feature fusion and lightweight edge deployment
can improve the power monitoring system’s ability to identify complex
network attacks and its real-time response performance while controlling
computational overhead.

Results show that the proposed method achieves Macro-F1 and Weighted-
F1 scores of 0.93 and 0.96, and Macro-AUC and MCC scores of 0.97 and
0.92, respectively. In terms of security performance, the model achieves a
detection rate of up to 0.96 and a false positive rate as low as 0.05 under
complex attack scenarios, maintaining good stability even under high attack
loads. Regarding edge deployment performance, the model achieves an infer-
ence speed of 82.4 FPS on Jetson Xavier NX, with single inference latency
controlled within 25 ms, and both memory usage and power consumption
are within acceptable ranges. The proposed method achieves a good balance
between detection accuracy, robustness, computational cost, and deployment
efficiency, providing a low-latency, deployable real-time network security
protection solution for power monitoring systems.

Although the proposed method achieves a good balance between detec-
tion performance and edge deployment efficiency, current research is mainly
based on the CICIDS2017 and UNSW-NB15 public datasets for validation
and has not yet been tested on real-world industrial SCADA or power
monitoring system operational data. Public datasets may differ from actual
power field conditions in communication protocols, equipment heterogeneity,
attack distribution, and environmental noise. Therefore, the current results
primarily validate the feasibility and deployment potential of the proposed
method, rather than its real-world performance. Its long-term stability and
cross-scenario generalization capabilities in real-world scenarios still require
further evaluation. Future research will combine anonymized SCADA com-
munication traffic and security event data to conduct online detection,
cross-scenario migration, and long-term operational tests on real or semi-
physical power monitoring platforms. Furthermore, federated learning and
adaptive update mechanisms will be introduced to enhance the model’s con-
tinuous adaptability to unknown attacks, data distribution drift, and complex
operating environments.
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