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Abstract

End-to-end system reliability and availability of different IMS-based network
communication scenarios have been simulated and analyzed by using the
combination of effective stochastic processes and models. Besides, both sys-
tem reliability and availability characteristics of Intra and Inter IP multimedia
subsystem (IMS) domain communication networks have been simulated and
compared with different redundancy conditions. Moreover, parallel redun-
dancies of the core IMS units were optimized at different availability or
reliability standard conditions. The results demonstrate interesting system
reliability characteristics of different communication scenarios and the results
reveal possibility to create high reliability and availability system for the Next
Generation Networks.
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1 Introduction

Reliability of a system or service generally refers to the consistency of
providing its required function within a given condition. Nowadays, it is one
of the most important quality terms for all services and systems, especially
considering the fact that everything is available through online services all
the time. Besides, another important quality term called resilience has gained
interest as the term refers to the system’s ability to recover from a failure to
some specific working conditions [1, 2]. Therefore, availability and stability
or connectivity of the services and systems are very important qualities for
the Next Generation Networks (NGNs) and services. In particular, the IP
multimedia subsystem (IMS) has been proposed as a next-generation platform
to provide real-time services and end-to-end quality of service (QoS) [3];
however, guaranteeing end-to-end QoS has many challenges such as interoper-
ability and management among various networking technologies and vendors
[4, 5]. In addition, the next generation services especially online services
are required to be available anytime and anywhere. Therefore, availability,
reliability and resilience are very important qualities for implementing and
developing IMS toward the NGNs.

System availability is the probability that the system is in a ready state
to perform its functions; the system reliability is the probability that the
system can function without failure; besides, system resilience represents how
well the system can overcome the failure. Thus, availability is a function of
the reliability and resilience represents the reliability degree of the system.
Therefore, these quantities are strongly related to each other and can indicate
the performance of the system.

As mentioned, availability is a function of reliability. The measurement
of system availability alone represents no significant details about the system
such as a number of component failures or a number of replaced components.
Therefore, both reliability and availability analysis of the system are needed
for representing comprehensive reliability quality of the system. In order
to evaluate the system reliability, overall system characteristics need to be
considered. Moreover, a system is an integration of components or subsystem
to perform its functions. Therefore, a connection topology of the system
components or subsystems and the system configurations will directly affect
overall system reliability.Accordingly, the reliability-wise configuration of the
components is needed to be considered. Besides, measuring overall qualities
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of the system needs to take into account an end-to-end quality evaluation
framework. The term “end-to-end” refers to the connection between user’s
end devices (UEs) across the IMS-based network. As mentioned above,
it is difficult to guarantee end-to-end quality over an IMS system due to
various communication scenarios between end users and the complexity of
the networks and services. However, model-based reliability evaluations have
provided useful information for designing and managing the IMS system
[6, 7]. Nevertheless, end-to-end reliability and availability analysis of the
IMS systems have not been fully studied. As mentioned above, availability
and stability of the system are the key qualities for NGNs. Therefore, both
availability and reliability of the system need to be analyzed together to achieve
useful reliability or resilience of the system.

The main contributions of this paper include the analysis of end-to-
end reliability and availability for both intra and inter-domain IMS-based
reference network by using the proposed three and five-state Continuous
Time Markov Chain (CTMC) model and Reliability Block Diagram (RBD).
The proposed model is proven to outperform the state-of-the-art models [8].
Both end-to-end availability and reliability characteristics are compared and
analyzed with and without redundancy cases. Moreover, the fault tolerance
system model and redundancy optimization at different availability values are
presented. The paper is organized as follows. Section 2 presents related works.
Section 3 defines the IMS-based reference network and the proposed end-to-
end availability and reliability analysis models respectively. The simulation
and comparison results between intra and inter-domain communication at
different conditions and the redundancy optimization results are given in
Section 4. The conclusions are given in the final section.

2 Overview

Over the past decade, various reliability evaluation techniques have been
proposed for the IMS system. For example, state-space methods such as
Queuing Network Model (QNM) [9–11], Queuing Petri Nets (QPN) [12], and
the Markov model [8, 13–17] were applied for performance and reliability
evaluation of the IMS network. The QNM is normally applied to analyze
the processing delay. The QPN was shown to combine some advantages of
both Stochastic Petri Nets (SPN) and queuing networks models [12]. The
Markov model can take into account some detailed working states and system
parameters such as failover and recovery rates. Besides, redundancy effect
can also be included into the model for an evaluation [8, 15–17].
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In addition, reliability evaluation at different failover success rates was
performed by using three-state Markov model [13]. The coverage factor
and the failover period were proven to influence the system downtime with
redundancy [14]. Further, system reliability and availability with internal
and external redundancy were evaluated through the Markov model. The
system availability was shown to improve for all redundancy mechanisms
[15]. Moreover, an end-to-end reliability and resilience properties of the IMS
system were evaluated by using the Markov Rewards Model and Reliability
Block Diagrams (RBD) [16]. The 1:1 redundancy effect at different end-to-end
communication scenarios were simulated and shown that total reliability will
be highly affected by the individual reliability of the system components.
Further, the end-to-end availability analysis of the intra and inter-domain
IMS-based communication network had been proposed by using the five-state
Markov model and RBD [8]. Besides, the proposed model was compared with
state-of-the-art three-state Markov models and proved to provide better system
behaviours of the simplex and redundant systems. The simulation results of
end-to-end availability were shown to significantly improve when having a
redundancy of the S-CSCF unit, especially for long distance communication.
Besides, performance optimization of the IMS core network with parallel
redundancy was evaluated by using the CTMC and Universal Generating
Function (UGF) [17].

Furthermore, an improvement of IMS system reliability with a single
redundancy of the S-CSCF unit was shown through the network simulation
software called OpenIMS [18]. Later, end-to-end reliability and resilience
characteristics of the IMS-based communication within similar and across reg-
istered domain were simulated and analyzed through the well-known OPNET
software [19, 20]. In particular, end-to-end resilience behavior of communi-
cation across multiple IMS domains were demonstrated and compared. The
results showed various resilience behavior of long distance communications
and the effect when adding redundancy.

From above, a combination of models and simulation can be applied
for reliability and availability evaluation of the IMS-based network [8]. The
proposed availability model is chosen due to its advantages for both single
and redundancy model of the components. However, an overall evaluation
of the IMS system has not been fully studied. This paper focuses on an
optimization of end-to-end reliability and availability of the IMS-based net-
work at different communication scenarios by using a combination of three
and five-state CTMC models and RBD models. Moreover, optimization of
different parallel redundancies of the IMS core unit is simulated and compared
with different communication scenarios and reliability standard requirements.
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Figure 1 The IMS reference network.

For covering major communication scenarios of the IMS-based network,
the communication network reference architecture per Figure 1 is used to
evaluate end-to-end availability and reliability. The reference network can
represent feasible real-world communication scenarios for both intra and
inter-communication between UEs.

3 End-to-End Availability and Reliability Analysis Model

For covering all failures and recovery characteristics in the model, the
coverage factor is considered for representation of the proportion of failures
which can be recovered. Besides, for simplicity of an analysis, each of the
components is assumed to have independent properties and the failure and
recovery rates are assumed to be exponentially distributed. In addition, the
communication between UEs, based on the network reference architecture
of Figure 1, is used to evaluate the end-to-end availability and reliability of
different communication scenarios.

3.1 End-to-End Availability Analysis Model

The five-state CTMC model [8] is applied for an analysis with two main failure
types- Soft Failure (SF) and Hard Failure (HF) as shown in Figure 2 for both
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Figure 2 The three-state and five-state CTMC model: (a) simplex unit, (b) redundant unit.

single and redundant unit. The SF is defined to cover degradation and ordinary
failure types (for both hardware and software) that can be automatically or
manually recovered. The HF can be defined to cover instant or severe failure
types that need longer recovery time than SF for instance manual repaired
processes with many hours of recovery time. The coverage factor, c, is the
conditional probability that a failure will be automatically recovered. Improper
failure treatment will lead to the HF state instead of the SF state. Parameters α

and β are the recovery rates for SF and HF respectively. These rates, where in
time 1/β is longer than 1/α, refer to the recovery period for both failure types
back to a state that can be further recovered to the working condition. The
recovery and failure rates are represented by μ and λ respectively. These
parameters are proven to efficiently provide more details on availability
behaviours than previous models for both simplex and redundant models as
presented in [8]. Therefore, the set of state-space of the model is given by S =
{0, 1, 2, SF, HF}. State “2” and “1” represent the working state conditions
of two and one component respectively. Accordingly, state “0” represents the
complete failure state. The system state probabilities of the proposed model
can be written as

⎧⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎩

dπ2(t)/dt = −2λπ2(t) + μπ1(t)
dπHF (t)/dt = 2 (1 − c) λπ2(t) − βπHF (t)
dπSF (t)/dt = 2λcπ2(t) − απSF (t)
dπ1(t)/dt = βπHF (t) + απSF (t) − (λ + μ) π1(t) + μπ0(t)
dπ0(t)/dt = λπ1(t) − μπ0(t).

(1)
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Assuming an initial working condition where π2(0) = 1, πHF (0) =
πSF (0) = π1(0) = π0(0) = 0 and π2(t) + πHF (t) + πSF (t) +
π1(t) + π0(t) = 1. Hence, the transient and steady state availability of
all available states, where the states occupy the probability of 1, can be
evaluated. Let A5R(t) be availability of the proposed model; then the steady
state availability is given by

lim
t→∞ A

5R
(t)=

αβμ2 + 2αβλμ

(2αλμ2 + 2αβλ2 + αβμ2 + 2αβλμ + 2βcλμ2 − 2αcλμ2)
.

(2)
The model for the simplex system is proposed and shown in Figure 2a where
two detailed failures are used instead of the normal failure state. “1” represents
the working state and “0i” represents the down state with the state description i.
Figure 2a has three state-spaces, S = {1, HF , SF}, where “HF ” and “SF ”
represent hard and soft failures respectively. In other words, both failures
represent down state or state “0” for a normal two-state CTMC. The system
is assumed to be initially up: π1(t) = 1. Thus, the system state probabilities
of the simplex model can be written as⎧⎪⎨

⎪⎩
dπ1(t)/dt = −λπ1(t) + απSF (t) + βπHF

dπSF (t)/dt = cλπ1(t) − απSF (t)
dπHF (t)/dt = (1 − c)λπ1(t) − βπHF (t)

(3)

Thus, the steady state availability for the simplex model per Figure 2a is given
by As, where the subscripts s denote the proposed simplex.

lim
t→∞ A

S
(t) =

α × β

〈α × (β + λ)〉 − 〈c × λ × (α − β)〉 (4)

The RBD is employed to estimate the total availability of the communication
path between UEs. The IMS core components can be represented as serial
or parallel connections depending on the analyzed network architecture,
which can combine parallel redundancy into the system. The communica-
tion scenarios between two UEs at similar (UE1 and UE2) and different
communication domains (UE1 and UE3) are employed to determine the
end-to-end availability. The RBDs of the call setup path for both scenarios
are shown by Figure 3a and 3b respectively. In the figures, the parallel
connection illustrates the redundancy of the core CSCF unit. For the con-
nection scenarios without redundancy, the serial connection of RBDs will be
considered.
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Figure 3 RBD of a communication network scenario: (a) similar home domain (UE1 &
UE2), (b) different home domain (UE1 & UE3).

3.2 End-to-End Reliability Analysis Model

In the same way, total reliability of different end-to-end communication
scenarios can be evaluated using the RBD. For the calling scenarios as given
by Figure 3 and Figure 4, assuming all communication links are reliable at
the beginning of an operating period. The reliability function at a time, [0, t]
between UEs can be represented by each reliability of the block diagram.

Figure 4 RBD of a communication network scenario with parallel redundancy: (a) similar
home domain (UE1 & UE2), (b) different home domain (UE1 & UE3).
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Let RU (t), RP (t), RI(t), RS(t), RA(t) represent the reliability of the each
component, where UE, P, I, S, and A denote the first letter of the user
terminal and the SIP servers. Therefore, for series and parallel systems the
total reliability can be given by RT S and RT P .

RT S(t) =
n∏

i=1

πi(t) =
n∏

i=1

Ri(t) (5)

RT P (t) = 1 −
n∏

i=1

[1 − πi(t)] = 1 −
n∏

i=1

[1 − Ri(t)] (6)

Where RT S and RT P represent the total reliability of the serial and parallel
connection, Ri(t) is the reliability of unit i, and πi(t) is the probability of
the unit being operational at time t. Therefore, the total reliability for each
communication scenario per Figure 3 and Figure 4 can be given by

RT3a(t) =
{

[RUE ]2× [RP ]2× [RI ]
2×RS×RH

}
(7)

RT3b
(t) =

{
[RUE ]2× [RP ]2× [RS ]2× [RI ]

3× [RH ]2
}

(8)

RT4a(t) = [RUE(t)]2×
[
1 − 〈1 − RP (t)〉2

]2×
[
1 − 〈1 − RI(t)〉2

]2

×
[
1 − 〈1 − RS(t)〉2

]
×[1 − 〈1 − RH(t)〉2] (9)

RT4b
(t) = [RUE(t)]2×[1 − 〈1 − RP (t)〉2]2×[1 − 〈1 − RI(t)〉2]3

×[1 − 〈1 − RS(t)〉2]2×[1 − 〈1 − RH(t)〉2]2 (10)

where RT3a(t), RT3b
(t), RT4a(t), and RT4b

(t) are the total reliability of the
communication scenario per Figures 3a, 3b, 4a, and 4b respectively. Then, the
exponential total reliability for each scenario can be given by

RT3a(t) =
{[

e−2λUE(t)
]

×
[
e−2λP (t)

]
×

[
e−2λI(t)

]
×

[
e−2λS(t)

]
×

[
e−2λH(t)

]}
(11)

RT3b
(t) =

{[
e−2λUE(t)

]
×

[
e−2λP (t)

]
×

[
e−2λS(t)

]
×

[
e−3λI(t)

]
×

[
e−2λH(t)

]}
(12)
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RT4a(t) =

⎧⎪⎪⎪⎨
⎪⎪⎪⎩

[
e−2λUE(t)

]×
[
1 − 〈

1 − e−λP (t)
〉2

]2×[
1 − 〈

1 − e−λI(t)
〉2

] 2 ×
[
1 − 〈

1 − e−λS(t)
〉2

]
×

[1 − 〈
1 − e−λH(t)

〉2
]

2

⎫⎪⎪⎪⎬
⎪⎪⎪⎭

(13)

RT4b
(t) =

⎧⎪⎪⎪⎨
⎪⎪⎪⎩

[
e−2λUE(t)

]×
[
1 − 〈

1 − e−λP (t)
〉2

]2×[
1 − 〈

1 − e−λI(t)
〉2

]3×
[
1 − 〈

1 − e−λS(t)
〉2

]2×
[1 − 〈

1 − e−λH(t)
〉2

]
2

⎫⎪⎪⎪⎬
⎪⎪⎪⎭

(14)

where λUE , λP , λI , λS , and λA are the failure rate of the UE, P-CSCF,
I-CSCF, S-CSCF and AAA respectively.

3.3 The Fault-Tolerant System Models:The M-out-of-N Reliability
Model and Optimization

One way to increase fault-tolerance of the system is to increase the number of
parallel server units for each subunit. This will definitely increase availability
and reliability of the subunit and also the system. Figure 5 represents the
M-out-of-N model for each SIP server unit. In this case, each node has N
parallel redundancy. The N-component system will fail if at least M of the N
unit fails. The model can also represent series and parallel connection when
M is equal to 1 and N respectively. Moreover, the model is a very popular
type of redundancy in fault-tolerant systems. With independent properties
assumption, the reliability for each subunit can be given and evaluated by
using binomial distribution as

RS (M, N, R) =
n∑

r=M

(
N
r

)
Rr(1 − R)N−r (15)

where RS the transient total reliability of subunit, N is the total number of
each parallel subunit, M is the minimum number of the unit required for
subunit to function, and R is the transient reliability of each unit. Therefore,
the total reliability of each scenario can be given by substituting RS into
Equation (5) and (6) for similar and different home domain communication
scenarios respectively. Then, the reliability for the fault tolerant model of the
communication scenario per Figure 5 can be given by
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Figure 5 RBD of a communication network scenario with N-parallel redundancy: (a) similar
home domain (UE1 & UE2) (b) different home domain (UE1 & UE3).

RT5a(t) =

⎧⎨
⎩

[
n∑

r=M

(
N
r

)
Rr(1 − R)N−r

]2

UE

×
[

n∑
r=M

(
N
r

)
Rr(1 − R)N−r

]2

P

×
[

n∑
r=M

(
N
r

)
Rr(1 − R)N−r

]2

I

×
[

n∑
r=M

(
N
r

)
Rr(1 − R)N−r

]
S

×
[

n∑
r=M

(
N
r

)
Rr(1 − R)N−r

]
H

}
(16)
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RT5b
(t) =

⎧⎨
⎩

[
n∑

r=M

(
N
r

)
Rr(1 − R)N−r

]2

UE

×
[

n∑
r=M

(
N
r

)
Rr(1 − R)N−r

]2

P

×
[

n∑
r=M

(
N
r

)
Rr(1 − R)N−r

]2

S

×
[

n∑
r=M

(
N
r

)
Rr(1 − R)N−r

]3

I

×
[

n∑
r=M

(
N
r

)
Rr(1 − R)N−r

]2

H

⎫⎬
⎭ (17)

From Equations (13)–(17), in order to achieve maximum system availability
and reliability, one simple solution is by adding a number of redundancies
into the system. However, as a result, this would also increase system cost,
complexity, maintenance, and management. Therefore, the parameters of the
system according to the Equations (13)–(17) can be optimized as reported
in the simulation results to gain benefit from the reliability, availability,
and cost.

4 Simulation Results

From Section 4, due to the fact that a failure rate value is less than one and
is significantly lower than the recovery rate (λ<<<μ), therefore, from the
communication topology and Equations (4)–(16), we can simply analyse that
the communication scenario (a) has higher reliability than the communication
scenario (b) for both with and without redundancy cases. This clearly exposed
that less complex communication scenario would have less failure probability
or high reliability. However, simulation results are still needed for an insight
system reliability of the communication network.

We applied the effective five-state redundancy model and the three-state
model per Figure 2a and 2b respectively to simulate end-to-end availability and
reliability of different IMS-based communication scenarios. The simulation
is different from [8], where the five state CTMC model was applied only for
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the redundancy model. For practical and ease of the analysis, the failure and
recovery rates have approximated based on statistical values of failure and
recovery of realistic optical and IP networks [21]; the rates are assumed for
all IMS components. In this case, failure is assumed to occur eight times per
year, λ = 2.4897 × 10-7 sec-1, μ = 1.3889 × 10-4 sec-1 (corresponding to
the average time to repair of 120 min). The assumed average recovering time
of SF and HF are 15 min and 300 min respectively, α = 1.1000 × 10-3 sec-1
and β = 5.5556 × 10-5.

4.1 Intra-Domain Communication: Simplex and Redundancy
Models

The simulation results of the transient end-to-end availability and reliability
of intra-domain communications versus time are presented by Figure 6 and
Figure 7, where the scenario-(a) and scenario-(a)-redundant legend represent
the intra-domain communication scenarios between UE1 and UE2 without
and with single redundancy respectively.

With the assumption of ready initial condition at the beginning of an
operation, the overall availability is equal to 1 or 100%. Then with the given
failure and recovery factors, end-to-end availability is decreased versus time
and moving toward steady state liked region at some operating period.

The end-to-end availability is increased when adding just a single redun-
dancy into the system. The percentage change or increasing percentage when
having redundancy at the steady state is about 0.26%. This percentage change
level is quite high when considering in term of an overall availability or
percentage of uptime per year. Moreover, overall end-to-end availability
characteristics tend to move toward steady state liked period faster when
having redundancy.

Accordingly, decreasing of end-to-end reliability is directly proportional
to an operating period. Unlike availability characteristics, reliability has no
steady state liked region due to it represent a no failure probability. Besides,
overall reliability results are not improved with redundancy.

The falling gradient of the end-to-end reliability of redundancy case
is larger than without redundancy case. This implies that involving more
equipment into the system will decrease overall reliability of the system, even
though an overall availability is improved from the beginning of an operation
when adding redundancy.
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Figure 6 End-to-end availability results of intra and inter-domain communications.

4.2 Inter-Domain Communication: Simplex and Redundancy
Models

Figure 6 and Figure 7 represent end-to-end availability and reliability of
the inter-communication scenarios versus time, where legend scenario-(b)
and scenario-(b)-redundant represent intra-domain communication scenarios
between UE1 and UE3 of without and with redundancy respectively.

Similarly to the intra-domain communication scenarios, overall availabil-
ity characteristics are decreased at the long operating period and moving
toward the steady state liked region at some period, where the intra-domain
communication scenarios with redundancy will reach steady state liked region
faster than without redundancy case. The percentage change of intra-domain
communication with redundancy at the steady state liked region is ≈ 0.40%.
The percentage change is quite high and is about two times higher than the
intra-domain communication case. Thus, redundancy has high impact to an
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Figure 7 End-to-end reliability results of intra and inter-domain communications.

overall availability characteristic of the inter-domain communication or long
communication setup path.

Consequently, the end-to-end reliability of intra-domain communication is
decreased when increasing operating period. Besides, a decreasing of end-to-
end reliability can be clearly observed with redundancy. Moreover, the falling
slopes of the reliability results are steeper than end-to-end reliability results of
the intra-domain communication cases. In other words, an increasing amount
of communication equipment highly affects overall reliability of the system
regardless of the number of redundancies. This effect can be clearly observed
at the beginning of the operating period. Moreover, end-to-end quality of both
reliability and availability are lower than the intra-domain communication
scenarios.
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4.3 Comparison of Intra and Inter-Domain Communications

The transient characteristics of the end-to-end availability and reliability of all
communication scenarios with and without redundancy cases can be compared
based on Figure 6 and Figure 7.

4.3.1 End-to-end availability
The results show that intra-domain communication scenario or communication
within the similar home domain has higher availability than communica-
tion across the different home domain. The significant improvement of the
availability can be observed when adding just one redundancy for both inter
and intra-domain communication scenarios. In particular, the redundancy
highly affects inter-domain communication scenarios, where the end-to-
end availability values almost reach the similar level with the intra-domain
communication cases.

The percentage difference of the availability gap between without and with
redundancy case of intra-domain communication is ≈ 0.26%. The availability
gap between without and with the redundancy of inter-communication domain
is ≈ 0.40%. While, the percentage difference of the availability gap between
intra and inter-communication of no redundancy case is ≈ 0.14% and the
percentage difference of the gap in case of redundancy is ≈ 9 × 10−4%.
Then, the percentage difference of the availability gap between intra and
inter-communication domain is reduced by 104 times. Therefore, for inter-
communication domain or long communication setup paths, redundancy is
needed to improve the end-to-end availability of the system.

4.3.2 End-to-end reliability
The transient characteristic of end-to-end reliability tends to decrease when the
communication scenarios involve many signalling setup paths. Moreover, end-
to-end reliability is reduced when adding redundancy or more equipment into
the system. In particular, the overall reliability of inter-domain communication
with redundancy is less than the reliability of the intra-domain communication
without redundancy case.

From Figure 7, the falling percentage or percentage change of the
reliability gap between without and with redundancy case of intra-domain
communication is ≈ 11.18%, and the percentage change of the gap between
without and with the redundancy of inter-domain communication is ≈ 16.31%.
While, the percentage difference of the reliability gap between intra and inter-
domain communication of no redundancy case is ≈ 5.93% and the percentage
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difference of the reliability gap in case of redundancy is ≈ 11.87%. Therefore,
having redundancy can increase the complexity of the system and can diminish
end-to-end reliability quality of the system.

4.4 The Fault- tolerant System Models and Optimization

According to the high availability system where the system aims to ensure
some operational performance level and the performance is represented by
an availability value such as 3-nines system availability (99.9%) means
that the system has only 8.76 hours downtime per year. In this paper, for
supporting NGNs, we are focusing on the desired 5-nines (99.999%) and
6-nines (99.9999%) system availability which corresponding to the system
downtime of 5 minutes per year and 31 seconds per year respectively for our
optimization sample.

From the simulation results, increasing redundancy into the system may
end up with increasing the complexity and decreasing overall reliability
of the system. However, adding redundancy has significant effect to an
overall availability of the system especially for intra-domain or long distance
communication scenarios. Therefore, high availability does not refer to high
reliability. On the other hand, high reliability would refer to high availability.
Then, from the high availability concept and from (15) and (16), with initial
redundancy or M = 2, and with similar failure rate assumption for compari-
son purpose, λ = 2.4897 ×10−7 sec−1, the minimum redundancy number to
achieve different end-to-end reliability as relating to high availability concept
can be calculated and given in Table 1.

From the optimization results, two nines and three nines system reliability
require at least four parallel redundancy of each core IMS unit for both intra and
inter-domain communication cases. This implies that in order to achieve up to
three nines end-to-end reliability or the maximum system downtime per year

Table 1 Minimum redundancy unit at different end-to-end reliability requirement of intra
and inter-domain communication scenarios

End-to-End
Reliability

Inter-Domain
(Min No. of

Redundancies)

Inter-Domain
(Min No. of

Redundancies) % Increasing of N
0.99% 4 4 0%
0.999% 4 4 0%
0.9999% 5 5 25%
0.99999% 6 6 20%
0.999999% 6 6 0%
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equal to 8.76 hours for both intra and inter-domain communication scenarios,
we need at least four parallel redundant units for each core IMS unit and for
each communication scenarios. In addition, four parallel redundancy means
that we need a minimum total number of 18 core IMS units for intra-domain
communication and 27 core IMS units for inter-domain communication case.
So the percentage difference of the total unit between the intra and inter-
domain system is 40%. Therefore, the required total unit of the inter-domain
communication is less than twice of the intra-domain communication case.

Moreover, from Table 1, we could achieve up to five and six nines system
reliability or the system downtime per year equal to 31.5 seconds by having
at least six parallel redundancies for each core IMS units. The different
percentage of the increasing number of redundancy is 25% from the three
nines condition and 20% from the four nine condition. In addition, with six
redundant units, the system could support up to six nines system reliability
which is equivalent to the percentage change of 0.1%. This changing amount
may not seem to represent a significant change for a normal statistical value.
However, for this stochastic process, the value represents a very significant
change of the system reliability. In this case, the average system downtime
per year was shown to improve from 8.76 hours to be 31.5 seconds which
is almost a thousand times better. For five parallel redundancies, we need a
total number of 30 core IMS units for intra-domain communication and we
need a total number of 45 core IMS units for inter-domain communication. In
particular, the percentage difference of the total number of the IMS core unit
between intra and inter-domain communication is 40% and is similar to the
three nines condition. Therefore, with the similar increasing ratio of the total
unit, six nines reliability condition could be achieved.

These optimization results imply that a certain or limited amount of parallel
redundant unit could be evaluated and optimized for inter-domain communi-
cation scenarios or a complex communication system to improve both system
availability and reliability with a desired reliability and availability standard.

5 Conclusions

The paper focuses on end-to-end reliability and availability evaluation of the
IMS-based communication scenarios by using a combination of stochastic
processes and models. The simulation results show that the IMS-based system
availability can be significantly improved by adding redundancy unit onto the
system especially for inter-domain or long distance communication scenarios.
However, adding redundancy unit could end up decreasing system reliability
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and increasing system complexity. Moreover, an optimization of the number of
parallel redundant unit that corresponding to the different standard of the IMS-
based system reliability requirement is presented. The results demonstrate an
interesting fact that high system availability and reliability can be achieved
with a suitable amount of the IMS core redundant unit. Therefore, for the
NGNs where a high-end computer can be created at suitable costs, network
or service providers can build practical high reliability or availability system
to support high-quality applications.

References

[1] Queiroz, C., Garg, S.K., and Tari, Z. (2013). A probabilistic model
for quantifying the resilience of networked systems. IBM J. Res. Dev.
57, 3–1.

[2] Autenrieth, A., and Kirstädter, A. (2002). Engineering end-to-end IP
resilience using resilience-differentiated QoS. Commun. Mag. IEEE
40, 50–57.

[3] 3GPP Technical Specification (2014). TS 23.207 version 12.0.0:
End-to-end Quality of Service (QoS) concept and architecture.

[4] Zhang, J., and Ansari, N. (2011). On assuring end-to-end QoE in
next generation networks: challenges and a possible solution. Commun.
Mag. IEEE, 2011, 49, 185–191.

[5] Shakir, M. (2010). Challenging issues in NGN implementation and
regulation. Proceedings of the 6th International Conference, Wire-
less Communications Networking and Mobile Computing (WiCOM),
Sep. 2010, pp. 1–4.

[6] O’Connor, P., and Kleyner, A. (2011). Practical Reliability Engineering.
Hoboken, NJ: John Wiley & Sons.

[7] Modarres, M., Kaminskiy, M. P., and Krivtsov, V. (2009). Reliability
Engineering And Risk Analysis: A Practical Guide. Boca Raton, FL:
CRC press.

[8] Kamyod, C., Nielsen, R.H., and Prasad, N.R. (2013). “End-to-end
availability analysis of IMS-based networks: Simplex and redundant
system,” in Proceedings of the 2013 IEEE International Conference
on Wireless Communications and Networking Conference (WCNC),
Shanghai, 1103–1108.

[9] Nagy, L., Tombal, J., and Novotny, V. (2013). “Proposal of a queueing
model for simulation of advanced telecommunication services over
IMS architecture,” in Proceedings of the 36th International Conference
Telecommunications and Signal Processing (TSP), Rome, 326–330.



252 C. Kamyod et al.

[10] Mkwawa, I. M., and Kouvatsos, D. D. (2008). “Performance modelling
and evaluation of handover mechanism in IP multimedia subsystems,” in
Proceedings of the 3rd International Conference Systems and Networks
Communications, Athens, 223–228.

[11] Jianhui, W., Hao, J., and Wenguang, W. (2009). “A novel queuing model
for IMS-based IPTV system,” in Proceedings of the 2nd IEEE Inter-
national Conference Broadband Network & Multimedia Technology,
Beijing, 560–564.

[12] Luo, A.A., Lin, C., and Wang, K. (2009). Performance modeling
and evaluation using Queuing Petri Nets in IMS. Proceedings of
the 4th International Conference Communications and Networking,
Beijing, 1–5.

[13] Mendiratta, V. B., and Pant, H. (2007). “Reliability of IMS Architec-
ture,” in Proceedings of the International Conference Telecommunication
Networks and Applications, Dunedin, 1–6.

[14] Arnold, T. F. (1973). The concept of coverage and its effect on the reli-
ability model of a repairable system. IEEE Trans. Comput. 100, 251–254.

[15] Zhang, X., Pham, H., and Johnson, C. R. (2010). Reliability models for
systems with internal and external redundancy. Int. J. Syst. Assur. Eng.
Manag. 1, 362–369.

[16] Kamyod, C., Nielsen, R. H., and Prasad, N. R. (2012). “Resilience in
IMS: end-to-end reliability analysis via Markov reward models,” in
Proceedings of the 15th International Conference Wireless Personal
Multimedia Communications (WPMC), Taipei, 564–568.

[17] Guida, M., Longo, M., Postiglione, F. (2010). “Performance evaluation
of IMS-based core networks in presence of failures,” in Proceedings of
the IEEE Global Telecommunications Conference (GLOBECOM 2010),
Miami, FL, 1–5.

[18] Liu, Y., Liu, Y., and Wang, X. (2011). “Reliability Mechanism for the
Core Control Network-Element S-CSCF in IMS,” in Proceedings of the
International Conference Network Computing and Information Security
(NCIS), Guilin, 57–61.

[19] Kamyod, C., Nielsen, R. H., and Prasad, N. R. (2013). IMS intra-and inter
domain end-to-end resilience analysis. In Wireless Communications,
Proc. of the 3rd Int. Conf. Vehicular Technology, Information Theory
and Aerospace & Electronic Systems (VITAE), June 2013, pp. 1–5.

[20] Kamyod, C., Nielsen, R. H., Prasad, N. R. (2014). “Resilience of the IMS
system: the resilience effect of inter-domain communications,” in Pro-
ceedings of the 4th International Conference Wireless Communications,



End-to-End Reliability and Optimization of Intra and Inter-Domain 253

Vehicular Technology, Information Theory and Aerospace & Electronic
Systems (VITAE), Aalborg, 1–4.

[21] Verbrugge, S., Colle, D., and Pickavet, M. (2006). Methodology and
input availability parameters for calculating OpEx and CapEx costs for
realistic network scenarios. J. Opt. Network. 5, 509–520.

Biographies

Chayapol Kamyod is a lecturer in Computer Engineering program at School
of Information Technology, Mae Fah Luang University, Chiang Rai, Thailand.
He is also a postdoc researcher with Prof. Ramjee Prasad at Aarhus Univer-
sity, Herning, Denmark. He received his Ph.D. in Wireless Communication
from the Center of TeleInFrastruktur (CTIF) at Aalborg University (AAU),
Denmark. He received B.Eng. in Telecommunication Engineering and M.Sc.
in Laser Technology and Photonics from Suranaree University of Technology,
Nakhon Ratchasima, Thailand. In addition, he received M.Eng. in Electrical
Engineering from The City College of New York, New York, USA. His
research interests are resilience and reliability of communication and computer
network, Internet of Things (IoT) and embedded technology.

Rasmus Hjorth Nielsen is currently heading product management as senior
director at Movimento for over-the-air software updates in automotive. He
has more than ten years of R&D and business experience in industry and
academia. He is the founder and partner of R&D intensive network planning



254 C. Kamyod et al.

companies and is working in the field of Communications and Networks
focusing on Secure Network Architectures, Wireless Sensor Networks, Inter-
net of Things, Optical Network Planning and Optimization, Virtualization
and Management. From 2010, he was in academia as Postdoc and from
2011 to 2012 as Assistant Professor. He has been a technical manager on
several industrial and European Commission (EC) projects. He has extensive
project management and write-up experience for several project proposals.
He was formerly principal architect in New Ventures as part of IOTG, Cisco
Systems, driving IoT platform, edge computing and deterministic Ethernet.
Rasmus has broad R&D knowledge in architectures, operational research and
optimization. He has expertise in applied R&D for market and industrial
needs and focus on Internet of Things (Wireless Sensor Networks, RFID,
etc.), planning, monitoring, optimization, security and virtualization of next
generation networks/future internet (NGN/FI) and architectures.

Neeli Rashmi Prasad is a security, mobile, wireless, networking and Internet
of Things (IoT) strategist. She has throughout her career been driving business
and technology innovation, from incubation to prototyping to validation and
currently an entrepreneur and consultant in Silicon Valley. She has made
her way up the waves of secure communication technology by contributing
to the most groundbreaking and commercial inventions. She has general
management, leadership and technology skills, having worked for service
providers and technology companies in various key leadership roles. Prasad
has lead a global team of more than 20 researchers across multiple technical
areas and projects in Japan, India, throughout Europe and USA.

Her notable accomplishments include enhancing the technology of multi-
nationals including CISCO, HUAWEI, NIKSUN, Nokia-Siemens and NICT,
defining the reference framework for Future Internet Assembly and being



End-to-End Reliability and Optimization of Intra and Inter-Domain 255

one of the early key contributors to Internet of Things. She is also an expert
member of governmental working groups and cross-continental forums.

Previously, she has served as chief system/network architect on large-
scale projects at both network operators and vendors looking across the
entire product and solution portfolio covering security, wireless, mobility
and cloud in domains such as IoT/M2M, eHealth and smart cities. She was
one of the key contributors to the commercialization of WLAN for which
she has published two books and she has a broad range of publications in
internationally acclaimed journals and conference publications.

Ramjee Prasad, Fellow IEEE, IET, IETE, and WWRF, is a Professor of
Future Technologies for Business Ecosystem Innovation (FT4BI) in the
Department of Business Development and Technology, Aarhus University,
Herning, Denmark. He is the Founder President of the CTIF Global Capsule
(CGC). He is also the Founder Chairman of the Global ICT Standardisation
Forum for India, established in 2009. GISFI has the purpose of increasing
of the collaboration between European, Indian, Japanese, North-American
and other worldwide standardization activities in the area of Information and
Communication Technology (ICT) and related application areas.

He has been honored by the University of Rome “Tor Vergata”, Italy
as a Distinguished Professor of the Department of Clinical Sciences and
Translational Medicine on March 15, 2016. He is Honorary Professor of
University of Cape Town, South Africa, and University of KwaZulu-Natal,
South Africa.

He has received Ridderkorset af Dannebrogordenen (Knight of the
Dannebrog) in 2010 from the Danish Queen for the internationalization of
top-class telecommunication research and education.

He has received several international awards such as: IEEE Communi-
cations Society Wireless Communications Technical Committee Recognition
Award in 2003 for making contribution in the field of “Personal, Wireless



256 C. Kamyod et al.

and Mobile Systems and Networks”, Telenor’s Research Award in 2005
for impressive merits, both academic and organizational within the field of
wireless and personal communication, 2014 IEEE AESS Outstanding Orga-
nizational Leadership Award for: “Organizational Leadership in developing
and globalizing the CTIF (Center for TeleInFrastruktur) Research Network”,
and so on.

He has been Project Coordinator of several EC projects namely, MAGNET,
MAGNET Beyond, eWALL and so on.

He has published more than 40 books, 1000 plus journal and conference
publications, more than 15 patents, over 100 Ph.D. Graduates and larger
number of Masters (over 250). Several of his students are today worldwide
telecommunication leaders themselves.

Nattapol Aunsri received the B.Eng. degree and M.Eng. degree in Electrical
Engineering from Khon Kaen University and Chulalongkorn University,
Thailand in 1999 and 2003, respectively. He obtained M.Sc. degree in
Applied Mathematics and Ph.D. degree in Mathematical Sciences from
New Jersey Institute of Technology, Newark, NJ, in 2008 and 2014,
respectively. Currently, he is a Lecturer at the School of Information Tech-
nology, Mae Fah Luang University, Chiang Rai, Thailand. His research
interests include ocean acoustics, Bayesian filtering, signal processing, and
mathematical and statistical modeling.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.6
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


