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Abstract

Major constraint of Mobile ad hoc networks is unpredictable mobility and
limited resources like energy consumption which may ultimately end in failure
of network connectivity and performance deterioration. Almost all of the
suggested techniques presume that every nodes share their memory space
with full collaboration. But in realism, few nodes selfishly decide either to
cooperate partially only with other nodes, or not at all. Thus, a advanced
collaborative mechanism based on dissemination of selfish node awareness
is suggested. Numerical results reveal that such mechanism results in better
improvement in performance.
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1 Introduction

A key concern in Mobile Ad Hoc networks are networks which self organize
themselves and have no central coordination point. Physical reachability
within nodes is a necessary criterion for communication. Each node has to
meet higher complexity as every node has to implement routing procedure.
Nodes mobility creates frequent topological fluidity; nodes join, leave or rejoin
the network often. Dynamic node reconfigurations are authorized for network
connectivity. A latest emerging network design currently receiving signifi-
cant attention is COOPERATIVE networking which provides cost-effective
services and applications.

In Mobile ad-hoc networks (MANETS) direct communications between
mobile nodes are possible if they are within communication range. For mobile
nodes to support cooperation which is a cost demanding activity makes a node
to have a selfish behaviour. Selfishness can be explained as nodes refusing or
unwilling to forward packets to other nodes inorder to salvage their resources.
Two main strategies suggested in literatures are a) incentive or motivation
based approaches, and b) detection and exclusion [2] based approaches. First
model motivates nodes for active participation in the forwarding activities.
Second model is a genuine way to handle selfish nodes.

In CoCoWa, the main goal is detection of selfish nodes and no attempt
to incentivize selfish nodes participation or to exclude them was made.
A positive detection is marked if the selfish node is detected by watchdog if not
anegative detection is marked. There is a greater chance of watchdogs to fail on
this detection. Such a scenario ends in creating false positives and false nega-
tives which vigorously decline performance. Existence of malicious nodes is
a major concern for cooperative approaches. Under such instance, results can
be more adverse. Suppose consider that if any one node behaves dishonesty
regarding the status of another, results in a rapid dissemination of false
negatives or false positives. Detection of malicious nodes using watchdogs,
which intentionally participate in network communication by hiding their
behaviour from the network, is a great challenge. As we often assume the
presence of malicious nodes we are supposed to evaluate their influence on
the network. In this proposed scheme a new Collaborative Contact-based
Watchdog was introduced that effectively blends local watchdog detection and
then disseminating the report throughout the network. By this approach, nodes
can soon have better knowledge about the nodes which are selfish rapidly.
Our intense objective is detection time reduction and thereby achieving high
fidelity by introducing certain degree of collaboration on their watchdog
schemes.
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Several issues are introduced due to the dissemination of positive or
negative detections of selfish nodes. First of this is the information consoli-
dation which deals with the reliability about neighbor’s positive and negative
detections, especially when there is a mismatch with the local watchdog
detection.

An analytical performance model was designed where our network is
modeled as a continuous time Markov chain (CTMC) and expressions are
derived for attaining the time and over-head cost of selfish nodes detection
under the influence of false positives, false negatives and malicious nodes.

Our experiment reveals a considerable time reduction required for detect-
ing selfish nodes when the performance of the CoCoWa is compared with a
traditional watchdog. Furthermore a great minimization on the effect of false
negatives and false positives is achieved and reputation detection scheme
reduces the pernicious effect of malicious nodes. Our evaluation is done based
on real mobility scenarios.

2 Architecture Overview

In general, a selfish node denies packet relaying to safeguard its owned assets.
This particular behavior indicates that the selfish nodes do not participate
in routing or relay data packets. Network monitoring using local watchdogs
technique are employed to detect this selfish behavior is. A node’s watch
dog overhears the neighbor’s packets transmission and reception to detect
deviation between received to re-transmitted packets ratio. Based on this, the
local watchdog decides to generate a positive detection if it finds a node to be
selfish or a negative detection if not.

An outline of CoCoWa architecture which is the fusion of a local watchdog
and the information dissemination is shown in Figure 1. Initially assume a
single selfish node and all the other nodes are unaware of this selfish node.
Using its watchdog, a node has the ability to find a selfish node and mark it
as a positive detection or a negative if not. This information is relayed to the
other nodes when this node contacts some other node within its communication
range, now both the nodes share the knowledge about these positive or negative
detections. Overall, by using watchdog direct awareness about selfish nodes
or indirect awareness provided by its neighbors through the collaborative
transmission of information can be achieved.

Three main components of CoCoWa are shown in Figure 2

e [ocal watchdog
¢ Diffusion module
o Information update
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1. Local watchdog:
Two of its main functions are,

e Selfish node detection
e New contact detection

The events generated by the local watchdog about neighbor nodes are
POSEVT(Positive event), NEGEVT(Negative event).
Diffusion module:

Two functions of Diffusion module are,

e Transmission of detection
e Reception of detection

Only very few selfish nodes exists. So less overhead are required while
transmitting positive detections.

2. Information update:
Two functions of information update module are,

e Updating information
e Consolidating the information

Internal information maintained by a node regarding other nodes:

e NOINFO state
e POSITIVE state
o NEGATIVE state

3 System Model

Figure 3 presents the flowchart of the proposed selfish node detection algo-
rithm CoCoWa. We model the network consisting of a group of N mobile
nodes with Co collaborative nodes, M malicious nodes and SF selfish nodes
(N=Co+M+SF). The total control messages transmitted denotes overhead. The
overhead time required to expose the selfish nodes throughout the network can
be attained.

Assume that there are non cooperative selfish nodes in the network. So
the impact of each selfish node has to be analyzed individually. Also consider
the case where a greater no of selfish nodes (SF>1) exists on a network
with N nodes, cooperative nodes C = N-SF. Then information target—node
will be compared to the information peighboring—node. FOr example N = 8 &
information t,rget—node 18 6. then 8>6, so the target node is identified as a
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Figure 3 Selfish node detection algorithm.

selfish node. Local watchdog and diffusion modules provide the states of the
nodes as PosEvt or NegEvt and so CoCoWa is event driven. A new value
called reputation value p is updated by these events using the expression:

+9 (PosEvt, Local)

+1 (PosEvt, Indirect) 5> 1
—0 (NegEvt, Local) -
—1 (NegEvt, Indirect)

p=p+AA=

where ¢ is the margin. Normally p is incremented for PosEvt event and
decremented for a NegEvt event. Threshold value is represented as 6. A nodes
state shift between Positive (p > #), and Negative (p < —0). Else, it is
set as Nolnfo state which means that it bears no information about a node’s
selfishness. Dynamic behaviour and flexibility increases with the combination
of § and 0 parameters. As an example assume # = 2 and 6 = 1 represents that
minimum a local and an indirect event is required for changing the state.
Indirect and local watchdog information is trusted more in our proposed
approach. Also wrong local decisions are compensated.
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Updating strategies are twofold. First, fast dissemination of false positive
and false negatives are reduced by setting the threshold # which otherwise
increases detection delay. Second, the most recent information is considered
for the decision about a selfish node. Suppose, previously a node may be
marked as positive state and later after receiving several NegEvt from other
nodes the Negative state is updated. All the state informations are associated
with an expiration timer. It’s a straight-forward implementation mechanism.
All the received events are marked with a time stamp, an opposite event is
generated once the timer expires.

4 Performance Analysis
Performance estimations are discussed in this section.

A. Scenario setting

The NS2 simulator is used to simulate the performance of the proposed
protocol where 5 to 25 nodes are randomly distributed two dimensional square
region 1000 x 1000 m? areas. Quantitative metrics used for the performance
evaluation are detection rate, throughput, and packet delivery ratio. The node
density is considered as the variable parameter. Here the proposed algorithm
is compared with the local watchdog approach. The discussion about the
performance metrics are given below.

B. Performance parameters

Detection rate: The detection rate analysis the impact on the collaboration
grade over the capability of CoCoWa. Significant improvements in network
performance are produced if timely actions are taken to avoid the selfish node
which in turn reduces the detection time considerably from hours to seconds.

Throughput: Average rate of successful data packets (in bit per second)
received at destination node over a communication channel. This metric
reflects the channel utilization. Various factors affecting network throughput
are end-user behaviour, available processing power of the system components,
the limitations of underlying analog physical medium.

Packet delivery ratio: Ratio between the total numbers of data packets
delivered successfully at destination node to total number of data packets
generated by the source. Higher value of packet delivery ratio refers to the
protocol consistency.

The graph for number of packets vs. node density is shown in Figure 4.
Pg =P, = M = Py, = 0 means there are no false positives, negatives
or malicious nodes. Simulation results illustrate an improved performance
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evaluation. This is because only positive detections are transmitted also in
this experiment the local watchdog is estimated.

The throughput is shown in the Figure 5. Simulation result illustrates
an improved throughput. Evenly it proves the fact that more PDR increases
throughput. This shows that target reachabilty is high in our algorithm without
reducing the quality of delivered packets.

The graph for packet delivery ratio is shown in the Figure 6, simulation
results illustrate an improved packet delivery ratio this is because, proposed
approach merges local watchdog detections and disseminates information over
the network.

The graph for Overhead vs node density is shown in the Figure 7. Our
proposed approach have a small overhead, because of which we are able
to identify selfish nodes, propagate reputation, and take necessary actions
depending on the severity of their misbehaviour. The graph shows that the
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overhead increases with the node density because higher the nodes higher the
events which eventually results in higher overhead.

5 Conclusion

Our paper aims to identify the impact of CoCoWa as a collaborative contact-
based watchdog. The result analysis reveals that there is a remarkable reduction
from the harmful effect of false positives, false negatives and malicious
nodes. We can even improve throughput and reduce detection time. We plan
to use cluster-based selfish node identification with encounter/game theory
algorithm, keeping these trade-offs in mind. CoCoWa due to its improved the
effectiveness of detecting selfish nodes can be employed in energy constrained
applications.
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